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Abstract

In the setting of secure multiparty computation, several distrustful parties wish to carry out a

distributed computing task on their local private data while satisfying several security properties

such as correctness, privacy, independence of inputs and fairness. The aim of secure multiparty

computation (MPC) is to enable the parties to carry out the computation in a secure manner,

eliminating any attempt of an adversarial entity to harm the execution. The concept of secure

computation is very general and fundamental in cryptography, and models any distributed

computing task, including simple computations as coin-tossing and broadcast, as well as more

complex tasks such as electronic auctions and anonymous transactions. In this thesis, we study

two foundational aspects of secure computation: perfect security and fairness.

In the first part of this thesis, we study perfect security in secure computation. A protocol

that is perfectly secure cannot be broken even when the adversary has unlimited computational

power and its security holds unconditionally.

One of the most fundamental results of secure computation was presented by Ben-Or,

Goldwasser and Wigderson (BGW) in 1988. They demonstrated that any n-party function-

ality can be computed with perfect security, in the private channels model. When the adversary

is semi-honest this holds as long as t < n/2 parties are corrupted, and when the adversary is

malicious this holds as long as t < n/3 parties are corrupted. Unfortunately, a full proof of

these results was never published. In this thesis, we remedy this situation and provide a full

proof of security of the BGW protocol. This also includes a full description of the protocol for

the malicious setting.

In addition to the above, we observe that by some simple and natural modifications, the

BGW protocol can be significantly simplified and one of its expensive (and perhaps most com-

plicated) subprotocols can be saved. We present a new multiplication protocol that is based on

the original construction, but is simpler and achieves higher efficiency.

In the second part of this thesis, we study fairness in secure two party computation. In-

formally, the fairness property guarantees that if one party receives its output, then the other

party does too.

The well-known impossibility result of Cleve (STOC 1986) implies that, in general, it is

impossible to securely compute a function with complete fairness without an honest majority.

Until recently, the accepted belief has been that nothing non-trivial can be computed with

complete fairness in the two party setting. The surprising work of Gordon, Hazay, Katz and

Lindell (STOC 2008) shows that this belief is false, and that there exist some non-trivial

(deterministic, finite-domain) Boolean functions that can be computed fairly. This raises the

fundamental question of characterizing complete fairness in secure two-party computation.

We focus on this question and give both positive and negative results. We first characterize
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which functions cannot be computed with complete fairness, since they are already ruled out

by Cleve’s impossibility. We define a simple property and show that any function that satisfies

the property implies fair coin-tossing (i.e., the existence of a fair protocol for computing the

function implies the existence of a fair coin-tossing protocol), and therefore is ruled out by

Cleve’s impossibility. On the other hand, we show that any function that does not satisfy the

property cannot be used to construct a fair coin-tossing protocol (in the information theoretic

setting). This extends our knowledge of what cannot be fairly computed, and provides a focus

on which functions may potentially be computed fairly.

In addition, we define another property and show that any function that satisfies this prop-

erty can be computed with complete fairness. Surprisingly, our results show not only that

some or few functions can be computed fairly, but rather an enormous number of functions

can be computed fairly, including very non-trivial functionalities like set-membership, private

evaluation of Boolean function, private matchmaking, set-disjointness and more. Finally, we

demonstrate that fairness can also be obtained in some cases in the class of asymmetric Boolean

functions (where the output of the parties is not necessarily the same), and in the class of non-

binary outputs.
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Chapter 1

Introduction

1.1 Secure Computation

In the setting of secure multiparty computation, a set of n parties with possibly private inputs

wish to securely compute some function of their inputs in the presence of adversarial behav-

ior. In a nutshell, the computation should be such that each party receives its correct output

(correctness), and none of the parties learn anything beyond their prescribed output (privacy).

The concept of secure computation is very general and fundamental in cryptography. It was

introduced by Yao in 1982 [99], and has been studied extensively since then. Several examples

for such computation tasks may be:

• Joint database computation. Assume that two hospitals hold medical databases on their

patients, including some sensitive information on the diseases of their patients, their family

background, habits, etc. These two hospitals wish to perform research, including analysis

and data-mining on the union of their databases. However, each one of the parties is

committed to the privacy of its patients, and the information of each patient is confidential.

Any unauthorized disclosure of private information can make the perpetrator subject to

criminal penalties. Secure computation enables performing research on the joint databases

without revealing any unnecessary information on the individuals.

• Private database access. We all ask “Google” for a name, term or a keyword, and re-

ceive a response. This operation is, in fact, an example of database access: One party

(“Google”) holds a huge database and an individual person queries this database. Some-

times, the queries may include some sensitive information, such as a personal question on

a disease, disability, education or employment. Using secure computation, one can query

the database without the database knowing what has been asked.

• Electronic auctions. Consider the task of an auction, where several bidders bid for a work

contract over the Internet, and the lowest bid gets the contract. The bids should remain

private, and each bidder should choose its bid independently from the others.

The above are just a few examples of tasks that are possible due to secure computation, and

reflects the power that is concealed in this field.
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Security in multiparty computation. In order to claim and prove that a protocol is secure,

or, alternatively, to claim that the adversary cannot manipulate the execution, a definition

for security of protocols is required. The security requirements from a secure protocol are

that nothing is learned from the protocol other than the output (privacy), that the output is

distributed according to the prescribed functionality (correctness), that parties cannot choose

their inputs as a function of the others’ inputs (independence of inputs), and that the corrupted

parties should receive their outputs if and only if the honest parties also receive their outputs

(fairness).

The actual definition [55, 85, 15, 27, 53] formalizes this by comparing the result of a real

protocol execution with the result of an execution in an ideal model where an incorruptible

trusted party carries out the computation for the parties. This definition has come to be known

as the “ideal/real simulation paradigm”. In more detail, in the ideal world execution, the parties

simply send their inputs to the trusted party who computes the desired function and passes

each party its prescribed output. Notice that all security requirements mentioned above are

ensured in this execution. In contrast, in the real world execution a real protocol is run by the

parties (with no trusted party). We define “security” by comparing the outcomes of these two

executions. Specifically, a protocol is secure if for any adversary in the real execution, there

exists an adversary in the ideal model such that the input/output distributions of the parties

in the real and ideal executions are the same. Since the adversary in the ideal model has no

ability to make any damage, it implies that the real world adversary cannot break the security

in the real model, and therefore security is guaranteed.

It is known that there exist functionalities that cannot be computed securely under the

above (informally stated) definition, where the property that is being breached is fairness [34].

In particular, under certain circumstances when there is no honest majority, honest parties may

not receive their prescribed output, and fairness is not always guaranteed. This imperfection is

inherent. However, protocols may still guarantee all security properties defined above, except

for fairness. Security in this case is formalized by relaxing the ideal model and “asking” the

adversary whether to give the output to the honest parties. Usually, full security (including

fairness) is considered when there is an honest majority, whereas security with no fairness

(“security-with-abort”) is considered when there is no honest majority. However, for some

particular functions, full security is possible also when there is no honest majority [58]. Jumping

ahead, characterizing for which functions fairness is possible is one of the goals of this thesis.

Feasibility of secure multiparty computation. There are many different settings within

which secure computation has been considered. Regarding the adversary, one can consider semi-

honest adversaries (who follow the protocol specification but try to learn more than they should

by inspecting the protocol transcript) or malicious adversaries (who may follow an arbitrary

strategy). In addition, an adversary may be limited to polynomial-time (as in the computational

setting) or unbounded (as in the information-theoretic setting). Finally, the adversary may be

static (meaning that the set of corrupted parties is fixed before the protocol execution begins) or

adaptive (meaning that the adversary can adaptively choose to corrupt throughout the protocol

execution).

The first feasibility result for secure computation was in the computational setting for the

two-party case with respect to semi-honest adversary, and was provided by [100]. Other feasi-

bility results were presented in the mid to late 1980’s. The most central of these are as follows,
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where the adversary is assumed to be malicious: (n denotes the number of parties, t denotes

the number of corrupted parties):

1. For t < n/3, secure multiparty computation (with fairness) can be achieved for any

function in a point-to-point network. This can be achieved both in the computational

setting [54] (under suitable cryptographic assumptions), and in the information theoretic

setting [22, 32].

2. For t < n/2, secure multiparty computation (with fairness) can be achieved for any

function assuming that the parties have access to a broadcast channel, both in the com-

putational setting [54] (under suitable cryptographic assumptions), and the information

theoretic setting [92] (with statistical security).

3. For t ≤ n, secure multiparty computation with no fairness can be achieved for any function

in the computational setting, under suitable cryptographic assumptions, and assuming

access to a broadcast channel [54, 53].

1.2 Perfect Security

In the first part of this thesis, we focus on perfect security in secure computation. In this

setting, the adversary is not bound to any complexity class (and in particular, is not assumed

to be polynomial-time). Results in this model require no complexity or cryptographic hardness

assumption and security holds unconditionally.

1.2.1 A Full Proof of the BGW Protocol (Chapter 2)

Our focus is on the results of Ben-Or, Goldwasser and Wigderson (BGW) [22], who showed

that every functionality can be computed with perfect security in the presence of semi-honest

adversaries controlling a minority of parties, and in the presence of malicious adversaries con-

trolling less than a third of the parties. The discovery that secure computation can be carried

out information theoretically, and the techniques used by BGW, were highly influential. In

addition, as we shall see, the fact that security is perfect – informally meaning that there is a

zero probability of cheating by the adversary – provides real security advantages over protocols

that have a negligible probability of failure (cf. [75]). For this reason, we focus on the BGW

protocol [22] rather than on the protocol of Chaum et al. [32].

Our Results

The BGW protocol is widely regarded as a classic result and one of the fundamental theorems

of the field. It had a huge impact on the field of cryptography, and many papers and results

are built upon it. Despite the importance of this result, a full proof of its security has never

appeared. In addition, a full description of the protocol in the malicious setting was also never

published. In this thesis, we remedy this situation and provide a full description and proof of

the BGW protocol, for both the semi-honest and malicious settings. We prove security relative

to the ideal/real definition of security for multiparty computation. This also involves carefully
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defining the functionalities and sub-functionalities that are used in order to achieve the result,

as needed for presenting a modular proof. Providing a full proof for the security of the BGW

protocol fulfills an important missing cornerstone in the field of secure computation.

Our main result is a proof of the following informally stated theorem:

Theorem 1 (basic security of the BGW protocol – informally stated): Consider a synchronous

network with pairwise private channels and a broadcast channel. Then:

1. Semi-honest: For every n-ary functionality f , there exists a protocol for computing f with

perfect security in the presence of a static semi-honest adversary controlling up to t < n/2

parties;

2. Malicious: For every n-ary functionality f , there exists a protocol for computing f with

perfect security in the presence of a static malicious adversary controlling up to t < n/3

parties.1

Theorem 1 is proven in the classic setting of a static adversary and stand-alone computation

(where the latter means that security is proven for the case that only a single protocol execution

takes place at a time). However, using theorems stating that perfect security under certain

conditions derives security in some other more powerful adversarial models, we derive security

“for free” in these models. First, we show that the protocol is also secure under universal

composability (UC) [28], meaning that security is guaranteed to hold when many arbitrary

protocols are run concurrently with the secure protocol. Second, our proof refers to information-

theoretic security in the ideal private channels model (namely, the adversary cannot tap the

communication between two honest parties). We also derive a corollary to the computational

model with authenticated channels only (where the adversary can tap the communication),

assuming semantically secure encryption [56, 99]. Finally, we also derive security in the presence

of an adaptive adversary, alas with inefficient simulator.2

1.2.2 Efficient Perfectly-Secure Multiplication Protocol (Chapter 3)

We observe that by some simple and natural modifications, the protocol of BGW can be signif-

icantly simplified and one of its expensive subprotocols can be saved.

Before going into further details, we first provide a high-level overview of the BGW protocol.

An important building block for the BGW protocol is Shamir’s secret sharing scheme [94]. In

a t-out-of-n secret sharing, a dealer can divide a secret into n shares, such that any subset of t

shares does not provide any information about the secret, and any subset of more than t shares

uniquely defines the secret, and the latter can be efficiently reconstructed from these shares.

The BGW protocol works by having the parties compute the desired function f (without

loss of generality, from n inputs to n outputs) by securely emulating the computation of an

arithmetic circuit computing f . In this computation, the parties compute shares of the output

1We remark that t < n/3 is not merely a limitation of the way the BGW protocol works. In particular, the
fact that at most t < n/3 corruptions can be tolerated in the malicious model follows immediately from the fact
that at most t < n/3 corruptions can be tolerated for Byzantine agreement [87]. In contrast, we recall that given
a broadcast channel, it is possible to securely compute any functionality with information-theoretic (statistical)
security for any t < n/2 [92, 14].

2In [29], it was shown that any protocol that is proven perfectly secure under the security definition of [41] is
also secure in the presence of adaptive adversaries, alas with inefficient simulation. We use this to derive security
in the presence of adaptive adversaries, albeit with the weaker guarantee provided by inefficient simulation (in
particular, this does not imply adaptive security in the computational setting).

4



of a circuit gate given shares of the input wires of that gate. To be more exact, the parties

first share their inputs with each other using Shamir’s secret sharing (in the case of malicious

adversaries, a verifiable secret sharing protocol (cf. [33, 54]) is used). The parties then emulate

the computation of each gate of the circuit, computing Shamir shares of the gate’s output from

the Shamir shares of the gate’s inputs. As we shall see, this secret sharing has the property that

addition gates in the circuit can be emulated using local computation only. Thus, the parties

only interact in order to emulate the computation of multiplication gates; this step is the most

involved part of the protocol. Finally, the parties reconstruct the secrets from the shares of the

output wires of the circuit in order to obtain their output.

We show that the multiplication protocol of BGW (where the parties emulate the computa-

tion of multiplication gate) can be significantly simplified and one of its expensive (and perhaps

most complicated) subprotocols can be saved. We propose a new protocol that is based on

the multiplication protocol of BGW, but utilizes the additional information given in a bivariate

polynomial sharing (as used in the verifiable secret sharing of BGW and Feldman [22, 45]) in or-

der to significantly improve the efficiency of each multiplication. We provide a full specification

and full proof of security for this new protocol.

Our protocol achieves perfect security, as in the original work of BGW. We stress that perfect

security is not just a question of aesthetics, but rather provides a substantive advantage over

protocols that are only proven statistically secure. Using the fact that our protocol is perfectly

secure, we also derive concurrent security and even adaptive security (albeit with the weaker

guarantee provided by inefficient simulator), exactly as with our proof of the BGW protocol.

We also derive a corollary to the computational model with authenticated channels (instead of

perfect security with ideal private channels).

1.3 Complete Fairness in Secure Two-Party Computation

In the second part of this thesis, we study complete fairness in secure two-party computation (in

the computational setting). Recall that complete fairness means, intuitively, that the adversary

learns the output if and only if the honest parties learn the output.

As we have mentioned, a basic feasibility result of secure computation states that when the

majority of the parties are honest, it is possible to securely compute any functionality with

complete fairness [54, 22, 32, 92, 53]. In the case when an honest majority is not guaranteed,

including the important case of the two-party settings where one may be corrupted, it is possible

to securely compute any function while satisfying all security properties except for fairness [100,

54, 53]. The deficiency of fairness is not just an imperfection of these constructions, but rather

a result of inherent limitation. The well-known impossibility result of Cleve [34] shows that

there exist functions that cannot be computed by two parties with complete fairness, and thus,

fairness cannot be achieved in general.

Specifically, Cleve showed that the coin-tossing functionality, where two parties toss an

unbiased fair coin, cannot be computed with complete fairness. This implies that any function

that can be used to toss a fair coin (like, for instance, the Boolean XOR function) cannot

be computed fairly as well. From Cleve’s result and until 2008, the accepted belief was that
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only trivial functions3 can be computed with complete fairness. This belief is not just a hasty

conclusion, and is based on a solid and substantiate intuition. In any protocol computing any

interesting function, the parties move from a state of no knowledge about the output to full

knowledge about it. Protocols proceed in rounds and the parties cannot exchange information

simultaneously, therefore, apparently, there must be a point in the execution where one party

has more knowledge about the output than the other. Aborting at that round yields the unfair

situation where one party learns the output alone.

Questions regarding fairness have been studied extensively since the early days of secure

computation. These questions do not deal with the notion of complete fairness, but rather on

several relaxations of fairness, possibly because of Cleve’s result. In 2008, the work of [58] was

published and showed very interesting feasibility results for complete fairness in the two-party

setting, and changed our perception regarding fairness. We will mainly focus on this work and

its ramifications. However, before describing the work of [58] and our goals in more detail, we

first give a high level overview of the history of fairness in secure computation. The enormous

amount of works on this topic reflects the importance of this topic and its significant to the

theory of secure computation.

1.3.1 Fairness in Secure Computation – Related Work

Impossibility of Complete Fairness

The first impossibility result of fairness appeared in 1980, even before secure computation was

introduced, in the work of Even and Yacobi [44]. The paper dealt with several applications

of digital signatures, and one of the studied questions was the task of exchanging signatures.

The paper showed impossibility of this latter task, by arguing that one party must have enough

information to efficiently produce a verifiable signature before its opponent. This was the first

impossibility for the “fair exchange” functionality (the first party holds secret input x, the

second party holds y, and the parties wish to exchange their secrets such that the first learns y

and the second learns x).

This work was later formalized and strengthened by the impossibility result of Cleve [34]. As

mentioned above, Cleve’s theorem showed that there does not exist a completely fair protocol

for enabling two parties to agree on an unbiased coin. In particular, Cleve showed that in any

r-round coin-tossing protocol, there exists an efficient adversary that can bias the output of the

honest party by Ω(1/r). In fact, the adversary that is constructed in the proof is not even a

malicious adversary, but rather is only “fail-stop”, meaning that it behaves honestly throughout

the interaction with the only exception that it may halt the execution prematurely.

The relation between coin-tossing and fair exchange was also studied, and it was shown

that the task of coin-tossing is strictly “weaker” than the task of fair-exchange. That is, the

impossibility of coin-flipping implies the impossibility of fair-exchange, while the inverse does

not. In particular, impossibility of coin-flipping implies impossibility of the most degenerated

fair-exchange task (the Boolean XOR function), since the existence of a fair protocol for the

XOR function implies the existence of a fair protocol for coin-tossing. On the other hand, even if

coin-tossing would have been possible, the Boolean XOR function is still impossible to compute

fairly [2].

3In our context, the term “trivial functions” refers to constant functions, i.e., functions that depend on only
one party’s input and functions where only one party receives output. It is easy to see that these functions can
be computed fairly.
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Other impossibility results. Among other things, the work of [60] strengthened the diffi-

culty for achieving fairness, by showing the existence of a “fairness hierarchy”. Intuitively, they

showed that even given an using ideal box for exchanging “short” strings of length ` = O(log κ)-

bits, no protocol can exchange ` + 1 bits. In fact, the result is even more general and enables

the parties to use any short `-bit primitive. The work of [2] proves impossibility for some other

randomized functions where the parties have no inputs (i.e., sampling outputs from some distri-

bution), where coin-tossing and the impossibility result of Cleve may be interpreted as a special

case of this result. This strengthens our understanding of when fairness is impossible.

Possibility of Partial Fairness

As we have seen, there exist functionalities that cannot be securely computed with complete

fairness when there is no honest majority. Despite this impossibility, some partial fairness is

still possible to achieve. A number of different approaches have been considered, with the aim

of finding “relaxed” models of fairness which can be achieved.

Gradual release. The extreme case of breaching fairness occurs when one party learns the

whole output alone, while the other party does not gain any information regarding the output.

This phenomenon can be reduced, using the notion of gradual release. The idea is that instead

of learning the output in “one shot”, the parties learn the output gradually, that is, a party

cannot learn its next piece of information before sending the other party its own piece. At any

point one of the parties has an advantage over the other, but the protocol keeps this advantage

relatively small (but this advantage cannot disappear). There are many papers that are based

on the notion of gradual release [23, 42, 52, 91, 43, 100, 25, 67, 38, 24, 50, 89, 49], and we refer

the reader to [57] for a nice survey.

Probabilistic fairness. In a nutshell, the works of [80, 95, 16, 35, 55, 21] use similar approach

to gradual release, but conceptually a bit different. Here the players’ confidence in the solution

(correct output) increases over time, as opposed to the gradual release approach in which the

solution becomes cryptographically easier to find after each round.

For instance, the work of [80] considers the tasks of exchanging one bit. Here, in each round

the parties exchange random coins, where the distributions from which the coins are chosen are

getting closer to the true input with each round. That is, in the first round the coins are uniform

and independent from the actual inputs, whereas at the end of the executions the coins are the

true inputs (i.e., the bits that they transmit). In each round in-between, the distributions are

biased towards the actual inputs. By applying this approach, in any round the parties do not

have certainty regarding the correct output, but their confidence about it is increased with each

round. Beaver and Goldwasser [16] formalized the notion of fairness that is provided by this

protocol, and show how any Boolean function can be computed with this notion of fairness.

Optimistic exchange. A different notion of fairness involves some limited trusted party. This

trusted party remains offline during the computation, and is involved only when there is some

misbehaviour during the interaction (i.e., a “judge”). The approach was suggested by Micali [83]

and Asokan et al. [10] and is followed in the works of [11, 13, 88, 12, 48, 26, 84, 40, 77, 74, 73].
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1/p-security. As mentioned above, the two common security definitions in the ideal-real

paradigm consider either full security (with complete fairness), or security with-abort (with no

fairness at all). Although many works achieve some sort of fairness, to the best of our knowledge,

there are few works that formalize partial fairness in the ideal-real simulation paradigm [49, 61,

4]. The work of [61] formalizes partial fairness in this paradigm, and suggests the notion of 1/p-

security. Informally, instead of requiring computationally indistinguishability between the ideal

world and the real world (i.e., no efficient adversary can distinguish between an output of the

real execution and an output of the ideal execution with some non-negligible probability), the

requirement is relaxed such that the outputs cannot be efficiently distinguished with probability

greater than 1/p, for some specified polynomial p. This work also shows how to achieve this

notion for two-party functions, and the work of [19] shows possibility for this notion for the

multiparty case.

Optimal coin-tossing. As we mentioned above, Cleve’s impossibility shows that for any

r-round coin-tossing protocol, there exists an efficient adversary that succeeds in biasing the

output of the honest party by Ω(1/r). This raises the question of whether this lower bound

is tight, i.e., whether there exists a protocol that guarantees maximal bias of O(1/r). This

question addresses the “power” of the adversary in the real world, and how it can influence the

output of the honest party and has direct ramifications to fairness.

Cleve [34] gave a protocol for coin-tossing that guarantees maximal bias of O(1/
√
r), when

assuming the existence of one-way functions. In 1993, Cleve and Impagliazzo [36] showed that for

any r-round coin-tossing protocol there exists an inefficient adversary that succeeds in biasing

the output of the honest party by Ω(1/
√
r), which suggests that Cleve’s protocol is optimal.

However, a recent result [86] shows that, assuming the existence of Oblivious Transfer [43, 53],

there exists a protocol for coin-tossing that guarantees maximal bias of O(1/r). This implies

that Cleve’s lower bound is optimal. This result was extended in the multiparty case, in which

less than 2/3 of the parties are corrupted [20].

Fairness with rational players. The work of Halpern and Teague introduced the notion

of “rational secret sharing and multiparty computation” [63]. In this model, we do not divide

the players into “good” (honest) and “bad” (malicious), but rather all are rational players (in

the game-theoretic sense) that wish to maximize their utilities. In particular, it is assumed

that each party prefers to learn the output rather then not learning it, and prefers to be the

only party that learns the output. This approach is incomparable to the standard notion of

fairness in secure computation: On the one hand, fairness is harder to achieve since all parties

are rational and there are no honest parties; and on the other hand, fairness is easier to achieve

since the “adversary” is rational and therefore we can predict its behavior. It has been shown

that fairness in this model can sometimes be achieved [1, 81, 71, 70, 5, 47].

1.3.2 The Work of Gordon, Hazay, Katz and Lindell [58]

Our understanding regarding fairness was recently changed by the surprising work of Gordon,

Hazay, Katz and Lindell (GHKL) [58]. This work focuses on complete fairness, and shows

that there exist some non-trivial (deterministic, finite-domain) Boolean functions that can be

computed in the malicious settings with complete fairness. The work re-opens the research on
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this subject. The fact that some functions can be computed fairly, while some others were

proven to be impossible to compute fairly, raises the following fundamental question:

Which functions can be computed with complete fairness?

Since the publication of [58], there have been no other works that further our understanding

regarding which (Boolean) functions can be computed fairly without an honest majority in

the two party setting. Specifically, Cleve’s impossibility result is the only known function that

cannot be computed fairly, and the functions for which [58] shows possibility are the only known

possible functions. There is therefore a large class of functions for which we have no idea as to

whether or not they can be securely computed with complete fairness.

To elaborate further, the work of [58] shows that any (polynomial-size domain) function that

does not contain an embedded XOR (i.e., inputs x1, x2, y1, y2 such that f(x1, y1) = f(x2, y2) 6=
f(x1, y2) = f(x2, y1)) can be computed fairly. Examples of functions without an embedded

XOR include the Boolean OR / AND functions and the greater-than function. Given the

fact that Cleve’s impossibility result rules out completely fair computation of Boolean XOR, a

natural conjecture is that any function that does contain an embedded XOR is impossible to

compute fairly. However, [58] shows also that this conclusion is incorrect. It considers a specific

function that does contain an embedded XOR, and constructs a protocol that securely computes

this function with complete fairness. Furthermore, the paper presents a generalization of this

protocol that may potentially compute a large class of functions. It also shows how to construct

a (rather involved) set of equations for a given function, that indicates whether the function can

be computed fairly using this protocol. We later refer to this protocol as “the GHKL protocol”.

The results in [58] completely change our perception regarding fairness. The fact that some-

thing non-trivial can be computed fairly is surprising in that it contradicts the aforementioned

natural intuition and common belief, and raises many interesting questions. For instance, are

there many functions that can be computed fairly, or only a few? Which functions can be com-

puted fairly? Which functions can be computed using the generalized GHKL protocol? What

property distinguishes these functions from the functions that are impossible to compute fairly?

Our Work

1.3.3 A Full Characterization of Coin-Tossing (Chapter 4)

Motivated by the fundamental question of characterizing which functions can be computed with

complete fairness, in Chapter 4, we analyze which functions cannot be computed fairly since they

are already ruled out by Cleve’s original result. That is, we show which finite-domain Boolean

functions “imply” the coin-tossing functionality. We provide a simple property (criterion) on

the truth table of a given Boolean function. We then show that for every function that satisfies

this property, it holds that the existence of a protocol that fairly computes the given function

implies the existence of a protocol for fair coin-tossing in the presence of a fail-stop adversary,

in contradiction to Cleve’s impossibility result. This implies that the functions that satisfy the

property cannot be computed fairly. The property is very simple, clean and general.

In a nutshell, the property that we define over the function’s truth table relates to the

question of whether or not it is possible for one party to singlehandedly change the probability

that the output of the function is 1 (or 0) based on how it chooses its input. That is, assume that
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there exists a fair protocol that fairly computes the function and assume that each party has

some distribution over its inputs, such that once it chooses its input according to this distribution

in the execution of the protocol, the other party cannot bias the result of the execution. Once

these input distributions exist for both parties, it is easy to see that the function implies a fair-

coin tossing functionality. This is because a fair protocol for the function implies the existence

of a fair protocol for some δ-coin. In order to obtain a fair coin, we can apply the method of

von-Neumann [97], and to conclude that this function implies fair coin-tossing.

The more challenging and technically interesting part of our work is a proof that the property

is tight. Namely, we show that a function f that does not satisfy the property cannot be used

to construct a fair coin-tossing protocol (in the information theoretic setting). More precisely,

we show that it is impossible to construct a fair two-party coin-tossing protocol, even if the

parties are given access to a trusted party that computes f fairly for them. We prove this

impossibility by showing the existence of an (inefficient) adversary that can bias the outcome

with non-negligible probability. Thus, we prove that it is not possible to toss a coin with

information-theoretic security, when given access to fair computations of f . We stress that

this “impossibility” result is actually a source of optimism, since it may be possible to securely

compute such functions with complete fairness. Indeed, the fair protocols presented in [58] are

for functions for which the property does not hold,4 and in Chapter 5 we show possibility for

many more functions that do not satisfy this property.

It is important to note that our proof that functions that do not satisfy the property do

not imply coin tossing is very different to the proof of impossibility by Cleve. Specifically, the

intuition behind the proof by Cleve is that since the parties exchange messages in turn, there

must be a point where one party has more information than the other about the outcome of the

coin-tossing protocol. If that party aborts at this point, then this results in bias. This argument

holds since the parties cannot exchange information simultaneously. In contrast, in our setting,

the parties can exchange information simultaneously via the computation of f . Thus, our proof

is conceptually very different to that of Cleve, and in particular, is not a reduction to the proof

by Cleve.

1.3.4 Towards Characterizing Complete Fairness (Chapter 5)

Finally, in Chapter 5 we study which functions can be computed with complete fairness. We find

an interesting connection between a geometric representation of the function and the possibility

of fairness. We show that any function that defines a full-dimensional geometric object can be

computed with complete fairness. That is, we present a simple property on the truth table of

the function, and show that that for every function that satisfies this property, the function can

be computed fairly. This extends our knowledge of what can be computed fairly, and is another

important step towards a full characterization for fairness.

Our results deepen our understanding of fairness and show that many more functions can

be computed fairly than what has been thought previously. Using results from combinatorics,

we show that a random Boolean function with distinct domain sizes (i.e., functions f : X ×
Y → {0, 1} where |X| 6= |Y |) defines a full-dimensional geometric object with overwhelming

probability. Therefore, surprisingly, almost all functions with distinct domain sizes can be

4We remark that since our impossibility result is information theoretic, there is the possibility that some of
the functions for which the property does not hold do imply coin tossing computationally. In such a case, the
impossibility result of Cleve still applies to them. See further discussion in the body of the thesis.
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computed with complete fairness. Although only one bit of information is revealed by output,

the class of Boolean functions that define full-dimensional geometric objects (and therefore can

be computed with complete fairness) is very rich, and includes a fortune of interesting and non-

trivial tasks, like set-membership, private evaluation of Boolean function, private matchmaking,

set-disjointness and more.

Furthermore, we provide an additional property that indicates that a function cannot be

computed using the protocol of GHKL (with the particular simulation strategy described

in [58]). This property is almost always satisfied in the case where |X| = |Y |. Thus, at

least at the intuitive level, almost all functions with |X| 6= |Y | can be computed fairly, whereas

almost all functions with |X| = |Y | cannot be computed using the only known possibility result

that we currently have for fairness. We emphasize that this negative result does not rule out

the possibility of these functions using some other protocol or even using the protocol of [58]

itself using some other simulation strategy. Moreover, we remark that when incorporating these

results with the full characterization of coin-tossing, our characterization for fairness is not

tight, and there exists a class of functions that do not imply fair coin-tossing (and therefore are

not ruled out by Cleve’s impossibility), and also cannot be computed using the protocol of [58]

(with that particular simulation strategy).

In addition to the above, we also consider larger families of functions rather than the sym-

metric Boolean functions with finite domain, and show that fairness is sometimes possible in

these classes. We consider the class of asymmetric functions where the parties do not necessarily

get the same output, as well as the class of functions with non-binary outputs. This is the first

time that fairness is shown to be possible in these families of functions, and shows that the

fairness property can be obtained in a much larger and wider class of functions than previously

known.

1.4 Organization

The thesis consists of two parts, both of which deal with aspects of secure computation. Part I

deals with perfect security in secure-computation, and Part II deals with the question of com-

plete fairness. In spite of the risk of a small amount of repetition, each part is self-contained

and includes the necessary definitions and preliminaries. Each one of the parts also consists of

two closely related chapters. Chapter 3 is based on Chapter 2, and Chapter 5 is based on the

definitions that appear in Chapter 4. Chapters 2,3,4,5 were published in [6, 8, 9, 3], respectively.
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Part I

Perfect Security

13





Chapter 2

A Full Proof of the BGW Protocol

One of the most fundamental results of secure computation was presented by Ben-Or, Goldwasser

and Wigderson (BGW) in 1988. They demonstrated that any n-party functionality can be com-

puted with perfect security, in the private channels model. When the adversary is semi-honest

this holds as long as t < n/2 parties are corrupted, and when the adversary is malicious this

holds as long as t < n/3 parties are corrupted. Unfortunately, a full proof of these results was

never published. In this chapter, we provide a full proof of security of the BGW protocol. This

also includes a full description of the protocol for the malicious setting.

2.1 Introduction

2.1.1 The BGW Protocol

Our focus is on the results of Ben-Or, Goldwasser and Wigderson (BGW) [22], who showed that

every functionality can be computed with perfect security in the presence of semi-honest adver-

saries controlling a minority of parties, and in the presence of malicious adversaries controlling

less than a third of the parties. We have already discussed the importance of this protocol and

its historical context in the introduction, and thus we start with a high-level overview of the

protocol.

The BGW construction – an overview. The BGW protocol works by having the parties

compute the desired function f (from n inputs to n outputs) by securely emulating the compu-

tation of an arithmetic circuit computing f . In this computation, the parties compute shares of

the output of a circuit gate given shares of the input wires of that gate. To be more exact, the

parties first share their inputs with each other using Shamir’s secret sharing [94]; in the case

of malicious adversaries, a verifiable secret sharing protocol (cf. [33, 54]) is used. The parties

then emulate the computation of each gate of the circuit, computing Shamir shares of the gate’s

output from the Shamir shares of the gate’s inputs. As we shall see, this secret sharing has the

property that addition gates in the circuit can be emulated using local computation only. Thus,

the parties only interact in order to emulate the computation of multiplication gates; this step

is the most involved part of the protocol. Finally, the parties reconstruct the secrets from the

shares of the output wires of the circuit in order to obtain their output.
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We proceed to describe the protocol in a bit more detail. Shamir’s secret sharing enables the

sharing of a secret s amongst n parties, so that any subset of t+1 or more parties can efficiently

reconstruct the secret, and any subset of t or less parties learn no information whatsoever about

the secret. Let F be a finite field of size greater than n, let α1, . . . , αn be n distinct non-zero

field elements, and let s ∈ F. Then, in order to share s, a polynomial p(x) ∈ F[x] of degree

t with constant term s is randomly chosen, and the share of the ith party Pi is set to p(αi).

By interpolation, given any t + 1 points it is possible to reconstruct p and compute s = p(0).

Furthermore, since p is random, its values at any t or less of the αi’s give no information about s.

Now, let n denote the number of parties participating in the multiparty computation, and

let t be a bound on the number of corrupted parties. The first step of the BGW protocol is for

all parties to share their inputs using Shamir’s secret sharing scheme. In the case of semi-honest

adversaries, plain Shamir sharing with a threshold t < n/2 is used, and in the case of malicious

adversaries verifiable secret sharing (VSS) with a threshold t < n/3 is used. A verifiable secret

sharing protocol is needed for the case of malicious adversaries in order to prevent cheating,

and the BGW paper was also the first to construct a perfect VSS protocol.

Next, the parties emulate the computation of the gates of the circuit. The first observation

is that addition gates can be computed locally. That is, given shares p(αi) and q(αi) of the

two input wires to an addition gate, it holds that r(αi) = p(αi) + q(αi) is a valid sharing of the

output wire. This is due to the fact that the polynomial r(x) defined by the sum of the shares

has the same degree as both p(x) and q(x), and r(0) = p(0) + q(0).

Regarding multiplication gates, observe that by computing r(αi) = p(αi) · q(αi) the parties

obtain shares of a polynomial r(x) with constant term p(0) · q(0) as desired. However, the

degree of r(x) is 2t, since the degrees of p(x) and q(x) are both t. Since reconstruction works

as long as the polynomial used for the sharing is of degree t, this causes a problem. Thus, the

multiplication protocol works by reducing the degree of the polynomial r(x) back to t. In the

case of semi-honest parties, the degree reduction can be carried out as long as t < n/2 (it is

required that t < n/2 since otherwise the degree of r(x) = p(x) · q(x) will be greater than or

equal to n, which is not fully defined by the n parties’ shares). In the case of malicious parties,

the degree reduction is much more complex and works as long as t < n/3. In order to obtain

some intuition as to why t < n/3 is needed, observe that a Shamir secret sharing can also be

viewed as a Reed-Solomon code of the polynomial [82]. With a polynomial of degree t, it is

possible to correct up (n − t − 1)/2 errors. Setting t < n/3, we have that n ≥ 3t + 1 and so

(n − t − 1)/2 ≥ t errors can be corrected. This means that if up to t malicious parties send

incorrect values, the honest parties can use error correction and recover. Indeed, the BGW

protocol in the case of malicious adversaries relies heavily on the use of error correction in order

to prevent the adversary from cheating.

2.1.2 Our Results

Despite the importance of the BGW result, a full proof of its security has never appeared, and

a full description of the protocol in the malicious setting was also never published. We remedy

this situation, and our main result is a proof of the following informally stated theorem:

Theorem 2 (basic security of the BGW protocol – informally stated): Consider a synchronous

network with pairwise private channels and a broadcast channel. Then:

16



1. Semi-honest: For every n-ary functionality f , there exists a protocol for computing f with

perfect security in the presence of a static semi-honest adversary controlling up to t < n/2

parties;

2. Malicious: For every n-ary functionality f , there exists a protocol for computing f with

perfect security in the presence of a static malicious adversary controlling up to t < n/3

parties.

The communication complexity of the protocol is O(poly(n)·|C|) where C is an arithmetic circuit

computing f , and the round complexity is linear in the depth of the circuit C.

All of our protocols are presented in a model with pairwise private channels and secure

broadcast. Since we only consider the case of t < n/3 malicious corruptions, secure broadcast

can be achieved in a synchronous network with pairwise channels by running Byzantine Gen-

erals [87, 76, 46]. In order to obtain (expected) round complexity linear in the depth of |C|, an

expected constant-round Byzantine Generals protocol of [46] (with composition as in [79, 14])

is used.

Security under composition. Theorem 2 is proven in the classic setting of a static adversary

and stand-alone computation, where the latter means that security is proven for the case that

only a single protocol execution takes place at a time. Fortunately, it was shown in [75] that

any protocol that is perfectly secure and has a black-box non-rewinding simulator, is also secure

under universal composability [28] (meaning that security is guaranteed to hold when many

arbitrary protocols are run concurrently with the secure protocol). Since our proof of security

satisfies this condition, we obtain the following corollary, which relates to a far more powerful

adversarial setting:

Corollary 3 (UC information-theoretic security of the BGW protocol): Consider a synchronous

network with private channels. Then, for every n-ary functionality f , there exists a protocol

for computing f with perfect universally composable security in the presence of an static semi-

honest adversary controlling up to t < n/2 parties, and there exists a protocol for computing

f with perfect universally composable security in the presence of a static malicious adversary

controlling up to t < n/3 parties.

Corollary 3 refers to information-theoretic security in the ideal private channels model. We

now derive a corollary to the computational model with authenticated channels only. In order

to derive this corollary, we first observe that information-theoretic security implies security in

the presence of polynomial-time adversaries (this holds as long as the simulator is required

to run in time that is polynomial in the running time of the adversary, as advocated in [53,

Sec. 7.6.1]). Furthermore, the ideal private channels of the information-theoretic setting can

be replaced with computationally secure channels that can be constructed over authenticated

channels using semantically secure public-key encryption [56, 99]. We have:

Corollary 4 (UC computational security of the BGW protocol): Consider a synchronous net-

work with authenticated channels. Assuming the existence of semantically secure public-key

encryption, for every n-ary functionality f , there exists a protocol for computing f with uni-

versally composable security in the presence of a static malicious adversary controlling up to

t < n/3 parties.
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We stress that unlike the UC-secure computational protocols of [31] (that are secure for any

t < n), the protocols of Corollary 4 are in the plain model, with authenticated channels but

with no other trusted setup (in particular, no common reference string). Although well-accepted

folklore, Corollaries 3 and 4 have never been proved. Thus, our work also constitutes the first

full proof that universally composable protocols exist in the plain model (with authenticated

channels) for any functionality, in the presence of static malicious adversaries controlling any

t < n/3 parties.

Adaptive security with inefficient simulation. In [29] it was shown that any protocol

that is proven perfectly secure under the security definition of [41] is also secure in the presence

of adaptive adversaries, alas with inefficient simulation. We use this to derive security in the

presence of adaptive adversaries, albeit with the weaker guarantee provided by inefficient sim-

ulation (in particular, this does not imply adaptive security in the computational setting). See

Section 2.8 for more details.

Organization. In Section 2.2, we present a brief overview of the standard definitions of

perfectly secure multiparty computation and of the modular sequential composition theorem

that is used throughout in our proofs. Then, in Section 2.3, we describe Shamir’s secret sharing

scheme and rigorously prove a number of useful properties of this scheme. In Section 2.4 we

present the BGW protocol for the case of semi-honest adversaries. An overview of the overall

construction appears in Section 2.4.1, and an overview of the multiplication protocol appears

at the beginning of Section 2.4.3.

The BGW protocol for the case of malicious adversaries is presented in Sections 2.5, 2.6, 2.7.

In Section 2.5 we present the BGW verifiable secret sharing (VSS) protocol that uses bivariate

polynomials. This section includes background on Reed-Solomon encoding and properties of

bivariate polynomials that are needed for proving the security of the VSS protocol. Next, in

Section 2.6 we present the most involved part of the protocol – the multiplication protocol for

computing shares of the product of shares. This involves a number of steps and subprotocols,

some of which are new. The main tool for the BGW multiplication protocol is a subprotocol

for verifiably sharing the product of a party’s shares. This subprotocol, along with a detailed

discussion and overview, is presented in Section 2.6.6. Our aim has been to prove the security

of the original BGW protocol. However, where necessary, some changes were made to the

multiplication protocol as described originally in [22]. Finally, in Section 2.7, the final protocol

for secure multiparty computation is presented. The protocol is proven secure for any VSS and

multiplication protocols that securely realize the VSS and multiplication functionalities that we

define in Sections 2.5 and 2.6, respectively. In addition, an exact count of the communication

complexity of the BGW protocol for malicious adversaries is given. We conclude in Section 2.8

by showing how to derive security in other settings (adaptive adversaries, composition, and the

computational setting).

The specification of the protocol is full of detailed and contain full proofs. As a result, the

specification of the protocol is not consecutive. A reader who may find it beneficial and more

convenient to read the full specification continuously may refer to Appendix A.
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2.2 Preliminaries and Definitions

In this section, we review the definition of perfect security in the presence of semi-honest and

malicious adversaries. We refer the reader to [53, Sec. 7.6.1] and [27] for more details and

discussion.

In the definitions below, we consider the stand-alone setting with a synchronous network,

and perfectly private channels between all parties. For simplicity, we will also assume that the

parties have a broadcast channel; as is standard, this can be implemented using an appropriate

Byzantine Generals protocol [87, 76]. Since we consider synchronous channels and the compu-

tation takes place in clearly defined rounds, if a message is not received in a given round, then

this fact is immediately known to the party who is supposed to receive the message. Thus,

we can write “if a message is not received” or “if the adversary does not send a message” and

this is well-defined. We consider static corruptions meaning that the set of corrupted parties is

fixed ahead of time, and the stand-alone setting meaning that only a single protocol execution

takes place; extensions to the case of adaptive corruptions and composition are considered in

Section 2.8.

Basic notation. For a set A, we write a ∈R A when a is chosen uniformly from A. We

denote the number of parties by n, and a bound on the number of corrupted parties by t. Let

f : ({0, 1}∗)n → ({0, 1}∗)n be a possibly probabilistic n-ary functionality, where fi(x1, . . . , xn)

denotes the ith element of f(x1, . . . , xn). We denote by I = {i1, . . . i`} ⊂ [n] the indices

of the corrupted parties, where [n] denotes the set {1, . . . , n}. By the above, |I| ≤ t. Let

~x = (x1, . . . , xn), and let ~xI and fI(~x) denote projections of the corresponding n-ary sequence

on the coordinates in I; that is, ~xI = (xi1 , . . . , xi`) and fI(~x) = (fi1(~x), . . . , fi`(~x)). Finally, to

ease the notation, we omit the index i when we write the set {(i, ai)}ni=1 and simply write {ai}ni=1.

Thus, for instance, the set of shares {(i1, f(αi1)), . . . , (i`, f(αi`))} is denoted as {f(αi)}i∈I .

Terminology. In this chapter, we consider security in the presence of both semi-honest and

malicious adversaries. As in [53], we call security in the presence of a semi-honest adversary

controlling t parties t-privacy, and security in the presence of a malicious adversary control-

ling t parties t-security. Since we only deal with perfect security in this chapter, we use the

terms t-private and t-secure without any additional adjective, with the understanding that the

privacy/security is always perfect.

2.2.1 Perfect Security in the Presence of Semi-Honest Adversaries

We are now ready to define security in the presence of semi-honest adversaries. Loosely speaking,

the definition states that a protocol is t-private if the view of up to t corrupted parties in a real

protocol execution can be generated by a simulator given only the corrupted parties’ inputs and

outputs.

The view of the ith party Pi during an execution of a protocol π on inputs ~x, denoted

viewπ
i (~x), is defined to be (xi, ri;mi1 , . . . ,mik) where xi is Pi’s private input, ri is its internal

coin tosses, and mij is the jth message that was received by Pi in the protocol execution.

For every I = {i1, . . . i`}, we denote viewπ
I (~x) = (viewπ

i1
(~x), . . .viewπ

i`
(~x)). The output of all
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parties from an execution of π on inputs ~x is denoted outputπ(~x); observe that the output of

each party can be computed from its own (private) view of the execution.

We first present the definition for deterministic functionalities, since this is simpler than the

general case of probabilistic functionalities.

Definition 2.2.1 (t-privacy of n-party protocols – deterministic functionalities):

Let f : ({0, 1}∗)n → ({0, 1}∗)n be a deterministic n-ary functionality and let π be a protocol.

We say that π is t-private for f if for every ~x ∈ ({0, 1}∗)n where |x1| = . . . = |xn|,

outputπ(x1, . . . , xn) = f(x1, . . . , xn) (2.2.1)

and there exists a probabilistic polynomial-time algorithm S such that for every I ⊂ [n] of

cardinality at most t, and every ~x ∈ ({0, 1}∗)n where |x1| = . . . = |xn|, it holds that:{
S (I, ~xI , fI (~x))

}
≡
{
viewπ

I (~x)
}
. (2.2.2)

The above definition separately considers the issue of output correctness (Eq. (2.2.1)) and

privacy (Eq. (2.2.2)), where the latter captures privacy since the ability to generate the cor-

rupted parties’ view given only the input and output means that nothing more than the input

and output is learned from the protocol execution. However, in the case of probabilistic func-

tionalities, it is necessary to intertwine the requirements of privacy and correctness and consider

the joint distribution of the output of S and of the parties; see [27, 53] for discussion. Thus, in

the general case of probabilistic functionalities, the following definition of t-privacy is used.

Definition 2.2.2 (t-privacy of n-party protocols – general case): Let f : ({0, 1}∗)n → ({0, 1}∗)n

be a probabilistic n-ary functionality and let π be a protocol. We say that π is t-private for f if

there exists a probabilistic polynomial-time algorithm S such that for every I ⊂ [n] of cardinality

at most t, and every ~x ∈ ({0, 1}∗)n where |x1| = . . . = |xn|, it holds that:{
(S(I, ~xI , fI(~x)), f(~x))

}
≡
{

(viewπ
I (~x),outputπ(~x))

}
. (2.2.3)

We remark that in the case of deterministic functionalities, the separate requirements of

Equations (2.2.1) and (2.2.2) actually imply the joint distribution of Eq. (2.2.3). This is due to

the fact that when f is deterministic, f(~x) is a single value and not a distribution.

Our presentation – deterministic functionalities. For the sake of simplicity and clarity,

we present the BGW protocol and prove its security for the case of deterministic functionalities

only. This enables us to prove the overall BGW protocol using Definition 2.2.1, which makes the

proof significantly simpler. Fortunately, this does not limit our result since it has already been

shown that it is possible to t-privately compute any probabilistic functionality using a general

protocol for t-privately computing any deterministic functionality; see [53, Sec. 7.3.1].

2.2.2 Perfect Security in the Presence of Malicious Adversaries

We now consider malicious adversaries that can follow an arbitrary strategy in order to carry

out their attack; we stress that the adversary is not required to be efficient in any way. Security

is formalized by comparing a real protocol execution to an ideal model where the parties just
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send their inputs to the trusted party and receive back outputs. See [27, 53] for details on how

to define these real and ideal executions; we briefly describe them here.

Real model: In the real model, the parties run the protocol π. We consider a synchronous

network with private point-to-point channels, and an authenticated broadcast channel. This

means that the computation proceeds in rounds, and in each round parties can send private

messages to other parties and can broadcast a message to all other parties. We stress that the

adversary cannot read or modify messages sent over the point-to-point channels, and that the

broadcast channel is authenticated, meaning that all parties know who sent the message and

the adversary cannot tamper with it in any way. Nevertheless, the adversary is assumed to be

rushing, meaning that in every given round it can see the messages sent by the honest parties

before it determines the messages sent by the corrupted parties.

Let π be a n-party protocol, let A be an arbitrary machine with auxiliary input z, and

let I ⊂ [n] be the set of corrupted parties controlled by A. We denote by REALπ,A(z),I(~x) the

random variable consisting of the view of the adversary A and the outputs of the honest parties,

following a real execution of π in the aforementioned real model, where for every i ∈ [n], party

Pi has input xi.

Ideal model: In the ideal model for a functionality f , the parties send their inputs to an

incorruptible trusted party who computes the output for them. We denote the ideal adversary

by S (since it is a “simulator”), and the set of corrupted parties by I. An execution in the ideal

model works as follows:

• Input stage: The adversary S for the ideal model receives auxiliary input z and sees the

inputs xi of the corrupted parties Pi (for all i ∈ I ). S can substitute any xi with any x′i of

its choice under the condition that |x′i| = |xi|.

• Computation: Each party sends its (possibly modified) input to the trusted party; denote

the inputs sent by x′1, . . . , x
′
n. The trusted party computes (y1, . . . , yn) = f(x′1, . . . , x

′
n) and

sends yj to Pj , for every j ∈ [n].

• Outputs: Each honest party Pj (j /∈ I) outputs yj , the corrupted parties output ⊥, and

the adversary S outputs an arbitrary function of its view.

Throughout the chapter, we will refer to communication between the parties and the functional-

ity. For example, we will often write that a party sends its input to the functionality; this is just

shorthand for saying that the input is sent to the trusted party who computes the functionality.

We denote by IDEALf,S(z),I(~x) the outputs of the ideal adversary S controlling the corrupted

parties in I and of the honest parties after an ideal execution with a trusted party comput-

ing f , upon inputs x1, . . . , xn for the parties and auxiliary input z for S. We stress that the

communication between the trusted party and P1, . . . , Pn is over an ideal private channel.

Definition of security. Informally, we say that a protocol is secure if its real-world behavior

can be emulated in the ideal model. That is, we require that for every real-model adversary A
there exists an ideal-model adversary S such that the result of a real execution of the protocol

with A has the same distribution as the result of an ideal execution with S. This means that

the adversarial capabilities of A in a real protocol execution are just what S can do in the ideal

model.
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In the definition of security, we require that the ideal-model adversary S run in time that

is polynomial in the running time of A, whatever the latter may be. As argued in [27, 53], this

definitional choice is important since it guarantees that information-theoretic security implies

computational security. In such a case, we say that S is of comparable complexity to A.

Definition 2.2.3 Let f : ({0, 1}∗)n → ({0, 1}∗)n be an n-ary functionality and let π be a

protocol. We say that π is t-secure for f if for every probabilistic adversary A in the real model,

there exists a probabilistic adversary S of comparable complexity in the ideal model, such that

for every I ⊂ [n] of cardinality at most t, every ~x ∈ ({0, 1}∗)n where |x1| = . . . = |xn|, and

every z ∈ {0, 1}∗, it holds that:{
IDEALf,S(z),I(~x)

}
≡
{
REALπ,A(z),I(~x)

}
.

Reactive functionalities. The above definition refers to functionalities that map inputs to

outputs in a single computation. However, some computations take place in stages, and state is

preserved between stages. Two examples of such functionalities are mental poker (where cards

are dealt and thrown and redealt [54]) and commitment schemes (where there is a separate

commitment and decommitment phase; see [28] for a definition of commitments via an ideal

functionality). Such functionalities are called reactive, and the definition of security is extended

to this case in the straightforward way by allowing the trusted party to obtain inputs and send

outputs in phases; see [53, Section 7.7.1.3].

2.2.3 Modular Composition

The sequential modular composition theorem [27] is an important tool for analyzing the security

of a protocol in a modular way. Let πf be a protocol for securely computing f that uses

a subprotocol πg for computing g. Then the theorem states that it suffices to consider the

execution of πf in a hybrid model where a trusted third party is used to ideally compute g

(instead of the parties running the real subprotocol πg). This theorem facilitates a modular

analysis of security via the following methodology: First prove the security of πg, and then

prove the security of πf in a model allowing an ideal party for g. The model in which πf is

analyzed using ideal calls to g, instead of executing πg, is called the g-hybrid model because it

involves both a real protocol execution and an ideal trusted third party computing g.

More formally, in the hybrid model, the parties all have oracle-tapes for some oracle (trusted

party) that computes the functionality g. Then, if the real protocol πf instructs the parties

to run the subprotocol πg using inputs u1, . . . , un, then each party Pi simply writes ui to its

outgoing oracle tape. Then, in the next round, it receives back the output gi(u1, . . . , un) on its

incoming oracle tape. We denote by HYBRID
g
πf ,A(z),I(~x) an execution of protocol πf where each

call to πg is carried out using an oracle computing g. See [27, 53] for a formal definition of this

model for both the semi-honest and malicious cases, and for proofs that if πf is t-private (resp.,

t-secure) for f in the g-hybrid model, and πg is t-private (resp., t-secure) for g, then πf when

run in the real model using πg is t-private (resp., t-secure) for f .
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2.3 Shamir’s Secret Sharing Scheme [94] and Its Properties

2.3.1 The Basic Scheme

A central tool in the BGW protocol is Shamir’s secret-sharing scheme [94]. Roughly speaking, a

(t+1)-out-of-n secret sharing scheme takes as input a secret s from some domain, and outputs n

shares, with the property that it is possible to efficiently reconstruct s from every subset of t+1

shares, but every subset of t or less shares reveals nothing about the secret s. The value t+ 1 is

called the threshold of the scheme. Note that in the context of secure multiparty computation

with up to t corrupted parties, the threshold of t + 1 ensures that the corrupted parties (even

when combining all t of their shares) can learn nothing.

A secret sharing scheme consist of two algorithm: the first algorithm, called the sharing

algorithm, takes as input the secret s and the parameters t + 1 and n, and outputs n shares.

The second algorithm, called the reconstruction algorithm, takes as input t + 1 or more shares

and outputs a value s. It is required that the reconstruction of shares generated from a value s

yields the same value s.

Informally, Shamir’s secret-sharing scheme works as follows. Let F be a finite field of size

greater than n and let s ∈ F. The sharing algorithm defines a polynomial q(x) of degree t

in F[x], such that its constant term is the secret s and all the other coefficients are selected

uniformly and independently at random in F.1 Finally, the shares are defined to be q(αi) for

every i ∈ {1, . . . , n}, where α1, . . . , αn are any n distinct non-zero predetermined values in F.

The reconstruction algorithm of this scheme is based on the fact that any t + 1 points define

exactly one polynomial of degree t. Therefore, using interpolation it is possible to efficiently

reconstruct the polynomial q(x) given any subset of t+1 points (αi, q(αi)) output by the sharing

algorithm. Finally, given q(x) it is possible to simply compute s = q(0). We will actually refer

to reconstruction using all n points, even though t+ 1 suffice, since this is the way that we use

reconstruction throughout the chapter.

In order to see that any subset of t or less shares reveals nothing about s, observe that for

every set of t points (αi, q(αi)) and every possible secret s′ ∈ F, there exists a unique polynomial

q′(x) such that q′(0) = s′ and q′(αi) = q(αi). Since the polynomial is chosen randomly by the

sharing algorithm, there is the same likelihood that the underlying polynomial is q(x) (and so

the secret is s) and that the polynomial is q′(x) (and so the secret is s′). We now formally

describe the scheme.

Shamir’s (t+ 1)-out-of-n secret sharing scheme. Let F be a finite field of order greater

than n, let α1, . . . , αn be any distinct non-zero elements of F, and denote ~α = (α1, . . . , αn). For

a polynomial q Let eval~α(q(x)) = (q(α1), . . . , q(αn)).

• The sharing algorithm for α1, . . . , αn: Let share~α(s, t+1) be the algorithm that receives

for input s and t + 1 where s ∈ F and t < n. Then, share~α chooses t random values

q1, . . . qt ∈R F, independently and uniformly distributed in F, and defines the polynomial:

q(x) = s+ q1x+ . . . qtx
t

1Throughout, when we refer to a polynomial of degree t, we mean of degree at most t.
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where all calculations are in the field F. Finally, it outputs eval~α(q(x)) = (q(α1), . . . , q(αn)),

where q(αi) is the share of party Pi.

• The reconstruction algorithm: Algorithm reconstruct~α(β1, . . . , βn) finds the unique

polynomial q(x) of degree t such that for every i = 1, . . . , n it holds that q(αi) = βi, when

such a polynomial exists (this holds as long as β1, . . . , βn all lie on a single polynomial).

The algorithm then outputs the coefficients of the polynomial q(x) (note that the original

secret can be obtained by simply computing s = q(0)).

By the above notation, observe that for every polynomial q(x) of degree t < n, it holds that

reconstruct~α(eval~α(q(x))) = q(x). (2.3.1)

Notation. Let Ps,t be the set of all polynomials with degree less than or equal to t with

constant term s. Observe that for every two values s, s′ ∈ F, it holds that |Ps,t| = |Ps′,t| = |F|t.

2.3.2 Basic Properties

In this section, we prove some basic properties of Shamir’s secret sharing scheme (the proofs of

these claims are standard but appear here for the sake of completeness). We first show that the

value of a polynomial chosen at random from Ps,t at any single non-zero point is distributed

uniformly at random in F; this can be generalized to hold for any t points.

Claim 2.3.1 For every t ≥ 1, and for every s, α, y ∈ F with α 6= 0, it holds that:

Pr
q∈RPs,t

[q (α) = y] =
1

|F|
.

Proof: Fix s, y and α with α 6= 0. Denote the ith coefficient of the polynomial q(x) by qi, for

i = 1, . . . , t. Then:

Pr [q (α) = y] = Pr

[
y = s+

t∑
i=1

qiα
i

]
= Pr

[
y = s+ q1α+

t∑
i=2

qiα
i

]

where the probability is taken over the random choice of q ∈R Ps,t, or equivalently of the

coefficients q1, . . . , qt ∈R F. Fix q2, . . . , qt and denote v =
∑t

i=2 qiα
i. Then, for a randomly

chosen q1 ∈R F we have that

Pr
[
q (α) = y

]
= Pr

[
y = s+ q1α+ v

]
= Pr

[
q1α = y − s− v

]
= Pr

[
q1 = α−1 · (y − s− v)

]
=

1

|F|

where the third equality holds since α ∈ F and α 6= 0 implying that α has an inverse, and the

last equality is due to the fact that q1 ∈R F is randomly chosen.

In the protocol for secure computation, a dealer hides a secret s by choosing a polynomial

f(x) at random from Ps,t, and each party Pi receives a share, which is a point f(αi). In this
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context, the adversary controls a subset of at most t parties, and thus receives at most t shares.

We now show that any subset of at most t shares does not reveal any information about the

secret. In Section 2.3.1, we explained intuitively why the above holds. This is formalized in the

following claim that states that for every subset I ⊂ [n] with |I| ≤ t and every two secrets s, s′,

the distribution over the shares seen by the parties Pi (i ∈ I) when s is shared is identical to

when s′ is shared.

Claim 2.3.2 For any set of distinct non-zero elements α1, . . . , αn ∈ F, any pair of values

s, s′ ∈ F, any subset I ⊂ [n] where |I| = ` ≤ t, and every ~y ∈ F` it holds that:

Pr
f(x)∈RPs,t

[
~y =

(
{f(αi)}i∈I

)]
= Pr

g(x)∈RPs′,t

[
~y =

(
{g(αi)}i∈I

)]
=

1

|F|`

where f(x) and g(x) are chosen uniformly and independently from Ps,t and Ps′,t, respectively.

Proof: We first prove the claim for the special case that ` = t. Fix s, s′ ∈ F, fix non-zero

elements α1, . . . , αn ∈ F, and fix I ⊂ [n] with |I| = t. Moreover, fix ~y ∈ Ft. Let yi be the ith

element of the vector ~y for every i ∈ {1, . . . , t}. We now show that:

Pr
f(x)∈RPs,t

[
~y =

(
{f(αi)}i∈I

)]
=

1

|Ps,t|
.

The values of ~y define a unique polynomial from Ps,t. This is because there exists a single

polynomial of degree t that passes through the points (0, s) and {(αi, yi)}i∈I . Let f ′(x) be this

unique polynomial. By definition we have that f ′(x) ∈ Ps,t and so:

Pr
f(x)∈RPs,t

[
~y =

(
{f(αi)}i∈I

)]
= Pr

[
f(x) = f ′(x)

]
=

1

|Ps,t|

where the latter is true since f(x) is chosen uniformly at random from Ps,t, and f ′(x) is a fixed

polynomial in Ps,t.
Using the same reasoning, and letting g′(x) be the unique polynomial that passes through

the points (0, s′) and {(αi, yi)}i∈I we have that:

Pr
g(x)∈RPs′,t

[
~y =

(
{g(αi)}i∈I

)]
= Pr

[
g(x) = g′(x)

]
=

1

|Ps′,t|
.

The proof for the case of ` = t is concluded by observing that for every s and s′ in F, it holds

that |Ps,t| = |Ps′,t| = |F|t, and so:

Pr
f(x)∈RPs,t

[
~y =

(
{f(αi)}i∈I

)]
= Pr

g(x)∈RPs′,t

[
~y =

(
{g(αi)}i∈I

)]
=

1

|F|t
.

For the general case where |I| = ` may be less than t, fix J ⊂ [n] with |J | = t and I ⊂ J .

Observe that for every vector ~y ∈ F`:

Pr
f(x)∈RPs,t

[
~y =

(
{f(αi)}i∈I

)]
=

∑
~y′∈Ft−`

Pr
[
(~y, ~y′) =

(
{f(αi)}i∈I , {f(αj)}j∈J\I

)]
= |F|t−` · 1

|F|t
=

1

|F|`
.
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This holds for both s and s′ and so the proof is concluded.
As a corollary, we have that any ` ≤ t points on a random polynomial are uniformly

distributed in the field F. This follows immediately from Claim 2.3.2 because stating that

every ~y appears with probability 1/|F|` is equivalent to stating that the shares are uniformly

distributed. That is:

Corollary 2.3.3 For any secret s ∈ F, any set of distinct non-zero elements α1, . . . , αn ∈ F,

and any subset I ⊂ [n] where |I| = ` ≤ t, it holds that
{
{f(αi)}i∈I

}
≡
{
U

(1)
F , . . . , U

(`)
F

}
, where

f(x) is chosen uniformly at random from Ps,t and U
(1)
F , . . . , U

(`)
F are ` independent random

variables that are uniformly distributed over F.

Multiple polynomials. In the protocol for secure computation, parties hide secrets and

distribute them using Shamir’s secret sharing scheme. As a result, the adversary receives m · |I|
shares, {f1(αi), . . . , fm(αi)}i∈I , for some value m. The secrets f1(0), . . . , fm(0) may not be

independent. We therefore need to show that the shares that the adversary receives for all

secrets do not reveal any information about any of the secrets. Intuitively, this follows from the

fact that Claim 2.3.2 is stated for any two secrets s, s′, and in particular for two secrets that

are known and may be related. The following claim can be proven using standard facts from

probability:

Claim 2.3.4 For any m ∈ N, any set of non-zero distinct values α1, . . . , αn ∈ F, any two sets

of secrets (a1, . . . , am) ∈ Fm and (b1, . . . , bm) ∈ Fm, and any subset I ⊂ [n] of size |I| ≤ t, it

holds that: {
{(f1(αi), . . . , fm(αi))}i∈I

}
≡
{
{(g1(αi), . . . , gm(αi))}i∈I

}
where for every j, fj(x), gj(x) are chosen uniformly at random from Paj ,t and Pbj ,t, respectively.

Hiding the leading coefficient. In Shamir’s secret sharing scheme, the dealer creates shares

by constructing a polynomial of degree t, where its constant term is fixed and all the other

coefficients are chosen uniformly at random. In Claim 2.3.2 we showed that any t or fewer

points on such a polynomial do not reveal any information about the fixed coefficient which is

the constant term.

We now consider this claim when we choose the polynomial differently. In particular, we now

fix the leading coefficient of the polynomial (i.e., the coefficient of the monomial xt), and choose

all the other coefficients uniformly and independently at random, including the constant term.

As in the previous section, it holds that any subset of t or fewer points on such a polynomial

do not reveal any information about the fixed coefficient, which in this case is the leading

coefficient. We will need this claim for proving the security of one of the sub-protocols for the

malicious case (in Section 2.6.6).

Let P lead
s,t be the set of all the polynomials of degree t with leading coefficient s. Namely,

the polynomials have the structure: f(x) = a0 + a1x+ . . . at−1x
t−1 + sxt. The following claim

is derived similarly to Corollary 2.3.3.

Claim 2.3.5 For any secret s ∈ F, any set of distinct non-zero elements α1, . . . , αn ∈ F, and

any subset I ⊂ [n] where |I| = ` ≤ t, it holds that:{
{f(αi)}i∈I

}
≡
{
U

(1)
F , . . . , U

(`)
F

}
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where f(x) is chosen uniformly at random from P lead
s,t and U

(1)
F , . . . , U

(`)
F are ` independent

random variables that are uniformly distributed over F.

2.3.3 Matrix Representation

In this section we present a useful representation for polynomial evaluation. We being by

defining the Vandermonde matrix for the values α1, . . . , αn. As is well known, the evaluation of

a polynomial at α1, . . . , αn can be obtained by multiplying the associated Vandermonde matrix

with the vector containing the polynomial coefficients.

Definition 2.3.6 (Vandermonde matrix for (α1, . . . , αn)): Let α1, . . . , αn be n distinct non-

zero elements in F. The Vandermonde matrix V~α for ~α = (α1, . . . , αn) is the n× n matrix over

F defined by V~α[i, j]
def
= (αi)

j−1. That is,

V~α
def
=



1 α1 . . . (α1)n−1

1 α2 . . . (α2)n−1

...
...

...

1 αn . . . (αn)n−1


(2.3.2)

The following fact from linear algebra will be of importance to us:

Fact 2.3.7 Let ~α = (α1, . . . , αn), where all αi are distinct and non-zero. Then, V~α is invertible.

Matrix representation of polynomial evaluations. Let V~α be the Vandermonde matrix

for ~α and let q = q0 + q1x + · · · + qtx
t be a polynomial where t < n. Define the vector ~q of

length n as follows: ~q
def
= (q0, . . . qt, 0, . . . , 0). Then, it holds that:

V~α · ~q =



1 α1 . . . (α1)n−1

1 α2 . . . (α2)n−1

...
...

...

1 αn . . . (αn)n−1


·



q0

...

qt
0
...
0


=



q(α1)

...

...

q(αn)


which is the evaluation of the polynomial q(x) on the points α1, . . . , αn.

2.4 The Protocol for Semi-Honest Adversaries

2.4.1 Overview

We now provide a high-level overview of the protocol for t-privately computing any deterministic

functionality in the presence of a semi-honest adversary who controls up to at most t < n/2

27



parties. Let F be a finite field of size greater than n and let f : Fn → Fn be the functionality

that the parties wish to compute. Note that we assume that each party’s input and output is a

single field element. This is only for the sake of clarity of exposition, and the modifications to

the protocol for the general case are straightforward. Let C be an arithmetic circuit with fan-in

of 2 that computes f . We assume that all arithmetic operations in the circuit are carried out

over F. In addition, we assume that the arithmetic circuit C consists of three types of gates:

addition gates, multiplication gates, and multiplication-by-a-constant gates. Recall that since

a circuit is acyclic, it is possible to sort the wires so that for every gate the input wires come

before the output wires.

The protocol works by having the parties jointly propagate values through the circuit from

the input wires to the output wires, so that at each stage of the computation the parties obtain

Shamir shares of the value on the wire that is currently being computed. In more detail, the

protocol has three phases:

• The input sharing stage: In this stage, each party creates shares of its input using

Shamir’s secret sharing scheme using threshold t+1 (for a given t < n/2), and distributes

the shares among the parties.

• The circuit emulation stage: In this stage, the parties jointly emulate the computation

of the circuit C, gate by gate. In each step, the parties compute shares of the output of

a given gate, based on the shares of the inputs to that gate that they already have. The

actions of the parties in this stage depends on the type of gate being computed:

1. Addition gate: Given shares of the input wires to the gate, the output is computed

without any interaction by each party simply adding their local shares together. Let

the inputs to the gate be a and b and let the shares of the parties be defined by

two degree-t polynomials fa(x) and fb(x) (meaning that each party Pi holds fa(αi)

and fb(αi) where fa(0) = a and fb(0) = b). Then the polynomial fa+b(x) defined by

shares fa+b(αi) = fa(αi) + fb(αi), for every i, is a degree-t polynomial with constant

term a + b. Thus, each party simply locally adds its own shares fa(αi) and fb(αi)

together, and the result is that the parties hold legal shares of the sum of the inputs,

as required.

2. Multiplication-by-a-constant gate: This type of gate can also be computed without

any interaction. Let the input to the gate be a and let fa(x) be the t-degree polyno-

mial defining the shares, as above. The aim of the parties is to obtain shares of the

value c · a, where c is the constant of the gate. Then, each party Pi holding fa(αi)

simply defines its output share to be fc·a(αi) = c · fa(αi). It is clear that fc·a(x) is a

degree-t polynomial with constant term c · a, as required.

3. Multiplication gate: As in (1) above, let the inputs be a and b, and let fa(x) and

fb(x) be the polynomials defining the shares. Here, as in the case of an addition gate,

the parties can just multiply their shares together and define h(αi) = fa(αi) · fb(αi).
The constant term of this polynomial is a · b, as required. However, h(x) will be of

degree 2t instead of t; after repeated multiplications the degree will be n or greater

and the parties’ n shares will not determine the polynomial or enable reconstruction.

In addition, h(x) generated in this way is not a “random polynomial” but has a

specific structure. For example, h(x) is typically not irreducible (since it can be
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expressed as the product of fa(x) and fb(x)), and this may leak information. Thus,

local computation does not suffice for computing a multiplication gate. Instead,

the parties compute this gate by running an interactive protocol that t-privately

computes the multiplication functionality Fmult, defined by

Fmult

(
(fa(α1), fb(α1)), . . . , (fa(αn), fb(αn))

)
=
(
fab(α1), . . . , fab(αn)

)
(2.4.1)

where fab(x) ∈R Pa·b,t is a random degree-t polynomial with constant term a · b.2

• The output reconstruction stage: At the end of the computation stage, the parties

hold shares of the output wires. In order to obtain the actual output, the parties send

their shares to one another and reconstruct the values of the output wires. Specifically, if

a given output wire defines output for party Pi, then all parties send their shares of that

wire value to Pi.

Organization of this section. In Section 2.4.2, we fully describe the above protocol and

prove its security in the Fmult-hybrid model. (Recall that in this model, the parties have

access to a trusted party who computes Fmult for them, and in addition exchange real protocol

messages.) We also derive a corollary for t-privately computing any linear function in the plain

model (i.e., without any use of the Fmult functionality), that is used later in Section 2.4.3.

Then, in Section 2.4.3, we show how to t-privately compute the Fmult functionality for any

t < n/2. This involves specifying and implementing two functionalities F 2t
rand and F degreduce; see

the beginning of Section 2.4.3 for an overview of the protocol for t-privately computing Fmult
and for the definition of these functionalities.

2.4.2 Private Computation in the Fmult-Hybrid Model

In this section we present a formal description and proof of the protocol for t-privately computing

any deterministic functionality f in the Fmult-hybrid model. As we have mentioned, it is

assumed that each party has a single input in a known field F of size greater than n, and that

the arithmetic circuit C is over F. See Protocol 2.4.1 for the description.

We now prove the security of Protocol 2.4.1. We remark that in the Fmult-hybrid model,

the protocol is actually t-private for any t < n. However, as we will see, in order to t-privately

compute the Fmult functionality, we will need to set t < n/2.

Theorem 2.4.2 Let F be a finite field, let f : Fn → Fn be an n-ary functionality, and let t < n.

Then, Protocol 2.4.1 is t-private for f in the Fmult-hybrid model, in the presence of a static

semi-honest adversary.

Proof: Intuitively, the protocol is t-private because the only values that the parties see until

the output stage are random shares. Since the threshold of the secret sharing scheme used is

t+ 1, it holds that no adversary controlling t parties can learn anything. The fact that the view

of the adversary can be simulated is due to the fact that t shares of any two possible secrets are

identically distributed; see Claim 2.3.2. This implies that the simulator can generate the shares

2This definition of the functionality assumes that all of the inputs lie on the polynomials fa(x), fb(x) and
ignores the case that this does not hold. However, since we are dealing with the semi-honest case here, the
inputs are always guaranteed to be correct. This can be formalized using the notion of a partial functionality [53,
Sec. 7.2].
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PROTOCOL 2.4.1 (t-Private Computation in the Fmult-Hybrid Model)

• Inputs: Each party Pi has an input xi ∈ F.

• Auxiliary input: Each party Pi has an arithmetic circuit C over the field F, such that
for every ~x ∈ Fn it holds that C(~x) = f(~x), where f : Fn → Fn. The parties also have
a description of F and distinct non-zero values α1, . . . , αn in F.

• The protocol:

1. The input sharing stage: Each party Pi chooses a polynomial qi(x) uniformly
from the set Pxi,t of all polynomials of degree t with constant term xi. For every
j ∈ {1, . . . , n}, Pi sends party Pj the value qi(αj).

Each party Pi records the values q1(αi), . . . , qn(αi) that it received.

2. The circuit emulation stage: Let G1, . . . , G` be a predetermined topological
ordering of the gates of the circuit. For k = 1, . . . , ` the parties work as follows:

– Case 1 – Gk is an addition gate: Let βki and γki be the shares of input
wires held by party Pi. Then, Pi defines its share of the output wire to be
δki = βki + γki .

– Case 2 – Gk is a multiplication-by-a-constant gate with constant c: Let βki be
the share of the input wire held by party Pi. Then, Pi defines its share of the
output wire to be δki = c · βki .

– Case 3 – Gk is a multiplication gate: Let βki and γki be the shares of input
wires held by party Pi. Then, Pi sends (βki , γ

k
i ) to the ideal functionality

Fmult of Eq. (2.4.1) and receives back a value δki . Party Pi defines its share
of the output wire to be δki .

3. The output reconstruction stage: Let o1, . . . , on be the output wires, where
party Pi’s output is the value on wire oi. For every k = 1, . . . , n, denote by
βk1 , . . . , β

k
n the shares that the parties hold for wire ok. Then, each Pi sends Pk

the share βki .

Upon receiving all shares, Pk computes reconstruct~α(βk1 , . . . , β
k
n) and obtains a

polynomial gk(x) (note that t + 1 of the n shares suffice). Pk then defines its
output to be gk(0).

based on any arbitrary value, and the resulting view is identical to that of a real execution.

Observe that this is true until the output stage where the simulator must make the random

shares that were used match the actual output of the corrupted parties. This is not a problem

because, by interpolation, any set of t shares can be used to define a t-degree polynomial with

its constant term being the actual output.

Since C computes the functionality f , it is immediate that outputπ(x1, . . . , xn) equals

f(x1, . . . , xn), where π denotes Protocol 2.4.1. We now proceed to show the existence of a

simulator S as required by Definition 2.2.1. Before describing the simulator, we present some

necessary notation. Our proof works by inductively showing that the partial view of the ad-

versary at every stage is identical in the simulated and real executions. Recall that the view

of party Pi is the vector (xi, ri;m
1
i , . . . ,m

`
i), where xi is the party’s input, ri its random tape,

mk
i is the kth message that it receives in the execution, and ` is the overall number of messages

received (in our context here, we let mk
i equal the series of messages that Pi receives when the

parties compute gate Gk). For the sake of clarity, we add to the view of each party the values

σ1
i , . . . , σ

`
i , where σki equals the shares on the wires that Party Pi holds after the parties emulate

30



the computation of gate Gk. That is, we denote

viewπ
i (~x) =

(
xi, ri;m

1
i , σ

1
i , . . . ,m

`
i , σ

`
i

)
.

We stress that since the σki values can be efficiently computed from the party’s input, random

tape and incoming messages, the view including the σki values is equivalent to the view without

them, and this is only a matter of notation.

We are now ready to describe the simulator S. Loosely speaking, S works by simply sending

random shares of arbitrary values until the output stage. Then, in the final output stage S sends

values so that the reconstruction of the shares on the output wires yield the actual output.

The Simulator S:

• Input: The simulator receives the inputs and outputs, {xi}i∈I and {yi}i∈I respectively, of

all corrupted parties.

• Simulation:

1. Simulating the input sharing stage:

(a) For every i ∈ I, the simulator S chooses a uniformly distributed random tape for

Pi; this random tape and the input xi fully determines the degree-t polynomial

q′i(x) ∈ Pxi,t chosen by Pi in the protocol.

(b) For every j /∈ I, the simulator S chooses a random degree-t polynomial q′k(x) ∈R
P0,t with constant term 0.

(c) The view of the corrupted party Pi in this stage is then constructed by S to be

the set of values {qj(αi)}j /∈I (i.e., the share sent by each honest Pj to Pi). The

view of the adversary A consists of the view of Pi for every i ∈ I.

2. Simulating the circuit emulation stage: For every Gk ∈ {G1, . . . , G`}:

(a) Gk is an addition gate: Let {fa(αi)}i∈I and {fb(αi)}i∈I be the shares of the

input wires of the corrupted parties that were generated by S (initially these are

input wires and so the shares are defined by q′k(x) above). For every i ∈ I, the

simulator S computes fa(αi) + fb(αi) = (fa + fb)(αi) which defines the shares of

the output wire of Gk.

(b) Gk is a multiplication-with-constant gate: Let {fa(αi)}i∈I be the shares of the

input wire and let c ∈ F be the constant of the gate. S computes c · fa(αi) =

(c · fa)(αi) for every i ∈ I which defines the shares of the output wire of Gk.

(c) Gk is a multiplication gate: S chooses a degree-t polynomial fab(x) uniformly at

random from P0,t (irrespective of the shares of the input wires), and defines the

shares of the corrupted parties of the output wire of Gk to be {fab(αi)}i∈I .

S adds the shares to the corrupted parties’ views.

3. Simulating the output reconstruction stage: Let o1, . . . , on be the output wires. We now

focus on the output wires of the corrupted parties. For every k ∈ I, the simulator

S has already defined |I| shares {βik}i∈I for the output wire ok. S thus chooses a

random polynomial g′k(x) of degree t under the following constraints:
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(a) g′k(0) = yk, where yk is the corrupted Pk’s output (the polynomial’s constant

term is the correct output).

(b) For every i ∈ I, g′k(αi) = βik (i.e., the polynomial is consistent with the shares

that have already been defined).

(Note that if |I| = t, then the above constraints yield t + 1 equations, which in turn

fully determine the polynomial g′k(x). However, if |I| < t, then S can carry out the

above by choosing t− |I| additional random points and interpolating.)

Finally, S adds the shares {g′k(α1), . . . , g′k(αn)} to the view of the corrupted party Pk.

4. S outputs the views of the corrupted parties and halts.

Denote by ṽiew
π
I (~x) the view of the corrupted parties up to the output reconstruction stage

(and not including that stage). Likewise, we denote by S̃ (I, ~xI , fI (~x)) the view generated by

the simulator up to but not including the output reconstruction stage.

We begin by showing that the partial views of the corrupted parties up to the output

reconstruction stage in the real execution and simulation are identically distributed.

Claim 2.4.3 For every ~x ∈ Fn and every I ⊂ [n] with |I| ≤ t,{
ṽiew

π
I (~x)

}
≡
{
S̃ (I, ~xI , fI (~x))

}
Proof: The only difference between the partial views of the corrupted parties in a real and

simulated execution is that the simulator generates the shares in the input-sharing stage and in

multiplication gates from random polynomials with constant term 0, instead of with the correct

value defined by the actual inputs and circuit. Intuitively, the distributions generated are the

same since the shares are distributed identically, for every possible secret.

Formally, we construct an algorithm H that receives as input n−|I|+` sets of shares: n−|I|
sets of shares {(i, β1

i )}i∈I , . . . , {(i, βn−|I|i )}i∈I and ` sets of shares {(i, γ1
i )}i∈I , . . . , {(i, γ`i )}i∈I .

Algorithm H generates the partial view of the corrupted parties (up until but not including the

output reconstruction stage) as follows:

• H uses the jth set of shares {βji }i∈I as the shares sent by the jth honest party to the

corrupted parties in the input sharing stage (here j = 1, . . . , n− |I|),

• H uses the kth set of shares {γki }i∈I are viewed as the shares received by the corrupted

parties from Fmult in the computation of the k gate Gk, if it is a multiplication gate (here

k = 1, . . . , `).

Otherwise, H works exactly as the simulator S.

It is immediate that if H receives shares that are generated from random polynomials that all

have constant term 0, then the generated view is exactly the same as the partial view generated

by S. In contrast, if H receives shares that are generated from random polynomials that have

constant terms as determined by the inputs and circuit (i.e., the shares βji are generated using

the input of the jth honest party, and the shares γki are generated using the value on the output

wire of Gk which is fully determined by the inputs and circuit), then the generated view is

exactly the same as the partial view in a real execution. This is due to the fact that all shares

are generated using the correct values, like in a real execution. By Claim 2.3.2, these two sets of

shares are identically distributed and so the two types of views generated by H are identically
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distribution; that is, the partial views from the simulated and real executions are identically

distributed.

It remains to show that the output of the simulation after the output reconstruction stage

is identical to the view of the corrupted parties in a real execution. For simplicity, we assume

that the output wires appear immediately after multiplication gates (otherwise, they are fixed

functions of these values).

Before proving this, we prove a claim that describes the processes of the real execution and

simulation in a more abstract way. The aim of the claim is to prove that the process carried out

by the simulator in the output reconstruction stage yields the same distribution as in a protocol

execution. We first describe two processes and prove that they yield the same distribution, and

later show how these are related to the real and simulation processes.

Random Variable X(s) Random Variable Y (s)

(1) Choose q(x) ∈R Ps,t (1) Choose q′(x) ∈R P0,t

(2) ∀i ∈ I, set βi = q(αi) (2) ∀i ∈ I, set β′i = q′(αi)

(3) – (3) Choose r(x) ∈R Ps,t s.t. ∀i ∈ I r(αi) = β′i
(4) Output q(x) (4) Output r(x)

Observe that in Y (s), first the polynomial q′(x) is chosen with constant term 0, and then

r(x) is chosen with constant term s, subject to it agreeing with q′ on {αi}i∈I .

Claim 2.4.4 For every s ∈ F, it holds that {X(s)} ≡ {Y (s)}.

Proof: Intuitively, this follows from the fact that the points {q(αi)}i∈i are distributed identi-

cally to {q′(αi)}i∈I . Formally, define X(s) = (X1, X2) and Y (s) = (Y1, Y2), where X1 (resp., Y1)

are the output values from step (2) of the process, and X2 (resp., Y2) are the output polynomials

from step (4) of the process. From Claim 2.3.2, it immediately follows that {X1} ≡ {Y1}. It

therefore suffices to show that {X2 | X1} ≡ {Y2 | Y1}. Stated equivalently, we wish to show

that for every set of field values {βi}i∈I and every h(x) ∈ Ps,t,

Pr
[
X2(x) = h(x) | (∀i)X2(αi) = βi

]
= Pr

[
Y2(x) = h(x) | (∀i)Y2(αi) = βi

]
where {βi}i∈I are the conditioned values in X1 and Y1 (we use the same βi for both since these

are identically distributed and we are now conditioning them). First, if there exists an i ∈ I
such that h(αi) 6= βi then both probabilities above are 0. We now compute these probabilities

for the case that h(αi) = βi for all i ∈ I. We first claim that

Pr
[
Y2(x) = h(x) | (∀i)Y2(αi) = βi

]
=

1

|F|t−|I|
.

This follows immediately from the process for generating the random variable Y (s), because

Y2(x) = r(x) is chosen at random under the constraint that for every i ∈ I, r(αi) = βi. Since

|I|+1 points are already fixed (the βi values and the constant term s), there are |F|t−|I| different

polynomials of degree-t that meet these constraints, and Y2 is chosen uniformly from them.

It remains to show that

Pr
[
X2(x) = h(x) | (∀i)X2(αi) = βi

]
=

1

|F|t−|I|
.
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In order to see this, observe that

Pr
[
X2(x) = h(x) ∧ (∀i)X2(αi) = βi

]
= Pr

[
X2(x) = h(x)

]
because in this case, we consider only polynomials h(x) for which h(αi) = βi for all i ∈ I, and

so the conditioning adds nothing. We conclude that

Pr
[
X2(x) = h(x) | (∀i)X2(αi) = βi

]
=

Pr
[
X2(x) = h(x) ∧ (∀i)X2(αi) = βi

]
Pr
[
(∀i)X2(αi) = βi

]
=

Pr
[
X2(x) = h(x)

]
Pr
[
(∀i)X2(αi) = βi

] =
1

|F|t
· |F||I| = 1

|F|t−|I|
,

where the last equality follows because q(x) = X2(x) ∈R Ps,t and by Claim 2.3.2 the probability

that the points X2(αi) = βi for all i ∈ I equals |F|−|I|.
The random variables X(s) and Y (s) can be extended to X(~s) and Y (~s) for any ~s ∈ Fm

(for some m ∈ N); the proof of the analogous claim then follows. From this claim, we get:

Claim 2.4.5 If
{
ṽiew

π
I (~x)

}
≡
{
S̃ (I, ~xI , fI (~x))

}
, then {viewπ

I (~x)} ≡ {S (I, ~xI , fI (~x))}.

Proof: In the output reconstruction stage, for every k ∈ I, the corrupted parties receive the

points gk(α1), . . . , gk(αn) in the real execution, and the points g′k(α1), . . . , g′k(αn) in the simu-

lation. Equivalently, we can say that the corrupted parties receive the polynomials {gk(x)}k∈I
in a real execution, and the polynomials {g′k(x)}k∈I in the simulation.

In the protocol execution, functionality Fmult chooses the polynomial f
(k)
ab (x) for the output

wire of Pk uniformly at random in Pyk,t, and the corrupted parties receive values βi = f
(k)
ab (αi)

(for every i ∈ I). Finally, as we have just described, in the output stage, the corrupted parties

receive the polynomials f
(k)
ab (x) themselves. Thus, this is the process X(yk). Extending to all

k ∈ I, we have that this is the extended process X(~s) with ~s being the vector containing the

corrupted parties’ output values {yk}k∈I .
In contrast, in the simulation of the multiplication gate leading to the output wire for party

Pk, the simulator S chooses the polynomial f
(k)
ab (x) uniformly at random in P0,t (see Step 2c in

the specification of S above), and the corrupted parties receive values βi = f
(k)
ab (αi) (for every

i ∈ I). Then, in the output stage, S chose g′k(x) at random from Pyk,t under the constraint

that g′k(αi) = βi for every i ∈ I. Thus, this is the process Y (yk). Extending to all k ∈ I, we

have that this is the extended process Y (~s) with ~s being the vector containing the corrupted

parties’ output values {yk}k∈I . The claim thus follows from Claim 2.4.4.

Combining Claims 2.4.3 and 2.4.5 we have that {S (I, ~xI , fI(~x))} ≡ {viewπ
I (~x)}, as required.

Privately computing linear functionalities in the real model. Theorem 2.4.2 states

that every function can be t-privately computed in the Fmult-hybrid model, for any t < n.

However, a look at Protocol 2.4.1 and its proof of security show that Fmult is only used for

computing multiplication gates in the circuit. Thus, Protocol 2.4.1 can actually be directly used

for privately computing any linear functionality f , since such functionalities can be computed
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by circuits containing only addition and multiplication-by-constant gates. Furthermore, the

protocol is secure for any t < n; in particular, no honest majority is needed. This yields the

following corollary.

Corollary 2.4.6 Let t < n. Then, any linear functionality f can be t-privately computed in the

presence of a static semi-honest adversary. In particular, the matrix-multiplication functionality

FAmat(~x) = A · ~x for matrix A ∈ Fn×n can be t-privately computed in the presence of a static

semi-honest adversary.

Corollary 2.4.6 is used below in order to compute the degree-reduction functionality, which

is used in order to privately compute Fmult.

2.4.3 Privately Computing the Fmult Functionality

We have shown how to t-privately compute any functionality in the Fmult-hybrid model. In

order to achieve private computation in the plain model, it remains to show how to privately

compute the Fmult functionality. We remark that the threshold needed to privately compute

Fmult is t < n/2, and thus the overall threshold for the generic BGW protocol is t < n/2. Recall

that the Fmult functionality is defined as follows:

Fmult

(
(fa(α1), fb(α1)), . . . , (fa(αn), fb(αn))

)
=
(
fab(α1), . . . , fab(αn)

)
where fa(x) ∈ Pa,t, fb(x) ∈ Pb,t, and fab(x) is a random polynomial in Pa·b,t.

As we have discussed previously, the simple solution where each party locally multiplies its

two shares does not work here, for two reasons. First, the resulting polynomial is of degree 2t and

not t as required. Second, the resulting polynomial of degree 2t is not uniformly distributed

amongst all polynomials with the required constant term. Therefore, in order to privately

compute the Fmult functionality, we first randomize the degree-2t polynomial so that it is

uniformly distributed, and then reduce its degree to t. That is, Fmult is computed according to

the following steps:

1. Each party locally multiplies its input shares.

2. The parties run a protocol to generate a random polynomial in P0,2t, and each party

receives a share based on this polynomial. Then, each party adds its share of the product

(from the previous step) with its share of this polynomial. The resulting shares thus define

a polynomial which is uniformly distributed in Pa·b,2t.

3. The parties run a protocol to reduce the degree of the polynomial to t, with the result

being a polynomial that is uniformly distributed in Pa·b,t, as required. This computation

uses a t-private protocol for computing matrix multiplication. We have already shown how

to achieve this in Corollary 2.4.6.

The randomizing (i.e., selecting a random polynomial in P0,2t) and degree-reduction function-

alities for carrying out the foregoing steps are formally defined as follows:

• The randomization functionality: The randomization functionality is defined as follows:

F 2t
rand(λ, . . . , λ) = (r(α1), . . . , r(αn)),
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where r(x) ∈R P0,2t is random, and λ denotes the empty string. We will show how to

t-privately compute this functionality in Section 2.4.3.

• The degree-reduction functionality: Let h(x) = h0 + . . .+h2tx
2t be a polynomial, and denote

by trunct(h(x)) the polynomial of degree t with coefficients h0, . . . , ht. That is, trunct(h(x)) =

h0 +h1x+ . . .+htx
t (observe that this is a deterministic functionality). Formally, we define

F degreduce(h(α1), . . . , h(αn)) = (ĥ(α1), . . . , ĥ(αn))

where ĥ(x) = trunct(h(x)). We will show how to t-privately compute this functionality in

Section 2.4.3.

Privately Computing Fmult in the (F 2t
rand, F

deg
reduce)-Hybrid Model

We now prove that Fmult is reducible to the functionalities F 2t
rand and F degreduce; that is, we

construct a protocol that t-privately computes Fmult given access to ideal functionalities F degreduce

and F 2t
rand. The full specification appears in Protocol 2.4.7.

Intuitively, this protocol is secure since the randomization step ensures that the polynomial

defining the output shares is random. In addition, the parties only see shares of the randomized

polynomial and its truncation. Since the randomized polynomial is of degree 2t, seeing 2t shares

of this polynomial still preserves privacy. Thus, the t shares of the randomized polynomial

together with the t shares of the truncated polynomial (which is of degree t), still gives the

adversary no information whatsoever about the secret. (This last point is the crux of the

proof.)

PROTOCOL 2.4.7 (t-Privately Computing Fmult)

• Input: Each party Pi holds values βi, γi, such that reconstruct~α(β1, . . . , βn) ∈ Pa,t and
reconstruct~α(γ1, . . . , γn) ∈ Pb,t for some a, b ∈ F.

• The protocol:

1. Each party locally computes si = βi · γi.
2. Randomize: Each party Pi sends λ to F 2t

rand (formally, it writes λ on its oracle
tape for F 2t

rand). Let σi be the oracle response for party Pi.

3. Reduce the degree: Each party Pi sends (si + σi) to F degreduce. Let δi be the
oracle response for Pi.

• Output: Each party Pi outputs δi.

We therefore have:

Proposition 2.4.8 Let t < n/2. Then, Protocol 2.4.7 is t-private for Fmult in the (F 2t
rand, F

deg
reduce)-

hybrid model, in the presence of a static semi-honest adversary.

Proof: The parties do not receive messages from other parties in the oracle-aided protocol;

rather they receive messages from the oracles only. Therefore, our simulator only needs to

simulate the oracle-response messages. Since the Fmult functionality is probabilistic, we must

prove its security using Definition 2.2.2.

In the real execution of the protocol, the corrupted parties’ inputs are {fa(αi)}i∈I and

{fb(αi)}i∈I . Then, in the randomize step of the protocol they receive shares σi of a random
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polynomial of degree 2t with constant term 0. Denoting this polynomial by r(x), we have that

the corrupted parties receive the values {r(αi)}i∈I . Next, the parties invoke the functionality

F degreduce and receive back the values δi (these are points of the polynomial trunct(fa(x) · fb(x) +

r(x))). These values are actually the parties’ outputs, and thus the simulator must make the

output of the call to F degreduce be the shares {δi}i∈I of the corrupted parties outputs.

The simulator S:

• Input: The simulator receives as input I, the inputs of the corrupted parties {(βi, γi)}i∈I ,
and their outputs {δi}i∈I .

• Simulation:

– S chooses |I| values uniformly and independently at random, {vi}i∈I .
– For every i ∈ I, the simulator defines the view of the party Pi to be: (βi, γi, vi, δi),

where (βi, γi) represents Pi’s input, vi represents Pi’s oracle response from F 2t
rand,

and δi represents Pi’s oracle response from F degreduce.

We now proceed to prove that the joint distribution of the output of all the parties, together

with the view of the corrupted parties is distributed identically to the output of all parties as

computed from the functionality Fmult and the output of the simulator. We first show that the

outputs of all parties are distributed identically in both cases. Then, we show that the view of

the corrupted parties is distributed identically, conditioned on the values of the outputs (and

inputs) of all parties.

The outputs. Since the inputs and outputs of all the parties lie on the same polynomials, it

is enough to show that the polynomials are distributed identically. Let fa(x), fb(x) be the input

polynomials. Let r(x) be the output of the F 2t
rand functionality. Finally, denote the truncated

result by ĥ(x)
def
= trunc(fa(x) · fb(x) + r(x)).

In the real execution of the protocol, the parties output shares of the polynomial ĥ(x). From

the way ĥ(x) is defined, it is immediate that ĥ(x) is a degree-t polynomial that is uniformly

distributed in Pa·b,t. (In order to see that it is uniformly distributed, observe that with the

exception of the constant term, all the coefficients of the degree-2t polynomial fa(x)·fb(x)+r(x)

are random. Thus the coefficients of x, . . . , xt in ĥ(x) are random, as required.)

Furthermore, the functionality Fmult return shares for a random polynomial of degree t with

constant term fa(0) · fb(0) = a · b. Thus, the outputs of the parties from a real execution and

from the functionality are distributed identically.

The view of the corrupted parties. We show that the view of the corrupted parties in the

real execution and the simulation are distributed identically, given the inputs and outputs of all

parties. Observe that the inputs and outputs define the polynomials fa(x), fb(x) and fab(x).

Now, the view that is output by the simulator is{
{fa(αi), fb(αi), vi, fab(αi)}i∈I

}
where all the vi values are uniformly distributed in F, and independent of fa(x), fb(x) and fab(x).

It remains to show that in a protocol execution the analogous values – which are the outputs
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received by the corrupted parties from F 2t
rand – are also uniformly distributed and independent

of fa(x), fb(x) and ĥ(x) (where ĥ(x) is distributed identically to a random fab(x), as already

shown above).

In order to prove this, it suffices to prove that for every vector ~y ∈ F|I|,

Pr
[
~r = ~y | fa(x), fb(x), ĥ(x)

]
=

1

|F||I|
(2.4.2)

where ~r = (r(αi1), . . . , r(αi|I|)) for I = {i1, . . . , i|I|}; that is, ~r is the vector of outputs from

F 2t
rand, computed from the polynomial r(x) ∈R P0,2t, that are received by the corrupted parties.

We write r(x) = r1(x) + xt · r2(x), where r1(x) ∈R P0,t and r2(x) ∈R P0,t. In addition, we

write fa(x) · fb(x) = h1(x) + xt · h2(x), where h1(x) ∈ Pab,t and h2(x) ∈ P0,t. Observe that:

ĥ(x) = trunc
(
fa(x) · fb(x) + r(x)

)
= trunc

(
h1(x) + r1(x) + xt · (h2(x) + r2(x))

)
= h1(x)+r1(x)

where the last equality holds since the constant term of both h2(x) and r2(x) is 0. Rewriting

Eq. (2.4.2), we need to prove that for every vector ~y ∈ F|I|,

Pr
[
~r = ~y | fa(x), fb(x), h1(x) + r1(x)

]
=

1

|F||I|

where the kth element rk of ~r is r1(αik)+(αik)t ·r2(αik). The claim follows since r2(x) is random

and independent of fa(x), fb(x), h1(x) and r1(x). Formally, for any given yk ∈ F, the equality

yk = r1(αik) + (αik)t · r2(αik) holds if and only if r2(αik) = (αik)−t · (yk − r1(αik)). Since αik ,

yk and r1(αik) are all fixed by the conditioning, the probability follows from Claim 2.3.2.

We conclude that the view of the corrupted parties is identically distributed to the output

of the simulator, when conditioning on the inputs and outputs of all parties.

Privately Computing F 2t
rand in the Plain Model

Recall that the randomization functionality is defined as follows:

F 2t
rand(λ, . . . , λ) = (r(α1), . . . , r(αn)), (2.4.3)

where r(x) ∈R P0,2t, and λ denotes the empty string. The protocol for implementing the

functionality works as follows. Each party Pi chooses a random polynomial qi(x) ∈R P0,2t and

sends the share qi(αj) to every party Pj . Then, each party Pi outputs δi =
∑n

k=1 qk(αi). Clearly,

the shares δ1, . . . , δn define a polynomial with constant term 0, because all the polynomials in the

sum have a zero constant term. Furthermore, the sum of these random 2t-degree polynomials

is a random polynomial in P0,2t, as required. See Protocol 2.4.9 for a formal description.
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PROTOCOL 2.4.9 (Privately Computing F 2t
rand)

• Input: The parties do not have inputs for this protocol.

• The protocol:

– Each party Pi chooses a random polynomial qi(x) ∈R P0,2t. Then, for every
j ∈ {1, . . . , n} it sends si,j = qi(αj) to party Pj .

– Each party Pi receives s1,i, . . . , sn,i and computes δi =
∑n
j=1 sj,i.

• Output: Each party Pi outputs δi.

We now prove that Protocol 2.4.9 is t-private for F 2t
rand.

Claim 2.4.10 Let t < n/2. Then, Protocol 2.4.9 is t-private for the F 2t
rand functionality, in the

presence of a static semi-honest adversary.

Proof: Intuitively, the protocol is secure because the only messages that the parties receive

are random shares of polynomials in P0,2t. The simulator can easily simulate these messages

by generating the shares itself. However, in order to make sure that the view of the corrupted

parties is consistent with the actual output provided by the functionality, the simulator chooses

the shares so that their sum equals δi, the output provided by the functionality to each Pi.

The simulator S:

• Input: The simulator receives as input I and the outputs of the corrupted parties {δi}i∈I .

• Simulation:

1. Fix ` /∈ I

2. S chooses n− 1 random polynomials q′j(x) ∈ P0,2t for every j ∈ [n] \ {`}. Note that

for i ∈ I, this involves setting the random tape of Pi so that it results in it choosing

q′i(x).

3. S sets the values of the remaining polynomial q′`(x) on the points {αi}i∈I by computing

q′`(αi) = δi −
∑

j 6=` q
′
j(αi) for every i ∈ I.

4. S sets (q′1(αi), . . . , q
′
n(αi)) as the incoming messages of corrupted party Pi in the

protocol; observe that all of these points are defined.

• Output: S sets the view of each corrupted Pi (i ∈ I) to be the empty input λ, the random

tape determined in Step (2) of the simulation, and the incoming messages determined in

Step (4).

We now show that the view of the adversary (containing the views of all corrupted parties)

and the output of all parties in a real execution is distributed identically to the output of the

simulator and the output of all parties as received from the functionality in an ideal execution.

In order to do this, consider an fictitious simulator S ′ who receives the polynomial r(x)

instead of the points {δi = r(αi)}i∈I . Simulator S ′ works in exactly the same way as S except

that it fully defines the remaining polynomial q′`(x) (and not just its values on the points {αi}i∈I)
by setting q′`(x) = r(x)−

∑
j 6=` q

′
j(x). Then, S ′ computes the values q′`(αi) for every i ∈ I from

q′`(x). The only difference between the simulator S and the fictitious simulator S ′ is with respect
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to the value of the polynomial q′`(x) on points outside of {αi}i∈I . The crucial point to notice

is that S does not define these points differently to S ′; rather S does not define them at all.

That is, the simulation does not require S to determine the value of q′`(x) on points outside of

{αi}i∈I , and so the distributions are identical.

Finally observe that the output distribution generated by S ′ is identical to the output of a

real protocol. This holds because in a real protocol execution random polynomials q1(x), . . . , qn(x)

are chosen and the output points are derived from
∑n

j=1 qj(x), whereas in the fictitious simula-

tion with S ′ the order is just reversed; i.e., first r(x) is chosen at random and then q′1(x), . . . , q′n(x)

are chosen at random under the constraint that their sum equals r(x). Note that this uses the

fact that r(x) is randomly chosen.

Privately Computing F deg
reduce in the Plain Model

Recall that the F degreduce functionality is defined by

F degreduce(h(α1), . . . , h(αn)) = (ĥ(α1), . . . , ĥ(αn))

where ĥ(x) = trunct(h(x)) is the polynomial h(x) truncated to degree t (i.e., the polynomial

with coefficients h0, . . . , ht). We begin by showing that in order to transform a vector of shares

of the polynomial h(x) to shares of the polynomial trunct(h(x)), it suffices to multiply the input

shares by a certain matrix of constants.

Claim 2.4.11 Let t < n/2. Then, there exists a constant matrix A ∈ Fn×n such that for every

degree-2t polynomial h(x) =
∑2t

j=0 hj · xj and truncated ĥ(x) = trunct(h(x)), it holds that:(
ĥ(α1), . . . , ĥ(αn)

)T
= A ·

(
h(α1), . . . , h(αn)

)T
.

Proof: Let ~h = (h0, . . . , ht, . . . , h2t, 0, . . . 0) be a vector of length n, and let V~α be the n ×
n Vandermonde matrix for ~α = (α1, . . . , αn). As we have seen in Section 2.3.3, V~α · ~hT =

(h(α1), . . . , h(αn))T . Since V~α is invertible, we have that ~hT = V −1
~α · (h(α1), . . . , h(αn))T .

Similarly, letting
~̂
h = (ĥ0, . . . , ĥt, 0, . . . 0) we have that

(
ĥ(α1), . . . , ĥ(αn)

)T
= V~α ·

~̂
hT .

Now, let T = {1, . . . , t}, and let PT be the linear projection of T ; i.e., PT is an n×n matrix

such that PT (i, j) = 1 for every i = j ∈ T , and PT (i, j) = 0 for all other values. It thus follows

that PT · ~hT =
~̂
hT . Combining all of the above, we have that(

ĥ(α1), . . . , ĥ(αn)
)T

= V~α ·~̂hT = V~α · PT · ~hT = V~α · PT · V −1
~α · (h(α1), . . . , h(αn))T .

The claim follows by setting A = V~α · PT · V −1
~α .

By the above claim it follows that the parties can compute F degreduce by simply multiplying

their shares with the constant matrix A from above. That is, the entire protocol for t-privately

computing F degreduce works by the parties t-privately computing the matrix multiplication func-

tionality FAmat(~x) with the matrix A. By Corollary 2.4.6 (see the end of Section 2.4.2), FAmat(~x)

can be t-privately computed for any t < n. Since the entire degree reduction procedure consists

of t-privately computing FAmat(~x), we have the following proposition:

Proposition 2.4.12 For every t < n/2, there exists a protocol that is t-private for F degreduce, in

the presence of a static semi-honest adversary.
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2.4.4 Conclusion

In Section 2.4.3 we proved that there exists a t-private protocol for computing the Fmult func-

tionality in the (F 2t
rand, F

deg
reduce)-hybrid model, for any t < n/2. Then, in Sections 2.4.3 and 2.4.3

we showed that F 2t
rand and F degreduce, respectively, can be t-privately computed (in the plain model)

for any t < n/2. Finally, in Theorem 2.4.2 we showed that any n-ary functionality can be pri-

vately computed in the Fmult-hybrid model, for any t < n. Combining the above with the

modular sequential composition theorem (described in Section 2.2.3), we conclude that:

Theorem 2.4.13 Let F be a finite field, let f : Fn → Fn be an n-ary functionality, and let

t < n/2. Then, there exists a protocol that is t-private for f in the presence of a static semi-

honest adversary.

2.5 Verifiable Secret Sharing (VSS)

2.5.1 Background

Verifiable secret sharing (VSS), defined by Chor et al. [33], is a protocol for sharing a secret

in the presence of malicious adversaries. Recall that a secret sharing scheme (with threshold

t+ 1) is made up of two stages. In the first stage (called sharing), the dealer shares a secret so

that any t+ 1 parties can later reconstruct the secret, while any subset of t or fewer parties will

learn nothing whatsoever about the secret. In the second stage (called reconstruction), a set

of t + 1 or more parties reconstruct the secret. If we consider Shamir’s secret-sharing scheme,

much can go wrong if the dealer or some of the parties are malicious (e.g., consider the use

of secret sharing in Section 2.4). First, in order to share a secret s, the dealer is supposed to

choose a random polynomial q(·) of degree t with q(0) = s and then hand each party Pi its share

q(αi). However, nothing prevents the dealer from choosing a polynomial of higher degree. This

is a problem because it means that different subsets of t + 1 parties may reconstruct different

values. Thus, the shared value is not well defined. Second, in the reconstruction phase each

party Pi provides its share q(αi). However, a corrupted party can provide a different value,

thus effectively changing the value of the reconstructed secret, and the other parties have no

way of knowing that the provided value is incorrect. Thus, we must use a method that either

prevents the corrupted parties from presenting incorrect shares, or ensures that it is possible to

reconstruct the correct secret s given n− t correct shares, even if they are mixed together with

t incorrect shares (and no one knows which of the shares are correct or incorrect). Note that in

the context of multiparty computation, n parties participate in the reconstruction and not just

t+ 1; this is utilized in the following construction.

The BGW protocol for verifiable secret sharing ensures that (for t < n/3) the shares received

by the honest parties are guaranteed to be q(αi) for a well-defined degree-t polynomial q, even

if the dealer is corrupted. This “secure sharing step” is the challenging part of the protocol.

Given such a secure sharing it is possible to use techniques from the field of error-correcting

codes in order to reconstruct q (and thus q(0) = s) as long as n− t correct shares are provided

and t < n/3. This is due to the fact that Shamir’s secret-sharing scheme when looked at in this
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context is exactly a Reed-Solomon code, and Reed-Solomon codes can efficiently correct up to

t errors, for t < n/3.

2.5.2 The Reed-Solomon Code

We briefly describe the Reed-Solomon code, and its use in our context. First, recall that a linear

[n, k, d]-code over a field F of size q is a code of length n (meaning that each codeword is a

sequence of n field elements), of dimension k (meaning that there are qk different codewords),

and of distance d (meaning that every two codewords are of Hamming distance at least d from

each other).

We are interested in constructing a code of length n, dimension k = t + 1, and distance

n− t. The Reed-Solomon code for these parameters is constructed as follows. Let F be a finite

field such that |F| > n, and let α1, . . . , αn be distinct field elements. Let m = (m0, . . . ,mt) be

a message to be encoded, where each mi ∈ F. The encoding of m is as follows:

1. Define a polynomial pm(x) = m0 +m1x+ . . .+mtx
t of degree t.

2. Compute the codeword C(m) = 〈pm(α1), . . . , pm(αn)〉.

It is well known that the distance of this code is n− t. (In order to see this, recall that for any

two different polynomials p1 and p2 of degree at most t, there are at most t points α for which

p1(α) = p2(α). Noting that m 6= m′ define different polynomials pm 6= pm′ , we have that C(m)

and C(m′) agree in at most t places.) Let d(x, y) denote the Hamming distance between words

x, y ∈ Fn. The following is a well-known result from the error correcting code literature:

Theorem 2.5.1 The Reed-Solomon code is a linear [n, t + 1, n − t]-code over F. In addition,

there exists an efficient decoding algorithm that corrects up to n−t−1
2 errors. That is, for every

m ∈ Ft+1 and every x ∈ Fn such that d(x,C(m)) ≤ n−t−1
2 , the decoding algorithm returns m.

Let t < n/3, and so n ≥ 3t+ 1. Plugging this into Theorem 2.5.1, we have that it is possible

to efficiently correct up to 3t+1−t−1
2 = t errors.

Reed-Solomon and Shamir’s secret-sharing. Assume that n parties hold shares {q(αi)}i∈[n]

of a degree-t polynomial, as in Shamir’s secret-sharing scheme. That is, the dealer distributed

shares {q(αi)}i∈[n] where q ∈R Ps,t for a secret s ∈ F. We can view the shares 〈q(α1), . . . , q(αn)〉
as a Reed-Solomon codeword. Now, in order for the parties to reconstruct the secret from the

shares, all parties can just broadcast their shares. Observe that the honest parties provide their

correct share q(αi), whereas the corrupted parties may provide incorrect values. However, since

the number of corrupted parties is t < n/3, it follows that at most t of the symbols are incorrect.

Thus, the Reed-Solomon reconstruction procedure can be run and the honest parties can all

obtain the correct polynomial q, and can compute q(0) = s.

We conclude that in such a case the corrupted parties cannot effectively cheat in the re-

construction phase. Indeed, even if they provide incorrect values, it is possible for the honest

parties to correctly reconstruct the secret (with probability 1). Thus, the main challenge in

constructing a verifiable secret-sharing protocol is how to force a corrupted dealer to distribute

shares that are consistent with some degree-t polynomial.

42



2.5.3 Bivariate Polynomials

Bivariate polynomials are a central tool used by the BGW verifiable secret sharing protocol (in

the sharing stage). We therefore provide a short background to bivariate polynomials in this

section.

A bivariate polynomial of degree t is a polynomial over two variables, each of which has degree

at most t. Such a polynomial can be written as follows:

f(x, y) =
t∑
i=0

t∑
j=0

ai,j · xi · yj .

We denote by Bs,t the set of all bivariate polynomials of degree t and with constant term s.

Note that the number of coefficients of a bivariate polynomial in Bs,t is (t + 1)2 − 1 = t2 + 2t

(there are (t+ 1)2 coefficients, but the constant term is already fixed to be s).

Recall that when considering univariate polynomials, t+1 points define a unique polynomial

of degree t. In this case, each point is a pair (αk, βk) and there exists a unique polynomial f such

that f(αk) = βk for all t+ 1 given points {(αk, βk)}t+1
k=1. The analogous statement for bivariate

polynomials is that t+1 univariate polynomials of degree t define a unique bivariate polynomial

of degree t; see Claim 2.5.2 below. For a degree-t bivariate polynomial S(x, y), fixing the y-value

to be some α defines a degree-t univariate polynomial f(x) = S(x, α). Likewise, any t+ 1 fixed

values α1, . . . , αt+1 define t+1 degree-t univariate polynomials fk(x) = S(x, αk). What we show

now is that like in the univariate case, this works in the opposite direction as well. Specifically,

given t + 1 values α1, . . . , αt+1 and t + 1 degree-t polynomials f1(x), . . . , ft+1(x) there exists a

unique bivariate polynomial S(x, y) such that S(x, αk) = fk(x), for every k = 1, . . . , t+ 1. This

is formalized in the next claim, which was proven in [46]:

Claim 2.5.2 Let t be a nonnegative integer, let α1, . . . , αt+1 be t + 1 distinct elements in F,

and let f1(x), . . . , ft+1(x) be t+ 1 polynomials of degree t. Then, there exists a unique bivariate

polynomial S(x, y) of degree t such that for every k = 1, . . . , t+ 1 it holds that

S(x, αk) = fk(x). (2.5.1)

Proof: Define the bivariate polynomial S(x, y) via the Lagrange interpolation:

S(x, y) =
t+1∑
i=1

fi(x) ·
∏
j 6=i(y − αj)∏
j 6=i(αi − αj)

It is easy to see that S(x, y) has degree t. Moreover, for every k = 1, . . . , t+ 1 it holds that:

S(x, αk) =

t+1∑
i=1

fi(x) ·
∏
j 6=i(αk − αj)∏
j 6=i(αi − αj)

= fk(x) ·
∏
j 6=k(αk − αj)∏
j 6=k(αk − αj)

+
∑

i∈[t+1]\{k}

fi(x) ·
∏
j 6=i(αk − αj)∏
j 6=i(αi − αj)

= fk(x) + 0 = fk(x)

and S(x, y) therefore satisfies Eq. (2.5.1). It remains to show that S is unique. Assume that there

exist two different t-degree bivariate polynomials S1(x, y) and S2(x, y) that satisfy Eq. (2.5.1).
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Define the polynomial

R(x, y)
def
= S1(x, y)− S2(x, y) =

t∑
i=0

t∑
j=0

ri,jx
iyj .

We will now show that R(x, y) = 0. First, for every k ∈ [t+ 1] it holds that:

R(x, αk) =

t∑
i,j=0

ri,jx
i(αk)

j = S1(x, αk)− S2(x, αk) = fk(x)− fk(x) = 0,

where the last equality follows from Eq. (2.5.1). We can rewrite the univariate polynomial

R(x, αk) as

R(x, αk) =
t∑
i=0

 t∑
j=0

ri,j(αk)
j

 · xi
 .

As we have seen, R(x, αk) = 0 for every x. Thus, its coefficients are all zeroes,3 implying that

for every fixed i ∈ [t + 1] it holds that
∑t

j=0 ri,j(αk)
j = 0. This in turn implies that for every

fixed i ∈ [t + 1], the polynomial hi(x) =
∑t

j=0 ri,jx
j is zero for t + 1 points (i.e., the points

α1, . . . , αt+1), and so hi(x) is also the zero polynomial. Thus, its coefficients ri,j equal 0 for

every j ∈ [t+ 1]. This holds for every fixed i, and therefore for every i, j ∈ [t+ 1] we have that

ri,j = 0. We conclude that R(x, y) = 0 for every x and y, and hence S1(x, y) = S2(x, y).

Verifiable secret sharing using bivariate polynomials. The verifiable secret-sharing pro-

tocol works by embedding a random univariate degree-t polynomial q(z) with q(0) = s into the

bivariate polynomial S(x, y). Specifically, S(x, y) is chosen at random under the constraint that

S(0, z) = q(z); the values q(α1), . . . , q(αn) are thus the univariate Shamir-shares embedded into

S(x, y). Then, the dealer sends each party Pi two univariate polynomials as intermediate shares;

these polynomials are fi(x) = S(x, αi) and gi(y) = S(αi, y). The “actual” share of each party

is fi(0), which is a share of a univariate polynomial, as in the semi-honest case. However, the

two polynomials are given in order perform the verification and consistency of the sharing.

By the definition of these polynomials, it holds that fi(αj) = S(αj , αi) = gj(αi), and

gi(αj) = S(αi, αj) = fj(αi). Thus, any two parties Pi and Pj can verify that the univariate

polynomials that they received are pairwise consistent with each other by checking that fi(αj) =

gj(αi) and gi(αj) = fj(αi). As we shall see, this prevents the dealer from distributing shares

that are not consistent with a single bivariate polynomial. Finally, party Pi defines its output

(i.e., “Shamir share”) as fi(0) = q(αi), as required.

We begin by proving that pairwise consistency checks as described above suffice for uniquely

determining the bivariate polynomial S. Specifically:

Claim 2.5.3 Let K ⊆ [n] be a set of indices such that |K| ≥ t + 1, let {fk(x), gk(y)}k∈K be a

set of pairs of degree-t polynomials, and let {αk}k∈K be distinct non-zero elements in F. If for

3In order to see that all the coefficients of a polynomial which is identical to zero are zeroes, let p(x) =∑t
i=0 aix

t, where p(x) = 0 for every x. Let ~a be a vector of the coefficients of p, and let ~β be some vector of

size t + 1 of some distinct non-zero elements. Let V~β be the Vandermonde matrix for ~β. Then, V~β · ~a = 0, and

therefore ~a = V −1
~β
· 0 = 0.
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every i, j ∈ K, it holds that fi(αj) = gj(αi), then there exists a unique bivariate polynomial S

of degree-t in both variables such that fk(x) = S(x, αk) and gk(y) = S(αk, y) for every k ∈ K.

Proof: Let L be any subset of K of cardinality exactly t + 1. By Claim 2.5.2, there exists a

unique bivariate polynomial S(x, y) of degree-t in both variables, for which S(x, α`) = f`(x) for

every ` ∈ L. We now show if fi(αj) = gj(αi) for all i, j ∈ K, then for every k ∈ K it holds that

fk(x) = S(x, αk) and gk(y) = S(αk, y).

By the consistency assumption, for every k ∈ K and ` ∈ L we have that gk(α`) = f`(αk).

Furthermore, by the definition of S from above we have that f`(αk) = S(αk, α`). Thus, for all

k ∈ K and ` ∈ L it holds that gk(α`) = S(αk, α`). Since both gk(y) and S(αk, y) are degree-t

polynomials, and gk(α`) = S(αk, α`) for t + 1 points α`, it follows that gk(y) = S(αk, y) for

every k ∈ K.

It remains to show that fk(x) = S(x, αk) for all k ∈ K (this trivially holds for all k ∈ L
by the definition of S from above, but needs to be proven for k ∈ K \ L). By consistency,

for every j, k ∈ K, we have that fk(αj) = gj(αk). Furthermore, we have already proven that

gj(αk) = S(αj , αk) for every j, k ∈ K. Therefore, fk(αj) = S(αj , αk) for every j, k ∈ K,

implying that fk(x) = S(x, αk) for every k ∈ K (because they are degree-t polynomials who

have the same value on more than t points). This concludes the proof.

We now proceed to prove a “secrecy lemma” for bivariate polynomial secret-sharing. Loosely

speaking, we prove that the shares {fi(x), gi(y)}i∈I (for |I| ≤ t) that the corrupted parties

receive do not reveal any information about the secret s. In fact, we show something much

stronger: for every two degree-t polynomials q1 and q2 such that q1(αi) = q2(αi) = fi(0) for

every i ∈ I, the distribution over the shares {fi(x), gi(y)}i∈I received by the corrupted parties

when S(x, y) is chosen based on q1(z) is identical to the distribution when S(x, y) is chosen

based on q2(z). An immediate corollary of this is that no information is revealed about whether

the secret equals s1 = q1(0) or s2 = q2(0).

Claim 2.5.4 Let α1, . . . , αn ∈ F be n distinct non-zero values, let I ⊂ [n] with |I| ≤ t, and let

q1 and q2 be two degree-t polynomials over F such that q1(αi) = q2(αi) for every i ∈ I. Then,{{
(i, S1(x, αi), S1(αi, y))

}
i∈I

}
≡
{{

(i, S2(x, αi), S2(αi, y))
}
i∈I

}
where S1(x, y) and S2(x, y) are degree-t bivariate polynomial chosen at random under the con-

straints that S1(0, z) = q1(z) and S2(0, z) = q2(z), respectively.

Proof: We begin by defining probability ensembles S1 and S2, as follows:

S1 =
{
{(i, S1(x, αi), S1(αi, y))}i∈I | S1 ∈R Bq1(0),t s.t. S1(0, z) = q1(z)

}
S2 =

{
{(i, S2(x, αi), S2(αi, y))}i∈I | S2 ∈R Bq2(0),t s.t. S2(0, z) = q2(z)

}
Given this notation, an equivalent formulation of the claim is that S1 ≡ S2.

In order to prove that this holds, we first show that for any set of pairs of degree-t polynomials

Z = {(i, fi(x), gi(y))}i∈I , the number of bivariate polynomials in the support of S1 that are

consistent with Z equals the number of bivariate polynomials in the support of S2 that are

consistent with Z, where consistency means that fi(x) = S(x, αi) and gi(y) = S(αi, y).
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First note that if there exist i, j ∈ I such that fi(αj) 6= gj(αi) then there does not exist any

bivariate polynomial in the support of S1 or S2 that is consistent with Z. Also, if there exists

an i ∈ I such that fi(0) 6= q1(αi), then once again there is no polynomial from S1 or S2 that is

consistent (this holds for S1 since fi(0) = S(0, αi) = q1(αi) should hold, and it holds similarly

for S2 because q1(αi) = q2(αi) for all i ∈ I).

Let Z = {(i, fi(x), gi(y))}i∈I be a set of degree-t polynomials such that for every i, j ∈ I it

holds that fi(αj) = gj(αi), and in addition for every i ∈ I it holds that fi(0) = q1(αi) = q2(αi).

We begin by counting how many such polynomials exist in the support of S1. We have that Z

contains |I| degree-t polynomials {fi(x)}i∈I , and recall that t + 1 such polynomials fi(x) fully

define a degree-t bivariate polynomial. Thus, we need to choose t + 1 − |I| more polynomials

fj(x) (j 6= i) that are consistent with q1(z) and with {gi(y)}i∈I . In order for a polynomial fj(x)

to be consistent in this sense, it must hold that fj(αi) = gi(αj) for every i ∈ I, and in addition

that fj(0) = q1(αj). Thus, for each such fj(x) that we add, |I| + 1 values of fj are already

determined. Since the values of fj at t+ 1 points determine a degree-t univariate polynomial, it

follows that an additional t−|I| points can be chosen in all possible ways and the result will be

consistent with Z. We conclude that there exist
(
|F|t−|I|

)(t+1−|I|)
ways to choose S1 according

to S1 that will be consistent. (Note that if |I| = t then there is just one way.) The important

point here is that the exact same calculation holds for S2 chosen according to S2, and thus

exactly the same number of polynomials from S1 are consistent with Z as from S2.

Now, let Z = {(i, fi(x), gi(y))}i∈I be a set of |I| pairs of univariate degree-t polynomials. We

have already shown that the number of polynomials in the support of S1 that are consistent with

Z equals the number of polynomials in the support of S2 that are consistent with Z. Since the

polynomials S1 and S2 (in S1 and S2, respectively) are chosen randomly among those consistent

with Z, it follows that the probability that Z is obtained is exactly the same in both cases, as

required.

2.5.4 The Verifiable Secret Sharing Protocol

In the VSS functionality, the dealer inputs a polynomial q(x) of degree t, and each party Pi
receives its Shamir share q(αi) based on that polynomial. The “verifiable” part is that if q is of
degree greater than t, then the parties reject the dealer’s shares and output ⊥. The functionality
is formally defined as follows:

FUNCTIONALITY 2.5.5 (The FV SS functionality)

FV SS (q(x), λ, . . . , λ) =

{
(q(α1), . . . , q(αn)) if deg(q) ≤ t
(⊥, . . . ,⊥) otherwise

Observe that the secret s = q(0) is only implicitly defined in the functionality; it is however

well defined. Thus, in order to share a secret s, the functionality is used by having the dealer

first choose a random polynomial q ∈R Ps,t (where Ps,t is the set of all degree-t univariate

polynomials with constant term s) and then run FV SS with input q(x).

We implement the sharing of univariate polynomial using a different verifiable sharing func-

tionality for distribution a bivariate polynomial. This gives a modular exposition of the pro-

tocol. In addition, sharing bivariate polynomial is an important building block in our con-

struction of the simpler multiplication protocol, that we will describe in Chapter 3. Thus, this
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sub-functionality is important in its own right.
In functionality for distributing bivariate polynomial (denoted4 by F̃V SS), the dealer holds a

bivariate polynomial S(x, y) of degree-t in both variables, and each party Pi receives its shares
on this polynomial – fi(x), gi(y) based on S. The trusted party verifies that if the S is of
degree greater than t, then the parties reject and output ⊥. We define the functionality F̃V SS
as follows:

FUNCTIONALITY 2.5.6 (The F̃V SS functionality)

F̃V SS(S(x, y), λ, . . . , λ) =

{
((f1(x), g1(y)), . . . , (fn(x), gn(y))) if deg(S) ≤ t
(⊥, . . . ,⊥) otherwise

,

where fi(x) = S(x, αi), gi(y) = S(αi, y).

We describe the protocol for sharing a bivariate polynomial in the next subsection.

Implementing FV SS in the F̃V SS-hybrid model. We now proceed to the protocol that

implements sharing of a univariate polynomial using a functionality for sharing a bivariate

polynomial. The protocol is very simple, and there is no interaction between the parties rather

than the invocation of F̃V SS-functionality. Specifically, the dealer holds as input a polynomial

q(z) and chooses a bivariate polynomial S(x, y) of degree-t uniformly at random under the

constraint that S(0, z) = q(z). The parties then invoke the F̃V SS functionality, where the

dealer inputs S(x, y). Then, upon receiving outputs fi(x), gi(y), the parties simply outputs

fi(0) = S(0, αi) = q(αi). By the security of F̃V SS , S(0, z) is a univariate polynomial of degree-t,

and thus q(z) is well-defined. See Protocol 2.5.7.

PROTOCOL 2.5.7 (Securely Computing FV SS in the F̃V SS-hybrid model)

• Input: The dealer D = P1 holds a polynomial q(x) of degree at most t (if not, then the
honest dealer just aborts at the onset). The other parties P2, . . . , Pn have no input.

• Common input: The description of a field F and n non-zero elements α1, . . . , αn ∈ F.

• The protocol:

1. The dealer selects a uniformly distributed bivariate polynomial S(x, y) ∈ Bq(0),t,
under the constraint that S(0, z) = q(z).

2. The parties invoke the F̃V SS functionality where P1 is dealer and inputs S(x, y),
each other party has no input.

• Output If the output of F̃V SS is (fi(x), gi(y)), output fi(0). Otherwise, output ⊥.

Theorem 2.5.8 Let t < n/3. Then, Protocol 2.5.7 is t-secure for the FV SS functionality in

the F̃V SS-hybrid model, in the presence of a static malicious adversary.

Proof: We separately deal with the case that the dealer is honest and the case where the

dealer is corrupted. When the dealer is corrupted, security is a simple reduction to the security

of F̃V SS , and the guarantee that the outputs of F̃V SS are shares on bivariate polynomial of

degree-t. When the dealer is honest, a rather more involved argument is needed. In particular,

4Note that F̃V SS denotes sharing a bivariate polynomial, whereas FV SS denotes sharing a univariate polyno-
mial.
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giving the output shares (which are shares of a univariate polynomial), the simulator has to

give shares of a bivariate polynomial to the corrupted parties. However, using Claim 2.5.4, the

simulator can just choose this bivariate polynomial uniformly at random.

Case 1 – the Dealer is Honest

In the ideal execution, the dealer sends q(x) to the trusted party computing FV SS and each

honest party Pj receives q(αj), outputs it, and never outputs ⊥. The corrupted parties have no

input and so the adversary has no influence on the output of the honest parties.

The simulator SIM.

• SIM internally invokes A on the auxiliary input z.

• Interacting with the trusted party: SIM receives the output of the corrupted parties

{q(αi)}i∈I .

• SIM chooses any polynomial q′(x) of degree-t under the constraint that: q′(αi) = q(αi)

for every i ∈ I.

• SIM chooses a bivariate polynomial S′(x, y) of degree-t in both variables under the con-

straint that S′(0, z) = q′(z).

• SIM internally gives the adversary A the bivariate shares {S′(x, αi), S′(αi, y)}i∈I as the

output of F̃V SS functionality, outputs whatever A outputs and halts.

We need to show that the joint distribution of the outputs of the honest parties and the

view of the adversary is identical in both executions. It is clear that the output of the honest

parties is the same in both executions, since the dealer is honest. In the real execution, the

input of the dealer is always a degree-t polynomial, and by the security of F̃V SS the output of

each honest party is fi(0) = S(0, αi) = q(αi). In the ideal execution, the output of the honest

parties is clearly q(αi), as required. Next, the view of the parties is simply the output of the

F̃V SS-functionality. Using Cleaim 2.5.4, the distribution of the shares on the random bivariate

polynomial S(x, y) (chosen in the real execution), is identical to the distribution of the shares of

the random bivariate polynomial S′(x, y) (chosen in the ideal execution), since the underlying

univariate polynomials q(x), q′(x), respectively, satisfy q(αi) = q′(αi) for every i ∈ I. This

concludes the proof for honest dealer.

Case 2 – the Dealer is Corrupted

This case is straightforward. The simulator receives from the corrupted dealer the polynomial

S(x, y) – its input to the (internally simulated) F̃V SS . In case S(x, y) is valid, it sends the

univariate polynomial q(y)
def
= S(0, y) to the trusted parties, and each honest party Pj receives

its shares on S(x, y) and outputs q(αj). In case S(x, y) is invalid, the simulator sends the trusted

party an invalid polynomial x2t (i.e., univariate polynomial with degree greater than t), and

each honest party outputs ⊥. This is exactly as in the real execution – where here F̃V SS checks

the polynomial and gives the parties their (bivariate) shares on this polynomial, and then each

party outputs its share fi(0). For completeness, we formally describe the simulator SIM.

48



The simulator SIM.

• SIM internally invokes the adversary A on the auxiliary input z.

• SIM internally receives from A the input S(x, y) of the dealer P1 to the functionality

F̃V SS.

• If S(x, y) is of degree-t in both variables, SIM sends the univariate polynomial S(0, z)

to the trusted party computing FV SS, and gives the adversary A the bivariate shares

{S(αi, y), S(x, αi)}i∈I as the outputs of the simulated F̃V SS functionality.

• If S(x, y) is of degree higher than t, SIM sends x2t (i.e., an invalid polynomial) to the

trusted party computing FV SS, and gives the adversary the values {⊥}i∈I as outputs from

F̃V SS.

• SIM outputs whatever A outputs and halts.

2.5.5 Sharing a Bivariate Polynomial

We now proceed to the implementation of F̃V SS functionality. We recall that the functionality

is defined as follows (Functionality 2.5.6):

F̃V SS(S(x, y), λ, . . . , λ) =

{
((f1(x), g1(y)), . . . , (fn(x), gn(y))) if deg(S) ≤ t
(⊥, . . . ,⊥) otherwise

,

where fi(x) = S(x, αi), gi(y) = S(αi, y).

The protocol idea. We present the VSS protocol of BGW with the simplification of the

complaint phase suggested by [45]. The protocol uses private point-to-point channels between

each pair of parties and an authenticated broadcast channel (meaning that the identity of the

broadcaster is given).

The input of the dealer is the polynomial S(x, y) of degree-t in both variables. The dealer

then sends each party Pi two polynomials that are derived from S(x, y): the polynomial fi(x) =

S(x, αi) and the polynomial gi(y) = S(αi, y). As we have shown in Claim 2.5.4, t pairs of

polynomials fi(x), gi(y) received by the corrupted parties reveal nothing about the constant

term of S (i.e., the secret being shared). In addition, given these polynomials, the parties can

verify that they have consistent inputs. Specifically, since gi(αj) = S(αi, αj) = fj(αi), it follows

that each pair of parties Pi and Pj can check that their polynomials fulfill fi(αj) = gj(αi)

and gi(αj) = fj(αi) by sending each other these points. If all of these checks pass, then by

Claim 2.5.3 it follows that all the polynomials are derived from a single bivariate polynomial

S(x, y), and thus the sharing is valid and the secret is fully determined.

The problem that arises is what happens if the polynomials are not all consistent; i.e., if

Pj receives from Pi values fi(αj), gi(αj) such that fj(αi) 6= gi(αj) or gj(αi) 6= fi(αj). This can

happen if the dealer is corrupted, or if Pi is corrupted. In such a case, Pj issues a “complaint”

by broadcasting its inconsistent values (j, i, fj(αi), gj(αi)) defined by the shares fj(x), gj(y) it

received from the dealer. Then, the dealer checks if these values are correct, and if they are
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not then it is required to broadcast the correct polynomials for that complaining party. We

stress that in this case the dealer broadcasts the entire polynomials fj(x) and gj(y) defining

Pj ’s share, and this enables all other parties Pk to verify that these polynomials are consistent

with their own shares, thus verifying their validity. Note that if the values broadcast are correct

(e.g., in the case that the dealer is honest and Pi sent Pj incorrect values) then the dealer does

not broadcast Pj ’s polynomials. This ensures that an honest dealer does not reveal the shares

of honest parties.

This strategy is sound since if the dealer is honest, then all honest parties will have consistent

values. Thus, the only complaints will be due to corrupted parties complaining falsely (in which

case the dealer will broadcast the corrupted parties polynomials, which gives them no more

information), or due to corrupted parties sending incorrect values to honest parties (in which

case the dealer does not broadcast anything, as mentioned). In contrast, if the dealer is not

honest, then all honest parties will reject and output ⊥ unless it re-sends consistent polynomials

to all, thereby guaranteeing that S(x, y) is fully defined again, as required. This complaint

resolution must be carried out carefully in order to ensure that security is maintained. We defer

more explanation about how this works until after the full specification, given in Protocol 2.5.7.
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PROTOCOL 2.5.9 (Securely Computing F̃V SS)

• Input: The dealer D = P1 holds a bivariate polynomial S(x, y) of degree at most t in
both variables (if not, then the honest dealer just aborts at the onset). The other parties
P2, . . . , Pn have no input.

• Common input: The description of a field F and n non-zero elements α1, . . . , αn ∈ F.

• The protocol:

1. Round 1 (send shares) – the dealer:

(a) For every i ∈ {1, . . . , n}, the dealer defines the polynomials fi(x)
def
= S(x, αi) and

gi(y)
def
= S(αi, y). It then sends to each party Pi the polynomials fi(x) and gi(y).

2. Round 2 (exchange subshares) – each party Pi:

(a) Store the polynomials fi(x) and gi(y) that were received from the dealer. (If fi(x)
or gi(y) is of degree greater than t then truncate it to be of degree t.)

(b) For every j ∈ {1, . . . , n}, send fi(αj) and gi(αj) to party Pj .

3. Round 3 (broadcast complaints) – each party Pi:

(a) For every j ∈ {1, . . . , n}, let (uj , vj) denote the values received from player Pj in
Round 2 (these are supposed to be uj = fj(αi) and vj = gj(αi)).

If uj 6= gi(αj) or vj 6= fi(αj), then broadcast complaint(i, j, fi(αj), gi(αj)).

(b) If no parties broadcast a complaint, then every party Pi outputs fi(0) and halts.

4. Round 4 (resolve complaints) – the dealer: For every complaint message received,
do the following:

(a) Upon viewing a message complaint(i, j, u, v) broadcast by Pi, check that u =
S(αj , αi) and v = S(αi, αj). (Note that if the dealer and Pi are honest, then it
holds that u = fi(αj) and v = gi(αj).) If the above condition holds, then do
nothing. Otherwise, broadcast reveal(i, fi(x), gi(y)).

5. Round 5 (evaluate complaint resolutions) – each party Pi:

(a) For every j 6= k, party Pi marks (j, k) as a joint complaint if it viewed two
messages complaint(k, j, u1, v1) and complaint(j, k, u2, v2) broadcast by Pk and
Pj , respectively, such that u1 6= v2 or v1 6= u2. If there exists a joint com-
plaint (j, k) for which the dealer did not broadcast reveal(k, fk(x), gk(y)) nor
reveal(j, fj(x), gj(y)), then go to Step 6 (and do not broadcast consistent). Oth-
erwise, proceed to the next step.

(b) Consider the set of reveal(j, fj(x), gj(y)) messages sent by the dealer (truncating
the polynomials to degree t if necessary as in Step 2a):

i. If there exists a message in the set with j = i then reset the stored polynomials
fi(x) and gi(y) to the new polynomials that were received, and go to Step 6
(without broadcasting consistent).

ii. If there exists a message in the set with j 6= i and for which fi(αj) 6= gj(αi)
or gi(αj) 6= fj(αi), then go to Step 6 (without broadcasting consistent).

If the set of reveal messages does not contain a message that fulfills either one of
the above conditions, then proceed to the next step.

(c) Broadcast the message consistent.

6. Output decision (if there were complaints) – each party Pi: If at least n− t
parties broadcast consistent, output (fi(x), gi(y)). Otherwise, output ⊥.

The security of Protocol 2.5.9. Before we prove that Protocol 2.5.9 is t-secure for the F̃V SS
functionality, we present an intuitive argument as to why this holds. First, consider the case that

the dealer is honest. In this case, all of the polynomials received by the parties are consistent
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(i.e., for every pair Pi, Pj it holds that fi(αj) = gj(αi) and fj(αi) = gi(αj)). Thus, an honest

party Pj only broadcasts a complaint if a corrupted party sends it incorrect values and the

values included in that complaint are known already to the adversary. However, if this occurs

then the dealer will not send a reveal of the honest party’s polynomials (because its values are

correct). Furthermore, if any corrupted party Pi broadcasts a complaint with incorrect values

(u, v), the dealer can send the correct reveal message (this provides no additional information to

the adversary since the reveal message just contains the complainant’s shares). In such a case,

the check carried out by each honest party Pj in Step 5(b)ii will pass and so every honest party

will broadcast consistent. Thus, at least n−t parties broadcast consistent (since there are at least

n− t honest parties) and so every honest party Pj outputs fj(x) = S(x, αj), gj(y) = S(αj , y).

Next, consider the case that the dealer is corrupted. In this case, the honest parties may

receive polynomials that are not consistent with each other; that is, honest Pj and Pk may receive

polynomials fj(x), gj(y) and fk(x), gk(y) such that either fj(αk) 6= gk(αj) or fk(αj) 6= gj(αk).

However, in such a case both honest parties complain, and the dealer must send a valid reveal

message (in the sense described below) or no honest party will broadcast consistent. In order

for n− t parties to broadcast consistent, there must be at least (n− t)− t = t+ 1 honest parties

that broadcast consistent. This implies that these t + 1 or more honest parties all received

polynomials fj(x) and gj(y) in the first round that are pairwise consistent with each other and

with all of the “fixed” values in the reveal messages. Thus, by Claim 2.5.3 the polynomials

fj(x) and gj(y) of these t+ 1 (or more) parties are all derived from a unique degree-t bivariate

polynomial S(x, y), meaning that fj(x) = S(x, αj) and gj(y) = S(αj , y). (The parties who

broadcasted consistent are those that make up the set K in Claim 2.5.3.)

The above suffices to argue that the polynomials of all the honest parties that broadcast

consistent are derived from a unique S(x, y). It remains to show that if at least t + 1 honest

parties broadcast consistent, then the polynomials of all the other honest parties that do not

broadcast consistent are also derived from the same S(x, y). Assume that this is not the case.

That is, there exists an honest party Pj such that fj(x) 6= S(x, αj) (an analogous argument

can be made with respect to gj(x) and S(αj , y)). Since fj(x) is of degree-t this implies that

fj(αk) = S(αk, αj) for at most t points αk. Thus, Pj ’s points are pairwise consistent with at

most t honest parties that broadcast consistent (since for all of these parties gk(y) = S(αk, y)).

This implies that there must have been a joint complaint between Pj and an honest party

Pk who broadcasted consistent, and so this complaint must have been resolved by the dealer

broadcasting polynomials fj(x) and gj(y) such that fj(αk) = gk(αj) for all Pk who broadcasted

consistent (otherwise, they would not have broadcasted consistent). We now proceed to the

formal proof.

Theorem 2.5.10 Let t < n/3. Then, Protocol 2.5.9 is t-secure for the F̃V SS functionality in

the presence of a static malicious adversary.

Proof: Let A be an adversary in the real world. We show the existence of a simulator SIM
such that for any set of corrupted parties I and for all inputs, the output of all parties and

the adversary A in an execution of the real protocol with A is identical to the outputs in an

execution with SIM in the ideal model. We separately deal with the case that the dealer is

honest and the case that the dealer is corrupted. Loosely speaking, when the dealer is honest

we show that the honest parties always accept the dealt shares, and in particular that the

adversary cannot falsely generate complaints that will interfere with the result. In the case that
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the dealer is corrupted the proof is more involved and consists of showing that if the dealer

resolves complaints so that at least n− t parties broadcast consistent, then this implies that at

the end of the protocol all honest parties hold consistent shares, as required.

Case 1 – the Dealer is Honest

In this case in an ideal execution, the dealer sends S(x, y) to the trusted party and each honest

party Pj receives S(x, αj), S(αj , y) from the trusted party, outputs it, and never outputs ⊥.

Observe that none of the corrupted parties have input and so the adversary has no influence on

the output of the honest parties. We begin by showing that this always holds in a real execution

as well; i.e., in a real execution each honest party Pj always outputs S(x, αj), S(αj , y) and never

outputs ⊥.

Since the dealer is honest, its input is always a valid bivariate polynomial and sends

each party the prescribed values. In this case, an honest party Pj always outputs either

S(x, αj), S(αj , y) or ⊥. This is due to the fact that its polynomial fj(x) will never be changed,

because it can only be changed if a reveal(j, f ′j(x), gj(y)) message is sent with f ′j(x) 6= fj(x).

However, an honest dealer never does this. Thus, it remains to show that Pj never outputs

⊥. In order to see this, recall that an honest party outputs bivariate shares and not ⊥ if and

only if at least n− t parties broadcast consistent. Thus, it suffices to show that all honest par-

ties broadcast consistent. An honest party Pj broadcasts consistent if and only if the following

conditions hold:

1. The dealer resolves all conflicts: Whenever a pair of complaint messages complaint(k, `, u1, v1)

and complaint(`, k, u2, v2) were broadcast such that u1 6= v2 and v1 6= u2 for some k and

`, the dealer broadcasts a reveal message for ` or k or both in Step 4a (or else Pj would

not broadcast consistent as specified in Step 5a).

2. The dealer did not broadcast reveal(j, fj(x), gj(y)). (See Step 5(b)i.)

3. Every revealed polynomial fits Pj ’s polynomials: Whenever the dealer broadcasts a mes-

sage reveal(k, fk(x), gk(y)), it holds that gk(αj) = fj(αk) and fk(αj) = gj(αk). (See

Step 5(b)ii.)

Since the dealer is honest, whenever there is a conflict between two parties, the dealer will

broadcast a reveal message. This is due to the fact that if u1 6= v2 or u2 6= v1, it cannot hold

that both (u1, v1) and (u2, v2) are consistent with S(x, y) (i.e., it cannot be that u1 = S(α`, αk)

and v1 = S(αk, α`) as well as u2 = S(αk, α`) and v2 = S(α`, αk)). Thus, by its instructions,

the dealer will broadcast at least one reveal message, and so condition (1) holds. In addition,

it is immediate that since the dealer is honest, condition (3) also holds. Finally, the dealer

broadcasts a reveal(j, fj(x), gj(y)) message if and only if Pj sends a complaint with an incorrect

pair (u, v); i.e., Pj broadcast (j, k, u, v) where either u 6= fj(αk) or v 6= gj(αk). However, since

both the dealer and Pj are honest, any complaint sent by Pj will be with the correct (u, v)

values. Thus, the dealer will not broadcast a reveal of Pj ’s polynomials and condition (2) also

holds. We conclude that every honest party broadcasts consistent and so all honest parties Pj
output fj(x), gj(y), as required.

Since the outputs of the honest parties are fully determined by the honest dealer’s input, it

remains to show the existence of an ideal-model adversary/simulator SIM that can generate the

53



view of the adversary A in an execution of the real protocol, given only the outputs fi(x), gi(y)

of the corrupted parties Pi for every i ∈ I.

The simulator SIM:

• SIM invokes A on the auxiliary input z.

• Interaction with the trusted party: SIM receives the output values {fi(x), gi(y)}i∈I .

• Generating the view of the corrupted parties: SIM chooses any polynomial S′(x, y)

under the constraint that S′(x, αi) = fi(x) and S′(αi, y) = gi(y) for every i ∈ I (Such

a polynomial always exists. In particular, fi(x), gi(y) are derived from such a bivariate

polynomial). Then, SIM runs all honest parties (including the honest dealer) in an

interaction with A, with the dealer input polynomial as S′(x, y).

• SIM outputs whatever A outputs, and halts.

We now prove that the distribution generated by SIM is as required. First, observe that

all that the corrupted parties see in the simulation by SIM is determined by the adversary and

the sequence of polynomial pairs {(fi(x), gi(y))}i∈I , where fi(x) and gi(y) are selected based on

S′(x, y), as described in the protocol. In order to see this, note that the only information sent

after Round 1 are parties’ complaints, complaint resolutions, and consistent messages. However,

when the dealer is honest any complaint sent by an honest party Pj can only be due it receiving

incorrect (ui, vi) from a corrupted party Pi (i.e., where either ui 6= fj(αi) or vi 6= gj(αi) or

both). Such a complaint is of the form (j, i, fj(αi), gj(αi)), which equals (j, i, gi(αj), fi(αj))

since the dealer is honest, and so this complaint is determined by (fi(x), gi(x)) where i ∈ I. In

addition, since the honest parties’ complaints always contain correct values, the dealer can only

send reveal messages reveal(i, fi(x), gi(x)) where i ∈ I; once again this information is already

determined by the polynomial pairs of Round 1. Thus, all of the messages sent by SIM in

the simulation can be computed from the sequence {(fi(x), gi(y))}i∈I only. Next, observe that

the above is also true for a real protocol execution as well. Thus, the only difference between

the real and ideal executions is whether the sequence {(fi(x), gi(y)}i∈I is based on the real

polynomial S(x, y) or the simulator-chosen polynomial S′(x, y). However, by the way S′(x, y)

is chosen in the simulation, these polynomials are exactly the same. This completes the proof

of the case that the dealer is honest.

Case 2 – the Dealer is Corrupted

In this case, the adversary A controls the dealer. Briefly speaking, the simulator SIM just

plays the role of all honest parties. Recall that all actions of the parties, apart from the dealer,

are deterministic and that these parties have no inputs. If the simulated execution is such

that the parties output ⊥, the simulator sends an invalid polynomial (say S(x, y) = x2t) to

the trusted party. Otherwise, the simulator uses the fact that it sees all “shares” sent by A to

honest parties in order to interpolate and find the polynomial S(x, y), which it then sends to

the trusted party computing the functionality. That is, here the simulator invokes the trusted

party after simulating an execution of the protocol. We now formally describe the simulator:
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The simulator SIM:

1. SIM invokes A on its auxiliary input z.

2. SIM plays the role of all the n− |I| honest parties interacting with A, as specified by the

protocol, running until the end.

3. Let num be the number of (honest and corrupted) parties Pj that broadcast consistent in

the simulation:

(a) If num < n − t, then SIM sends the trusted party the polynomial S′(x, y) = x2t as

the dealer input (this causes the trusted party to send ⊥ as output to all parties in

the ideal model).

(b) If num ≥ n−t, then SIM defines a polynomial S′(x, y) as follows. Let K ⊂ [n]\I be

the set of all honest parties that broadcast consistent in the simulation. SIM finds

the unique degree-t bivariate polynomial S′ that is guaranteed to exist by Claim 2.5.3

for this set K (later we will show why Claim 2.5.3 can be used). SIM sends S′(x, y)

to the trusted party (we stress that S′(x, y) is not necessarily equal to the polynomial

S(x, y) that the dealer – equivalently P1 – receives as input).

SIM receives the output {q′(αi)}i∈I of the corrupted parties from the trusted party.

(Since these values are already known to SIM, they are not used. Nevertheless,

SIM must send q′(x) to the trusted party since this results in the honest parties

receiving their output from FV SS.)

4. SIM halts and outputs whatever A outputs.

Observe that all parties, as well as the simulator, are deterministic. Thus, the outputs of all

parties are fully determined both in the real execution of the protocol with A and in the ideal

execution with SIM. We therefore show that the outputs of the adversary and the parties in

a real execution with A are equal to the outputs in an ideal execution with SIM.

First, observe that the simulator plays the role of all the honest parties in an ideal execution,

following the exact protocol specification. Since the honest parties have no input, the messages

sent by the simulator in the ideal execution are exactly the same as those sent by the honest

parties in a real execution of the protocol. Thus, the value that is output by A in a real

execution equals the value that is output by A in the ideal execution with SIM. It remains to

show that the outputs of the honest parties are also the same in the real and ideal executions.

Let outputJ denote the outputs of the parties Pj for all j ∈ J . We prove:

Claim 2.5.11 Let J = [n] \ I be the set of indices of the honest parties. For every adversary A
controlling I including the dealer, every polynomial S(x, y) and every auxiliary input z ∈ {0, 1}∗

for A, it holds that:

outputJ

(
REALπ,A(z),I (S(x, y), λ, . . . , λ)

)
= outputJ

(
IDEALFV SS ,S(z),I (S(x, y), λ, . . . , λ)

)
.

Proof: Let ~x = (S(x, y), λ, . . . , λ) be the vector of inputs. We separately analyze the case that

in the real execution some honest party outputs ⊥ and the case where no honest party outputs

⊥.
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Case 1: There exists a j ∈ J such that outputj(~x) = ⊥. We show that in this case

all the honest parties output ⊥ in both the real and ideal executions. Let j be such that

outputj(REALπ,A(z),I(~x)) = ⊥. By the protocol specification, an honest party Pj outputs ⊥
(in the real world) if and only if it receives less than n− t “consistent” messages over the broad-

cast channel. Since these messages are broadcast, it holds that all the parties receive the same

messages. Thus, if an honest Pj output ⊥ in the real execution, then each honest party received

less than n − t such “consistent” messages, and so every honest party outputs ⊥ (in the real

execution).

We now claim that in the ideal execution, all honest parties also output ⊥. The output of

the honest parties in the ideal execution are determined by the trusted third party, based on

the input sent by SIM. It follows by the specification of SIM that all honest parties output

⊥ if and only if SIM sends x2t to the trusted third party. As we have mentioned, the simulator

SIM follows the instructions of the honest parties exactly in the simulation. Thus, if in a real

execution with A less than n− t parties broadcast consistent, then the same is also true in the

simulation with SIM. (We stress that exactly the same messages are sent by A and the honest

parties in a real protocol execution and in the simulation with SIM.) Now, by the instructions

of SIM, if less than n − t parties broadcast consistent, then num < n − t, and SIM sends

S(x, y) = x2t to the trusted party. We conclude that all honest parties output ⊥ in the ideal

execution as well.

Case 2: For every j ∈ J it holds that outputj(REALπ,A(z),I(~x)) 6= ⊥. By what we have

discussed above, this implies that in the simulation with SIM, at least n− t parties broadcast

consistent. Since n ≥ 3t + 1 this implies that at least 3t + 1 − t ≥ 2t + 1 parties broadcast

consistent. Furthermore, since there are at most t corrupted parties, we have that at least t+ 1

honest parties broadcast consistent. Recall that an honest party Pj broadcasts consistent if and

only if the following conditions hold (cf. the case of honest dealer):

1. The dealer resolves all conflicts (Step 5a of the protocol).

2. The dealer did not broadcast reveal(j, fj(x), gj(y)) (Step 5(b)i of the protocol).

3. Every revealed polynomial fits Pj ’s polynomials (Step 5(b)ii of the protocol).

Let K ⊂ [n] be the set of honest parties that broadcast consistent as in Step 3b of SIM.

For each of these parties the above conditions hold. Thus, for every i, j ∈ K it holds that

fi(αj) = gj(αi) and so Claim 2.5.3 can be applied. This implies that there exists a unique

bivariate polynomial S′(x, y) such that S′(x, αk) = fk(x) and S′(αk, y) = gk(y) for every k ∈ K.

Now, since SIM sends S′(x, y) to the trusted party in an ideal execution, we have that all

honest parties Pj output S′(x, αj), S
′(αj , y) in an ideal execution. We now prove that the same

also holds in a real protocol execution.

We stress that the polynomial S′(x, y) is defined as a deterministic function of the tran-

script of messages sent by A in a real or ideal execution. Furthermore, since the execution

is deterministic, the exact same polynomial S′(x, y) is defined in both the real and ideal ex-

ecutions. It therefore remains to show that each honest party Pj outputs S′(x, αj), S
′(αj , y)

in a real execution. We first observe that any honest party Pk for k ∈ K clearly outputs

fk(x) = S′(x, αk), gk(y) = S′(αk, y). This follows from the fact that by the protocol descrip-

tion, each party Pi that does not output ⊥ outputs these polynomials. Thus, each such Pk
outputs (fk(x), gk(y)).
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It remains to show that every honest party Pj for j /∈ K also outputs S′(x, αj), S
′(αj , y);

i.e., it remains to show that every honest party Pj who did not broadcast consistent also outputs

univariate polynomials that are consistent with S′(x, y) defined by the parties that did broadcast

consistent. Let f ′j(x) and g′j(x) be the polynomials that Pj holds after the possible replacement

in Step 5(b)i of the protocol (note that these polynomials may be different from the original

polynomials that Pj received from the dealer at the first stage). We stress that this party Pj
did not broadcast consistent, and therefore we cannot rely on the conditions above. However,

for every party Pk (k ∈ K) who broadcast consistent, we are guaranteed that the polynomials

fk(x) and gk(y) are consistent with the values of the polynomials of Pj ; that is, it holds that

fk(αj) = g′j(αk) and gk(αj) = f ′j(αk). This follows from the fact that all conflicts are properly

resolved (and so if they were inconsistent then a reveal message must have been sent to make

them consistent). This implies that for t + 1 points k ∈ K, it holds that f ′j(αk) = S′(αk, αj),

and so since f ′j(x) is a polynomial of degree t (by the truncation instruction; see the protocol

specification) it follows that f ′j(x) = S′(x, αj) (because both are degree-t polynomials in x),

and g′j(y) = S′(αj , y), and thus the honest parties j 6∈ K also output consistent polynomials on

S′(x, y). This completes the proof.

This completes the proof of Theorem 2.5.10.

Efficiency. We remark that in the case that no parties behave maliciously in Protocol 2.5.7,

the protocol merely involves the dealer sending two polynomials to each party, and each party

sending two field elements to every other party. Specifically, if no party broadcasts a complaint,

then the protocol can conclude immediately after Round 3.

2.6 Multiplication in the Presence of Malicious Adversaries

2.6.1 High-Level Overview

In this section, we show how to securely compute shares of the product of shared values, in the

presence of a malicious adversary controlling any t < n/3 parties. We use the simplification of

the original multiplication protocol of [22] that appears in [51]. We start with a short overview

of the simplification of [51] in the semi-honest model, and then we show how to move to the

malicious case.

Assume that the values on the input wires are a and b, respectively, and that each party

holds degree-t shares ai and bi. Recall that the values ai · bi define a (non random) degree-2t

polynomial that hides a · b. The semi-honest multiplication protocol of [22] works by first re-

randomizing this degree-2t polynomial, and then reducing its degree to degree-t while preserving

the constant term which equals a · b (see Section 2.4.3). Recall also that the degree-reduction

works by running the BGW protocol for a linear function, where the first step involves each

party sharing its input by a degree-t polynomial. In our case, the parties’ inputs are themselves

shares of a degree-2t polynomial, and thus each party “subshares” its share.

The method of [51] simplifies this protocol by replacing the two different stages of rerandom-

ization and degree-reduction with a single step. The simplification is based on an observation

that a specific linear combination of all the subshares of all ai · bi defines a random degree-t
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polynomial that hides a · b (where the randomness of the polynomial is derived from the ran-

domness of the polynomials used to define the subshares). Thus, the protocol involves first

subsharing the share-product values ai · bi, and then carrying out a local linear combination of

the obtained subshares.

The main problem and difficulty that arises in the case of malicious adversaries is that

corrupted parties may not subshare the correct values ai·bi. We therefore need a mechanism that

forces the corrupted parties to distribute the correct values, without revealing any information.

Unfortunately, it is not possible to simply have the parties VSS-subshare their share products

ai · bi and then use error correction to correct any corrupt values. This is due to the fact that

the shares ai · bi lie on a degree-2t polynomial, which in turn defines a Reed-Solomon code of

parameters [n, 2t+ 1, n− 2t]. For such a code, it is possible to correct up to n−2t−1
2 errors (see

Section 2.5.2); plugging in n = 3t + 1 we have that it is possible to correct up to t
2 errors.

However, there are t corrupted parties and so incorrect values supplied by more than half of

them cannot be corrected.5 The BGW protocol therefore forces the parties to distribute correct

values, using the following steps:

1. The parties first distribute subshares of their input shares on each wire (rather than the

product of their input shares) to all other parties in a verifiable way. That is, each party

Pi distributes subshares of ai and subshares of bi. Observe that the input shares are

points on degree-t polynomials. Thus, these shares constitute a Reed-Solomon code with

parameters [n, t+1, n−t] for which it is possible to correct up to t errors. There is therefore

enough redundancy to correct errors, and so any incorrect values provided by corrupted

parties can be corrected. This operation is carried out using the F subshareV SS functionality,

described in Section 2.6.4.

2. Next, each party distributes subshares of the product ai · bi. The protocol for subsharing

the product uses the separate subshares of ai and bi obtained in the previous step, in order

to verify that the correct product ai · bi is shared. Stated differently, this step involves a

protocol for verifying that a party distributes shares of ai · bi (via a degree-t polynomial),

given shares of ai and shares of bi (via degree-t polynomials). This step is carried out

using the FmultV SS functionality, described in Section 2.6.6. In order to implement this step,

we introduce a new functionality called Feval in Section 2.6.5.

3. Finally, after the previous step, all parties verifiably hold (degree-t) subshares of all the

products ai · bi of every party. As described above, shares of the product a · b can be

obtained by computing a linear function of the subshares obtained in the previous step.

Thus, each party just needs to carry out a local computation on the subshares obtained.

This is described in Section 2.6.7.

Before we show how to securely compute the F subshareV SS functionality, we present relevant

preliminaries in Sections 2.6.2 and 2.6.3. Specifically, in Section 2.6.2 we introduce the notion

of corruption-aware functionalities. These are functionalities whose behavior may depend on

5We remark that in the case of t < n/4 (i.e., n ≥ 4t+ 1), the parties can correct errors directly on degree-2t
polynomials. Therefore, the parties can distribute subshares of the products ai · bi, and correct errors on these
shares using (a variant of) the F subshareV SS functionality directly. Thus, overall, the case of t < n/4 is significantly
simpler, since there is no need for the FmultV SS subprotocol that was mentioned in the second step described above.
A full specification of this simplification is described in Section 2.9; the description assumes familiarity with the
material appearing in Sections 2.6.2, 2.6.3, 2.6.4 and 2.6.7, and therefore should be read after these sections.
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which parties are corrupted. We use this extension of standard functionalities in order to prove

the BGW protocol in a modular fashion. Next, in Section 2.6.3 we present a subprotocol for

securely computing matrix multiplication over a shared vector. This will be used in the protocol

for securely computing F subshareV SS , which appears in Section 2.6.4.

2.6.2 Corruption-Aware Functionalities and Their Use

In the standard definition of secure computation (see Section 2.2.2 and [27, 53]) the functionality

defines the desired input/output behavior of the computation. As such, it merely receives inputs

from the parties and provides outputs. However, in some cases, we wish to provide the corrupted

parties, equivalently the adversary, with some additional power over the honest parties.

In order to see why we wish to do this, consider the input sharing phase of the BGW protocol,

where each party distributes its input using secret sharing. This is achieved by running n

executions of VSS where in the ith copy party Pi plays the dealer with a polynomial qi(x)

defining its input. The question that arises now is what security is obtained when running

these VSS invocations in parallel, and in particular we need to define the ideal functionality that

such parallel VSS executions fulfills. Intuitively, the security of the VSS protocol guarantees

that all shared values are independent. Thus, one could attempt to define the “parallel VSS”

functionality as follows:

FUNCTIONALITY 2.6.1 (Parallel VSS (naive attempt) – Fn
V SS)

1. The parallel FnV SS functionality receives inputs q1(x), . . . , qn(x) from parties P1, . . . , Pn,
respectively. If Pi did not send a polynomial qi(x), or deg(qi) > t, then FnV SS defines
qi(x) = ⊥ for every x.

2. For every i = 1, . . . , n, the functionality FnV SS sends (q1(αi), . . . , qn(αi)) to party Pi.

This is the naive extension of the single FV SS functionality (Functionality 2.5.5), and at

first sight seems to be the appropriate ideal functionality for a protocol consisting of n parallel

executions of Protocol 2.5.7 for computing FV SS . However, we now show that this protocol

does not securely compute the parallel VSS functionality as defined.

Recall that the adversary is rushing, which means that it can receive the honest parties’

messages in a given round before sending its own. In this specific setting, the adversary can see

the corrupted parties’ shares of the honest parties’ polynomials before it chooses the corrupted

parties’ input polynomials (since these shares of the honest parties’ polynomials are all sent to

the corrupted parties in the first round of Protocol 2.5.7). Thus, the adversary can choose the

corrupted parties’ polynomials in a way that is related to the honest parties’ polynomials. To

be specific, let Pj be an honest party with input qj(x), and let Pi be a corrupted party. Then,

the adversary can first see Pi’s share qj(αi), and then choose qi(x) so that qi(αi) = qj(αi), for

example. In contrast, the adversary in the ideal model with FnV SS cannot achieve this effect since

it receives no information about the honest parties’ polynomials before all input polynomials,

including those of the corrupted parties, are sent to the trusted party. Thus, n parallel executions

of Protocol 2.5.7 does not securely compute FnV SS as defined in Functionality 2.6.1.

Despite the above, we stress that in many cases (and, in particular, in the application of

parallel VSS in the BGW protocol) this adversarial capability is of no real concern. Intuitively,

this is due to the fact that qj(αi) is actually independent of the constant term qj(0) and so mak-

ing qi(αi) depend on qj(αi) is of no consequence in this application. Nevertheless, the adversary
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can set qi(x) in this way in the real protocol (due to rushing), but cannot do so in the ideal

model with functionality FnV SS (as in Functionality 2.6.1). Therefore, the protocol consisting

of n parallel calls to FV SS does not securely compute the FnV SS functionality. Thus, one has to

either modify the protocol or change the functionality definition, or both. Observe that the fact

that in some applications we don’t care about this adversarial capability is immaterial: The

problem is that the protocol does not securely compute Functionality 2.6.1 and thus something

has to be changed.

One possible modification to both the protocol and functionality is to run the FV SS execu-

tions sequentially in the real protocol and define an ideal (reactive) functionality where each

party Pi first receives its shares q1(αi), . . . , qi−1(αi) from the previous VSS invocations before

sending its own input polynomial qi(x). This solves the aforementioned problem since the ideal

(reactive) functionality allows each party to make its polynomial depend on shares previously

received. However, this results in a protocol that is not constant round, which is a significant

disadvantage.

Another possible modification is to leave the protocol unmodified (with n parallel calls to

FV SS), and change the ideal functionality as follows. First, the honest parties send their input

polynomials qj(x) (for every j /∈ I). Next, the corrupted parties receive their shares on these

polynomials (i.e., qj(αi) for every j /∈ I and i ∈ I), and finally the corrupted parties send their

polynomials qi(x) (for every i ∈ I) to the trusted party. This reactive functionality captures

the capability of the adversary to choose the corrupted parties’ polynomials based on the shares

qj(αi) that it views on the honest parties’ polynomials, but nothing more. Formally, we define:

FUNCTIONALITY 2.6.2 (Corruption-aware parallel VSS – Fn
V SS)

FnV SS receives a set of indices I ⊆ [n] and works as follows:

1. FnV SS receives an input polynomial qj(x) from every honest Pj (j /∈ I).

2. FnV SS sends the (ideal model) adversary the corrupted parties’ shares {qj(αi)}j /∈I for
every i ∈ I, based on the honest parties’ polynomials.

3. FnV SS receives from the (ideal model) adversary an input polynomial qi(x) for every
i ∈ I.

4. FnV SS sends the shares (q1(αj), . . . , qn(αj)) to every party Pj (j = 1, . . . , n).6

This modification to the definition of FnV SS solves our problem. However, the standard

definition of security, as referred in Section 2.2.2, does not allow us to define a functionality

in this way. This is due to the fact that the standard formalism does not distinguish between

honest and malicious parties. Rather, the functionality is supposed to receive inputs from

each honest and corrupt party in the same way, and in particular does not “know” which

parties are corrupted. We therefore augment the standard formalism to allow corruption-aware

functionalities (CA functionalities) that receive the set I of the identities of the corrupted parties

as additional auxiliary input when invoked. We proceed by describing the changes required

to the standard (stand-alone) definition of security of Section 2.2.2 in order to incorporate

corruption awareness.

6It actually suffices to send the shares (q1(αj), . . . , qn(αj)) only to parties Pj for j /∈ I since all other parties
have already received these values. Nevertheless, we present it in this way for the sake of clarity.

60



Definition. The formal definition of security for a corruption-aware functionality is the same

as Definition 2.2.3 with the sole change being that f is a function of the subset of corrupted

parties and the inputs; formally, f : 2[n]×({0, 1}∗)n → ({0, 1}∗)n. We denote by fI(~x) = f(I, ~x)

the function f with the set of corrupted parties fixed to I ⊂ [n]. Then, we require that

for every subset I (of cardinality at most t), the distribution IDEALfI ,S(z),I(~x) is distributed

identically to REALπ,A(z),I(~x). We stress that in the ideal model, the subset I that is given

to a corruption-aware functionality as auxiliary input (upon initialization) is the same subset

I of corrupted parties that the adversary controls. Moreover, the functionality receives this

subset I at the very start of the ideal process, in the exact same way as the (ideal model)

adversary receives the auxiliary input z, the honest parties receive their inputs, and so on. We

also stress that the honest parties (both in the ideal and real models) do not receive the set I,

since this is something that is of course not known in reality (and so the security notion would

be nonsensical). Formally,

Definition 2.6.3 Let f : 2[n]×({0, 1}∗)n → ({0, 1}∗)n be a corruption-aware n-ary functionality

and let π be a protocol. We say that π is t-secure for f if for every probabilistic adversary A in the

real model, there exists a probabilistic adversary S of comparable complexity in the ideal model,

such that for every I ⊂ [n] of cardinality at most t, every ~x ∈ ({0, 1}∗)n where |x1| = . . . = |xn|,
and every z ∈ {0, 1}∗, it holds that:

{
IDEALfI ,S(z),I(~x)

}
≡
{
REALπ,A(z),I(~x)

}
.

We stress that since we only consider static adversaries here, the set I is fully determined

before the execution begins, and thus this is well defined.

This idea of having the behavior of the functionality depend on the adversary and/or the

identities of the corrupted parties was introduced by [28] in order to provide more flexibility in

defining functionalities, and is heavily used in the universal composability framework.7

The hybrid model and modular composition. In the hybrid model, where the parties

have oracle tapes for some ideal functionality (trusted party), in addition to regular communi-

cation tapes, the same convention for corruption awareness is followed as in the ideal model.

Specifically, an execution in the GI -hybrid model, denoted HYBRID
GI
f,A(z),I(~x), is parameterized

by the set I of corrupted parties, and this set I is given to functionality G upon initialization

of the system just like the auxiliary input is given to the adversary. As mentioned above, I is

fixed ahead of time and so this is well-defined. We stress again that the honest parties do not

know the set of indices I, and real messages sent by honest parties and their input to the ideal

functionality are independent of I.

In more detail, in an ideal execution the behavior of the trusted party depends heavily on

the set of corrupted parties I, and in some sense, its exact code is fixed only after we determine

the set of corrupted parties I. In contrast, in a real execution the specification of the protocol

is independent of the set I, and the code that the honest parties execute is fixed ahead of time

and is the same one for any set of corrupted parties I. An execution in the hybrid model is

something in between: the code of the honest parties is independent of I and is fixed ahead of

7In the UC framework, the adversary can communicate directly with the ideal functionality and it is mandated
that the adversary notifies the ideal functionality (i.e., trusted party) of the identities of all corrupted parties.
Furthermore, ideal functionalities often utilize this information (i.e., they are corruption aware) since the way
that the universal composability framework is defined typically requires functionalities to treat the inputs of
honest and corrupted parties differently. See Section 6 of the full version of [28] for details.
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time (like in the real model); however, the code of the aiding functionality is fixed only after we

set I (as in the ideal model).

In our proof below, some of the functionalities are corruption aware and some are not; in

particular, as we will describe, our final functionality for secure computation with the BGW

protocol is not corruption aware. In order to be consistent with respect to the definition, we

work with corruption-aware functionalities only and remark that any ordinary functionality f

(that is not corruption aware) can be rewritten as a fictitiously corruption-aware functionality

fI where the functionality just ignores the auxiliary input I. An important observation is

that a protocol that securely computes this fictitiously corruption-aware functionality, securely

computes the original functionality in the standard model (i.e., when the functionality does not

receive the set I as an auxiliary input). This holds also for protocols that use corruption-aware

functionalities as subprotocols (as we will see, this is the case with the final BGW protocol).

This observation relies on the fact that a protocol is always corruption unaware, and that the

simulator knows the set I in both the corruption aware and the standard models. Thus, the

simulator is able to simulate the corruption-aware subprotocol, even in the standard model.

Indeed, since the corruption-aware functionality fI ignores the set I, and since the simulator

knows I in both models, the two ensembles IDEALfI ,S(z),I(~x) (in the corruption-aware model)

and IDEALf,S(z),I(~x) (in the standard model) are identical. Due to this observation, we are able

to conclude that the resulting BGW protocol securely computes any standard (not corruption

aware) functionality in the standard model, even though it uses corruption-aware subprotocols.

Regarding composition, the sequential modular composition theorems of [27, 53] do not con-

sider corruption-aware functionalities. Nevertheless, it is straightforward to see that the proofs

hold also for this case, with no change whatsoever. Thus, the method described in Section 2.2.3

for proving security in a modular way can be used with corruption-aware functionalities as well.

Discussion. The augmentation of the standard definition with corruption-aware functionali-

ties enables more flexibility in protocol design. Specifically, it is possible to model the situation

where corrupted parties can learn more than just the specified output, or can obtain some other

“preferential treatment” (like in the case of parallel VSS where they are able to set their input

polynomials as a partial function of the honest parties’ input). In some sense, this implies a

weaker security guarantee than in the case where all parties (honest and corrupted) receive the

same treatment. However, since the ideal functionality is specified so that the “weakness” is

explicitly stated, the adversary’s advantage is well defined.

This approach is not foreign to modern cryptography and has been used before. For exam-

ple, secure encryption is defined while allowing the adversary a negligible probability of learning

information about the plaintext. A more significant example is the case of two-party secure com-

putation. In this case, the ideal model is defined so that the corrupted party explicitly receives

the output first and can then decide whether or not the honest party also receives output. This

is weaker than an ideal model in which both parties receive output and so “complete fairness” is

guaranteed. However, since complete fairness cannot be achieved (in general) without an honest

majority, this weaker ideal model is used, and the security weakness is explicitly modeled.

In the context of this paper, we use corruption awareness in order to enable a modular analy-

sis of the BGW protocol. In particular, for some of the subprotocols used in the BGW protocol,

it seems hard to define an appropriate ideal functionality that is not corruption aware. Nev-

ertheless, our final result regarding the BGW protocol is for standard functionalities. That is,

62



when we state that every functionality can be securely computed by BGW (with the appropriate

corruption threshold), we refer to regular functionalities and not to corruption-aware ones.

The reason why the final BGW protocol works for corruption unaware functionalities only

is due to the fact that the protocol emulates the computation of a circuit that computes the

desired functionality. However, not every corruption-aware functionality can be computed by

a circuit that receives inputs from the parties only, without also having the identities of the

set of corrupted parties as auxiliary input. Since the real protocol is never allowed to be “cor-

ruption aware”, this means that such functionalities cannot be realized by the BGW protocol.

We remark that this is in fact inherent, and there exist corruption-aware functionalities that

cannot be securely computed by any protocol. In particular, consider the functionality that

just announces to all parties who is corrupted. Since a corrupted party may behave like an

honest one, it is impossible to securely compute such a functionality.

Finally, we note that since we already use corruption awareness anyhow in our definitions of

functionalities (for the sake of feasibility and/or efficiency), we sometimes also use it in order to

simplify the definition of a functionality. For example, consider a secret sharing reconstruction

functionality. As we have described in Section 2.5.2, when t < n/3, it is possible to use Reed-

Solomon error correction to reconstruct the secret, even when up to t incorrect shares are

received. Thus, an ideal functionality for reconstruction can be formally defined by having the

trusted party run the Reed-Solomon error correction procedure. Alternatively, we can define the

ideal functionality so that it receive shares from the honest parties only, and reconstructs the

secret based on these shares only (which are guaranteed to be correct). This latter formulation is

corruption aware, and has the advantage of making it clear that the adversary cannot influence

the outcome of the reconstruction in any way.

Convention. For the sake of clarity, we will describe (corruption-aware) functionalities as

having direct communication with the (ideal) adversary. In particular, the corrupted parties

will not send input or receive output, and all such communication will be between the adversary

and functionality. This is equivalent to having the corrupted parties send input as specified by

the adversary.

Moreover, we usually omit the set of corrupted parties I in the notation of a corruption-aware

functionality (i.e., we write G instead of GI). However, in the definition of any corruption-aware

functionality we add an explicit note that the functionality receives as auxiliary input the set

of corrupted parties I. In addition, for any protocol in the corruption-aware hybrid model, we

add an “aiding ideal-functionality initialization” step, to explicitly emphasize that the aiding

ideal functionalities receive the set I upon initialization.

2.6.3 Matrix Multiplication in the Presence of Malicious Adversaries

We begin by showing how to securely compute the matrix-multiplication functionality, that

maps the input vector ~x to ~x · A for a fixed matrix A, where the ith party holds xi and all

parties receive the entire vector ~x ·A for output. Beyond being of interest in its own right, this

serves as a good warm-up to secure computation in the malicious setting. In addition, we will

explicitly use this as a subprotocol in the computation of F subshareV SS in Section 2.6.4.

The basic matrix-multiplication functionality is defined by a matrix A ∈ Fn×m, and the

aim of the parties is to securely compute the length-m vector (y1, . . . , ym) = (x1, . . . , xn) · A,
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where x1, . . . , xn ∈ F are their respective inputs. We will actually need to define something more

involved, but we begin by explaining how one can securely compute the basic functionality. Note

first that matrix multiplication is a linear functionality (i.e., it can be computed by circuits

containing only addition and multiplication-by-constant gates). Thus, we can use the same

methodology as was described at the end of Section 2.4.2 for privately computing any linear

functionality, in the semi-honest model. Specifically, the inputs are first shared. Next, each party

locally computes the linear functionality on the shares it received. Finally, the parties send their

resulting shares in order to reconstruct the output. The difference here in the malicious setting

is simply that the verifiable secret sharing functionality is used for sharing the inputs, and

Reed-Solomon decoding (as described in Section 2.5.2) is used for reconstructing the output.

Thus, the basic matrix multiplication functionality can be securely computed as follows:

1. Input sharing phase: Each party Pi chooses a random polynomial gi(x) under the con-

straint that gi(0) = xi. Then, Pi shares its polynomial gi(x) using the ideal FV SS func-

tionality. After all polynomials are shared, party Pi has the shares g1(αi), . . . , gn(αi).

2. Matrix multiplication emulation phase: Given the shares from the previous step, each

party computes its Shamir-share of the output vector of the matrix multiplication by

computing ~yi = (g1(αi), . . . , gn(αi)) ·A. Note that:

~yi = (g1(αi), . . . , gn(αi)) ·A = [g1(αi), g2(αi), . . . , gn(αi)] ·


a1,1 . . . a1,m

a2,1 . . . a2,m

...
...

an,1 . . . an,m


and so the jth element in ~yi equals

∑n
`=1 g`(αi) ·a`,j . Denoting the jth element in ~yi by yij ,

we have that y1
j , . . . , y

n
j are Shamir-shares of the jth element of ~y = (g1(0), . . . , gn(0)) ·A.

3. Output reconstruction phase:

(a) Each party Pi sends its vector ~yi to all other parties.

(b) Each party Pi reconstructs the secrets from all the shares received, thereby obtaining

~y = (g1(0), . . . , gn(0)) · A. This step involves running (local) error correction on the

shares, in order to neutralize any incorrect shares sent by the malicious parties.

Observe that the vectors sent in the protocol constitute the rows in the matrix
← ~y1 →

← ~y2 →
...

← ~yn →

 =


∑n

`=1 g`(α1) · a`,1 · · ·
∑n

`=1 g`(α1) · a`,m∑n
`=1 g`(α2) · a`,1 · · ·

∑n
`=1 g`(α2) · a`,m

...
...∑n

`=1 g`(αn) · a`,1 · · ·
∑n

`=1 g`(αn) · a`,m


and the jth column of the matrix constitutes Shamir-shares on the polynomial with

constant term
∑n

`=1 g`(0) · aj,`, which is the jth element in the output. Thus, Reed-

Solomon error correction can be applied to the columns in order to correct any

incorrect shares and obtain the correct output.

The above protocol computes the correct output: The use of FV SS in the first step prevents any

malicious corrupted party from sharing an invalid polynomial, while the use of error correction

in the last step ensures that the corrupted parties cannot adversely influence the output.
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However, as we have mentioned, we need matrix multiplication in order to secure compute

the F subshareV SS functionality in Section 2.6.4. In this case, the functionality that is needed is a

little more involved than basic matrix multiplication. First, instead of each party Pi inputting

a value xi, we need its input to be a degree-t polynomial gi(x) and the constant term gi(0)

takes the place of xi.
8 Next, In addition to obtaining the result ~y = (g1(0), . . . , gn(0)) ·A of the

matrix multiplication, each party Pi also outputs the shares g1(αi), . . . , gn(αi) that it received

on the input polynomials of the parties. Based on the above, one could define the functionality

as

FAmat(g1, . . . , gn) =

(
(~y, {g`(α1)}n`=1) , (~y, {g`(α2)}n`=1) . . . , (~y, {g`(αn)}n`=1)

)
,

where ~y = (g1(0), . . . , gn(0)) · A. Although this looks like a very minor difference, as we shall

see below, it significantly complicates things. In particular, we will need to define a corruption

aware variant of this functionality.

We now explain why inputting polynomials g1(x), . . . , gn(x) rather than values x1, . . . , xn
(and likewise outputting the shares) makes a difference. In the protocol that we described

above for matrix multiplication, each party Pi sends its shares ~yi of the output. Now, the

vectors ~y1, . . . , ~yn are fully determined by the input polynomials g1(x), . . . , gn(x). However, in

the ideal execution, the simulator only receives a subset of the shares and cannot simulate all of

them. (Note that the simulator cannot generate random shares since the ~yi vectors are fully and

deterministically determined by the input.) To be concrete, consider the case that only party P1

is corrupted. In this case, the ideal adversary receives as output ~y = (g1(0), . . . , gn(0)) · A and

the shares g1(α1), . . . , gn(α1). In contrast, the real adversary sees all of the vectors ~y2, . . . , ~yn

sent by the honest parties in the protocol. Now, these vectors are a deterministic function of the

input polynomials g1(x), . . . , gn(x) and of the fixed matrix A. Thus, the simulator in the ideal

model must be able to generate the exact messages sent by the honest parties (recall that the

distinguisher knows all of the inputs and outputs and so can verify that the output transcript is

truly consistent with the inputs). However, it is impossible for a simulator who is given only ~y

and the shares g1(α1), . . . , gn(α1) to generate these exact messages, since it doesn’t have enough

information. In an extreme example, consider the case that m = n, the matrix A is the identity

matrix, and the honest parties’ polynomials are random. In this case, ~yi = (g1(αi), . . . , gn(αi)).

By the properties of random polynomials, the simulator cannot generate ~yi for i 6= 1 given only

~y = (g1(0), . . . , gn(0)), the shares (g1(α1), . . . , gn(α1)) and the polynomial g1(x).

One solution to the above is to modify the protocol by somehow adding randomness, thereby

making the ~yi vectors not a deterministic function of the inputs. However, this would add

complexity to the protocol and turns out to be unnecessary. Specifically, we only construct

this protocol for its use in securely computing F subshareV SS , and the security of the protocol for

computing F subshareV SS is maintained even if the adversary explicitly learns the vector of m poly-

nomials ~Y (x) = (Y1(x), . . . , Ym(x)) = (g1(x), . . . , gn(x)) · A. (Denoting the jth column of A by

(a1,j , . . . , an,j)
T , we have that Yj(x) =

∑n
`=1 g`(x) · a`,j .) We therefore modify the functionality

definition so that the adversary receives ~Y (x), thereby making it corruption aware (observe

that the basic output (g1(0), . . . , gn(0)) ·A is given by ~Y (0)). Importantly, given this additional

information, it is possible to simulate the protocol based on the methodology described above

8This is needed because in F subshareV SS the parties need to output gi(x) and so need to know it. It would be
possible to have the functionality choose gi(x) and provide it in the output, but then exactly the same issue
would arise.
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(VSS sharing, local computation, and Reed-Solomon reconstruction), and prove its security.

Before formally defining the FAmat functionality, we remark that we also use corruption

awareness in order to deal with the fact that the first step of the protocol for computing FAmat
involves running parallel VSS invocations, one for each party to distribute shares of its input

polynomial. As we described in Section 2.6.2 this enables the adversary to choose the corrupted

parties’ polynomials gi(x) (for i ∈ I) after seeing the corrupted parties’ shares on the honest

parties’ polynomials (i.e., gj(αi) for every j /∈ I and i ∈ I). We therefore model this capability

in the functionality definition.

FUNCTIONALITY 2.6.4 (Functionality FA
mat for matrix multiplication, with A ∈ Fn×m)

The FAmat-functionality receives as input a set of indices I ⊆ [n] and works as follows:

1. FAmat receives the inputs of the honest parties {gj(x)}j /∈I ; if a polynomial gj(x) is not
received or its degree is greater than t, then FAmat resets gj(x) = 0.

2. FAmat sends shares {gj(αi)}j /∈I;i∈I to the (ideal) adversary.

3. FAmat receives the corrupted parties’ polynomials {gi(x)}i∈I from the (ideal) adversary;
if a polynomial gi(x) is not received or its degree is greater than t, then FAmat resets
gi(x) = 0.

4. FAmat computes ~Y (x) = (Y1(x), . . . , Ym(x)) = (g1(x), . . . , gn(x)) ·A.

5. (a) For every j /∈ I, functionality FAmat sends party Pj the entire length-m vector

~y = ~Y (0), together with Pj ’s shares (g1(αj), . . . , gn(αj)) on the input polynomials.

(b) In addition, functionality FAmat sends the (ideal) adversary its output: the vec-

tor of polynomials ~Y (x), and the corrupted parties’ outputs (~y together with
(g1(αi), . . . , gn(αi)), for every i ∈ I).

We have already described the protocol intended to securely compute Functionality 2.6.4 and

motivated its security. We therefore proceed directly to the formal description of the protocol

(see Protocol 2.6.5) and its proof of security. We recall that since all our analysis is performed

in the corruption-aware model, we describe the functionality in the corruption-aware hybrid

model. Thus, although the FV SS functionality (Functionality 2.5.5) is a standard functionality,

we refer to it as a “fictitiously corruption-aware” functionality, as described in Section 2.6.2.

The figure below illustrates Step 5 of Protocol 2.6.5. Each party receives a vector from

every other party. These vectors (placed as rows) all form a matrix, whose columns are at most

distance t from codewords who define the output.

Figure 2.1: The vectors received by Pi form a matrix; error correction is run on the columns.
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PROTOCOL 2.6.5 (Securely computing FA
mat in the FV SS-hybrid model)

• Inputs: Each party Pi holds a polynomial gi(x).

• Common input: A field description F, n distinct non-zero elements α1, . . . , αn ∈ F,
and a matrix A ∈ Fn×m.

• Aiding ideal functionality initialization: Upon invocation, the trusted party com-
puting the (fictitiously corruption-aware) functionality FV SS is given the set of corrupted
parties I.

• The protocol:

1. Each party Pi checks that its input polynomial is of degree-t; if not, it resets
gi(x) = 0. It then invokes the FV SS functionality as dealer with gi(x) as its
private input.

2. At the end of Step 1, each party Pi holds the values g1(αi), . . . , gn(αi). If any
value equals ⊥, then Pi replaces it with 0.

3. Denote ~xi = (g1(αi), . . . , gn(αi)). Then, each party Pi locally computes ~yi =
~xi · A (equivalently, for every k = 1, . . . ,m, each Pi computes Yk(αi) =∑n

`=1 g`(αi) · a`,k where (a1,k, . . . , an,k)T is the kth column of A, and stores
~yi = (Y1(αi), . . . , Ym(αi))).

4. Each party Pi sends ~yi to every Pj (1 ≤ j ≤ n).

5. For every j = 1, . . . , n, denote the vector received by Pi from Pj by ~̂Y (αj) =

(Ŷ1(αj), . . . , Ŷm(αj)). (If any value is missing, it replaces it with 0. We stress that
different parties may hold different vectors if a party is corrupted.) Each Pi works
as follows:

– For every k = 1, . . . ,m, party Pi locally runs the Reed-Solomon decod-
ing procedure (with d = 2t + 1) on the possibly corrupted codeword
(Ŷk(α1), . . . , Ŷk(αn)) to get the codeword (Yk(α1), . . . , Yk(αn)); see Figure 2.1.
It then reconstructs the polynomial Yk(x) and computes yk = Yk(0).

• Output: Pi outputs (y1, . . . , ym) as well as the shares g1(αi), . . . , gn(αi).

Theorem 2.6.6 Let t < n/3. Then, Protocol 2.6.5 is t-secure for the FAmat functionality in the

FV SS-hybrid model, in the presence of a static malicious adversary.

Proof: We begin by describing the simulator S. The simulator S interacts externally with the

trusted party computing FAmat, and internally invokes the (hybrid model) adversary A, hence

simulating an execution of Protocol 2.6.5 for A. As such, S has external communication with

the trusted party computing FAmat, and internal communication with the real adversary A. As

part of the internal communication with A, the simulator hands A messages that A expects to

see from the honest parties in the protocol execution. In addition, S simulates the interaction

of A with the ideal functionality FV SS and hands it the messages it expects to receives from

FV SS in Protocol 2.6.5. S works as follows:

1. S internally invokes A with the auxiliary input z.

2. After the honest parties send their inputs to the trusted party computing FAmat, S re-

ceives shares {gj(αi)}j 6∈I,i∈I on its (external) incoming communication tape from FAmat
(see Step 2 in Functionality 2.6.4).
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3. S internally simulates the ideal FV SS invocations for the honest dealers (Step 1 in Pro-

tocol 2.6.5): For every j 6∈ I, S simulates the invocation of FV SS where Pj plays as the

dealer, and sends to the adversary A the shares {gj(αi)}i∈I (where gj(αi) is the appropri-

ate value received from FAmat in the previous step).

4. S internally simulates the FV SS invocations for the corrupted dealers (Step 1 in Proto-

col 2.6.5): For every i ∈ I, the simulator S receives from A the polynomial gi(x) that A
sends as input to the FV SS functionality with Pi as dealer.

(a) If deg(gi(x)) ≤ t, then S stores gi(x) and internally hands A the output {gi(αk)}k∈I
that A expects to receive as the corrupted parties’ outputs from this FV SS invocation.

(b) If deg(gi(x)) > t or was not sent by A, then S replaces it with the constant polynomial

gi(x) = 0, and internally hands A the output ⊥ that A expects to receive as the

corrupted parties’ outputs from this FV SS invocation.

5. S externally sends the trusted party computing FAmat the polynomials {gi(x)}i∈I as the

inputs of the corrupted parties (see Step 3 in Functionality 2.6.4).

6. At this point, the functionality FAmat has all the parties’ inputs, and so it computes the

vector of polynomials ~Y (x) = (g1(x), . . . , gn(x)) · A, and S receives back the following

output from FAmat (see Step 5 in Functionality 2.6.4):

(a) The vector of polynomials ~Y (x) = (g1(x), . . . , gn(x)) ·A,

(b) The output vector ~y = (y1, . . . , ym), and

(c) The shares (g1(αi), . . . , gn(αi)) for every i ∈ I.

7. For every j 6∈ I and i ∈ I, S internally hands the adversary A the vector ~yj = (Y1(αj), . . . , Ym(αj))

as the vector that honest party Pj sends to all other parties (in Step 4 of Protocol 2.6.5).

8. S outputs whatever A outputs and halts.

We now prove that for every I ⊂ [n] with |I| ≤ t:{
IDEALFAmat,S(z),I(~x)

}
z∈{0,1}∗;~x∈Fn

≡
{
HYBRID

FV SS
π,A(z),I(~x)

}
z∈{0,1}∗;~x∈Fn

. (2.6.1)

In order to see why this holds, observe first that in the FV SS-hybrid model, the honest parties

actions in the protocol are deterministic (the randomness in the real protocol is “hidden” inside

the protocol for securely computing FV SS), as is the simulator S and the ideal functionality

FAmat. Thus, it suffices to separately show that the view of the adversary is identical in both

cases, and the outputs of the honest parties are identical in both cases.

By inspection of the protocol and simulation, it follows that the shares {(g1(αi), . . . , gn(αi))}i∈I
of the corrupted parties on the honest parties inputs and the vector of polynomials ~Y (x) as re-

ceived by S, provide it all the information necessary to generate the exact messages that the

corrupted parties would receive in a real execution of Protocol 2.6.5. Thus, the view of the

adversary is identical in the ideal execution and in the protocol execution.

Next, we show that the honest party’s outputs are identical in both distributions. In order to

see this, it suffices to show that the vector of polynomials ~Y (x) = (Y1(x), . . . , Ym(x)) computed

by FAmat in Step 4 of the functionality specification is identical to the vector of polynomials
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(Y1(x), . . . , Ym(x)) computed by each party in Step 5 of Protocol 2.6.5 (since this defines the

outputs). First, the polynomials of the honest parties are clearly the same in both cases.

Furthermore, since the adversary’s view is the same it holds that the polynomials gi(x) sent

by S to the trusted party computing FAmat are exactly the same as the polynomials used by A
in Step 1 of Protocol 2.6.5. This follows from the fact that the FV SS functionality is used in

this step and so the polynomials of the corrupted parties obtained by S from A are exactly the

same as used in the protocol. Now, observe that each polynomial Yk(x) computed by the honest

parties is obtained by applying Reed-Solomon decoding to the word (Ŷk(α1), . . . , Ŷk(αn)). The

crucial point is that the honest parties compute the values Ŷk(αi) correctly, and so for every j /∈ I
it holds that Ŷk(αj) = Yk(αj). Thus, at least n − t elements of the word (Ŷk(α1), . . . , Ŷk(αn))

are “correct” and so the polynomial Yk(x) reconstructed by all the honest parties in the error

correction is the same Yk(x) as computed by FAmat (irrespective of what the corrupted parties

send). This completes the proof.

2.6.4 The F subshare
V SS Functionality for Sharing Shares

Defining the functionality. We begin by defining the F subshareV SS functionality. Informally

speaking, this functionality is a way for a set of parties to verifiably give out shares of val-

ues that are themselves shares. Specifically, assume that the parties P1, . . . , Pn hold values

f(α1), . . . , f(αn), respectively, where f is a degree-t polynomial either chosen by one of the

parties or generated jointly in the computation. The aim is for each party to share its share

f(αi) – and not any other value – with all other parties (see Figure 2.2). In the semi-honest

setting, this can be achieved simply by having each party Pi choose a random polynomial gi(x)

with constant term f(αi) and then send each Pj the share gi(αj). However, in the malicious

setting, it is necessary to force the corrupted parties to share the correct value and nothing

else; this is the main challenge. We stress that since there are more than t honest parties, their

shares fully determine f(x), and so the “correct” share of a corrupted party is well defined.

Specifically, letting f(x) be the polynomial defined by the honest parties’ shares, the aim here

is to ensure that a corrupted Pi provides shares using a degree-t polynomial with constant term

f(αi).

Figure 2.2: The subsharing process: Pi distributes shares of its share f(αi)

The functionality definition is such that if a corrupted party Pi does not provide a valid

input (i.e., it does not input a degree-t polynomial gi(x) such that gi(0) = f(αi)), then F subshareV SS
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defines a new polynomial g′i(x) which is the constant polynomial g′i(x) = f(αi) for all x, and uses

g′i(x) in place of gi(x) in the outputs. This ensures that the constant term of the polynomial is

always f(αi), as required.

We define F subshareV SS as a corruption-aware functionality (see Section 2.6.2). Among other

reasons, this is due to the fact that the parties distributes subshares of their shares. As we

described in Section 2.6.2 this enables the adversary to choose the corrupted parties’ polynomials

gi(x) (for i ∈ I) after seeing the corrupted parties’ shares of the honest parties’ polynomials

(i.e., gj(αi) for every j /∈ I and i ∈ I).

In addition, in the protocol the parties invoke the FAmat functionality (Functionality 2.6.4)

with (the transpose of) the parity-check matrix H of the appropriate Reed-Solomon code (this

matrix is specified below where we explain its usage in the protocol). This adds complexity

to the definition of F subshareV SS because additional information revealed by FAmat to the adversary

needs to be revealed by F subshareV SS as well. We denote the matrix multiplication functionality with

(the transpose of) the parity-check matrix H by FHmat from here on. Recall that the adversary’s

output from FHmat includes ~Y (x) = (g1(x), . . . , gn(x)) · HT ; see Step 5 in Functionality 2.6.4.

Thus, in order to simulate the call to FHmat, the ideal adversary needs this information. We

deal with this in the same way as in FHmat, by having the functionality F subshareV SS provide the

ideal adversary with the additional vector of polynomials (g1(x), . . . , gn(x)) ·HT . As we will see

later, this does not interfere with our use of F subshareV SS in order to achieve secure multiplication

(which is our ultimate goal). Although it is too early to really see why this is the case, we

nevertheless remark that when H is the parity-check matrix of the Reed-Solomon code, the

vector (g1(0), . . . , gn(0)) ·HT can be determined based on the corrupted parties’ inputs (because

we know that the honest parties’ values are always “correct”), and the vector (g1(x), . . . , gn(x)) ·
HT is random under this constraint. Thus, these outputs can be simulated.

FUNCTIONALITY 2.6.7 (Functionality F subshare
V SS for subsharing shares)

F subshareV SS receives a set of indices I ⊆ [n] and works as follows:

1. F subshareV SS receives the inputs of the honest parties {βj}j /∈I . Let f(x) be the unique
degree-t polynomial determined by the points {(αj , βj)}j /∈I .9

2. For every j /∈ I, F subshareV SS chooses a random degree-t polynomial gj(x) under the con-
straint that gj(0) = βj = f(αj).

3. F subshareV SS sends the shares {gj(αi)}j /∈I;i∈I to the (ideal) adversary.

4. F subshareV SS receives polynomials {gi(x)}i∈I from the (ideal) adversary; if a polynomial
gi(x) is not received or if gi(x) is of degree higher than t, then F subshareV SS sets gi(x) = 0.

5. F subshareV SS determines the output polynomials g′1(x), . . . , g′n(x):

(a) For every j /∈ I, F subshareV SS sets g′j(x) = gj(x).

(b) For every i ∈ I, if gi(0) = f(αi) then F subshareV SS sets g′i(x) = gi(x). Otherwise it sets
g′i(x) = f(αi), (i.e., g′i(x) is the constant polynomial equalling f(αi) everywhere).

6. (a) For every j 6∈ I, F subshareV SS sends the polynomial g′j(x) and the shares
(g′1(αj), . . . , g

′
n(αj)) to party Pj .

(b) Functionality F subshareV SS sends the (ideal) adversary the vector of polynomials
~Y (x) = (g1(x), . . . , gn(x)) ·HT , where H is the parity-check matrix of the ap-
propriate Reed-Solomon code (see below). In addition, it sends the corrupted
parties’ outputs g′i(x) and (g′1(αi), . . . , g

′
n(αi)) for every i ∈ I.
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Background to implementing F subshare
V SS . Let G ∈ F(t+1)×n be the generator matrix for

a (generalized) Reed-Solomon code of length n = 3t + 1, dimension k = t + 1 and distance

d = 2t + 1. In matrix notation, the encoding of a vector ~a = (a0, . . . , at) ∈ Ft+1 is given by

~a ·G, where:

G
def
=


1 1 . . . 1

α1 α2 . . . αn
...

...
...

αt1 αt2 . . . αtn

 .

Letting f(x) =
∑t

`=0 a` · x` be a degree-t polynomial, the Reed-Solomon encoding of ~a =

(a0, . . . , at) is the vector 〈f(α1), . . . , f(αn)〉. Let H ∈ F2t×n be the parity-check matrix of G;

that is, H is a rank 2t matrix such that G · HT = 0(t+1)×2t. W.l.o.g, the matrix H is of the

form:

H =


1 1 . . . 1

α1 α2 . . . αn
...

...
...

α2t−1
1 α2t−1

2 . . . α2t−1
n

 ·
 v1 0

. . .

0 vn

 (2.6.2)

for non-zero values v1, . . . , vn. The syndrome of a word ~β ∈ Fn is given by S(~β) = ~β ·HT ∈ F2t.

A basic fact from error-correcting codes is that, for any codeword ~β = ~a · G, it holds that

S(~β) = 02t. Moreover, for every error vector ~e ∈ {0, 1}n, it holds that S(~β + ~e) = S(~e). If ~e

is of distance at most t from ~0 (i.e.,
∑
ei ≤ t), then it is possible to correct the vector ~β + ~e

and to obtain the original vector ~β. An important fact is that a sub-procedure of the Reed-

Solomon decoding algorithm can extract the error vector ~e from the syndrome vector S(~e) alone.

That is, given a possibly corrupted codeword ~γ = ~β + ~e, the syndrome vector is computed as

S(~γ) = S(~e) and is given to this sub-procedure, which returns ~e. From ~e and ~γ, the codeword
~β can be extracted easily.

The protocol. In the protocol, each party Pi chooses a random polynomial gi(x) whose

constant term equals its input share βi; let ~β = (β1, . . . , βn). Recall that the input shares

are the shares of some polynomial f(x). Thus, for all honest parties Pj it is guaranteed that

gj(0) = βj = f(αj). In contrast, there is no guarantee regarding the values gi(0) for corrupted

Pi. Let ~γ = (g1(0), . . . , gn(0)). It follows that ~γ is a word that is at most distance t from the

vector ~β = (f(α1), . . . , f(αn)), which is a Reed-Solomon codeword of length n = 3t+ 1. Thus,

it is possible to correct the word ~γ using Reed-Solomon error correction. The parties send the

chosen polynomials (g1(x), . . . , gn(x)) to FHmat (i.e., Functionality 2.6.4 for matrix multiplication

with the transpose of the parity-check matrix H described above). FHmat hands each party Pi
the output (g1(αi), . . . , gn(αi)) and (s1, . . . , s2t) = ~γ ·HT , where the latter equals the syndrome

S(~γ) of the input vector ~γ. The parties use the syndrome in order to each locally carry out error

9If all of the points sent by the honest parties lie on a single degree-t polynomial, then this guarantees that f(x)
is the unique degree-t polynomial for which f(αj) = βj for all j /∈ I. If not all the points lie on a single degree-t
polynomial, then no security guarantees are obtained. However, since the honest parties all send their prescribed
input, f(x) will always be as desired. This can be formalized using the notion of a partial functionality [53,
Sec. 7.2]. Alternatively, it can be formalized by having the ideal functionality give all of the honest parties’
inputs to the adversary and letting the adversary singlehandedly determine all of the outputs of the honest
parties, in the case that the condition does not hold. This makes any protocol secure vacuously (since anything
can be simulated).
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correction and obtain the error vector ~e = (e1, . . . , en) = ~γ − ~β. Note that ~e has the property

that for every i, gi(0)− ei = f(αi), and it can be computed from the syndrome alone, using the

sub-procedure mentioned above. This error vector now provides the honest parties with all the

information that they need to compute the output. Specifically, if ei = 0, then this implies that

Pi used a “correct” polynomial gi(x) for which gi(0) = f(αi), and so the parties can just output

the shares gi(αj) that they received as output from FHmat. In contrast, if ei 6= 0 then the parties

know that Pi is corrupted, and can all send each other the shares gi(αj) that they received from

FHmat. This enables them to reconstruct the polynomial gi(x), again using Reed-Solomon error

correction, and compute gi(0)−ei = f(αi). Thus, they obtain the actual share of the corrupted

party and can set g′i(x) = f(αi), as required in the functionality definition. See Protocol 2.6.8

for the full specification.

One issue that must be dealt with in the proof of security is due to the fact that the syndrome

~γ ·HT is revealed in the protocol, and is seemingly not part of the output. However, recall that

the adversary receives the vector of polynomials ~Y (x) = (g1(x), . . . , gn(x)) ·HT from F subshareV SS

and the syndrome is just ~Y (0). This is therefore easily simulated.

PROTOCOL 2.6.8 (Securely computing F subshare
V SS in the FH

mat-hybrid model)

• Inputs: Each party Pi holds a value βi; we assume that the points (αj , βj) of the honest
parties all lie on a single degree-t polynomial (see the definition of F subshareV SS above and
Footnote 9 therein).

• Common input: A field description F and n distinct non-zero elements α1, . . . , αn ∈ F,
which determine the matrix H ∈ F2t×n which is the parity-check matrix of the Reed-
Solomon code (with parameters as described above).

• Aiding ideal functionality initialization: Upon invocation, the trusted party com-
puting the corruption-aware functionality FHmat receives the set of corrupted parties I.

• The protocol:

1. Each party Pi chooses a random degree-t polynomial gi(x) under the constraint
that gi(0) = βi

2. The parties invoke the FHmat functionality (i.e., Functionality 2.6.4 for matrix mul-
tiplication with the transpose of the parity-check matrix H). Each party Pi inputs
the polynomial gi(x) from the previous step, and receives from FHmat as output the
shares g1(αi), . . . , gn(αi), the degree-t polynomial gi(x) and the length 2t vector
~s = (s1, . . . , s2t) = (g1(0), . . . , gn(0)) ·HT . Recall that ~s is the syndrome vector of
the possible corrupted codeword ~γ = (g1(0), . . . , gn(0)).

3. Each party locally runs the Reed-Solomon decoding procedure using ~s only, and
receives back an error vector ~e = (e1, . . . , en).

4. For every k such that ek = 0: each party Pi sets g′k(αi) = gk(αi).

5. For every k such that ek 6= 0:

(a) Each party Pi sends gk(αi) to every Pj .

(b) Each party Pi receives gk(α1), . . . , gk(αn); if any value is missing, it sets it
to 0. Pi runs the Reed-Solomon decoding procedure on the values to recon-
struct gk(x).

(c) Each party Pi computes gk(0), and sets g′k(αi) = gk(0)− ek (which equals
f(αk)).

• Output: Pi outputs gi(x) and g′1(αi), . . . , g
′
n(αi).
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Theorem 2.6.9 Let t < n/3. Then, Protocol 2.6.8 is t-secure for the F subshareV SS functionality

in the FHmat-hybrid model, in the presence of a static malicious adversary.

Proof: We begin by describing the simulator S. The simulator interacts externally with the

ideal functionality F subshareV SS , while internally simulating the interaction of A with the honest

parties and FHmat.

1. S internally invokes A with the auxiliary input z.

2. After the honest parties send their polynomials {gj(x)}j 6∈I to the trusted party computing

F subshareV SS , S receives the shares {gj(αi)}j 6∈I,i∈I from F subshareV SS (see Step 3 in Functional-

ity 2.6.7).

3. S begins to internally simulate the invocation of FHmat by sending A the shares {gj(αi)}j 6∈I,i∈I
as its first output from the call to FHmat in the protocol (that is, it simulates Step 2 in Func-

tionality 2.6.4).

4. S internally receives from A the polynomials {gi(x)}i∈I that A sends to FHmat in the protocol

(Step 3 of Functionality 2.6.4).

5. S externally sends the F subshareV SS functionality the polynomials {gi(x)}i∈I that were received

in the previous step (as expected by Step 4 in Functionality 2.6.7). For the rest of the

execution, if deg(gi) > t for some i ∈ I, S resets gi(x) = 0.

6. S externally receives its output from F subshareV SS (Step 6b of Functionality 2.6.7), which is

comprised of the vector of polynomials ~Y (x) = (g1(x), . . . , gn(x)) ·HT , and the corrupted

parties’ outputs: polynomials {g′i(x)}i∈I and the shares {g′1(αi), . . . , g
′
n(αi)}i∈I . Recall

that g′j(x) = gj(x) for every j 6∈ I. Moreover, for every i ∈ I, if gi(0) = f(αi) then

g′i(x) = gi(x), and g′i(x) = f(αi) otherwise.

7. S concludes the internal simulation of FHmat by preparing the output that the internal A
expects to receive from FHmat (Step 5 of Functionality 2.6.4) in the protocol, as follows:

(a) A expects to receive the vector of polynomials ~Y (x) = (g1(x), . . . , gn(x)) · HT from

FHmat; however, S received this exact vector of polynomials from F subshareV SS and so just

hands it internally to A.

(b) In addition, A expects to receive the corrupted parties’ outputs ~y = ~Y (0) and the

shares {(g1(αi), . . . , gn(αi))}i∈I . Simulator S can easily compute ~y = ~Y (0) since it

has the actual polynomials ~Y (x). In addition, S already received the shares {gj(αi)}j /∈I;i∈I
from F subshareV SS and can compute the missing shares using the polynomials {gi(x)}i∈I .
Thus, S internally hands A the values ~y = ~Y (0) and {(g1(αi), . . . , gn(αi))}i∈I , as

expected by A.

8. S proceeds with the simulation of the protocol as follows. S computes the error vector

~e = (e1, . . . , en) by running the Reed-Solomon decoding procedure on the syndrome vector

~s, that it computes as ~s = ~Y (0) (using ~Y (x) that it received from F subshareV SS ). Then, for

every i ∈ I for which ei 6= 0 and for every j /∈ I, S internally simulates Pj sending gi(αj)

to all parties (Step 5a of Protocol 2.6.8).
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9. S outputs whatever A outputs and halts.

We now prove that for every I ⊂ [n] with |I| ≤ t:{
IDEALF subshareV SS ,S(z),I(~x)

}
z∈{0,1}∗;~x∈Fn

≡
{
HYBRID

FHmat
π,A(z),I(~x)

}
z∈{0,1}∗;~x∈Fn

.

The main point to notice is that the simulator has enough information to perfectly emulate

the honest parties’ instructions. The only difference is that in a real protocol execution, the

honest parties Pj choose the polynomials gj(x), whereas in an ideal execution the functionality

F subshareV SS chooses the polynomials gj(x) for every j /∈ I. However, in both cases they are chosen

at random under the constraint that gj(0) = βj . Thus, the distributions are identical. Apart

from that, S has enough information to generate the exact messages that the honest parties

would send. Finally, since all honest parties receive the same output from FAmat in the protocol

execution, and this fully determines ~e, we have that all honest parties obtain the exact same

view in the protocol execution and thus all output the exact same value. Furthermore, by the

error correction procedure, for every k such that ek 6= 0, they reconstruct the same gk(x) sent

by A to FAmat and so all define g′k(αj) = gk(0)− ek.

A fictitious simulator S ′. We construct a fictitious simulator S ′ who generates the entire

output distribution of both the honest parties and adversary as follows. For every j /∈ I,

simulator S ′ receives for input a random polynomial gj(x) under the constraint that gj(0) = βj .

Then, S ′ invokes the adversary A and emulates the honest parties and the aiding functionality

FHmat in a protocol execution with A, using the polynomials gj(x). Finally, S ′ outputs whatever

A outputs, together with the output of each honest party. (Note that S ′ does not interact with

a trusted party and is a stand-alone machine.)

The output distributions. It is clear that the output distribution generated by S ′ is identical

to the output distribution of the adversary and honest parties in a real execution, since the

polynomials gj(x) are chosen randomly exactly like in a real execution and the rest of the

protocol is emulated by S ′ exactly according to the honest parties’ instructions.

It remains to show that the output distribution generated by S ′ is identical to the output

distribution of an ideal execution with S and a trusted party computing F subshareV SS . First,

observe that both S ′ and S are deterministic machines. Thus, it suffices to separately show

that the adversary’s view is identical in both cases (given the polynomials {gj(x)}j /∈I), and the

outputs of the honest parties are identical in both case (again, given the polynomials {gj(x)}j /∈I).
Now, the messages generated by S and S ′ for A are identical throughout. This holds because

the shares {gj(αi)}j /∈I;i∈I of the honest parties that A receives from FHmat are the same (S
receives them from F subshareV SS and S ′ generates them itself from the input), as is the vector
~Y (x) = (g1(x), . . . , gn(x)) ·HT and the rest of the output from FHmat for A. Finally, in Step 8

of the specification of S above, the remainder of the simulation after FHmat is carried out by

running the honest parties’ instructions. Thus, the messages are clearly identical and A’s view

is identical in both executions by S and S ′.
We now show that the output of the honest parties’ as generated by S ′ is identical to their

output in the ideal execution with S and the trusted party, given the polynomials {gj(x)}j /∈I .
In the ideal execution with S, the output of each honest party Pj is determined by the trusted

party computing F subshareV SS to be g′j(x) and (g′1(αj), . . . , g
′
n(αj)). For every j /∈ I, F subshareV SS sets
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g′j(x) = gj(x). Likewise, since the inputs of all the honest parties lie on the same degree-t

polynomial, denoted f (and so f(αj) = βj for every j /∈ I), we have that the error correction

procedure of Reed-Solomon decoding returns an error vector ~e = (e1, . . . , en) such that for

every k for which gk(0) = f(αk) it holds that ek = 0. In particular, this holds for every j /∈ I.

Furthermore, FHmat guarantees that all honest parties receive the same vector ~s and so the error

correction yields the same error vector ~e for every honest party. Thus, for every j, ` /∈ I we have

that each honest party P` sets g′j(α`) = gj(α`), as required.

Regarding the corrupted parties’ polynomials gi(x) for i ∈ I, the trusted party computing

F subshareV SS sets g′i(x) = gi(x) if gi(0) = f(αi), and sets g′i(x) to be a constant polynomial equalling

f(αi) everywhere otherwise. This exact output is obtained by the honest parties for the same

reasons as above: all honest parties receive the same ~s and thus the same ~e. If ei = 0 then all

honest parties Pj set g′i(αj) = gi(αj), whereas if ei 6= 0 then the error correction enables them

to reconstruct the polynomial gi(x) exactly and compute f(αi) = gi(0). Then, by the protocol

every honest Pj sets its share g′i(αj) = f(αi)− ei, exactly like the trusted party. This completes

the proof.

2.6.5 The Feval Functionality for Evaluating a Shared Polynomial

In the protocol for verifying the multiplication of shares presented in Section 2.6.6 (The FmultV SS

functionality), the parties need to process “complaints” (which are claims by some of the

parties that others supplied incorrect values). These complaints are processed by evaluat-

ing some shared polynomials at the point of the complaining party. Specifically, given shares

f(α1), . . . , f(αn), of a polynomial f , the parties need to compute f(αk) for a predetermined k,

without revealing anything else. (To be more exact, the shares of the honest parties define a

unique polynomial f , and the parties should obtain f(αk) as output.)

We begin by formally defining this functionality. The functionality is parameterized by

an index k that determines at which point the polynomial is to be evaluated. In addition, we

define the functionality to be corruption-aware in the sense that the polynomial is reconstructed

from the honest party’s inputs alone (and the corrupted parties’ shares are ignored). We stress

that it is possible to define the functionality so that it runs the Reed-Solomon error correction

procedure on the input shares. However, defining it as we do makes it clear that the corrupted

parties can have no influence whatsoever on the output. See Functionality 2.6.10 for a full

specification.

FUNCTIONALITY 2.6.10 (Functionality F k
eval for evaluating a polynomial on αk)

F keval receives a set of indices I ⊆ [n] and works as follows:

1. The F keval functionality receives the inputs of the honest parties {βj}j /∈I . Let f(x) be
the unique degree-t polynomial determined by the points {(αj , βj)}j /∈I . (If not all the
points lie on a single degree-t polynomial, then no security guarantees are obtained; see
Footnote 9.)

2. (a) For every j 6∈ I, F keval sends the output pair (f(αj), f(αk)) to party Pj .

(b) For every i ∈ I, F keval sends the output pair (f(αi), f(αk)) to the (ideal) adversary,
as the output of Pi.

Equivalently, in function notation, we have:
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F keval

(
β1, . . . , βn

)
=
(

((f(α1), f(αk)), . . . , (f(αn), f(αk))
)

where f is the result of Reed-Solomon decoding on (β1, . . . , βn). We remark that although each

party Pi already holds f(αi) as part of its input, we need the output to include this value in

order to simulate. This will not make a difference in its use, since f(αi) is anyway supposed to

be known to Pi.

Background. We show that the share f(αk) can be obtained by a linear combination of all

the input shares (β1, . . . , βn). The parties’ inputs are a vector ~β
def
= (β1, . . . , βn) where for every

j /∈ I it holds that βj = f(αj). Thus, the parties’ inputs are computed by

~β = V~α · ~fT ,

where V~α is the Vandermonde matrix (see Eq. (2.3.2)), and ~f is the vector of coefficients for

the polynomial f(x). We remark that ~f is of length n, and is padded with zeroes beyond the

(t+ 1)th entry. Let ~αk = (1, αk, (αk)
2, . . . , (αk)

n−1) be the kth row of V~α. Then the output of

the functionality is

f(αk) = ~αk · ~fT .
We have:

~αk · ~fT = ~αk ·
(
V −1
~α · V~α

)
· ~fT =

(
~αk · V −1

~α

)
·
(
V~α · ~fT

)
=
(
~αk · V −1

~α

)
· ~βT (2.6.3)

and so there exists a vector of fixed constants (~αk · V −1
~α ) such that the inner product of this

vector and the inputs yields the desired result. In other words, F keval is simply a linear function

of the parties’ inputs.

The protocol. Since F keval is a linear function of the parties’ inputs (which are themselves

shares), it would seem that it is possible to use the same methodology for securely computing

FAmat (or even directly use FAmat). However, this would allow the parties to input any value

they wish in the computation. In contrast, the linear function that computes F keval (i.e., the

linear combination of Eq. (2.6.3)) must be computed on the correct shares, where “correct”

means that they all lie on the same degree-t polynomial. This problem is solved by having the

parties subshare their input shares using a more robust input sharing stage that guarantees that

all the parties input their “correct share”. Fortunately, we already have a functionality that

fulfills this exact purpose: the F subshareV SS functionality of Section 2.6.4. Therefore, the protocol

consists of a robust input sharing phase (i.e., an invocation of F subshareV SS ), a computation phase

(which is non-interactive), and an output reconstruction phase. See Protocol 2.6.11 for the full

description.

Informally speaking, the security of the protocol follows from the fact that the parties only

see subshares that reveal nothing about the original shares. Then, they see n shares of a random

polynomial Q(x) whose secret is the value being evaluated, enabling them to reconstruct that

secret. Since the secret is obtained by the simulator/adversary as the legitimate output in the

ideal model, this can be simulated perfectly.

The main subtlety that needs to be dealt with in the proof of security is due to the fact

that the F subshareV SS functionality actually “leaks” some additional information to the adversary,

beyond the vectors (g′1(αi), . . . , g
′
n(αi)) for all i ∈ I. Namely, the adversary also receives the
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vector of polynomials ~Y (x) = (g1(x), . . . , gn(x)) · HT , where H is the parity-check matrix for

the Reed-Solomon code, and gi(x) is the polynomial sent by the adversary to F subshareV SS for the

corrupted Pi and may differ from g′i(x) if the constant term of gi(x) is incorrect (for honest

parties g′j(x) = gj(x) always).

PROTOCOL 2.6.11 (Securely computing F k
eval in the F subshare

V SS -hybrid model)

• Inputs: Each party Pi holds a value βi; we assume that the points (αj , βj) for every
honest Pj all lie on a single degree-t polynomial f (see the definition of F keval above and
Footnote 9).

• Common input: The description of a field F and n distinct non-zero elements
α1, . . . , αn ∈ F.

• Aiding ideal functionality initialization: Upon invocation, the trusted party com-
puting the corruption-aware functionality F subshareV SS receives the set of corrupted parties
I.

• The protocol:

1. The parties invoke the F subshareV SS functionality with each party Pi using βi as its
private input. At the end of this stage, each party Pi holds g′1(αi), . . . , g

′
n(αi), where

all the g′i(x) are of degree t, and for every i, g′i(0) = f(αi).

2. Each party Pi locally computes: Q(αi) =
∑n
`=1 λ` · g′`(αi), where (λ1, . . . , λn) =

~αk · V −1~α . Each party Pi sends Q(αi) to all Pj .

3. Each party Pi receives all the shares Q̂(αj) from each other party 1 ≤ j ≤ n (if
any value is missing, replace it with 0). Note that some of the parties may hold
different values if a party is corrupted. Then, given the possibly corrupted codeword
(Q̂(α1), . . . , Q̂(αn)), each party runs the Reed-Solomon decoding procedure and re-
ceives the codeword (Q(α1), . . . , Q(αn)). It then reconstructs Q(x) and computes
Q(0).

• Output: Each party Pi outputs (βi, Q(0)).

The intuition as to why this vector of polynomials ~Y (x) can be simulated is due to the

following special property of the syndrome function. Let ~γ = (γ1, . . . , γn) be the inputs of the

parties (where for i /∈ I it may be the case that γi 6= f(αi)). (We denote the “correct” input

vector by ~β – meaning ~β = (f(α1), . . . , f(αn)) – and the actual inputs used by the parties

by ~γ.) The vector ~γ defines a word that is of distance at most t from the valid codeword

(f(α1), . . . , f(αn)). Thus, there exists an error vector ~e of weight at most t such that ~γ −
~e = (f(α1), . . . , f(αn)) = ~β. The syndrome function S(~x) = ~x · HT has the property that

S(~γ) = S(~β + ~e) = S(~e); stated differently, (β1, . . . , βn) ·HT = ~e ·HT . Now, ~e is actually fully

known to the simulator. This is because for every i ∈ I it receives f(αi) from F keval, and so

when A sends gi(x) to F subshareV SS in the protocol simulation, the simulator can simply compute

ei = gi(0) − f(αi). Furthermore, for all j /∈ I, it is always the case that ej = 0. Thus, the

simulator can compute ~e · HT = ~β · HT = (g1(0), . . . , gn(0)) · HT = ~Y (0) from the corrupted

parties’ input and output only (and the adversary’s messages). In addition, the simulator has the

values g1(αi), . . . , gn(αi) for every i ∈ I and so can compute ~Y (αi) = (g1(αi), . . . , gn(αi)) ·HT .

As we will show, the vector of polynomials ~Y (x) is a series of random degree-t polynomials

under the constraints ~Y (0) and {~Y (αi)}i∈I that S can compute. (Actually, when |I| = t there

are t + 1 constraints and so this vector is fully determined. In this case, its actually values

are known to the simulator; otherwise, the simulator can just choose random polynomials that
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fulfill the constraints.) Finally, the same is true regarding the polynomial Q(x): the simulator

knows |I|+ 1 constraints (namely Q(0) = f(αk) and Q(αi) =
∑n

`=1 λ` · g′`(αi)), and can choose

Q to be random under these constraints in order to simulate the honest parties sending Q(αj)

for every j /∈ I. We now formally prove this.

Theorem 2.6.12 Let t < n/3. Then, Protocol 2.6.11 is t-secure for the F keval functionality in

the F subshareV SS -hybrid model, in the presence of a static malicious adversary.

Proof: The simulator interacts externally with a trusted party computing F keval, while internally

simulating the interaction of A with the trusted party computing F subshareV SS and the honest

parties. We have already provided the intuition behind how the simulator works, and thus

proceed directly to its specification.

The simulator S:

1. S receives the ideal adversary’s output from F keval: the pair (f(αi), f(αk)) for every i ∈ I
(recall that the corrupted parties have no input in F keval and so it just receives output).

2. S internally invokes A with the auxiliary input z, and begins to simulate the protocol

execution.

3. S internally simulates the F subshareV SS invocations:

(a) S simulates A receiving the shares {gj(αi)}j /∈I;i∈I (Step 3 in the F subshareV SS function-

ality): For every j 6∈ I, S chooses uniformly at random a polynomial gj(x) from P0,t,

and sends A the values {gj(αi)}j 6∈I;i∈I .

(b) S internally receives from A the inputs {gi(x)}i∈I of the corrupted parties to F subshareV SS

(Step 4 in the F subshareV SS specification). If for any i ∈ I, A did not send some polyno-

mial gi(x), then S sets gi(x) = 0.

(c) For every i ∈ I, S checks that deg(gi) ≤ t and that gi(0) = f(αi). If this check

passes, S sets g′i(x) = gi(x). Otherwise, S sets g′i(x) = f(αi). (Recall that S has

f(αi) from its output from F keval.)

(d) For every j /∈ I, S sets g′j(x) = gj(x).

(e) S internally gives the adversary A the outputs (as in Step 6b of the F subshareV SS func-

tionality):

i. The vector of polynomials ~Y (x), which is chosen as follows:

• S sets (e1, . . . , en) such that ej = 0 for every j /∈ I, and ei = gi(0) − f(αi)

for every i ∈ I.

• S chooses ~Y (x) to be a random vector of degree-t polynomials under the

constraints that ~Y (0) = (e1, . . . , en) · HT , and for every i ∈ I it holds that
~Y (αi) = (g1(αi), . . . , gn(αi)) ·HT .

Observe that if |I| = t, then all of the polynomials in ~Y (x) are fully determined

by the above constraints.

ii. The polynomials and values g′i(x) and {g′1(αi), . . . , g
′
n(αi)} for every i ∈ I

4. S simulates the sending of the shares Q(αj):
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(a) S chooses a random polynomial Q(x) of degree t under the constraints that:

• Q(0) = f(αk).

• For every i ∈ I, Q(αi) =
∑n

`=1 γ` · g′`(αi).

(b) For every j 6∈ I, S internally simulates honest party Pj sending the value Q(αj)

(Step 2 in Protocol 2.6.11).

5. S outputs whatever A outputs and halts.

We now prove that for every I ⊆ [n], such that |I| ≤ t,{
IDEALFkeval,S(z),I(

~β)
}
~β∈Fn,z∈{0,1}∗

≡
{
HYBRID

F subshareV SS

π,A(z),I (~β)
}
~β∈Fn,z∈{0,1}∗

.

There are three differences between the simulation with S and A, and an execution of

Protocol 2.6.11 with A. First, S chooses the polynomials gj(x) to have constant terms of 0

instead of constant terms f(αj) for every j /∈ I. Second, S computes the vector of polynomials
~Y (x) based on the given constraints, rather that it being computed by F subshareV SS based on the

polynomials (g1(x), . . . , gn(x)). Third, S chooses a random polynomial Q(x) under the described

constraints, rather than it being computed as a function of all the polynomials g′1(x), . . . , g′n(x).

We construct three fictitious hybrid simulators, and modify S one step at a time.

The fictitious simulator S1: Simulator S1 is exactly the same as S, except that it receives

for input the values βj = f(αj), for every j = 1, . . . , n. Then, for every j /∈ I, instead of

choosing gj(x) ∈R P0,t, the fictitious simulator S1 chooses gj(x) ∈R Pf(αj),t. We stress that S1

runs in the ideal model with the same trusted party running F keval as S, and the honest parties

receive output as specified by F keval when running with the ideal adversary S or S1.

We claim that for every I ⊆ [n], such that |I| ≤ t,{
IDEAL

Fkeval,S1(z,~β),I
(~β)
}
~β∈Fn,z∈{0,1}∗

≡
{
IDEALFkeval,S(z),I(

~β)
}
~β∈Fn,z∈{0,1}∗

In order to see that the above holds, observe that both S and S1 can work when given the points

of the inputs shares {gj(αi)}i∈I,j 6∈I and they don’t actually need the polynomials themselves.

Furthermore, the only difference between S and S1 is whether these points are derived from

polynomials with zero constant terms, or with the “correct” ones. That is, there exists a

machine M that receives points {gj(αi)}i∈I;j /∈I and runs the simulation strategy with A while

interacting with F keval in an ideal execution, such that:

• If gj(0) = 0 then the joint output of M and the honest parties in the ideal execution is

exactly that of IDEALFkeval,S(z),I(
~β); i.e., an ideal execution with the original simulator.

• If gj(0) = f(αj) then the joint output of M and the honest parties in the ideal execution is

exactly that of IDEAL
Fkeval,S1(z,~β),I

(~β); i.e., an ideal execution with the fictitious simulator.

By Claim 2.3.4, the points {gj(αi)}i∈I;j /∈I when gj(0) = 0 are identically distributed to the

points {gj(αi)}i∈I;j /∈I when gj(0) = f(αj). Thus, the joint outputs of the adversary and honest

parties in both simulations are identical.
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The fictitious simulator S2: Simulator S2 is exactly the same as S1, except that it computes

the vector of polynomials ~Y (x) in the same way that F subshareV SS computes it in the real execution.

Specifically, for every j /∈ I, S2 chooses random polynomials gj(x) under the constraint that

gj(0) = f(αj) just like honest parties. In addition, for every i ∈ I, it uses the polynomials gi(x)

sent by A. We claim that for every I ⊆ [n], such that |I| ≤ t,{
IDEAL

Fkeval,S2(z,~β),I
(~β)
}
~β∈Fn,z∈{0,1}∗

≡
{
IDEAL

Fkeval,S1(z,~β),I
(~β)
}
~β∈Fn,z∈{0,1}∗

This follows from the aforementioned property of the syndrome function S(~x) = ~x ·HT . Specifi-

cally, let ~γ be the parties’ actually inputs (for j /∈ I we are given that γj = f(αj), but nothing is

guaranteed about the value of γi for i ∈ I), and let ~e = (e1, . . . , en) be the error vector (for which

γi = f(αi) + ei). Then, S(~γ) = S(~e). If |I| = t, then the constraints fully define the vector of

polynomials ~Y (x), and by the property of the syndrome these constraints are identical in both

simulations by S1 and S2. Otherwise, if |I| < t, then S1 chooses ~Y (x) at random under t + 1

constraints, whereas S2 computes ~Y (x) from the actual values. Consider each polynomial Y`(x)

separately (for ` = 1, . . . , 2t − 1). Then, for each polynomial there is a set of t + 1 constraints

and each is chosen at random under those constraints. Consider the random processes X(s)

and Y (s) before Claim 2.4.4 in Section 2.4.2 (where the value “s” here for Y`(x) is the `th value

in the vector ~e ·HT ). Then, by Claim 2.4.4, the distributions are identical.

The fictitious simulator S3: Simulator S3 is the same as S2, except that it computes the

polynomial Q(x) using the polynomials g′1(x), . . . , g′n(x) instead of under the constraints. The

fact that this is identical follows the exact same argument regarding ~Y`(x) using Claim 2.4.4 in

Section 2.4.2. Thus,{
IDEAL

Fkeval,S3(z,~β),I
(~β)
}
~β∈Fn,z∈{0,1}∗

≡
{
IDEAL

Fkeval,S2(z,~β),I
(~β)
}
~β∈Fn,z∈{0,1}∗

Completing the proof: Observe that the view of A in IDEAL
Fkeval,S3(z,~β),I

(~β) is exactly the

same as in a real execution. It remains to show that the honest parties output the same in both

this execution and in the F subshareV SS -hybrid execution of Protocol 2.6.11. Observe that S3 (and

S1/S2) send no input to the trusted party in the ideal model. Thus, we just need to show that

the honest parties always output f(αk) in a real execution, when f is the polynomial defined

by the input points {βj}j /∈I of the honest parties. However, this follows immediately from

the guarantees provided the F subshareV SS functionality and by the Reed-Solomon error correction

procedure. In particular, the only values received by the honest parties in a real execution are

as follows:

1. Each honest Pj receives g′1(αj), . . . , g
′
n(αj), where it is guaranteed by F subshareV SS that for

every i = 1, . . . , n we have g′i(0) = f(αi). Thus, these values are always correct.

2. Each honest Pj receives values (Q̂(α1), . . . , Q̂(αn)). Now, since n − t of these values

are sent by honest parties, it follows that this is a vector that is of distance at most t

from the codeword (Q(α1), . . . , Q(αn)). Thus, the Reed-Solomon correction procedure

returns this codeword to every honest party, implying that the correct polynomial Q(x)

is reconstructed, and the honest party outputs Q(0) = f(αk), as required.

This completes the proof.
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2.6.6 The Fmult
V SS Functionality for Sharing a Product of Shares

Recall that in the semi-honest protocol for multiplication, each party locally computes the

product of its shares on the input wires and distributes shares of this product to all other

parties (i.e., it defines a polynomial with constant term that equals the product of its shares).

In the protocol for malicious adversaries, the same procedure needs to be followed. However,

in contrast to the semi-honest case, a mechanism is needed to enforce the malicious parties

to indeed use the product of their shares. As in F keval, we can force the malicious parties to

distribute subshares of their “correct” shares using the F subshareV SS functionality. Given a correct

subsharing of shares, it is possible to obtain a subsharing of the product of the shares. This

second step is the aim of the FmultV SS functionality.

In more detail, the FmultV SS functionality is used after the parties have all obtained subshares

of each other’s shares. Concretely, the functionality has a dealer with two degree-t polynomials

A(x) and B(x) for input, and all parties already have shares of these polynomials. (In the

use of the functionality in Fmult for actual multiplication, A(x) and B(x) are such that A(0)

is the dealer’s share on one value and B(0) is the dealer’s share on another value.) Then, the

output of the functionality is shares of a random polynomial with constant term A(0) ·B(0) for

all parties. Given that A(0) and B(0) are the dealer’s shares on the original polynomials, the

output is a subsharing of the product of shares, exactly as in the semi-honest case. See formal

description of the functionality in Functionality 2.6.13.

FUNCTIONALITY 2.6.13 (Functionality Fmult
V SS for sharing a product of shares)

FmultV SS receives a set of indices I ⊆ [n] and works as follows:

1. The FmultV SS functionality receives an input pair (aj , bj) from every honest party Pj (j /∈
I). (The dealer P1 also has polynomials A(x), B(x) such that A(αj) = aj and B(αj) =
bj , for every j /∈ I.)

2. FmultV SS computes the unique degree-t polynomials A and B such that A(αj) = aj and
B(αj) = bj for every j /∈ I (if no such A or B exist of degree-t, then FmultV SS behaves
differently as in Footnote 9).

3. If the dealer P1 is honest (1 /∈ I), then:

(a) FmultV SS chooses a random degree-t polynomial C under the constraint that C(0) =
A(0) ·B(0).

(b) Outputs for honest: FmultV SS sends the dealer P1 the polynomial C(x), and for every
j /∈ I it sends C(αj) to Pj .

(c) Outputs for adversary: FmultV SS sends the shares (A(αi), B(αi), C(αi)) to the (ideal)
adversary, for every i ∈ I.

4. If the dealer P1 is corrupted (1 ∈ I), then:

(a) FmultV SS sends (A(x), B(x)) to the (ideal) adversary.

(b) FmultV SS receives a polynomial C as input from the (ideal) adversary.

(c) If either deg(C) > t or C(0) 6= A(0) ·B(0), then FmultV SS resets C(x) = A(0) ·B(0);
that is, the constant polynomial equalling A(0) ·B(0) everywhere.

(d) Outputs for honest: FmultV SS sends C(αj) to Pj , for every j /∈ I.

(There is no more output for the adversary in this case.)
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We remark that although the dealing party P1 is supposed to already have A(x), B(x) as

part of its input and each party Pi is also supposed to already have A(αi) and B(αi) as part of

its input, this information is provided as output in order to enable simulation. Specifically, the

simulator needs to know the corrupted parties “correct points” in order to properly simulate

the protocol execution. In order to ensure that the simulator has this information (since the

adversary is not guaranteed to have its correct points as input), it is provided by the func-

tionality. In our use of FmultV SS in the multiplication protocol, this information is always known

to the adversary anyway, and so there is nothing leaked by having it provided again by the

functionality.

As we have mentioned, this functionality is used once the parties already hold shares of a

and b (where a and b are the original shares of the dealer). The aim of the functionality is for

them to now obtain shares of a·b via a degree-t polynomial C such that C(0) = A(0)·B(0) = a·b.
We stress that a and b are not values on the wires, but rather are the shares of the dealing

party of the original values on the wires.

The protocol idea. Let A(x) and B(x) be polynomials such that A(0) = a and B(0) = b;

i.e., A(x) and B(x) are the polynomials used to share a and b. The idea behind the protocol is

for the dealer to first define a sequence of t polynomials D1(x), . . . , Dt(x), all of degree-t, such

that C(x)
def
= A(x) ·B(x)−

∑t
`=1 x

` ·D`(x) is a random degree-t polynomial with constant term

equalling a ·b; recall that since each of A(x) and B(x) are of degree t, the polynomial A(x) ·B(x)

is of degree 2t. We will show below how the dealer can choose D1(x), . . . , Dt(x) such that all the

coefficients from t+ 1 to 2t in A(x) ·B(x) are canceled out, and the resulting polynomial C(x)

is of degree-t (and random). The dealer then shares the polynomials D1(x), . . . , Dt(x) and each

party locally computes its share of C(x). An important property is that the constant term of

C(x) equals A(0) ·B(0) = a · b for every possible choice of polynomials D1(x), . . . , Dt(x). This

is due to the fact that each D`(x) is multiplied by x` (with ` ≥ 1) and so these do not affect

C(0). This guarantees that even if the dealer is malicious and does not choose the polynomials

D1(x), . . . , Dt(x) correctly, the polynomial C(x) must have the correct constant term (but it

will not necessarily be of degree t, as we explain below).

In more detail, after defining D1(x), . . . , Dt(x), the dealer shares them all using FV SS ; this

ensures that all polynomials are of degree-t and all parties have correct shares. Since each party

already holds a valid share of A(x) and B(x), this implies that each party can locally compute

its share of C(x). Specifically, given A(αj), B(αj) and D1(αj), . . . , Dt(αj), party Pj can simply

compute C(αj) = A(αj) ·B(αj)−
∑t

`=1(αj)
` ·D`(αj). The crucial properties are that (a) if the

dealer is honest, then all the honest parties hold valid shares of a random degree-t polynomial

with constant term a · b, as required, and (b) if the dealer is malicious, all honest parties are

guaranteed to hold valid shares of a polynomial with constant term a · b (but with no guarantee

regarding the degree). Thus, all that remains is for the parties to verify that the shares that

they hold for C(x) define a degree-t polynomial.

It may be tempting to try to solve this problem by having the dealer share C(x) using

FV SS , and then having each party check that the share that it received from this FV SS equals

the value C(αj) that it computed from its shares A(αj), B(αj), D1(αj), . . . , Dt(αj). If not, then

like in Protocol 2.5.7 for VSS, the parties broadcast complaints. If more than t complaints are

broadcast then the honest parties know that the dealer is corrupted (more than t complaints are

needed since the corrupted parties can falsely complain when the dealer is honest). They can
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then broadcast their input shares to reconstruct A(x), B(x) and all define their output shares

to be a · b = A(0) ·B(0). Since FV SS guarantees that the polynomial shared is of degree-t and

we already know that the computed polynomial has the correct constant term, this seems to

provide the guarantee that the parties hold shares of a degree-t polynomial with constant term

A(0) · B(0). However, the assumption that t + 1 correct shares (as is guaranteed by viewing

at most t complaints) determines that the polynomial computed is of degree-t, or that the

polynomial shared with VSS has constant term A(0) ·B(0) is false. This is due to the fact that

it is possible for the dealer to define the polynomials D1(x), . . . , Dt(x) so that C(x) is a degree

2t polynomial that agrees with some other degree-t polynomial C ′(x) on up to 2t of the honest

parties’ points αj , but for which C ′(0) 6= a · b. A malicious dealer can then share C ′(x) using

FV SS and no honest parties would detect any cheating.10 Observe that at least one honest

party would detect cheating and would complain (because C(x) can only agree with C ′(x) on

2t of the points, and there are at least 2t + 1 honest parties). However, this is not enough to

act upon because, as described, when the dealer is honest up to t of the parties could present

fake complaints because they are malicious.

We solve this problem by having the parties unequivocally verify every complaint to check

if it is legitimate. If the complaint is legitimate, then they just reconstruct the initial shares a

and b and all output the constant share a · b. In contrast, if the complaint is not legitimate, the

parties just ignore it. This guarantees that if no honest parties complain (legitimately), then

the degree-t polynomial C ′(x) shared using FV SS agrees with the computed polynomial C(x)

on at least 2t+ 1 points. Since C(x) if of degree at most 2t, this implies that C(x) = C ′(x) and

so it is actually of degree-t, as required. In order to unequivocally verify complaints, we use the

new functionality defined in Section 2.6.5 called Feval that reconstructs the input share of the

complainant (given that all honest parties hold valid shares of a degree-t polynomial). Now, if

a party Pk complains legitimately, then this implies that C ′(αk) 6= A(αk) ·B(αk)−
∑t

`=1(αk)
` ·

D`(αk). Observe that the parties are guaranteed to have valid shares of all the polynomials

C ′(x), D1(x), . . . , Dt(x) since they are shared using FV SS , and also shares of A(x) and B(x)

by the assumption on the inputs. Thus, they can use F keval to obtain all of the values A(αk),

B(αk), D1(αk), . . . , Dt(αk), and C ′(αk) and then each party can just check if C ′(αk) equals

C(αk)
def
= A(αk) ·B(αk)−

∑t
`=1(αk)

`D`(αk). If yes, then the complaint is false, and is ignored.

If no, then the complaint is valid, and thus they reconstruct a · b.
Observe that if the dealer is honest, then no party can complain legitimately. In addition,

when the dealer is honest and an illegitimate complaint is sent by a corrupted party, then this

complaint is verified using Feval which reveals nothing more than the complainants shares. Since

the complainant in this case is corrupted, and so its share is already known to the adversary,

this reveals no additional information.

Constructing the polynomial C(x). As we have mentioned above, the protocol works by

having the dealer choose t polynomials D1(x), . . . , Dt(x) that are specially designed so that

C(x) = A(x) · B(x) −
∑t

`=1 x
` · D`(x) is a uniformly distributed polynomial in Pa·b,t, where

10An alternative strategy could be to run the verification strategy of Protocol 2.5.7 for VSS on the shares C(αj)
that the parties computed in order to verify that it is a degree-t polynomial. The problem with this strategy is
that if C(x) is not a degree-t polynomial, then the protocol for FV SS changes the points that the parties receive
so that it is a degree-t polynomial. However, in this process, the constant term of the resulting polynomial may
also change. Thus, there will no longer be any guarantee that the honest parties hold shares of a polynomial
with the correct constant term.
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A(0) = a and B(0) = b. We now show how the dealer chooses these polynomials. The dealer

first defines the polynomial D(x):

D(x)
def
= A(x) ·B(x) = a · b+ d1x+ . . .+ d2tx

2t

(D(x) is of degree 2t since both A(x) and B(x) are of degree-t). Next it defines the polynomials:

Dt(x) = rt,0 + rt,1x+ . . .+ rt,t−1x
t−1 + d2tx

t

Dt−1(x) = rt−1,0 + rt−1,1x+ . . .+ rt−1,t−1x
t−1 + (d2t−1 − rt,t−1) · xt

Dt−2(x) = rt−2,0 + rt−2,1x+ . . .+ rt−2,t−1x
t−1 + (d2t−2 − rt−1,t−1 − rt,t−2) · xt

...

D1(x) = r1,0 + r1,1x+ . . . r1,t−1x
t−1 + (dt+1 − rt,1 − rt−1,2 − . . .− r2,t−1)xt

where all ri,j ∈R F are random values, and the di values are the coefficients from D(x) =

A(x) · B(x).11 That is, in each polynomial D`(x) all coefficients are random expect for the tth

coefficient, which is included in the (t + `)th coefficient of D(x). More exactly, for 1 ≤ ` ≤ t

polynomial D`(x) is defined by:

D`(x) = r`,0 + r`,1 · x+ · · ·+ r`,t−1 · xt−1 +

(
dt+` −

t∑
m=`+1

rm,t+`−m

)
· xt (2.6.4)

and the polynomial C(x) is computed by:

C(x) = D(x)−
t∑

`=1

x` ·D`(x).

Before proceeding, we show that when the polynomials D1(x), . . . , Dt(x) are chosen in this

way, it holds that C(x) is a degree-t polynomial with constant term A(0) ·B(0) = a · b. Specifi-

cally, the coefficients in D(x) for powers greater than t cancel out. For every polynomial D`(x),

we have that: D`(x) = r`,0 + r`,1 · x+ · · ·+ r`,t−1 · xt−1 +R`,t · xt, where

R`,t = dt+` −
t∑

m=`+1

rm,t+`−m. (2.6.5)

(Observe that the sum of the indices (i, j) of the ri,j values inside the sum is always t + `

exactly.) We now analyze the structure of the polynomial
∑t

`=1 x
` ·D`(x). First, observe that

it is a polynomial of degree 2t with constant term 0 (the constant term is 0 since ` ≥ 1). Next,

the coefficient of the monomial x` is the sum of the coefficients of the `th column in Table 2.1;

in the table, the coefficients of the polynomial D`(x) are written in the `th row and are shifted

` places to the right since D`(x) is multiplied by x`.

We will now show that for every k = 1, . . . , t the coefficient of the monomial xt+k in the

polynomial
∑t

`=1 x
` · D`(x) equals dt+k. Now, the sum of the (t + k)th column of the above

table (for 1 ≤ k ≤ t) is

Rk,t + rk+1,t−1 + rk+2,t−2 + · · ·+ rt,k = Rk,t +
t∑

m=k+1

rm,t+k−m.

11The naming convention for the ri,j values is as follows. In the first t − 1 coefficients, the first index in
every ri,j value is the index of the polynomial and the second is the place of the coefficient. That is, ri,j is the
jth coefficient of polynomial Di(x). The values for the tth coefficient are used in the other polynomials as well,
and are chosen to cancel out; see below.
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x x2 x3 . . . xt xt+1 xt+2 . . . x2t−2 x2t−1 x2t

Dt rt,0 rt,1 rt,2 . . . rt,t−2 rt,t−1 Rt,t
Dt−1 . . . rt−1,1 rt−1,2 rt−1,3 . . . rt−1,t−1 Rt−1,t

Dt−2 . . . rt−2,2 rt−2,3 rt−2,4 . . . Rt−2,t
... . .

. ...
...

... . .
.

D3 r3,0 . . . r3,t−3 r3,t−2 r3,t−1 . . .
D2 r2,0 r2,1 . . . r2,t−2 r2,t−1 R2,t

D1 r1,0 r1,1 r1,2 . . . r1,t−1 R1,t

Table 2.1: Coefficients of the polynomial
∑t

`=1 x
` ·D`(x).

Combining this with the definition of Rk,t in Eq. (2.6.5), we have that all of the ri,j values

cancel out, and the sum of the (t + k)th column is just dt+k. We conclude that the (t + k)th

coefficient of C(x) = D(x)−
∑t

`=1 x
` ·D`(x) equals dt+k − dt+k = 0, and thus C(x) is of degree

t, as required. The fact that C(0) = a · b follows immediately from the fact that each D`(x) is

multiplied by x` and so this does not affect the constant term of D(x). Finally, observe that the

coefficients of x, x2, . . . , xt are all random (since for every i = 1, . . . , t the value ri,0 appears only

in the coefficient of xi). Thus, the polynomial C(x) also has random coefficients everywhere

except for the constant term.

The protocol. See Protocol 2.6.15 for a full specification in the (FV SS , F
1
eval, . . . , F

n
eval)-

hybrid model. From here on, we write the Feval-hybrid model to refer to all n functionalities

F 1
eval, . . . , F

n
eval.

We have the following theorem:

Theorem 2.6.14 Let t < n/3. Then, Protocol 2.6.15 is t-secure for the FmultV SS functionality in

the (FV SS , Feval)-hybrid model, in the presence of a static malicious adversary.

Proof: We separately prove the security of the protocol when the dealer is honest and when

the dealer is corrupted.

Case 1 – the dealer P1 is honest: The simulator interacts externally with FmultV SS , while

internally simulating the interaction of A with the honest parties and FV SS , Feval in Proto-

col 2.6.15. Since the dealer is honest, in all invocations of FV SS the adversary has no inputs to

these invocations and just receives shares. Moreover, as specified in the FmultV SS functionality, the

ideal adversary/simulator S has no input to FmultV SS and it just receives the correct input shares

(A(αi), B(αi)) and the output shares C(αi) for every i ∈ I. The simulator S simulates the view

of the adversary by choosing random degree-t polynomials D2(x), . . . , Dt(x), and then choosing

D1(x) randomly under the constraint that for every i ∈ I it holds that

αi ·D1(αi) = A(αi) ·B(αi)− C(αi)−
t∑

`=2

(αi)
` ·D`(αi).

This computation makes sense because

C(x) = D(x)−
t∑

`=1

x` ·D`(x) = A(x) ·B(x)− x ·D1(x)−
t∑

`=2

x` ·D`(x)

implying that

x ·D1(x) = A(x) ·B(x)− C(x)−
t∑

`=2

x` ·D`(x).
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PROTOCOL 2.6.15 (Securely computing Fmult
V SS in the FV SS-Feval-hybrid model)

• Input:

1. The dealer P1 holds two degree-t polynomials A and B.

2. Each party Pi holds a pair of shares ai and bi such that ai = A(αi) and bi = B(αi).

• Common input: A field description F and n distinct non-zero elements α1, . . . , αn ∈ F.

• Aiding ideal functionality initialization: Upon invocation, the trusted party com-
puting the (fictitiously corruption-aware) functionality FV SS and the corruption-aware
functionality Feval receives the set of corrupted parties I.

• The protocol:

1. Dealing phase:

(a) The dealer P1 defines the degree-2t polynomial D(x) = A(x) · B(x); denote

D(x) = a · b+
∑2t
`=1 d` · x`.

(b) P1 chooses t2 values {rk,j} uniformly and independently at random from F,
where k = 1, . . . , t, and j = 0, . . . , t− 1.

(c) For every ` = 1, . . . , t, the dealer P1 defines the polynomial D`(x):

D`(x) =

(
t−1∑
m=0

r`,m · xm
)

+

(
d`+t −

t∑
m=`+1

rm,t+`−m

)
· xt.

(d) P1 computes the polynomial:

C(x) = D(x)−
t∑
`=1

x` ·D`(x).

(e) P1 invokes the FV SS functionality as dealer with input C(x); each party Pi
receives C(αi).

(f) P1 invokes the FV SS functionality as dealer with input D`(x) for every ` =
1, . . . , t; each party Pi receives D`(αi).

2. Verify phase: Each party Pi works as follows:

(a) If any of the C(αi), D`(αi) values equals ⊥ then Pi proceeds to the reject
phase (note that if one honest party received ⊥ then all did).

(b) Otherwise, Pi computes c′i = ai · bi −
∑t
`=1(αi)

` ·D`(αi). If c′i 6= C(αi) then
Pi broadcasts (complaint, i).

(c) If any party Pk broadcast (complaint, k) then go to the complaint resolution
phase.

3. Complaint resolution phase: Run the following for every (complaint, k) message:

(a) Run t+3 invocations of F keval: in each of the invocations each party Pi inputs
the corresponding value ai, bi, C(αi), D1(αi), . . . , Dt(αi).

(b) Let A(αk), B(αk), C̃(αk), D̃1(αk), . . . , D̃t(αk) be the respective outputs that
all parties receive from the invocations. Compute C̃ ′(αk) = A(αk) · B(αk)−∑t
`=1(αk)` · D̃`(αk). (We denote these polynomials by C̃, D̃`, . . . since if the

dealer is not honest they may differ from the specified polynomials above.)

(c) If C̃(αk) 6= C̃ ′(αk), then proceed to the reject phase.

4. Reject phase (skip to the output if not explicitly instructed to run the reject phase):

(a) Every party Pi broadcasts the pair (ai, bi). Let ~a = (a1, . . . , an) and ~b =
(b1, . . . , bn) be the broadcast values (where zero is used for any value not
broadcast). Then, Pi computes A′(x) and B′(x) to be the outputs of Reed-

Solomon decoding on ~a and ~b, respectively.

(b) Every party Pi sets C(αi) = A′(0) ·B′(0).

• Output: Every party Pi outputs C(αi).
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As we will see, the polynomials D`(x) chosen by an honest dealer have the same distribution

as those chosen by S (they are random under the constraint that

C(αi) = A(αi) ·B(αi)−
t∑

`=1

(αi)
` ·D`(αi)

for all i ∈ I). In order to simulate the complaints, observe that no honest party broadcasts

a complaint. Furthermore, for every (complaint, i) value broadcast by a corrupted Pi (i ∈
I), the complaint resolution phase can easily be simulated since S knows the correct values

Ã(αi) = A(αi), B̃(αi) = B(αi), C̃(αi) = C(αi). Furthermore, for every ` = 1, . . . , t, S uses

D̃`(αi) = D`(αi) as chosen initially in the simulation as the output from F ieval. We now formally

describe the simulator.

The simulator S:

1. S internally invokes the adversary A with the auxiliary input z.

2. S externally receives from FmultV SS the values (A(αi), B(αi), C(αi)) for every i ∈ I (Step 3c

in Functionality 2.6.13). (Recall that the adversary has no input to FmultV SS in the case that

the dealer is honest.)

3. S chooses t− 1 random degree-t polynomials D2(x), . . . , Dt(x).

4. For every i ∈ I, S computes:

D1(αi) = (αi)
−1 ·

(
A(αi) ·B(αi)− C(αi)−

t∑
`=2

(αi)
` ·D`(αi)

)
5. S simulates the FV SS invocations, and simulates every corrupted party Pi (for every i ∈ I)

internally receiving outputs C(αi), D1(αi), . . . , Dt(αi) from FV SS in the respective invo-

cations (Steps 1e and 1f of Protocol 2.6.15).

6. For every k ∈ I for which A instructs the corrupted party Pk to broadcast a (complaint, k)

message, S simulates the complaint resolution phase (Step 3 of Protocol 2.6.15) by inter-

nally simulating the t + 3 invocations of F keval: For every i ∈ I, the simulator internally

hands the adversary (A(αi), A(αk)), (B(αi), B(αk)), (C(αi), C(αk)) and {(D`(αi), D`(αk))}t`=1

as Pi’s outputs from the respective invocation of F keval.

7. S outputs whatever A outputs, and halts.

We prove that for every for every I ⊆ [n], every z ∈ {0, 1}∗ and all vectors of inputs ~x,{
IDEALFmultV SS ,S(z),I (~x)

}
≡
{
HYBRID

FV SS ,Feval
π,A(z),I (~x)

}
.

We begin by showing that the outputs of the honest parties are distributed identically in an

ideal execution with S and in a real execution of the protocol withA (the protocol is actually run

in the (FV SS , Feval)-hybrid model, but we say “real” execution to make for a less cumbersome

description). Then, we show that the view of the adversary is distributed identically, when the

output of the honest parties is given.
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The honest parties’ outputs. We analyze the distribution of the output of honest parties.

Let the inputs of the honest parties be shares of the degree-t polynomials A(x) and B(x). Then,

in the ideal model the trusted party chooses a polynomial C(x) that is distributed uniformly at

random in PA(0)·B(0),t, and sends each party Pj the output (A(αj), B(αj), C(αj)).

In contrast, in a protocol execution, the honest dealer chooses D1(x), . . . , Dt(x) and then

derives C(x) from D(x) = A(x)·B(x) and the polynomial D1(x), . . . , Dt(x); see Steps 1a to 1d in

Protocol 2.6.15. It is immediate that the polynomial C computed by the dealer in the protocol

is such that C(0) = A(0) · B(0) and that each honest party Pj outputs C(αj). This is due to

the fact that, since the dealer is honest, all the complaints that are broadcasted are resolved

with the result that C̃(αk) 6= C̃ ′(αk), and so the reject phase is never reached. Thus, the honest

parties output shares of a polynomial C(x) with the correct constant term. It remains to show

that C(x) is of degree-t and is uniformly distributed in PA(0)·B(0),t. In the discussion above, we

have already shown that deg(C) ≤ t, and that every coefficient of C(x) is random, except for

the constant term.

We conclude that C(x) as computed by the honest parties is uniformly distributed in

PA(0)·B(0),t and so the distribution over the outputs of the honest parties in a real protocol

execution is identical to their output in an ideal execution.

The adversary’s view. We now show that the view of the adversary is identical in the real

protocol and ideal executions, given the honest parties’ inputs and outputs. Fix the honest

parties’ input shares (A(αj), B(αj)) and output shares C(αj) for every j /∈ I. Observe that

these values fully determine the degree-t polynomials A(x), B(x), C(x) since there are more

than t points. Now, the view of the adversary in a real protocol execution is comprised of the

shares {
D1(αi)

}
i∈I

, . . . ,
{
Dt(αi)

}
i∈I

,
{
C(αi)

}
i∈I

(2.6.6)

received from the FV SS invocations, and of the messages from the complaint resolution phase.

In the complaint resolution phase, the adversary merely sees some subset of the shares in

Eq. (2.6.6). This is due to the fact that in this corruption case where the dealer is honest, only

corrupted parties complain. Since C(x) is fixed (since we are conditioning over the input and

output of the honest parties), we have that it suffices for us to show that the D1(αi), . . . , Dt(αi)

values are identically distributed in an ideal execution and in a real protocol execution.

Formally, denote by DS
1 (x), . . . , DS

t (x) the polynomials chosen by S in the simulation, and

by D1(x), . . . , Dt(x) the polynomials chosen by the honest dealer in a protocol execution. Then,

it suffices to prove that{
DS

1 (αi), . . . , D
S
t (αi) | A(x), B(x), C(x)

}
i∈I
≡
{
D1(αi), . . . , Dt(αi) | A(x), B(x), C(x)

}
i∈I

(2.6.7)

In order to prove this, we show that for every ` = 1, . . . , t,{
DS
` (αi) | A(x), B(x), C(x), DS

`+1(αi), . . . , D
S
t (αi)

}
i∈I

≡
{
D`(αi) | A(x), B(x), C(x), D`+1(αi), . . . , Dt(αi)

}
i∈I

. (2.6.8)

Combining all of the above (from ` = t downto ` = 1), we derive Eq. (2.6.7).

We begin by proving Eq. (2.6.8) for ` > 1, and leave the case of ` = 1 for last. Let
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` ∈ {2, . . . , t}. It is clear that the points {DS
` (αi)}i∈I are uniformly distributed, because the

simulator S chose DS
` (x) uniformly at random, and independently of A(x), B(x), C(x) and

DS
`+1(x), . . . , DS

t (x). In contrast, in the protocol, there seems to be dependence between D`(x)

and the polynomials A(x), B(x), C(x) and D`+1(x), . . . , Dt(x). In order to see that this is not

a problem, note that

D`(x) = r`,0 + r`,1 · x+ · · ·+ r`,t−1 · xt−1 +

(
d`+t −

t∑
m=`+1

rm,t+`−m

)
· xt

where the values r`,0, . . . , r`,t−1 are all random and do not appear in any of the polynomials

D`+1(x), . . . , Dt(x), nor of course in A(x) or B(x); see Table 2.1. Thus, the only dependency is

in the tth coefficient (since the values rm,t+`−m appear in the polynomials D`+1(x), . . . , Dt(x)).

However, by Claim 2.3.5 it holds that if D`(x) is a degree-t polynomial in which its first t

coefficients are uniformly distributed, then any t points {D`(αi)}i∈I are uniformly distributed.

Finally, regarding the polynomial C(x) observe that the mth coefficient of C(x), for 1 ≤ m ≤ t
in the real protocol includes the random value r1,m−1 (that appears in no other polynomials; see

Table 2.1), and the constant term is always A(0) · B(0). Since r1,m−1 are random and appear

only in D1(x), this implies that D`(x) is independent of C(x). This completes the proof of

Eq. (2.6.8) for ` > 1.

It remains now to prove Eq. (2.6.8) for the case ` = 1; i.e., to show that the points

{DS
1 (αi)}i∈I and {D1(αi)}i∈I are identically distributed, conditioned on A(x), B(x), C(x) and

all the points {D2(αi), . . . , Dt(αi)}i∈I . Observe that the polynomial D1(x) chosen by the dealer

in the real protocol is fully determined by C(x) and D2(x), . . . , Dt(x). Indeed, an equivalent

way of describing the dealer is for it to choose all D2(x), . . . , Dt(x) as before, to choose C(x)

uniformly at random in Pa·b,t and then to choose D1(x) as follows:

D1(x) = x−1 ·

(
A(x) ·B(x)− C(x)−

t∑
k=2

xk ·Dk(x)

)
. (2.6.9)

Thus, once D2(x), . . . , Dt(x), A(x), B(x), C(x) are fixed, the polynomial D1(x) is fully deter-

mined. Likewise, in the simulation, the points {D1(αi)}i∈I are fully determined by {D2(αi), . . . ,

Dt(αi), A(αi), B(αi), C(αi)}i∈I . Thus, the actual values {D1(αi)}i∈I are the same in the ideal

execution and real protocol execution, when conditioning as in Eq. (2.6.8). (Intuitively, the

above proof shows that the distribution over the polynomials in a real execution is identical

to choosing a random polynomial C(x) ∈ PA(0)·B(0),t and random points D2(αi), . . . , Dt(αi),

and then choosing random polynomials D2(x), . . . , Dt(x) that pass through these points, and

determining D1(x) so that Eq. (2.6.9) holds.)

We conclude that the view of the corrupted parties in the protocol is identically distributed to

the adversary’s view in the ideal simulation, given the outputs of the honest parties. Combining

this with the fact that the outputs of the honest parties are identically distributed in the protocol

and ideal executions, we conclude that the joint distributions of the adversary’s output and the

honest parties’ outputs in the ideal and real executions are identical.

Case 2 – the dealer is corrupted: In the case that the dealer P1 is corrupted, the ideal

adversary sends a polynomial C(x) to the trusted party computing FmultV SS . If the polynomial is

of degree at most t and has the constant term A(0) ·B(0), then this polynomial determines the
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output of the honest parties. Otherwise, the polynomial C(x) determining the output shares of

the honest parties is the constant polynomial equalling A(0) ·B(0) everywhere.

Intuitively, the protocol is secure in this corruption case because any deviation by a cor-

rupted dealer from the prescribed instructions is unequivocally detected in the verify phase

via the Feval invocations. Observe also that in the (FV SS , Feval)-hybrid model, the adversary

receives no messages from the honest parties except for those sent in the complaint phase. How-

ever, the adversary already knows the results of these complaints in any case. In particular,

since the adversary (in the ideal model) knows A(x) and B(x), and it dealt the polynomials

C(x), D1(x), . . . , Dt(x), it knows exactly where a complaint will be sent and it knows the values

revealed by the F keval calls.

We now formally describe the simulator (recall that the ideal adversary receives the poly-

nomials A(x), B(x) from FmultV SS ; this is used to enable the simulation).

The simulator S:

1. S internally invokes A with the auxiliary input z.

2. S externally receives the polynomials A(x), B(x) from FmultV SS (Step 4a in Functional-

ity 2.6.13).

3. S internally receives the polynomials C(x), D1(x), . . . , Dt(x) that A instructs the corrupted

dealer to use in the FV SS invocations (Steps 1e and 1f of Protocol 2.6.15).

4. If deg(C) > t or if deg(D`) > t for some 1 ≤ ` ≤ t, then S proceeds to Step 8 below

(simulating reject).

5. For every k /∈ I such that C(αk) 6= A(αk) · B(αk)−
∑t

`=1(αk)
` ·D`(αk), the simulator S

simulates the honest party Pk broadcasting the message (complaint, k). Then, S internally

simulates the “complaint resolution phase” (Step 3 in Protocol 2.6.15). In this phase, S
uses the polynomials A(x), B(x), C(x) and D1(x), . . . , Dt(x) in order to compute the values

output in the F keval invocations. If there exists such a k /∈ I as above, then S proceeds to

Step 8 below.

6. For every (complaint, k) message (with k ∈ I) that was internally broadcast by the ad-

versary A in the name of a corrupted party Pk, the simulator S uses the polynomials

A(x), B(x), C(x) and D1(x), . . . , Dt(x) in order to compute the values output in the F keval
invocations, as above. Then, if there exists an i ∈ I such that C(αk) 6= A(αk) · B(αk) −∑t

`=1(αk)
` ·D`(αk), simulator S proceeds to Step 8 below.

7. If S reaches this point, then it externally sends the polynomial C(x) obtained from A above

to FmultV SS (Step 4b in Functionality 2.6.13). It then skips to Step 9 below.

8. Simulating reject: (Step 4 in Protocol 2.6.15)

(a) S externally sends Ĉ(x) = xt+1 to the trusted party computing FmultV SS (i.e., S sends

a polynomial Ĉ such that deg(Ĉ) > t).

(b) S internally simulates every honest party Pj broadcasting aj = A(αj) and bj = B(αj)

as in the reject phase.

9. S outputs whatever A outputs, and halts.
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The simulator obtains A(x), B(x) from FmultV SS and can therefore compute the actual inputs

aj = A(αj) and bj = B(αj) held by all honest parties Pj (j /∈ I). Therefore, the view of the

adversary in the simulation is clearly identical to its view in a real execution. We now show

that the output of the honest parties in the ideal model and in a real protocol execution are

identical, given the view of the corrupted parties/adversary. We have two cases in the ideal

model/simulation:

1. Case 1 – S does not simulate reject (S does not run Step 8): This case occurs if

(a) All the polynomials C(x), D1(x), . . . , Dt(x) are of degree-t, and

(b) For every j /∈ I, it holds that C(αj) = A(αj) ·B(αj)−
∑t

`=1(αj)
` ·D`(αj), and

(c) If any corrupt Pi broadcast (complaint, i) then C(αi) = A(αi) · B(αi) −
∑t

`=1(αi)
` ·

D`(αi).

The polynomials obtained by S from A in the simulation are the same polynomials used

by A in the FV SS calls in the real protocol. Thus, in this case, in the protocol execution

it is clear that each honest party Pj will output C(αj).

In contrast, in the ideal model, each honest Pj will outputs C(αj) as long as deg(C) ≤ t

and C(0) = A(0) ·B(0). Now, let C ′(x) = A(x) ·B(x)−
∑t

`=1 x
` ·D`(x). By the definition

of C ′ and the fact that each D`(x) is guaranteed to be of degree-t, we have that C ′(x) is of

degree at most 2t. Furthermore, in this case, we know that for every j /∈ I, it holds that

C(αj) = A(αj) · B(αj) −
∑t

`=1(αj)
` · D`(αj) = C ′(αj). Thus, C(x) = C ′(x) on at least

2t + 1 points {αj}j /∈I . This implies that C(x) = C ′(x), and in particular C(0) = C ′(0).

Since C ′(0) = A(0) · B(0) irrespective of the choice of the polynomials D1(x), . . . , Dt(x),

we conclude that C(0) = A(0) · B(0). The fact that C(x) is of degree-t follows from the

conditions of this case. Thus, we conclude that in the ideal model, every honest party Pj
also outputs C(αj), exactly as in a protocol execution.

2. Case 2 – S simulates reject (S runs Step 8): This case occurs if any of (a), (b) or (c) above

do not hold. When this occurs in a protocol execution, all honest parties run the reject

phase in the real execution and output the value A(0) · B(0). Furthermore, in the ideal

model, in any of these cases the simulator S sends the polynomial Ĉ(x) = xt+1 to FmultV SS .

Now, upon input of C(x) with deg(C) > t, functionality FmultV SS sets C(x) = A(0) · B(0)

and so all honest parties output the value A(0) ·B(0), exactly as in a protocol execution.

This concludes the proof.

2.6.7 The Fmult Functionality and its Implementation

We are finally ready to show how to securely compute the product of shared values, in the

presence of malicious adversaries. As we described in the high-level overview in Section 2.6.1,

the multiplication protocol works by first having each party share subshares of its two input

shares (using F subshareV SS ), and then share the product of the shares (using FmultV SS ). Finally, given

shares of the product of each party’s two input shares, a sharing of the product of the input

values is obtained via a local computation of a linear function by each party.

91



The functionality. We begin by defining the multiplication functionality for the case of

malicious adversaries. In the semi-honest setting, the Fmult functionality was defined as follows:

Fmult

(
(fa(α1), fb(α1)), . . . , (fa(αn), fb(αn))

)
=
(
fab(α1), . . . , fab(αn)

)
where fab is a random degree-t polynomial with constant term fa(0) · fb(0) = a ·b. We stress

that unlike in FmultV SS , here the values a and b are the actual values on the incoming wires to the

multiplication gate (and not shares).

In the malicious setting, we need to define the functionality with more care. First, the cor-

rupted parties are able to influence the output and determine the shares of the corrupted parties

in the output polynomial. In order to see why this is the case, recall that the multiplication

works by the parties running FmultV SS multiple times (in each invocation a different party plays the

dealer) and then computing a linear function of the subshares obtained. Since each corrupted

party can choose which polynomial C(x) is used in FmultV SS when it is the dealer, the adversary

can singlehandedly determine the shares of the corrupted parties in the final polynomial that

hides the product of the values. This is similar to the problem that arises when running FV SS in

parallel, as described in Section 2.6.2. We therefore define the Fmult multiplication functionality

as a reactive corruption-aware functionality. See Functionality 2.6.16 for a full specification.

FUNCTIONALITY 2.6.16 (Functionality Fmult for emulating a multiplication gate)

Fmult receives a set of indices I ⊆ [n] and works as follows:

1. The Fmult functionality receives the inputs of the honest parties {(βj , γj)}j /∈I . Let
fa(x), fb(x) be the unique degree-t polynomials determined by the points {(αj , βj)}j /∈I ,
{(αj , γj)}j /∈I , respectively. (If such polynomials do not exist then no security is guar-
anteed; see Footnote 9.)

2. Fmult sends {(fa(αi), fb(αi))}i∈I to the (ideal) adversary.12

3. Fmult receives points {δi}i∈I from the (ideal) adversary (if some δi is not received, then
it is set to equal 0).

4. Fmult chooses a random degree-t polynomial fab(x) under the constraints that:

(a) fab(0) = fa(0) · fb(0), and

(b) For every i ∈ I, fab(αi) = δi.

(such a degree-t polynomial always exists since |I| ≤ t).

5. The functionality Fmult sends the value fab(αj) to every honest party Pj (j 6∈ I).

Before proceeding, we remark that the Fmult functionality is sufficient for use in circuit

emulation. Specifically, the only difference between it and the definition of multiplication in the

semi-honest case is the ability of the adversary to determine its own points. However, since fab
is of degree-t, the ability of A to determine t points of fab reveals nothing about fab(0) = a · b.
A formal proof of this is given in Section 2.7.

The protocol idea. We are now ready to show how to multiply in the F subshareV SS and FmultV SS

hybrid model. Intuitively, the parties first distribute subshares of their shares and subshares of

12As with Feval and FmultV SS , the simulator needs to receive the correct shares of the corrupted parties in order to
simulate, and so this is also received as output. Since this information is anyway given to the corrupted parties,
this makes no difference to the use of the functionality for secure computation.
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the product of their shares, using F subshareV SS and FmultV SS , respectively. Note that FmultV SS assumes

that the parties already hold correct subshares,; this is achieved by first running F subshareV SS on

the input shares. Next, we use the method from [51] to have the parties directly compute

shares of the product of the values on the input wires, from the subshares of the product of

their shares. This method is based on the following observation. Let fa(x) and fb(x) be

two degree-t polynomials such that fa(0) = a and fb(0) = b, and let h(x) = fa(x) · fb(x) =

a · b+h1 ·x+h2 ·x2 + . . .+h2t ·x2t. Letting V~α be the Vandermonde matrix for ~α, and recalling

that V~α is invertible, we have that

V~α ·



ab

h1

...

h2t

0
...

0


=


h(α1)

h(α2)
...

h(αn)

 and so



ab

h1

...

h2t

0
...

0


= V −1

~α ·


h(α1)

h(α2)
...

h(αn)

 .

Let λ1, . . . , λn be the first row of V −1
~α . It follows that

a · b = λ1 · h(α1) + . . .+ λn · h(αn) = λ1 · fa(α1) · fb(α1) + . . .+ λn · fa(αn) · fb(αn).

Thus the parties simply need to compute a linear combination of the products fa(α`) ·fb(α`) for

` = 1, . . . , n. Using F subshareV SS and FmultV SS , as described above, the parties first distribute random

shares of the values fa(α`)·fb(α`), for every ` = 1, . . . , n. That is, let C1(x), . . . , Cn(x) be random

degree-t polynomials such that for every ` it holds that C`(0) = fa(α`) · fb(α`); the polynomial

C`(x) is shared using FmultV SS where P` is the dealer (since P`’s input shares are fa(α`) and fb(α`)).

Then, the result of the sharing via FmultV SS is that each party Pi holds C1(αi), . . . , Cn(αi). Thus,

each Pi can locally compute Q(αi) =
∑n

`=1 λ` ·C`(αi) and we have that the parties hold shares

of the polynomial Q(x) =
∑n

`=1 λ` · C`(x). By the fact that C`(0) = fa(α`) · fb(α`) for every `,

it follows that

Q(0) =
n∑
`=1

λ` · C`(0) =
n∑
`=1

λ` · fa(α`) · fb(α`) = a · b. (2.6.10)

Furthermore, since all the C`(x) polynomials are of degree-t, the polynomial Q(x) is also of

degree-t, implying that the parties hold a valid sharing of a · b, as required. Full details of the

protocol are given in Protocol 2.6.17.

The correctness of the protocol is based on the above discussion. Intuitively, the protocol

is secure since the invocations of F subshareV SS and FmultV SS provide shares to the parties that reveal

nothing. However, recall that the adversary’s output from F subshareV SS includes the vector of

polynomials ~Y (x) = (g1(x), . . . , gn(x)) ·HT , where g1, . . . , gn are the polynomials defining the

parties’ input shares, and H is the parity-check matrix of the appropriate Reed-Solomon code;

see Section 2.6.4. In the context of Protocol 2.6.17, this means that the adversary also obtains

the vectors of polynomials ~YA(x) = (A1(x), . . . , An(x)) ·HT and ~YB(x) = (B1(x), . . . , Bn(x)) ·
HT . Thus, we must also show that these vectors can be generated by the simulator for the

adversary. The strategy for doing so is exactly as in the simulation of Feval in Section 2.6.5.
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PROTOCOL 2.6.17 (Computing Fmult in the (F subshare
V SS , Fmult

V SS )-hybrid model)

• Input: Each party Pi holds ai, bi, where ai = fa(αi), bi = fb(αi) for some polynomials
fa(x), fb(x) of degree t, which hide a, b, respectively. (If not all the points lie on a single
degree-t polynomial, then no security guarantees are obtained. See Footnote 9.)

• Common input: A field description F and n distinct non-zero elements α1, . . . , αn ∈ F.

• Aiding ideal functionality initialization: Upon invocation, the trusted party com-
puting the corruption-aware functionalities F subshareV SS and FmultV SS receives the set of cor-
rupted parties I.

• The protocol:

1. The parties invoke the F subshareV SS functionality with each party Pi using ai as
its private input. Each party Pi receives back shares A1(αi), . . . , An(αi), and a
polynomial Ai(x). (Recall that for every i, the polynomial Ai(x) is of degree-t and
Ai(0) = fa(αi) = ai.)

2. The parties invoke the F subshareV SS functionality with each party Pi using bi as its
private input. Each party Pi receives back shares B1(αi), . . . , Bn(αi), and a poly-
nomial Bi(x).

3. For every i = 1, . . . , n, the parties invoke the FmultV SS functionality as follows:

(a) Inputs: In the ith invocation, party Pi plays the dealer. All parties Pj (1 ≤
j ≤ n) send FmultV SS their shares Ai(αj), Bi(αj).

(b) Outputs: The dealer Pi receives Ci(x) where Ci(x) ∈R PAi(0)·Bi(0),t, and
every party Pj (1 ≤ j ≤ n) receives the value Ci(αj).

4. At this stage, each party Pi holds values C1(αi), . . . , Cn(αi), and locally computes
Q(αi) =

∑n
`=1 λ` · C`(αi), where (λ1, . . . , λn) is the first row of the matrix V −1~α .

• Output: Each party Pi outputs Q(αi).

We prove the following:

Theorem 2.6.18 Let t < n/3. Then, Protocol 2.6.17 is t-secure for the Fmult functionality in

the (F subshareV SS , FmultV SS )-hybrid model, in the presence of a static malicious adversary.

Proof: As we have mentioned, in our analysis here we assume that the inputs of the honest

parties all lie on two polynomials of degree t; otherwise (vacuous) security is immediate as

described in Footnote 9. We have already discussed the motivation behind the protocol and

therefore proceed directly to the simulator. The simulator externally interacts with the trusted

party computing Fmult, internally invokes the adversary A, and simulates the honest parties in

Protocol 2.6.17 and the interaction with the F subshareV SS and FmultV SS functionalities.

The simulator S:

1. S internally invokes A with the auxiliary input z.

2. S externally receives from the trusted party computing Fmult the values (fa(αi), fb(αi)),

for every i ∈ I (Step 2 of Functionality 2.6.16).

3. S simulates the first invocation of F subshareV SS (Step 1 of Protocol 2.6.17):

(a) For every j /∈ I, S chooses a polynomial Aj(x) ∈R P0,t uniformly at random.

94



(b) S internally hands A the values {Aj(αi)}j /∈I;i∈I as if coming from F subshareV SS . (Step 3

of Functionality 2.6.7)

(c) S internally receives from A a set of polynomials {Ai(x)}i∈I (i.e., the inputs of the

corrupted parties to F subshareV SS ). If any polynomial is missing, then S sets it to be the

constant polynomial 0. (Step 4 of Functionality 2.6.7)

(d) For every i ∈ I, S performs the following checks (exactly as Step 5b in Functional-

ity 2.6.7):

i. S checks that Ai(0) = fa(αi), and

ii. S checks that the degree of Ai(x) is t.

If both checks pass, then it sets A′i(x) = Ai(x). Otherwise, S sets A′i(x) to be the

constant polynomial that equals fa(αi) everywhere (recall that S received fa(αi) from

Fmult in Step 2 and so can carry out this check and set the output to be these values

if necessary).

For every j /∈ I, S sets A′j(x) = Aj(x).

(e) S computes the vector of polynomials ~YA(x) that A expects to receive from F subshareV SS

(in a real execution, ~YA(x) = (A1(x), . . . , An(x)) ·HT ). In order to do this, S first

computes the error vector ~eA = (eA1 , . . . , e
A
n ) as follows: for every j /∈ I it sets

eAj = 0, and for every i ∈ I it sets eAi = Ai(0) − f(αi). Then, S chooses a vector

of random polynomials ~YA(x) = (Y1(x), . . . , Yn(x)) under the constraints that (a)
~YA(0) = (eA1 , . . . , e

A
n ) · HT , and (b) ~YA(αi) = (A1(αi), . . . , An(αi)) · HT for every

i ∈ I.

(f) S internally hands A its output from F subshareV SS . Namely, it hands A the polynomials

{A′i(x)}i∈I , the shares {A′1(αi), . . . , A
′
n(αi)}i∈I , and the vector of polynomials ~YA(x)

computed above. (Step 6b of Functionality 2.6.7)

4. S simulates the second invocation of F subshareV SS : This simulation is carried out in an iden-

tical way using the points {fb(αi)}i∈I . Let B1(x), . . . , Bn(x) and B′1(x), . . . , B′n(x) be the

polynomials used by S in the simulation of this step (and so A receives from S as out-

put from F subshareV SS the values {B′i(x)}i∈I , {B′1(αi), . . . , B
′
n(αi)}i∈I and ~YB(x) computed

analogously to above).

At this point S holds a set of degree-t polynomials {A′`(x), B′`(x)}`∈[n], where for every

j /∈ I it holds that A′j(0) = B′j(0) = 0, and for every i ∈ I it holds that A′i(0) = fa(αi)

and B′i(0) = fb(αi).

5. For every j 6∈ I, S simulates the FmultV SS invocation where the honest party Pj is dealer

(Step 3 in Protocol 2.6.17):

(a) S chooses a uniformly distributed polynomial C ′j(x) ∈R P0,t.

(b) S internally hands the adversary A the shares {(A′j(αi), B′j(αi), C ′j(αi))}i∈I , as if

coming from FmultV SS (Step 3c in Functionality 2.6.13). .

6. For every i ∈ I, S simulates the FmultV SS invocation where the corrupted party Pi is dealer:

(a) S internally hands the adversary A the polynomials (A′i(x), B′i(x)) as if coming from

FmultV SS (Step 4a of Functionality 2.6.13).
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(b) S internally receives from A the input polynomial Ci(x) of the corrupted dealer that

A sends to FmultV SS (Step 4b of Functionality 2.6.13).

i. If the input is a polynomial Ci such that deg(Ci) ≤ t and Ci(0) = A′i(0) ·B′i(0) =

fa(αi) · fb(αi), then S sets C ′i(x) = Ci(x).

ii. Otherwise, S sets C ′i(x) to be the constant polynomial equalling fa(αi) · fb(αi)
everywhere.

At this point, S holds polynomials C ′1(x), . . . , C ′n(x), where for every j 6∈ I it holds that

C ′j(0) = 0 and for every i ∈ I it holds that C ′j(0) = fa(αi) · fb(αi).

7. For every i ∈ I, the simulator S computes Q(αi) =
∑n

`=1 λ`·C ′`(αi), where C ′1(x), . . . , C ′n(x)

are as determined by S above, and sends the set {Q(αi)}i∈I to the Fmult functionality (this

is the set {δi}i∈I in Step 3 of Functionality 2.6.16).

8. S outputs whatever A outputs.

The differences between the simulation with S and A, and a real execution of Protocol 2.6.17

with A are as follows. First, for every j /∈ I, S chooses the polynomials A′j(x), B′j(x), and

C ′j(x) to have constant terms of 0 instead of constant terms fa(αj), fb(αj), and fa(αj) · fb(αj),
respectively. Second, the vectors ~YA(x) and ~YB(x) are computed by S using the error vector,

and not using the actual polynomials A1(x), . . . , An(x) and B1(x), . . . , Bn(x), as computed

by F subshareV SS in the protocol execution. Third, in an ideal execution the output shares are

generated by Fmult choosing a random degree-t polynomial fab(x) under the constraints that

fab(0) = fa(0) · fb(0), and fab(αi) = δi for every i ∈ I. In contrast, in a real execution, the

output shares are derived from the polynomial Q(x) =
∑n

`=1 λ` · C ′`(x). Apart from these

differences, the executions are identical since S is able to run the checks of the F subshareV SS and

FmultV SS functionalities exactly as they are specified.

Our proof proceeds by constructing intermediate fictitious simulators to bridge between the

real and ideal executions.

The fictitious simulator S1. Let S1 be exactly the same as S, except that it receives for

input the values fa(αj), fb(αj), for every j /∈ I. Then, instead of choosing A′j(x) ∈R P0,t,

B′j(x) ∈R P0,t, and C ′j(x) ∈R P0,t, the fictitious simulator S1 chooses A′j(x) ∈R Pfa(αj),t,

B′j(x) ∈R Pfb(αj),t, and C ′j(x) ∈R Pfa(αj)·fb(αj),t. We stress that S1 runs in the ideal model with

the same trusted party running Fmult as S, and the honest parties receive output as specified

by Fmult when running with the ideal adversary S or S1.

The ideal executions with S and S1. We begin by showing that the joint output of the

adversary and honest parties is identical in the original simulation by S and the fictitious

simulation by S1. That is,{
IDEALFmult,S(z),I(~x)

}
~x∈({0,1}∗)n,z∈{0,1}∗

≡
{
IDEALFmult,S1(z′),I(~x)

}
~x∈({0,1}∗)n,z∈{0,1}∗

where z′ contains the same z asA receives, together with the fa(αj), fb(αj) values for every j /∈ I.

In order to see that the above holds, observe that both S and S1 can work when given the points

of the inputs shares {(A′j(αi), B′j(αi))}i∈I,j 6∈I and the outputs shares {C ′j(αi)}i∈I;j /∈I and they
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don’t actually need the polynomials themselves. Furthermore, the only difference between S and

S1 is whether these polynomials are chosen with zero constant terms, or with the “correct” ones.

That is, there exists a machine M that receives points {A′j(αi), B′j(αi)i∈I;j /∈I , {C ′j(αi)}i∈I;j /∈I
and runs the simulation strategy with A while interacting with Fmult in an ideal execution, such

that:

• If A′j(0) = B′j(0) = C ′j(0) = 0 then the joint output ofM and the honest parties in the ideal

execution is exactly that of IDEALFmult,S(z),I(~x); i.e., an ideal execution with the original

simulator.

• If A′j(0) = fa(αj), B
′
j(0) = fb(αj) and C ′j(0) = fa(αj) · fb(αj) then the joint output of M

and the honest parties in the ideal execution is exactly that of IDEALFmult,S1(z′),I(~x); i.e., an

ideal execution with the fictitious simulator S1.

By Claim 2.3.4, the points {A′j(αi), B′j(αi), C ′j(αi)}i∈I;j /∈I when A′j(0) = B′j(0) = C ′j(0) = 0

are identically distributed to the points {A′j(αi), B′j(αi), C ′j(αi)}i∈I;j /∈I when A′j(0) = fa(αj),

B′j(0) = fb(αj) and C ′j(0) = fa(αj) ·fb(αj). Thus, the joint outputs of the adversary and honest

parties in both simulations are identical.

The fictitious simulator S2. Let S2 be exactly the same as S1, except that instead of

computing ~YA(x) and ~YB(x) via the error vectors (eA1 , . . . , e
A
n ) and (eB1 , . . . , e

B
n ), it computes

them like in a real execution. Specifically, it uses the actual polynomials A1(x), . . . , An(x);

observe that S2 has these polynomials since it chose them.13 The fact that{
IDEALFmult,S2(z′),I(~x)

}
~x∈({0,1}∗)n,z∈{0,1}∗

≡
{
IDEALFmult,S1(z′),I(~x)

}
~x∈({0,1}∗)n,z∈{0,1}∗

follows from exactly the same argument as in Feval regarding the construction of the vector of

polynomials ~Y (x), using the special property of the Syndrome function.

An ideal execution with S2 and a real protocol execution. It remains to show that the

joint outputs of the adversary and honest parties are identical in a real protocol execution and

in an ideal execution with S2:{
HYBRID

F subshareV SS ,FmultV SS

π,A(z),I (~x)
}
~x∈({0,1}∗)n,z∈{0,1}∗

≡
{
IDEALFmult,S2(z′),I(~x)

}
~x∈({0,1}∗)n,z∈{0,1}∗

.

The only difference between these two executions is the way the polynomial defining the output

is chosen. Recall that in an ideal execution the output shares are generated by Fmult choosing

a random degree-t polynomial fab(x) under the constraints that fab(0) = fa(0) · fb(0), and

fab(αi) = δi for every i ∈ I. In contrast, in a real execution, the output shares are derived from

the polynomial Q(x) =
∑n

`=1 λ` · C ′`(x). However, by the way that S2 is defined, we have that

each δi = Q(αi) =
∑n

`=1 λ` ·C ′`(αi) where all polynomials C ′1(x), . . . , C ′n(x) are chosen with the

correct constant terms. Thus, it remains to show that the following distributions are identical:

13We remark that the original S could not work in this way since our proof that the simulations by S and
S1 are identical uses the fact that the points {A′j(αi), B′j(αi)i∈I;j /∈I , {C′j(αi)}i∈I;j /∈I alone suffice for simulation.

This is true when computing ~YA(x) and ~YB(x) via the error vectors, but not when computing them from the
actual polynomials as S2 does.
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• Ideal with S2: Choose a degree-t polynomial fab(x) at random under the constraints that

fab(0) = fa(0) · fb(0), and fab(αi) = Q(αi) =
∑n

`=1 λ` · C ′`(αi) for every i ∈ I.

• Real execution: Compute fab(x) = Q(x) =
∑n

`=1 λ` · C ′`(x).

We stress that in both cases, the polynomials C ′1(x), . . . , C ′n(x) have exactly the same distribu-

tion.

Observe that if |I| = t, then the constraints in the ideal execution with S2 fully define fab(x)

to be exactly the same polynomial as in the real execution (this is due to the fact that the

constraints define t+ 1 points on a degree-t polynomial).

If |I| < t, then the polynomial fab(x) in the ideal execution with S2 can be chosen by choosing

t−|I| random values β` ∈R F (for ` /∈ I) and letting fab(x) be the unique polynomial fulfilling the

given constraints and passing through the points (α`, β`). Consider now the polynomial fab(x)

generated in a real execution. Fix any j /∈ I. By the way that Protocol 2.6.17 works, C ′j(x) is a

random polynomial under the constraint that C ′j(0) = fa(αj) · fb(αj). By Corollary 2.3.3, given

points {(αi, C ′j(αi))}i∈I and a “secret” s = C ′j(0), it holds that any subset of t − |I| points of

{C ′j(α`)}`/∈I are uniformly distributed (note that none of the points in {C ′j(α`)}`/∈I are seen by

the adversary). This implies that for any t − |I| points α` (with ` /∈ I) the points fab(α`) in

the polynomial fab(x) computed in a real execution are uniformly distributed. This is therefore

exactly the same as choosing t− |I| values β` ∈R F at random (with ` /∈ I), and setting fab to

be the unique polynomial such that fab(α`) = β` in addition to the above constraints. Thus,

the polynomials fab(x) computed in an ideal execution with S2 and in a real execution are

identically distributed. This implies that the HYBRID
F subshareV SS ,FmultV SS

π,A(z),I (~x) and IDEALFmult,S2(z′),I(~x)

distributions are identical, as required.

Securely computing Fmult in the plain model. The following corollary is obtained by

combining the following:

• Theorem 2.5.8 (securely compute FV SS in the plain model),

• Theorem 2.6.6 (securely compute FAmat in the FV SS-hybrid model),

• Theorem 2.6.9 (securely compute F subshareV SS in the FAmat-hybrid model),

• Theorem 2.6.12 (securely compute Feval in the F subshareV SS -hybrid model),

• Theorem 2.6.14 (securely compute FmultV SS in the FV SS , Feval-hybrid model), and

• Theorem 2.6.18 (securely compute Fmult in the F subshareV SS , FmultV SS -hybrid model)

and using the modular sequential composition theorem of [27]. We have:

Corollary 2.6.19 Let t < n/3. Then, there exists a protocol that is t-secure for Fmult function-

ality in the plain model with private channels, in the presence of a static malicious adversary.
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More efficient constant-round multiplication [8]. The protocol that we have presented

is very close to that described by BGW. However, it is possible to use these techniques to achieve

a more efficient multiplication protocol. For example, observe that if the parties already hold

shares of all other parties’ shares, then these can be used directly in FmultV SS without running

F subshareV SS at all. Now, the verifiable secret sharing protocol of [22] presented in Section 2.5 is

based on bivariate polynomials, and so all parties do indeed receive shares of all other parties’

shares. This means that it is possible to modify Protocol 2.6.17 so that the parties proceed

directly to FmultV SS without using F subshareV SS at all. Furthermore, the output of each party Pi in

FmultV SS is the share C(αi) received via the FV SS functionality; see Protocol 2.6.15. Once again,

using VSS based on bivariate polynomials, this means that the parties can actually output the

shares of all other parties’ shares as well. Applying the linear computation of Q(x) to these

bivariate shares, we conclude that it is possible to include the shares of all other parties as

additional output from Protocol 2.6.17. Thus, the next time that Fmult is called, the parties

will again already have the shares of all other parties’ shares and F subshareV SS need not be called.

This is a significant efficiency improvement. (Note that unless some of the parties behave

maliciously, FmultV SS itself requires t+1 invocations of FV SS and nothing else. With this efficiency

improvement, we have that the entire cost of Fmult is n · (t+1) invocations of FV SS .) See [8] for

more details on this and other ways to further utilize the properties of bivariate secret sharing

in order to obtain simpler and much more efficient multiplication protocols.

We remark that there exist protocols that are not constant round and have far more efficient

communication complexity; see [18] for such a protocol. In addition, in the case of t < n/4,

there is a much more efficient solution for constant-round multiplication presented in BGW

itself; see Section 2.9 for a brief description.

2.7 Secure Computation in the (FV SS, Fmult)-Hybrid Model

2.7.1 Securely Computing any Functionality

In this section we show how to t-securely compute any functionality f in the (FV SS , Fmult)-

hybrid model, in the presence of a malicious adversary controlling any t < n/3 parties. We

also assume that all inputs are in a known field F (with |F| > n), and that the parties all have

an arithmetic circuit C over F that computes f . As in the semi-honest case, we assume that

f : Fn → Fn and so the input and output of each party is a single field element.

The protocol here is almost identical to Protocol 2.4.1 for the semi-honest case; the only

difference is that the verifiable secret-sharing functionality FV SS is used in the input stage, and

the Fmult functionality used for multiplication gates in the computation stage is the corruption-

aware one defined for the case of malicious adversaries (see Section 2.6.7). See Section 2.5.4 for

the definition of FV SS (Functionality 2.5.5), and see Functionality 2.6.16 for the definition of

Fmult. Observe that the definition of FV SS is such that the effect is identical to that of Shamir

secret sharing in the presence of semi-honest adversaries. Furthermore, the correctness of Fmult
ensures that at every intermediate stage the (honest) parties hold correct shares on the wires

of the circuit. In addition, observe that Fmult reveals nothing to the adversary except for its

points on the input wires, which it already knows. Thus, the adversary learns nothing in the
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computation stage, and after this stage the parties all hold correct shares on the circuit-output

wires. The protocol is therefore concluded by having the parties send their shares on the output

wires to the appropriate recipients (i.e., if party Pj is supposed to receive the output on a certain

wire, then all parties send their shares on that wire to Pj). This step introduces a difficulty

that does not arise in the semi-honest setting; some of the parties may send incorrect values

on these wires. Nevertheless, as we have seen, this can be easily solved since it is guaranteed

that more than two-thirds of the shares are correct and so each party can apply Reed-Solomon

decoding to ensure that the final output obtained is correct. See Protocol 2.7.1 for full details.

PROTOCOL 2.7.1 (t-Secure Computation of f in the (Fmult, FV SS)-Hybrid Model)

• Inputs: Each party Pi has an input xi ∈ F.

• Common input: Each party Pi holds an arithmetic circuit C over a field F of size
greater than n, such that for every ~x ∈ Fn it holds that C(~x) = f(~x), where f : Fn → Fn.
The parties also hold a description of F and distinct non-zero values α1, . . . , αn in F.

• Aiding ideal functionality initialization: Upon invocation, the trusted parties com-
puting the (fictitiously corruption-aware) functionality FV SS and the corruption-aware
functionality Fmult receive the set of corrupted parties I.

• The protocol:

1. The input sharing stage:

(a) Each party Pi chooses a polynomial qi(x) uniformly at random from the set
Pxi,t of degree-t polynomials with constant-term xi. Then, Pi invokes the
FV SS functionality as dealer, using qi(x) as its input.

(b) Each party Pi records the values q1(αi), . . . , qn(αi) that it received from the
FV SS functionality invocations. If the output from FV SS is ⊥ for any of these
values, Pi replaces the value with 0.

2. The circuit emulation stage: Let G1, . . . , G` be a predetermined topological
ordering of the gates of the circuit. For k = 1, . . . , ` the parties work as follows:

• Case 1 – Gk is an addition gate: Let βki and γki be the shares of input wires held
by party Pi. Then, Pi defines its share of the output wire to be δki = βki + γki .

• Case 2 – Gk is a multiplication-by-a-constant gate with constant c: Let βki be
the share of the input wire held by party Pi. Then, Pi defines its share of the
output wire to be δki = c · βki .

• Case 3 – Gk is a multiplication gate: Let βki and γki be the shares of input
wires held by party Pi. Then, Pi sends (βki , γ

k
i ) to the ideal functionality Fmult

and receives back a value δki . Party Pi defines its share of the output wire to
be δki .

3. The output reconstruction stage:

(a) Let o1, . . . , on be the output wires, where party Pi’s output is the value on
wire oi. For every i = 1, . . . , n, denote by βi1, . . . , β

i
n the shares that the

parties hold for wire oi. Then, each Pj sends Pi the share βij .

(b) Upon receiving all shares, Pi runs the Reed-Solomon decoding procedure
on the possible corrupted codeword (βi1, . . . , β

i
n) to obtain a codeword

(β̃i1, . . . , β̃
i
n). Then, Pi computes reconstruct~α(β̃i1, . . . , β̃

i
n) and obtains a poly-

nomial gi(x). Finally, Pi then defines its output to be gi(0).

We now prove that Protocol 2.7.1 can be used to securely compute any functionality. We
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stress that the theorem holds for regular functionalities only, and not for corruption-aware

functionalities (see Section 2.6.2). This is because not every corruption-aware functionality can

be computed by a circuit that receives inputs from the parties only, without having the set

of identities of the corrupted parties as auxiliary input (such a circuit is what is needed for

Protocol 2.7.1).

Theorem 2.7.2 Let f : Fn → Fn be any n-ary functionality, and let t < n/3. Then, Pro-

tocol 2.7.1 (with auxiliary-input C to all parties) is t-secure for f in the (FV SS , Fmult)-hybrid

model, in the presence of a static malicious adversary.

Proof: Intuitively, security here follows from the fact that a corrupted party in Protocol 2.7.1

cannot do anything but choose its input as it wishes. In order to see this, observe that the

entire protocol is comprised of FV SS and Fmult calls, and in the latter the adversary receives no

information in its output and has no influence whatsoever on the outputs of the honest parties.

Finally, the adversary cannot affect the outputs of the honest parties due to the Reed-Solomon

decoding carried out in the output stage. The simulator internally invokes A and simulates the

honest parties in the protocol executions and the invocations of FV SS and Fmult functionalities

and externally interacts with the trusted party computing f . We now formally describe the

simulator.

The Simulator S:

• S internally invokes A with its auxiliary input z.

• The input sharing stage:

1. For every j 6∈ I, S chooses a uniformly distributed polynomial qj(x) ∈R P0,t (i.e.,

degree-t polynomial with constant term 0), and for every i ∈ I, it internally sends the

adversary A the shares qj(αi) as it expects from the FV SS invocations.

2. For every i ∈ I, S internally obtains from A the polynomial qi(x) that it instructs Pi
to send to the FV SS functionality when Pi is the dealer. If deg(qi(x)) ≤ t, S simulates

FV SS sending qi(α`) to P` for every ` ∈ I. Otherwise, S simulates FV SS sending ⊥ to P`
for every ` ∈ I, and resets qi(x) to be a constant polynomial equalling zero everywhere.

3. For every j ∈ {1, . . . , n}, denote the circuit-input wire that receives Pj’s input by wj.

Then, for every i ∈ I, simulator S stores the value qj(αi) as the share of Pi on the wire

wj.

• Interaction with the trusted party:

1. S externally sends the trusted party computing f the values {xi = qi(0)}i∈I as the inputs

of the corrupted parties.

2. S receives from the trusted party the outputs {yi}i∈I of the corrupted parties.

• The circuit emulation stage: Let G1, . . . , G` be the gates of the circuit according to their

topological ordering. For k = 1, . . . , `:

1. Case 1 – Gk is an addition gate: Let βki and γki be the shares that S has stored for

the input wires to Gk for the party Pi. Then, for every i ∈ I, S computes the value

δki = βki + γki as the share of Pi for the output wire of Gk and stores this values.
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2. Case 2 – Gk is a multiplication-by-a-constant gate with constant c: Let βki be the share

that S has stored for the input wire to Gk for Pi. Then, for every i ∈ I, S computes

the value δki = c · βki as the share of Pi for the output wire of Gk and stores this value.

3. Case 3 – Gk is a multiplication gate: S internally simulates the trusted party computing

Fmult for A, as follows. Let βki and γki be the shares that S has stored for the input wires

to Gk for the party Pi. Then, S first hands {(βki , γki )}i∈I to A as if coming from Fmult
(see Step 2 of Functionality 2.6.16) Next, it obtains from A values {δki }i∈I as the input

of the corrupted parties for the functionality Fmult (See step 3 of Functionality 2.6.16).

If any δki is not sent, then S sets δki = 0. Finally, S stores δki as the share of Pi for the

output wire of Gk. (Note that the adversary has no output from Fmult beyond receiving

its own (βki , γ
k
i ) values.)

• The output reconstruction stage: For every i ∈ I, simulator S works as follows. Denote

by oi the circuit-output wire that contains the output of party Pi, and let {βi`}`∈I be the shares

that S has stored for wire oi for all corrupted parties P` (` ∈ I). Then, S chooses a random

polynomial q′i(x) under the constraint that q′i(α`) = βi` for all ` ∈ I, and q′i(0) = yi, where

yi is the output of Pi received by S from the trusted party computing f . Finally, for every

j /∈ I, S simulates the honest party Pj sending q′i(αj) to Pi.

A fictitious simulator S ′: We begin by constructing a fictitious simulator S ′ that works

exactly like S except that it receives as input all of the input values ~x = (x1, . . . , xn), and

chooses the polynomials qj(x) ∈R Pxj ,t of the honest parties with the correct constant term

instead of with constant term 0. Apart from this, S ′ works exactly like S and interacts with a

trusted party computing f in the ideal model.

The original and fictitious simulations. We now show that the joint output of the adver-

sary and honest parties is identical in the original and fictitious simulations. That is,{
IDEALf,S(z),I(~x)

}
~x∈({0,1}∗)n,z∈{0,1}∗

≡
{
IDEALf,S′(~x,z),I(~x)

}
~x∈({0,1}∗)n,z∈{0,1}∗

. (2.7.1)

This follows immediately from the fact that both S and S ′ can work identically when receiv-

ing the points {qj(αi)}i∈I;j /∈I externally. Furthermore, the only difference between them is

if qj(αi) ∈R P0,t or qj(αi) ∈R Pxj ,t, for every j /∈ I. Thus, there exists a single machine

M that runs in the ideal model with a trusted party computing f , and that receives points

{qj(αi)}i∈I;j /∈I and runs the simulation using these points. Observe that if qj(αi) ∈R P0,t for

every j /∈ I, then the joint output ofM and the honest parties in the ideal execution is exactly

the same as in the ideal execution with S. In contrast, if qj(αi) ∈R Pxj ,t for every j /∈ I, then

the joint output of M and the honest parties in the ideal execution is exactly the same as in

the ideal execution with the fictitious simulator S ′. By Claim 2.3.4, these points are identically

distributed in both cases, and thus the joint output ofM and the honest parties are identically

distributed in both cases; Eq. (2.7.1) follows.

The fictitious simulation and a protocol execution. We now proceed to show that:{
IDEALf,S′(~x,z),I(~x)

}
~x∈({0,1}∗)n,z∈{0,1}∗

≡
{
HYBRID

FV SS ,Fmult
π,A(z),I (~x)

}
~x∈({0,1}∗)n,z∈{0,1}∗

.
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We first claim that the output of the honest parties are identically distributed in the real

execution and the alternative simulation. This follows immediately from the fact that the

inputs to FV SS fully determine the inputs ~x, which in turn fully determine the output of the

circuit. In order to see this, observe that Fmult always sends shares of the product of the input

shares (this holds as long as the honest parties send “correct” inputs which they always do), and

the local computation in the case of multiplication-by-a-constant and addition gates is trivially

correct. Thus, the honest parties all hold correct shares of the outputs on the circuit-output

wires. Finally, by the Reed-Solomon decoding procedure (with code length n and dimension

t+1), it is possible to correct up to n−t
2 > 3t−t

2 = t errors. Thus, the values sent by the corrupted

parties in the output stage have no influence whatsoever on the honest parties’ outputs.

Next, we show that the view of the adversaryA in the fictitious simulation with S ′ is identical

to its view in real protocol execution, conditioned on the honest parties’ outputs {yj}j /∈I . It

is immediate that these views are identical up to the output stage. This is because S ′ uses

the same polynomials as the honest parties in the input stage, and in the computation stage A
receives no output at all (except for its values on the input wires for multiplication gates which

are already known). It thus remains to show that the values {q′i(αj)}i∈I;j /∈I received by A from

S ′ in the output stage are identically distributed to the values received by A from the honest

parties Pj .

Assume for simplicity that the output wire comes directly from a multiplication gate. Then,

Fmult chooses the polynomial that determines the shares on the wire at random, under the

constraint that it has the correct constant term (which in this case we know is yi, since we have

already shown that the honest parties’ outputs are correct). Since this is exactly how S ′ chooses

the value, we have that the distributions are identical. This concludes the proof.

Putting it all together. We conclude with a corollary that considers the plain model with

private channels. The corollary is obtained by combining Theorem 2.5.8 (securely computing

FV SS in the plain model), Corollary 2.6.19 (securely computing Fmult in the plain model) and

Theorem 2.7.2 (securely computing f in the FV SS , Fmult-hybrid model), and using the modular

sequential composition theorem of [27]:

Corollary 2.7.3 For every functionality f : Fn → Fn and t < n/3, there exists a protocol that

is t-secure for f in the plain model with private channels, in the presence of a static malicious

adversary.

2.7.2 Communication and Round Complexity

We begin by summarizing the communication complexity of the BGW protocol (as presented

here) in the case of malicious adversaries. We consider both the cost in the “optimistic case”

where no party deviates from the protocol specification, and in the “pessimistic case” where

some party does deviate. We remark that since the protocol achieves perfect security, nothing

can be gained by deviating, except possible to make the parties run longer. Thus, in general,

one would expect that the typical cost of running the protocol is the “optimistic cost”. In

addition, we separately count the number of field elements sent over the point-to-point private

channels, and the number of elements sent over a broadcast channel. (The “BGW” row in the

table counts the overall cost of computing a circuit C with |C| multiplication gates.)
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Protocol Optimistic Cost Pessimistic Cost

FV SS :
O(n2) over pt-2-pt O(n2) over pt-2-pt

No broadcast O(n2) broadcast

F subshare
V SS :

O(n3) over pt-2-pt O(n3) over pt-2-pt

No broadcast O(n3) broadcast

Feval:
O(n3) over pt-2-pt O(n3) over pt-2-pt

No broadcast O(n3) broadcast

Fmult
V SS :

O(n3) over pt-2-pt O(n5) over pt-2-pt

No broadcast O(n5) broadcast

Fmult:
O(n4) over pt-2-pt O(n6) over pt-2-pt

No broadcast O(n6) broadcast

BGW:
O(|C| · n4) over pt-2-pt O(|C| · n6) over pt-2-pt

No broadcast O(|C| · n6) broadcast

Regarding round complexity, since we use the sequential composition theorem, all calls to

functionalities must be sequential. However, in Section 2.8 we will see that all subprotocols can

actually be run concurrently, and thus in parallel. In this case, we have that all the protocols

for computing FV SS , F subshareV SS , Feval, F
mult
V SS and Fmult have a constant number of rounds. Thus,

each level of the circuit C can be computed in O(1) rounds, and the overall round complexity is

linear in the depth of the circuit C. This establishes the complexity bounds stated in Theorem 1.

2.8 Adaptive Security, Composition and the Computational Set-

ting

Our proof of the security of the BGW protocol in the semi-honest and malicious cases relates

to the stand-alone model and to the case of static corruptions. In addition, in the information-

theoretic setting, we consider perfectly-secure private channels. In this section, we show that our

proof of security for the limited stand-alone model with static corruptions suffices for obtaining

security in the much more complex settings of composition and adaptive corruptions (where the

latter is for a weaker variant; see below). This is made possible due to the fact that the BGW

protocol is perfectly secure, and not just statistically secure.

Security under composition. In [75, Theorem 3] it was proven that any protocol that

computes a functionality f with perfect security and has a straight-line black-box simulator

(as is the case with all of our simulators), securely computes f under the definition of (static)

universal composability [28] (or equivalently, concurrent general composition [78]). Using the

terminology UC-secure to mean secure under the definition of universal composability, we have

the following corollary:

Corollary 2.8.1 For every functionality f , there exists a protocol for UC-securely computing

f in the presence of static semi-honest adversaries that corrupt up to t < n/2 parties, in the

private channels model. Furthermore, there exists a protocol for UC-securely computing f in

the presence of static malicious adversaries that corrupt up to t < n/3 parties, in the private

channels model.
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Composition in the computational setting. There are two differences between the compu-

tational and information-theoretic settings. First, in the information-theoretic setting there are

ideally private channels, whereas in the computational setting it is typically only assumed that

there are authenticated channels. Second, in the information-theoretic setting, the adversary

does not necessarily run in polynomial time. Nevertheless, as advocated by [53, Sec. 7.6.1] and

adopted in Definition 2.2.3, we consider simulators that run in time that is polynomial in the

running-time of the adversary. Thus, if the real adversary runs in polynomial-time, then so does

the simulator, as required for the computational setting. This is also means that it is possible

to replace the ideally private channels with public-key encryption. We state our corollary here

for computational security for the most general setting of UC-security (although an analogous

corollary can of course be obtained for the more restricted stand-alone model as well). The

corollary is obtained by replacing the private channels in Corollary 2.8.1 with UC-secure chan-

nels that can be constructed using semantically-secure public-key encryption [28, 30]. We state

the corollary only for the case of malicious adversaries since the case of semi-honest adversaries

has already been proven in [31] for any t < n.

Corollary 2.8.2 Assuming the existence of semantically-secure public-key encryption, for ev-

ery functionality f , there exists a protocol for UC-securely computing f in the presence of static

malicious adversaries that corrupt up to t < n/3 parties, in the authenticated channels model.

We stress that the above protocol requires no common reference string or other setup (beyond

that required for obtaining authenticated channels). This is the first full proof of the existence

of such a UC-secure protocol.

Adaptive security with inefficient simulation. In general, security in the presence of

a static adversary does not imply security in the presence of an adaptive adversary, even for

perfectly-secure protocols [29]. This is true, for example, for the definition of security of adaptive

adversaries that appears in [27]. However, there is an alternative definition of security (for static

and adaptive adversaries) due to [41] that requires a straight-line black-box simulator, and also

the existence of a committal round at which point the transcript of the protocol fully defines all

of the parties’ inputs. Furthermore, it was shown in [29] that security in the presence of static

adversaries in the strong sense of [41] does imply security in the presence of adaptive adversaries

(also in the strong sense of [41]), as long as the simulator is allowed to be inefficient (i.e., the

simulator is not required to be of comparable complexity to the adversary; see Definition 2.2.3).

It turns out that all of the protocols in this paper meet this definition. Thus, applying the

result of [29] we can conclude that all of the protocols in this paper are secure in the presence of

adaptive adversaries with inefficient simulation, under the definition of [41]. Finally, we observe

that any protocol that is secure in the presence of adaptive adversaries under the definition

of [41] is also secure in the presence of adaptive adversaries under the definition of [27]. We

therefore obtain security in the presence of adaptive adversaries with inefficient simulation “for

free”. This is summarized as follows.

Corollary 2.8.3 For every functionality f , there exists a protocol for securely computing f in

the presence of adaptive semi-honest adversaries that corrupt up to t < n/2 parties with, in

the private channels model (with inefficient simulation). Furthermore, there exists a protocol

for securely computing f in the presence of adaptive malicious adversaries that corrupt up to

t < n/3 parties, in the private channels model (with inefficient simulation).
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2.9 Multiplication in the Case of t < n/4

In this section, we describe how to securely compute shares of the product of shared values, in

the presence of a malicious adversary controlling only t < n/4 parties. This is much simpler

than the case of t < n/3, since in this case there is enough redundancy to correct errors in

polynomials with degree-2t. Due to this, it is similar in spirit to the semi-honest multiplication

protocol, using the simplification of [51]. In this section, we provide a full-description of this

simpler and more efficient protocol, without a proof of security. In our presentation here, we

assume familiarity with the material appearing in Sections 2.6.2, 2.6.3, 2.6.4 and 2.6.7.

High-level description of the protocol. Recall that the multiplication protocol works by

having the parties compute a linear function of the product of their shares. That is, each party

locally multiplies its two shares, and then subshares the result using a degree-t polynomial.

The final result is then a specific linear combination of these subshares. Similarly to the case of

t < n/3 we need a mechanism that verifies that the corrupted parties have shared the correct

products. In this case where t < n/4, this can be achieved by directly using the error correction

property of the Reed-Solomon code, since we can correct degree-2t polynomials. The high-level

protocol is as follows:

• Each party holds inputs ai and bi, which are shares of two degree-t polynomials that hide

values a and b, respectively.

• Each party locally computes the product ai · bi. The parties then distribute subshares

of ai · bi to all other parties in a verifiable way using a variant of the F subshareV SS . Observe

that the products are points on degree-2t polynomials. Thus, these shares constitute a

Reed-Solomon code with parameters [4t+1, 2t+1, 2t+1] for which it is possible to correct

up to t errors. There is therefore enough redundancy to correct errors, unlike the case

where t < n/3 where t errors can not necessarily be corrected on a 2t-degree polynomial.

This enables us to design a variant of the F subshareV SS functionality (Section 2.6.4) that works

directly on the products ai · bi.

• At this point, all parties verifiably hold (degree-t) subshares of the product of the input

shares of every party. As shown in [51], shares of the product of the values on the wires

can be obtained by computing a linear function of the subshares obtained in the previous

step.

In the following, we show how to slightly modify the F subshareV SS functionality (Section 2.6.4)

to work with the case of t < n/4 (as we will explain, the protocol actually remains the same).

In addition, we provide a full specification for the protocol that implements the multiplication

functionality, Fmult; i.e., the modifications to Protocol 2.6.17.

We stress that in the case that t < n/3 it is not possible to run F subshareV SS directly on the

products ai · bi of the input shares since they define a degree-2t polynomial and so at most
n−2t−1

2 = t/2 errors can be corrected. Thus, it is necessary to run F subshareV SS separately on ai
and bi, and then use the Fmult functionality to achieve a sharing of ai · bi. It follows that in

this case of t < n/4, there is no need for the involved FmultV SS functionality, making the protocol

simpler and more efficient.
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The F subshare
V SS functionality and protocol. We reconsider the definition of the F subshareV SS

functionality, and present the necessary modifications for the functionality. Here, we assume

that the inputs of the 3t+ 1 honest parties {(αj , βj)}j 6∈I define a degree-2t polynomial instead

of a degree-t polynomial. The definition of the functionality remains unchanged except for this

modification.

We now proceed to show that Protocol 2.6.8 that implements the F subshareV SS functionality

works as is also for this case, where the inputs are shares of a degree-2t polynomial. In order to

see this, recall that there are two steps in the protocol that may be affected by the change of the

inputs and should be reconsidered: (1) the parity check matrix H, which is the parameter for

the FHmat-functionality, and (2) Step 3, where each party locally computed the error vector using

the syndrome vector (the output of the FHmat), and the error correction procedure of the Reed-

Solomon code. These steps could conceivably be different since in this case the parameters of the

Reed-Solomon codes are different. Regarding the parity-check matrix, the same matrix is used

for both cases. Recall that the case of t < n/3 defines a Reed-Solomon code with parameters

[3t+1, t+1, 2t+1], and the case of t < n/4 defines a code with parameters [4t+1, 2t+1, 2t+1].

Moreover, recall that a Reed-Solomon code with parameters [n, k, n− k+ 1] has a parity-check

matrix H ∈ F(n−k)×n. In the case of n = 3t + 1 we have that k = t + 1 and so n − k = 2t.

Likewise, in the case of n = 4t + 1, we have that k = 2t + 1 and so n − k = 2t. It follows

that in both case, the parity-check matrix H is of dimension 2t× n, and so is the same (of

course, for different values of t a different matrix is used, but what we mean is that the protocol

description is exactly the same). Next, in Step 3 of the protocol, each party locally executes

the Reed-Solomon error correction procedure given the syndrome vector that is obtained using

FHmat. This procedure depends on the distance of the code. However, this is 2t+ 1 in both cases

and so the protocol description remains exactly the same.

The protocol for Fmult. We now proceed to the specification of the functionality Fmult. As

we have mentioned, this protocol is much simpler than Protocol 2.6.17 since the parties can run

the F subshareV SS functionality directly on the product of their inputs, instead of first running it on

ai, then on bi, and then using Fmult to obtain a sharing of ai · bi. The protocol is as follows:

PROTOCOL 2.9.1 (Computing Fmult in the F subshare
V SS -hybrid model (with t < n/4))

• Input: Each party Pi holds ai, bi, where ai = fa(αi), bi = fb(αi) for some polynomials
fa(x), fb(x) of degree t, which hide a, b, respectively. (If not all the points lie on a single
degree-t polynomial, then no security guarantees are obtained. See Footnote 9.)

• Common input: A field description F and n distinct non-zero elements α1, . . . , αn ∈ F.

• The protocol:

1. Each party locally computes ci = ai · bi.
2. The parties invoke the F subshareV SS functionality with each party Pi using ci as its

private input. Each party Pi receives back shares C1(αi), . . . , Cn(αi), and a poly-
nomial Ci(x). (Recall that for every i, the polynomial Ci(x) is of degree-t and
Ci(0) = ci = ai · bi = fa(αi) · fb(αi))

3. Each party locally computes Q(αi) =
∑n
j=1 λj · Cj(αi), where (λ1, . . . , λn) is the

first row of the matrix V −1~α (see Section 2.6.7).

• Output: Each party Pi outputs Q(αi).
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Chapter 3

Efficient Perfectly-Secure Multiplication

Protocol

In the previous chapter, we provided a full description and proof of the BGW protocol. In this

chapter we focus on the multiplication protocol of BGW. We observe that with some natural

adaptations, one of subprotocols of BGW is redundant and can be saved. As a result, we come

up with a new multiplication protocol that is more efficient and simpler. We present a full

specification of our multiplication protocol together with a full proof of its security.

3.1 Introduction

3.1.1 An Overview of the Multiplication Protocol

We give a brief overview of the BGW multiplication protocol. More details can be found in

Section 2.6.7. Recall that the original BGW multiplication protocol follows the invariant that

each wire in the circuit is hidden by a random univariate polynomial f(x) of degree-t, and the

share of each party is a point (αi, f(αi)). The protocol for emulating a multiplication gate works

as follows:

1. Subsharing: Given shares a1, . . . , an and b1, . . . , bn of values a and b, each party shares

its share with all other parties. Using the fact that each set of shares (a1, . . . , an) and

(b1, . . . , bn) lies on a degree-t polynomial, the honest parties can verify (and correct) the

subshares distributed by the corrupted parties. This step is carried out using the func-

tionality F subshareV SS (Section 2.6.4), which guarantees that all parties distribute subshares

of the correct shares.

2. Multiplication of subshares – FmultV SS : Each party Pi plays the role of dealer in a protocol

for which the result is that all parties hold shares (with threshold t) of the product ai·bi
of its initial shares ai and bi. This step uses the fact that all parties hold subshares of

ai, bi as carried out in the previous item. The subsharing is necessary in order to enable

verification that the product ai·bi has been shared (see Section 2.6.6).

3. Linear combination: As described in [51], once the parties all hold shares of a1·b1, . . . , an·bn,
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they can each carry out a local linear combination of their shares, with the result being

that they hold shares c1, . . . , cn of a·b (see Section 2.6.7).

We present a new BGW-based protocol that is more efficient than the original BGW proto-

col. In a nutshell, this protocol uses the bivariate structure introduced by BGW for the purpose

of VSS throughout the entire multiplication protocol. Hirt et al. [65] also observed that the use

of the bivariate polynomial can offer efficiency improvements; however they do not utilize this

to the fullest extent possible. We will show how this approach enables us to completely avoid

the use of F subshareV SS and compute the other subprotocols for the multiplication procedure more

efficiently.

In more detail, recall that in the BGW protocol, each wire in the circuit is hidden by a

random univariate polynomial of degree-t. In our proposed protocol, each wire in the circuit is

hidden by a (random) bivariate polynomial F (x, y) of degree-t in both variables (see Section 2.5.3

for a definition of bivariate polynomial). As a result, the share of each party is the pair of degree-

t polynomials 〈F (x, αi), F (αi, y)〉. We note that in the BGW protocol the VSS sharing is carried

out using a bivariate polynomial; however after the initial sharing the parties resort back to the

shares of a univariate polynomial, by setting their shares for further computations to F (0, αi)

(see Section 2.5.4). In contrast, we will preserve the shares of the bivariate but at times will

also use univariate polynomials.

3.1.2 F subshare
V SS for Free

As described above, in order to carry out the “multiplication of subshares” step, the parties need

to each have shares of all the other parties’ univariate shares. In the original BGW construction,

this is done by the F subshareV SS functionality. Informally speaking, the F subshareV SS functionality is

a way for a set of parties to verifiably give out shares of values that are themselves shares.

Specifically, assume that the parties P1, . . . , Pn hold values f(α1), . . . , f(αn), respectively, where

f is a degree-t polynomial. The goal is for each party to share its share f(αi) with all other

parties while ensuring that a malicious Pi shares its correct f(αi) and not something else. The

protocol for achieving this sub-sharing is highly non trivial, relies heavily on properties of the

error correction and the Reed-Solomon decoding algorithm. Moreover, it involves n invocations

of VSS plus the transmission of O(n3) field elements over private channels (see Section 2.6.4).

Our first important observation is that in the bivariate case the subshares of each share are

already distributed among the parties. In order to see this, assume that the value on the wire

is some element a, and the is hidden using some bivariate polynomial F (x, y). Recall that each

party Pi holds shares 〈F (x, αi), F (αi, y)〉. Based on this, we can define the univariate “Shamir”

sharing of a via the polynomial g0(y) = F (0, y); due to the properties of the bivariate sharing,

g0(y) is a univariate polynomial of degree-t that hides a. Furthermore, since each party Pi holds

the polynomial fi(x) = F (x, αi), it can locally compute its share ai = fi(0) = F (0, αi) = g0(αi)

on the univariate polynomial g0(y).

We now claim that for every i, it holds that all the other parties Pj actually already have

univariate shares of ai. These shares of ai are defined via the polynomial fi(x) = F (x, αi).

This is due to the fact that each Pj holds the polynomial gj(y) = F (αj , y) and so can compute

gj(αi) = F (αj , y) = fi(αj). In conclusion, fi(x) is a degree-t polynomial, where its constant

term is the actual “Shamir” share of Pi, and each party can locally compute its share on this

polynomial. Thus, all of the subshares that are computed via the F subshareV SS functionality in
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the original BGW protocol can actually be locally computed by each party using the bivariate

shares.

An additional important point is that the parties already hold bivariate shares after the

input sharing phase (after each party distributes its share using VSS). However, these bivariate

shares need to be maintained throughout the circuit emulation phase. This is in fact the

technically more involved part of our construction, and requires some modifications from the

original protocol.

3.1.3 Our Results

We present a full specification and a full proof of security for the proposed protocol. Our protocol

preserves a constant round complexity for a single multiplication, as the original multiplication

protocol of BGW. The communication complexity of our protocol in the worst case (i.e., when

some parties behave maliciously) is O(n5) field elements over point-to-point channels and O(n4)

field elements over a broadcast channel. This is in contrast to the original BGW protocol

which has worst-case communication complexity of O(n6) field elements over point-to-point

channels and O(n6) field elements over a broadcast channel. We remark that in the case that

no parties actually cheat, both of the protocols have communication complexity of only O(n4)

field elements over point-to-point channels, and require no message broadcasts at all.

We also consider our work as addressing the question whether or not it is possible to construct

protocols with round and communication complexity that are both low. Our protocol takes

the first step by reducing the communication complexity of BGW and [37] while maintaining

constant round complexity per multiplication.

Concurrent composition and adaptive security. Our protocol achieves perfect security,

as in the original work of BGW. We stress that perfect security is not just a question of aesthet-

ics, but rather provides a substantive advantage over protocols that are only proven statistically

secure. First, in [75] it is shown that if a protocol is perfectly secure in the stand-alone setting

and has a black-box straight-line simulator, then it is also secure under concurrent general com-

position, or equivalently, universal composition [28]. Since all our simulations are straight-line,

we derive security for universal security for free. Second, in [29] it was shown that any protocol

that is proven perfectly secure under the security definition of [41] is also secure in the presence

of adaptive adversaries with inefficient simulation. The additional requirements of the definition

of [41] clearly hold for all BGW protocols and subprotocols. Thus, we obtain adaptive security,

albeit with the weaker guarantee provided by inefficient simulation (in particular, this does not

imply adaptive security in the computational setting).

Related work. We compare our protocol to those in the existing literature. The only other

protocol for perfectly-secure multiplication for any t < n/3 that is constant round (and in

particular does not depend on the number of participating parties) is that of Cramer et al. [37].

This protocol works in a different way to the BGW protocol, and has worst-case communication

complexity of O(n5) field elements over point-to-point channels and O(n5) field elements over

a broadcast channel, in contrast to O(n4) broadcasts in our protocol. Furthermore, in the

case that no parties actually cheat, the cost of [37] is O(n4) field elements over point-to-point

channels and O(n3) field elements over a broadcast channel, in contrast to O(n4) field elements
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over point-to-point channels (and no broadcast at all) in our protocol.

There has been a considerable amount of work focused on improving the communication

complexity of information-theoretic protocols using the player elimination technique [65, 64,

17, 66, 39, 18]. This work culminated in (amortized) linear communication complexity in [18],

providing highly efficient protocols for achieving perfect secure computation. However, all of

these works have round complexity that depends on the number of participating parties, and

not just on the depth of the circuit being computed. This is inherent in the player elimination

technique since every time cheating is detected, two players are eliminated and some compu-

tations are repeated by the remaining parties. Thus, this technique yields protocols that have

round complexity of at least Ω(t). We remark that the round complexity of these protocols

are actually higher; e.g., the round complexity of [65] is O(d + n2) where d is the depth of

the circuit. Although in many cases player elimination would give a more efficient protocol,

there are some cases where it would not; for example, when a low-depth circuit is computed

by many parties. In addition, from a theoretical perspective the question of low round and

communication complexity is an important one. These protocols are therefore incomparable.

Appendix B. The specification of the protocol is full of detailed and contain full proofs. As

a result, the specification of the protocol is not consecutive. A reader who may find it beneficial

and more convenient to read the full specification continuously may refer to Appendix B.

3.2 Preliminaries and Definitions

We follow the definitions of perfect secure computation, as presented in Section 2.2. In addition,

we work in the corruption-aware model (Section 2.6.2), and our functionalities receive as input

the set of corrupted parties I ⊂ [n].

In the following, we briefly recall the definitions and claims regarding bivariate polynomials

(Section 2.5.3), and present some additional claims that are needed for the proofs of our con-

struction. Afterward, we recall the definition of the bivariate secret-sharing functionality, the

F̃V SS functionality (Section 2.5.5), which plays an essential role in our construction.

3.2.1 Properties of Bivariate Polynomials

We state some claims regarding distributions of univariate and bivariate polynomials. Some of

the claims are the bivariate analogues to the univariate claims given in Section 2.3. This section

is based on Section 2.5.3.

Recall that a bivariate polynomial of degree-t in both variables is defined as:

S(x, y) =
t∑
i=0

t∑
j=0

ai,jx
iyj .

We denote by Bs,t the set of all bivariate polynomials of degree-t in both variables with constant

term s (and recall that Ps,t denotes the set of all univariate polynomials of degree-t with constant

term s). We stated several claims in the context of bivariate polynomials in Section 2.5.3. The

first was simply the “interpolation claim” of bivariate polynomials (Claim 2.5.2). This Claim is
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the analogue to the interpolation of univariate polynomial, where here instead of “t+ 1 points

{(αi, βi)} uniquely define a univariate polynomial”, we have that “t+ 1 univariate polynomials

{(αi, fi(x))} uniquely define a bivariate polynomial”.

An alternative claim for interpolation of bivariate polynomial is the following. Instead

of having t + 1 univariate polynomials (“shares”) {(αi, fi(x))} in order to define the bivariate

polynomial S(x, y), it is enough to have a set of cardinality t of pairs of polynomials (fi(x), gi(y))

that are consistent (i.e., for every pair (i, j) we have that fi(αj) = gj(αi)), and the secret

(constant-term) s. There exists a unique bivariate polynomial that satisfies all the constraints

above. Formally:

Claim 3.2.1 Let t be a nonnegative integer, let α1, . . . , αt be t distinct elements in F, let s ∈ F
be some constant, and let {f1(x), . . . , ft(x), g1(y), . . . , gt(y)} be a set of 2t polynomials of degree

t, such that for every pair (i, j) ∈ {1, . . . , t}2 it holds that: fi(αj) = gj(αi). Then, there exists a

unique bivariate polynomial S(x, y) of degree t such that S(0, 0) = s and for every i = 1, . . . , t

it holds that S(x, αi) = fi(x), S(αi, y) = gi(y).

Proof: We define the bivariate polynomial that satisfies all the conditions. We already have a

set of t univariate polynomials, and therefore we need only one additional polynomial in order

to apply Claim 2.5.2, the “interpolation claim” for bivariate polynomials. After applying this

Claim, we will show that this resulting polynomial is unique and satisfies all the necessary

conditions.

Define the unique degree-t polynomial f ′(x) that passes through the following t+ 1 points:

The point (0, s) and the points {(αi, gi(0))} for every i = 1, . . . , t. Thus, it holds that f ′(0) = s

and for every i = 1, . . . , t: f ′(αi) = gi(0).

Now, giving the polynomial (0, f ′(x)), and the set of polynomials ((α1, f1(x)), . . . , (αt, ft(x))),

we have t+1 polynomials of degree-t. Thus, using Claim 2.5.2, there exists a unique polynomial

S(x, y) such that S(x, αi) = fi(x) for every i = 1, . . . , t and S(x, 0) = f ′(x). We claim that S is

the unique polynomial that satisfies all the conditions in the statement of the claim.

For every i = 1, . . . , t, we have that S(αi, y) is a univariate polynomial with degree-t. It

holds that for every j = 1, . . . , t, S(αi, αj) = fj(αi) = gi(αj), and S(αi, 0) = f ′(αi) = gi(0).

We therefore have that the polynomials S(αi, y) and gi(y) are both degree-t polynomials that

agree on t+ 1 points, and therefore they are identical, and S(αi, y) = gi(y). Finally, S(0, 0) =

f ′(0) = s, and so S satisfies all the requirements above. The uniqueness of S follows from the

uniqueness of S from Claim 2.5.2, which concludes the proof.

We recall that in Section 2.5.3, we proved Claim 2.5.4. This Claim shows that for any two

degree-t univariate polynomials q1(x), q2(x) such that q1(αi) = q2(αi) for every i ∈ I, the shares

of the corrupted parties on two random bivariate polynomials S1(x, y), S2(x, y) that satisfy

S1(x, 0) = q1(x) and S2(x, 0) = q2(x) are distributed identically. The following is a simple

Corollary of this Claim:

Corollary 3.2.2 For any set of distinct non-zero elements α1, . . . , αn ∈ F, any pair of values

s, s′ ∈ F, any subset I ⊂ [n] where |I| = ` ≤ t, it holds that: Then,{{
(i, S1(x, αi), S1(αi, y))

}
i∈I

}
≡
{{

(i, S2(x, αi), S2(αi, y))
}
i∈I

}
where S1(x, y) and S2(x, y) are degree-t bivariate polynomial chosen at random from Bs,t, Bs′,t,
respectively.
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Proof: The choice of S1(x, y) from Bs,t, and S2 from Bs′,t is equivalent to the following.

We simply choose two polynomials q1(x), q2(x) uniformly at random from Ps,t, Ps′,t, respec-

tively. Then, we choose S1, S2 uniformly at random under the constraints that S1(x, 0) =

q1(x) and S2(x, 0) = q2(x). Using this representation, we can apply Claim 2.3.2 to get that

{q1(αi)}i∈I ≡ {q2(αi)}i∈I . Thus, for every set of elements {βi}i∈I in F, we have that:{{
(i, S1(x, αi), S1(αi, y))

}
i∈I |

∧
i∈I

q1(αi) = βi

}

≡

{{
(i, S2(x, αi), S2(αi, y))

}
i∈I |

∧
i∈I

q2(αi) = βi

}

where the latter follows from Claim 2.5.4. Since the conditionals ensembles are identical, the

corollary follows.

3.2.2 Verifiable Secret Sharing of a Bivariate Polynomial

In Section 2.5.5 we introduced the F̃V SS functionality – a functionality for sharing a degree-t

bivariate polynomial. This functionality plays an important role in our construction, and we

redefine it here for completeness. The functionality is defined as follows:

F̃V SS(S(x, y), λ, . . . , λ) =

{
((f1(x), g1(y)), . . . , (fn(x), gn(y))) if deg(S) ≤ t
(⊥, . . . ,⊥) otherwise

,

where fi(x) = S(x, αi), gi(y) = S(αi, y). For further information, and for the implementation

of this functionality, see Section 2.5.5. Moreover, we recall that the protocols for implementing

FV SS and F̃V SS have the same communication complexity (O(n2) field elements in point-to-

point channel and no broadcast in the optimistic case, and additional O(n2) field elements in

the pessimistic case). In fact, the implementation of FV SS is just a single invocation of F̃V SS ,

with some additional local computation before and after the invocation.

3.3 The Multiplication Protocol

3.3.1 A High-Level Overview

We start with a high-level overview of the (modified) BGW protocol. Recall that the BGW

protocol works by having the parties compute the desired function f by securely emulating the

computation of an arithmetic circuit computing f . In this computation, the parties compute

shares of the output of a circuit gate given shares of the input wires of that gate. By our

invariant, the secret sharing scheme is based on bivariate polynomial; that is, we assume that

the secret s ∈ F is hidden by some bivariate polynomial S(x, y) of degree-t in both variables,

where the share of each party Pi is the two univariate degree-t polynomials 〈S(x, αi), S(αi, y)〉.
The computation of addition gates and multiplication-with-a-constant gates can be emulated

locally. That is, assume that the values on the inputs wires are a and b, and assume that these are
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hidden by A(x, y) andB(x, y), respectively. Then, each party computes shares of the output wire

using its shares on the inputs wires locally. Specifically, Pi holds the shares 〈A(x, αi), A(αi, y)〉
and 〈B(x, αi), B(αi, y)〉. Consider the polynomial C(x, y) = A(x, y) + B(x, y). This is a poly-

nomial of degree-t in both variables and its constant term is C(0, 0) = A(0, 0) +B(0, 0) = a+ b.

Moreover, each party Pi can locally compute its share 〈C(x, αi), C(αi, y)〉 by simply adding

its two shares: 〈A(x, αi) + B(x, αi), A(αi, y) + B(αi, y)〉. Multiplication by a constant gate is

computed similarly.

In this section, we show how to securely compute bivariate shares of the product of shared

values, in the presence of a malicious adversary controlling any t < n/3 parties. The protocol

for emulating the computation of a multiplication gate is very similar to the original con-

struction of BGW (see Section 2.6.1). In particular, giving the shares 〈A(x, αi), A(αi, y)〉 and

〈B(x, αi), B(αi, y)〉, we refer to the values A(0, αi), B(0, αi) as the univariate shares of party Pi.

These two values correspond to the univariate polynomials A(0, y) and B(0, y), that hide the

values a and b, respectively. Like the univariate case, we have two univariate polynomials that

hide the values on the wires, and each party holds a share on each polynomial. Thus, the uni-

variate polynomial A(0, y) ·B(0, y) is a degree-2t polynomial with the desired constant term ab,

and each party can compute its share on this polynomial by multiplying A(0, αi) ·B(0, αi) (sim-

ply by multiplying its two “univariate shares”). As was shown in [51] (see also Section 2.6.7),

there exists constants γ1, . . . , γn such that:

ab = γ1 ·A(0, αi) ·B(0, αi) + . . .+ γn ·A(0, αn) ·B(0, αn) (3.3.1)

Our goal is to provide the parties bivariate sharing (of degree-t) of the product ab. The protocol

is similar to the original construction of BGW, where we save the invocation of F subshareV SS , and

have some modification of FmultV SS . In particular, the multiplication protocol proceeds as follows:

1. Each party distributes bivariate sharing (of degree-t) of the product A(0, αi) ·B(0, αi) in

a verifiable way. The protocol for sharing the product uses the (univariate) subshares of

A(0, αi) and B(0, αi) where the parties already hold by their bivariate shares of A(x, y)

and B(x, y). This step is carried out using the F̃multV SS functionality1 in Section 3.3.4,

which is the bivariate analogue to the FmultV SS functionality (Section 2.6.6). In order to

implement this step, we introduce the functionality called F̃eval, which is the univariate

analogue to Feval. In addition, we present yet another functionality F̃extend, that enables

a dealer to extends univariate shares to bivariate shares. This functionality is formalized

in Section 3.3.2.

2. Let Ci(x, y) be the bivariate polynomial that hides A(0, αi) ·B(0, αi). After the previous

step, each party Pj hold bivariate shares 〈Ci(x, αj), Ci(αj , y)〉 for every i. Using the linear

combination as in Eq. (3.3.1), each party obtains shares of C(x, y) =
∑n

i=1 γi · Ci(x, y),

and it holds that:

C(0, 0) =

n∑
i=1

γi · Ci(0, 0) =

n∑
i=1

γi ·A(0, αi) ·B(0, αi) = ab .

Thus, after each party distributes bivariate sharing of the product of its univariate shares

(A(0, αi) ·B(0, αi)), the parties just perform a local linear combination in order to obtain

1By convention, we denote bivariate-sharing based functionalities with a tilde.
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shares on the output polynomial.

The multiplication functionality is denoted by F̃mult, which is the bivariate analogue to Fmult
functionality. See Section 3.3.5.

Organization. We now proceed to formally describe and prove each one of the functionali-

ties. In Section 3.3.2 we define the F̃extend functionality that enables a dealer to transform a

univariate sharing to bivariate sharing. In Section 3.3.3 we present the F̃eval functionality which

is the bivariate analogue of Feval. In Section 3.3.4 we present the F̃multV SS functionality, and in

Section 3.3.5 we present the F̃mult functionality.

3.3.2 The F̃extend Functionality for Transforming Univariate to Bivariate

As we will show below (in Section 3.3.3) and as we have seen regarding F subshareV SS , it is possible

to utilize the additional information provided by a bivariate secret sharing in order to obtain

higher efficiency. However, some of the intermediate sharings used in the multiplication protocol

are inherently univariate. Thus, we introduce a new functionality called F̃extend that enables

a dealer to efficiently extend shares of a univariate polynomial q(x) of degree-t to a sharing

based on a bivariate polynomial S(x, y) of degree-t in both variables, with the guarantee that

q(x) = S(x, 0). In the functionality definition, the dealer receives the polynomial q(x) that is

distributed via the inputs of the honest parties. Although in any use of the functionality this is

already known to the dealer, we need it for technical reasons in the simulation when the dealer

is corrupted. See Functionality 3.3.1 for a full definition (observe that the dealer has as input

the univariate polynomial q(x) and a bivariate polynomial S(x, y) such that S(x, 0) = q(x)).

FUNCTIONALITY 3.3.1 (The F̃extend Functionality for Extending Shares)

F̃extend receives a set of indices I ⊆ [n] and works as follows:

1. The F̃extend functionality receives the shares of the honest parties {βj}j /∈I . Let q(x)
be the unique degree-t polynomial determined by the points {(αj , βj)}j /∈I . (If no such
polynomial exists then no security is guaranteed2.)

2. In case that the dealer is corrupted, F̃extend sends q(x) to the (ideal) adversary.

3. F̃extend receives S(x, y) from the dealer. Then, it checks that S(x, y) is of degree-t in
both variables and S(x, 0) = q(x).

4. If both condition holds, define the output of Pi to be the pair of univariate polynomials
〈S(x, αi), S(αi, y)〉. Otherwise, define the output of Pi to be ⊥.

5. (a) F̃extend sends the outputs to each honest party Pj (j 6∈ I).

(b) F̃extend sends the output of each corrupted party Pi (i ∈ I) to the (ideal) adversary.

The protocol that implements this functionality is simple and efficient, but the argument for

its security is delicate. The dealer distributes shares of S(x, y), using the bivariate VSS protocol

(F̃V SS). Each party receives shares S(x, αi), S(αi, y), and checks that S(αi, 0) = q(αi). If not,

2If all of the points sent by the honest parties lie on a single degree-t polynomial, then this guarantees that f(x)
is the unique degree-t polynomial for which f(αj) = βj for all j /∈ I. If not all the points lie on a single degree-t
polynomial, then no security guarantees are obtained. However, since the honest parties all send their prescribed
input, f(x) will always be as desired. This can be formalized using the notion of a partial functionality [53,
Sec. 7.2].
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it broadcasts a complaint. The parties accept the shares of S(x, y) if and only if there are at

most t complaints. See Protocol 3.3.2.

PROTOCOL 3.3.2 (Securely Computing F̃extend in the F̃V SS-Hybrid Model)

• Input: The dealer P1 holds a univariate polynomial of degree-t, q(x), and a degree-t
bivariate polynomial S(x, y) that satisfies S(x, 0) = q(x). Each party Pi holds q(αi).

• Common input: A field description F and n distinct non-zero elements α1, . . . , αn ∈ F.

• Aiding ideal functionality initialization: Upon invocation, the trusted party com-
puting the (fictitiously corruption-aware) functionality F̃V SS receives the set of cor-
rupted parties I.

• The protocol:

1. The parties invoke the F̃V SS functionality, where P1 (the dealer) uses the bivariate
polynomial S(x, y), and any other party inputs λ (the empty string).

2. If F̃V SS returns ⊥, each outputs ⊥ and halts.

3. Otherwise, let 〈S(x, αi), S(αi, y)〉 be the output shares of F̃V SS . If S(αi, 0) 6=
q(αi), then broadcast complaint(i).

• Output: If more than t parties broadcast complaint, output ⊥. Otherwise, output
〈fi(x), gi(y)〉 = 〈S(x, αi), S(αi, y)〉.

We now give an intuitive argument as to why the protocol securely computes the function-

ality. First, assume that the dealer is honest. In this case, the dealer inputs a degree-t bivariate

polynomial that satisfies S(x, 0) = q(x), as required. The bivariate VSS functionality F̃V SS
ensures that the honest parties receive the correct shares. Now, since the polynomial satisfies

the requirement, none of the honest parties complain. As a result, at most t parties complain,

and all the honest parties accept the new bivariate shares.

The case where the dealer is corrupted is more subtle. At first, it may seem possible that

t honest parties receive inconsistent shares and broadcast a complaint, while the remaining

t+ 1 honest parties receive consistent shares and remain silent (together with all the corrupted

parties). In such a case, only t complaints would be broadcast and so the parties would accept

the bivariate polynomial even though it is not consistent with the inputs of all honest parties.

Fortunately, as we show, such a situation can actually never occur. This is due to the fact that

the F̃V SS functionality ensures that the bivariate polynomial that is distributed is of degree-t in

both variables, and due to the fact that the inputs of the honest parties lie on a polynomial with

degree-t. As we show in the proof, this implies that if there exists a set of t+ 1 honest parties

for which the bivariate polynomial agrees with their inputs, then this bivariate polynomial must

satisfy S(x, 0) = q(x). In other words, we prove that once t + 1 of the bivariate shares are

consistent with the points of t + 1 of the honest parties, then all of the bivariate shares must

be consistent with all of the honest parties’ points.

Theorem 3.3.3 Let t < n/3. Then, Protocol 3.3.2 is t-secure for the F̃extend functionality in

the F̃V SS-hybrid model, in the presence of a static malicious adversary.

Proof: We separate to two case, depending whether the dealer is honest or not.

Case 1 - an Honest Dealer. An honest dealer always distributes a bivariate polynomial

that satisfies the condition, and so no honest party broadcasts a complaint. The view of the
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adversary is the output of the F̃V SS functionality, which is exactly the output of the trusted

party computing F̃extend in the ideal execution. Therefore, the simulation is straightforward.

The simulator S.

1. S invokes the adversary A with the auxiliary information z.

2. The honest parties send their shares to the trusted party computing F̃extend, and the dealer

sends a bivariate polynomial S(x, y) that satisfies the condition. Then, S receives from

F̃extend the univariate values {q(αi)}i∈I and the bivariate shares {S(x, αi), S(αi, y)}i∈I .

3. S sends the set of polynomials {〈S(x, αi), S(αi, y)〉}i∈I to the adversary A as the output

of F̃V SS (Step 1 in Protocol 3.3.2).

4. S outputs whatever A outputs and halts.

Since the adversary has no input to the F̃extend functionality, the output of the honest parties

in the ideal execution are always the bivariate shares on S(x, y). Since in the real execution

no honest party complains, there are at most t complaints and therefore the honest parties

always outputs their output from F̃extend, that is, their bivariate shares on S(x, y). The view of

the adversary in the ideal and real executions consists of the output of the F̃V SS functionality.

Therefore, overall, for every real adversary A controlling parties I where |I| ≤ t and I does not

include the dealer P1, every univariate polynomial q(x), every bivariate polynomial S(x, y) with

degree-t that satisfies S(x, 0) = q(x), and all auxiliary inputs z ∈ {0, 1}∗, it holds that:{
HYBRID

F̃V SS
π,A(z),I (~x)

}
=
{
IDEAL

F̃extend,S(z),I
(~x)
}

where ~x = ((q(x), S(x, y), q(α1)), q(α2), . . . , q(αn)).

We proceed to the second case - where the dealer is corrupted.

Case 2 - a Corrupted Dealer. The simulator interacts externally with a trusted party

computing F̃extend, while internally simulating the interaction of A with the trusted party

computing F̃V SS and the honest parties. Here, in order to simulate the complaints of the

honest parties, the simulator has to know the polynomial q(x) that is defined implicitly by the

inputs of the honest parties. Therefore, it received this polynomial from the F̃extend functionality

(see Step 2 in Functionality 3.3.1).

The simulator S.

1. S internally invokes A with the auxiliary input z.

2. Recall that the honest parties send their univariate shares to the trusted party computing

F̃extend. Then, the functionality reconstructs the underlying polynomial q(x), and sends it

to the simulator S (Step 2 in Functionality 3.3.1).

3. S internally receives from A the bivariate polynomial S′(x, y) that the dealer sends to the

(simulated) trusted party computing F̃V SS (Step 1 in Protocol 3.3.2).
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S checks the polynomial S′(x, y). If this polynomial is of degree-t in both variables, then it

accepts this polynomial and internally sends A as the output of F̃V SS the set of bivariate

shares {〈S′(x, αi), S′(αi, y)〉}i∈I . Otherwise it internally sends A the value ⊥ for every

i ∈ I, and externally sends x2t to F̃extend (i.e., an invalid polynomial), outputs whatever

A outputs, and halts.

4. S externally sends to the F̃extend functionality the bivariate polynomial S′(x, y) as the

input of the dealer.

5. For every j /∈ I, S checks that q(αj) = S′(αj , 0). If this check fails, it internally sends the

adversary A the message complaint(j) as a broadcast message of honest Pj.

6. S outputs whatever A outputs and halts.

We now prove that for every I ⊆ [n] such that 1 ∈ I, |I| ≤ t, every z ∈ {0, 1}∗ it holds that:{
HYBRID

F̃V SS
π,A(z),I (~x)

}
~x∈{0,1}∗

=
{
IDEAL

F̃extend,S(z),I
(~x)
}
~x∈{0,1}∗

where ~x = ((q(x), S(x, y), q(α1)), q(α2), . . . , q(αn)).

It is clear from the description of the simulator that the view of the corrupted party is the

same in both executions, since the simulator plays the role of the honest parties in the ideal

execution. It is left to show that the output of the honest parties is distributed identically in

both worlds, conditioning on the view of the corrupted parties.

If the dealer sends an invalid bivariate polynomial to F̃V SS , then it is easy to see that in

both executions the output of all honest parties is ⊥. Thus, we left with the case where the

polynomial S′(x, y) is of degree-t in both variables. If the polynomial satisfies the condition

S′(x, 0) = q(x), then in the ideal execution all the honest parties output their shares on this

bivariate polynomial, since the simulator sends S′ to F̃extend functionality. Likewise, in the

real execution no honest party broadcasts complaint, and the parties will accept this bivariate

polynomial (exactly like the case of an honest dealer).

The only case that is left is where the dealer sends a polynomial of degree-t such that

S′(x, 0) 6= q(x). In the ideal world, the functionality F̃extend rejects this polynomial and all

honest parties output ⊥. We therefore need to show that the same happens in the real execution,

or, equivalently, that strictly more than t parties broadcast complaint.

Assume by contradiction that S′(x, 0) 6= q(x) and that less than t + 1 parties broadcast

complaint. Therefore, there must be at least t + 1 honest parties that are satisfied with their

shares. The F̃V SS functionality ensures that S′(x, y) is of degree-t in both variables, and thus

S′(x, 0) is a univariate polynomial of degree t. For every honest party that does not broadcast

complaint it holds that S′(αj , 0) = q(αj). Since both polynomials S′(x, 0), q(x) are polynomials

with degree-t, and since they agree in at least t+ 1 points, these two polynomials are identical.

We conclude that S′(x, 0) = q(x) in contradiction. Therefore, it must be that at least t + 1

parties broadcast complaint, and so all the parties in the real execution output ⊥, like in the

ideal execution. This completes the proof.

3.3.3 The F̃ k
eval Functionality for Evaluating a Shared Bivariate Polynomial

Another tool that we need is the F̃ keval functionality. Given a sharing of a bivariate poly-

nomial S(x, y) of degree-t in both variables, the functionality enables the parties to evalu-
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ate the bivariate polynomial on some point αk, or equivalently to learn the bivariate sharing

〈S(x, αk), S(αk, y)〉. The F̃ keval functionality is formally defined in Functionality 3.3.4.

FUNCTIONALITY 3.3.4 (The Functionality F̃ k
eval)

F̃ keval receives a set of indices I ⊆ [n] and works as follows:

1. The F̃ keval functionality receives from each honest party Pj the pair of degree-t poly-
nomials (fj(x), gj(y)), for every j /∈ I. Let S(x, y) be the single bivariate polynomial
with degree-t in both variables that satisfies S(x, αj) = fj(x), S(αj , y) = gj(y) for every
j /∈ I. (If no such S(x, y) exists, then no security is guaranteed; see Footnote 2).

2. (a) For every j 6∈ I, F keval sends the output pair 〈S(x, αk), S(αk, y)〉.
(b) In addition, for every i ∈ I, F keval sends the output pair 〈S(x, αk), S(αk, y)〉 to the

(ideal) adversary.

The protocol computing F̃ keval is straightforward and very efficient. Given input 〈fi(x), gi(y)〉
(which under a similar assumption on the inputs as in Footnote 2 equals S(x, αi), S(αi, y)),

each party Pi evaluates its polynomials on the point αk and sends fi(αk), gi(αk) (equivalently,

S(αk, αi), S(αi, αk))) to every other party; broadcast is not needed for this. Assume for now that

all parties send the correct values. Thus, at the end of this step, each party holds the values

(f1(αk), . . . , fn(αk)) and (g1(αk), . . . , gn(αk)). Now, recall that for every i, j ∈ [n], fi(αj) =

gj(αi) = S(αj , αi). Therefore, each party actually holds the sequences (gk(α1), . . . , gk(αn)) and

(fk(α1), . . . , fk(αn)), respectively, and can reconstruct the polynomials gk(y) and fk(x). See

Protocol 3.3.5.

In case the corrupted parties send incorrect values (or do not send any values), since fk(x)

and gk(y) are both degree-t polynomials, each party can reconstruct the polynomials by using

Reed-Solomon decoding.

The simplicity and efficiency of this protocol demonstrates the benefits of the approach of

utilizing the bivariate shares throughout the entire multiplication protocol.

Theorem 3.3.6 Let t < n/3. Then, Protocol 3.3.5 is t-secure for the F̃ keval functionality in the

presence of a static malicious adversary.

Proof: The functionality F̃ keval does not receive any values from the ideal adversary, and so the

simulator does not send any value to the trusted party. The simulator only needs to generate

the view of the corrupted parties. That is, it needs to generate the points:

{S(αk, αj), (S(αj , αk))}j /∈I

This set of points can be computed easily from the polynomials S(x, αk), S(αk, y) that the

simulator receives from the F̃eval–functionality.

The simulator S.

1. S invokes the adversary A on the auxiliary input z.

2. S receives from the F̃eval functionality the polynomials (S(x, αk), S(αk, y)) as the output

of all parties. Let fk(x)
def
= S(x, αk), and gk(y)

def
= S(αk, y).
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PROTOCOL 3.3.5 (Securely Computing F̃ k
eval)

• Input: Each party holds two degree-t polynomials fi(x), gi(y).

(It is assumed that there there exists a single bivariate polynomial S(x, y) such that
for every i ∈ [n]: S(x, αi) = fi(x) and S(αi, y) = gi(y). If such a polynomial does not
exists, then no security is guaranteed; see the definition of the functionality).

• Common input: A field description F and n distinct non-zero elements α1, . . . , αn ∈ F.

• The protocol:

1. Each party Pi sends to each party the values (fi(αk), gi(αk)) (which are the values
(gk(αi), fk(αi)) = (S(αk, αi), S(αi, αk)), respectively).

2. At the end of this stage each party holds the sequences (Ŝ(α1, αk), . . . , Ŝ(αn, αk))
and (Ŝ(αk, α1), . . . , Ŝ(αk, αn)), where each is a possibly corrupted codeword of
distance at most-t from each one of the following codewords, respectively:

S(α1, αk), . . . , S(αn, αk)) = (gk(α1), . . . , gk(αn)),

S(αk, α1), . . . , S(αk, αn)) = (fk(α1), . . . , fk(αn)) .

3. Using the Reed-Solomon decoding procedure, each party decodes the above code-
words and reconstructs the polynomials S(x, αk) = fk(x) and S(αk, y) = gk(y).

• Output: Each party outputs 〈S(x, αk), S(αk, y)〉 = 〈fk(x), gk(y)〉.

3. For every j /∈ I, and for every i ∈ I, S simulates party Pj sending to Pi the values

(fj(αk), gj(αk)) = (gk(αj), fk(αj)) = (S(αk, αj), S(αj , αk)) as in the first step of the pro-

tocol.

4. S outputs whatever A outputs and halts.

We now show that for every real adversary A controlling parties I where |I| ≤ t, for every

bivariate polynomial S(x, y) with degree-t in both variables x, y and all auxiliary input z ∈
{0, 1}∗ it holds that: {

IDEAL
F̃eval,S(z),I

(~x)
}
≡
{
REALπ,A(z),I(~x)

}
where ~x = ((f1(x), g1(y)), . . . , (fn(x), gn(y)), and for every j ∈ [n], fj(x) = S(x, αj), gj(y) =

S(αj , y).

The view of the adversary is exactly the same in both executions, since it holds that:

fj(αk) = S(αk, αj) = gk(αj) and gj(αk) = S(αj , αk) = fk(αj).

Since the corrupted parties have no inputs to the functionality, it is enough to show that

the output of the honest parties is the same in both executions. In the ideal, the parties

output 〈S(x, αk), S(αk, y)〉. In the real, since S(x, y) is a bivariate polynomial with degree-t in

both variables, the polynomials S(x, αk), S(αk, y) are both of degree-t. As a result, the values

(S(α1, αk), . . . , S(αn, αk)) are a Reed-Solomon codeword of length n and dimension t+ 1, and

therefore it is possible to correct up to n−t
2 > 3t−t

2 = t errors. Thus, the values sent by

the corrupted parties in the output stage have no influence whatsoever on the honest parties’

outputs, and thus the honest parties reconstruct the correct polynomials 〈S(x, αk), S(αk, y)〉.
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3.3.4 The F̃mult
V SS Functionality for Sharing a Product of Shares

The main step for achieving secure multiplication is a method for a party Pi to share the

product of its shares3 a·b, while preventing a corrupted Pi from sharing an incorrect value. In

the univariate case, the parties use F subshareV SS to first share their shares, and then use FmultV SS to

distribute shares of the product of their shares. In this section, we revisit the multiplication for

the bivariate case. In this case, the parties hold shares of univariate polynomials that hide a

party Pi’s shares a, b, exactly as in the univariate solution with functionality FmultV SS . We stress

that in our case these shares are univariate (i.e. points on a polynomial) and not bivariate

shares (i.e. univariate polynomials) since we are referring to the subshares. Nevertheless, as we

have shown, these can be separately extended to bivariate sharings of a and b using F̃extend.

Our goal with F̃multV SS is for the parties to obtain a sharing of a ·b, by holding shares of a bivariate

polynomial C(x, y) whose constant term is the desired product. See Functionality 3.3.7 for a

specification.

FUNCTIONALITY 3.3.7 (The F̃mult
V SS functionality for sharing a product of shares)

F̃multV SS receives a set of indices I ⊆ [n] and works as follows:

1. The F̃multV SS functionality receives an input pair (aj , bj) from every honest party Pj (j /∈
I). The dealer P1 has polynomials A(x), B(x) such that A(αj) = aj and B(αj) = bj ,
for every j.

2. F̃multV SS computes the unique degree-t univariate polynomials A and B such that A(αj) =

aj and B(αj) = bj for every j /∈ I (if no such A or B exist of degree-t, then F̃multV SS

behaves differently as in Footnote 2).

3. If the dealer P1 is honest (1 /∈ I), then:

(a) F̃multV SS chooses a random degree-t bivariate polynomial C(x, y) under the constraint
that C(0, 0) = A(0) ·B(0).

(b) Outputs for honest: F̃multV SS sends the dealer P1 the polynomial C(x, y), and for
every j 6∈ I it sends the bivariate shares 〈C(x, αj), C(αj , y)〉.

(c) Output for adversary: For every i ∈ I, the functionality F̃multV SS sends the univariate
shares A(αi), B(αi), and the bivariate shares 〈C(x, αi), C(αi, y)〉.

4. If the dealer P1 is corrupted (1 ∈ I), then:

(a) F̃multV SS sends (A(x), B(x)) to the (ideal) adversary.

(b) F̃multV SS receives a polynomial C as input from the (ideal) adversary.

(c) If either deg(C) > t or C(0, 0) 6= A(0) · B(0), then F̃multV SS resets C(x, y) = A(0) ·
B(0). That is, the constant polynomial equalling A(0) ·B(0) everywhere.

(d) Output for honest: F̃multV SS sends the bivariate shares 〈C(x, αj), C(αj , y)〉 to Pj for
every j 6∈ I.

(There is no more output for the adversary in this case.)

The protocol. Recall the idea behind the univariate protocol as appear in BGW. The dealer

chooses the univariate polynomials D1(x), . . . , Dt(x) so that C(x) = A(x)·B(x)−
∑t

`=1 x
` ·D`(x)

is a degree-t polynomial with constant term a·b. Note that since each polynomialD` is multiplied

3For the sake of clarity and to reduce the number of indices, in this section we refer to a and b as the shares
of Pi (and not the secret), and to aj and bj the univariate subshares that Pj holds of Pi’s shares a and b.

122



by x`, we have that the constant-term of C(x) is always a · b (i.e., A(0) · B(0)). The protocol

shows how P1 can choose the polynomials such that all the coefficient of degree higher than t are

canceled, which ensure that C(x) is of degree-t exactly. In case P1 uses “incorrect” polynomials,

then C(x) may be of degree hight than t. The parties then verify that C(x) is of degree-t (using

a special verification process), and in case the verification succeeds, they output their shares on

C(x). See Section 2.6.6.

In the bivariate case, we wish to get shares of a bivariate polynomial C(x, y). The parties

hold as input shares of the univariate polynomial A(x), B(x) as in the BGW protocol. Then,

the dealer chooses D1, . . . , Dt is a similar way as the original protocol (i.e., see Eq. (2.6.4) in

Section 2.6.6). However, here the dealer distributes bivariate sharing instead of a univariate,

and therefore for every polynomial D`(x) it chooses a bivariate polynomial D`(x, y) uniformly

at random under the constraint that D`(x, 0) = D`(x). Then, it distributes each one of these

bivariate polynomial using the bivariate sharing functionality F̃V SS . This ensures that all the

polynomials D1(x, 0), . . . , Dt(x, 0) are of degree-t. In addition, this comes at no additional cost

over the univariate protocol since the BGW VSS protocol anyway uses bivariate polynomials. At

this point, each party holds shares of the univariate polynomials A(x), B(x), and shares of the t

bivariate polynomials D1(x, y), . . . , Dt(x, y). From the construction, the univariate polynomial

defined by:
C ′(x) = A(x) ·B(x)−

t∑
k=1

xk ·Dk(x, 0)

is a random polynomial with constant-term a ·b, and each party Pi can locally compute its share

C ′(αi) on this polynomial. However, as in the univariate case, if the dealer did not choose the

polynomials D`(x, y) as instructed, the polynomial C ′(x) may not be of degree-t, and in fact

can be any polynomial of degree 2t (but no more since all the polynomials were shared using

VSS and so are of degree at most t). We must therefore check the degree of C ′(x).

The verification of the polynomial C ′(x). At this point, the dealer chooses a random

bivariate polynomial C(x, y) of degree-t in both variables under the constraint that C(x, 0) =

C ′(x), and shares it using the bivariate VSS functionality F̃V SS . This guarantees that the

parties hold shares of a degree-t bivariate polynomial C(x, y). If this polynomial satisfies

C(x, 0) = C ′(x) = A(x) ·B(x)−
t∑

`=1

x` ·D`(x, 0)

then C(0, 0) = A(0) ·B(0) = a · b, and we are done.

We therefore want to check that indeed C(x, 0) = C ′(x). Each party Pi holds shares of the

polynomial C(x, y), and so it holds the univariate polynomials C(x, αi), C(αi, y). Moreover, it

has already computed its share C ′(αi). Thus, it can check that C(αi, 0) = C ′(αi). Since C ′(x)

is of degree at most 2t, and since C(x, y) is of degree-t, then if this check passes for all of the

2t+1 honest parties, we are guaranteed that C(x, 0) = C ′(x), and so C(0, 0) = a · b. Thus, each

party checks that C(αi, 0) = C ′(αi), and if not it broadcasts a complaint. If there are more than

t complaints, then it is clear that the dealer is corrupted. However, even when there are less

than t complaints the dealer can be corrupted, and so the parties need to unequivocally verify

each complaint.

The way the parties verify whether or not a complaint is false is as follows. The parties

evaluate each one of the polynomials D1, . . . , Dt, A,B, and C on the point of the complaining

party Pk. This is done by using the functionality F̃ keval (see Section 3.3.3). Observe that all of the

polynomials D1, . . . , Dt, C are bivariate and of degree-t, and so the bivariate F̃ keval can be used.
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In contrast, A(x) and B(x) are only univariate polynomials and so F̃extend (see Section 3.3.2) is

first used in order to distribute bivariate polynomial A(x, y) and B(x, y) that fit A(x) and B(x),

respectively. Following this, F̃ keval can also be used for A(x, y) and B(x, y). Finally, after the

parties receive all of the shares of the complaining party, they can check whether the complaint

is true or false. In case of a true complaint, the parties reconstruct the original shares and

set their output to be a ·b. See Protocol 3.3.8 for a full specification. The protocol is in the

(F̃V SS , F̃
1
eval, . . . , F̃

n
eval, F̃extend)-hybrid model. From here on, we write F̃eval-hybrid model to

refer to all n functionalities F̃ 1
eval, . . . , F̃

n
eval.

Theorem 3.3.9 Let t < n/3. Then, Protocol 3.3.8 is t-secure the F̃multV SS functionality in the

(F̃V SS , F̃eval, F̃extend)-hybrid model, in the presence of a static malicious adversary.

Proof: The proof is based on the proof of Theorem 2.6.14. We again separate between an

honest dealer and a corrupted dealer.

Case 1 – the Dealer P1 is Honest

Since the dealer is honest, the simulator does not send any input to the trusted party comput-

ing F̃multV SS , and so it receives directly from the trusted party the shares A(αi), B(αi) and the

polynomials 〈C(x, αi), C(αi, y)〉, for every i ∈ I.

The simulator chooses t degree-t polynomials D1(x), . . . , Dt(x) as the simulator in Theo-

rem 2.6.14. Then, the simulator chooses the degree-t bivariate polynomialsDS1 (x, y), . . . , DSt (x, y)

uniformly at random under the constraint that DSi (x, 0) = Di(x) for every i = 1, . . . , t. We

will show that these polynomials has the same distribution has in the real execution. In order

to simulate complaints, observe that no honest party broadcasts a complaint. In addition, for

every complaint of a dishonest party, the complaint resolution phase can be carried out since

the simulator has all the points of the complaining party. We now describe the simulator.

The simulator S.

1. S invokes the adversary A with the auxiliary input z.

2. Recall that all honest parties send their inputs A(αj), B(αj) to the trusted party computing

F̃multV SS . Then, F̃multV SS reconstructs the polynomials A(x), B(x) and chooses a random poly-

nomial C(x, y). It then sends the simulator the values {A(αi), B(αi)}i∈I and the shares

{C(x, αi), C(αi, y)}i∈I .

3. S chooses t − 1 random degree-t polynomials DS2 (x), . . . , DSt (x). In addition, it chooses

random degree-t polynomial DS1 (x) under the constraint that:

DS1 (αi) = (αi)
−1 ·

(
A′(αi) ·B′(αi)− C(αi, 0)−

t∑
`=2

(αi)
` ·DS` (αi)

)

for every i ∈ I.

4. S chooses the bivariate polynomials DS1 (x, y), . . . , DSt (x, y) under the constraint that DSj (x, 0) =

DSj (x) for every j = 1, . . . , t.
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PROTOCOL 3.3.8 (Computing F̃mult
V SS in the (F̃V SS, Feval, F̃extend)-hybrid model)

Input:
1. The dealer P1 holds two degree-t polynomials A and B.

2. Each party Pi holds a pair of shares ai and bi such that ai = A(αi) and bi = B(αi).

Common input: A field description F and n distinct non-zero elements α1, . . . , αn ∈ F. Aiding

ideal functionality initialization: Upon invocation, the trusted party computing the (fictitiously

corruption-aware) functionality F̃V SS , and the corruption-aware functionality F̃extend and Feval re-
ceives the set of corrupted parties I.

The protocol:
1. Dealing phase:

(a) The dealer P1 defines the degree-2t polynomial D(x) = A(x) ·B(x);
Denote D(x) = a · b+

∑2t
k=1 dk · x

k.

(b) P1 chooses t2 values {r`,j} uniformly and independently at random from F, where ` =
1, . . . , t, and j = 0, . . . , t − 1. For every ` = 1, . . . , t, the dealer defines the polynomial
D`(x): D`(x) =

∑t−1
m=0 r`,m · x

m +
(
d`+t −

∑t
m=`+1 rm,t+`−m

)
· xt.

(c) P1 computes the polynomial: C′(x) = D(x)−
∑t
`=1 x

` ·D`(x).

(d) P1 chooses t random degree-t bivariate polynomials D1(x, y), . . . , Dt(x, y) under the
constraint that D`(x, 0) = D`(x) for every ` = 1, . . . , t. In addition, it chooses a random
bivariate polynomial C(x, y) of degree-t under the constraint that C(x, 0) = C′(x).

(e) P1 invokes the F̃V SS functionality as dealer with the following inputs: C(x, y), and
D`(x, y) for every ` = 1, . . . , t.

2. Each party Pi works as follows:

(a) If any of the shares it receives from F̃V SS equal ⊥ then Pi proceeds to the reject phase.

(b) Pi computes c′i
def
= ai · bi −

∑t
k=1(αi)

k · Dk(αi, 0). If C(αi, 0) 6= c′i, then Pi broadcasts

(complaint, i); note that C(αi, y) is part of Pi’s output from F̃V SS with C(x, y).

(c) If any party Pk broadcast (complaint, k) then go to the complaint resolution phase.

3. Complaint resolution phase:

(a) P1 chooses two random bivariate polynomials A(x, y), B(x, y) of degree t under the
constraint that A(x, 0) = A(x) and B(x, 0) = B(x).

(b) The parties invoke the F̃extend functionality twice, where P1 inserts A(x, y), B(x, y) and
each party inserts ai, bi. If any one of the outputs is ⊥ (in which case all parties receive
⊥), Pi proceeds to reject phase.

(c) The parties run the following for every (complaint, k) message:

i. Run t + 3 invocations of F̃ keval, with each party Pi inputting its shares of A(x, y),
B(x, y), D1(x, y), . . . , Dt(x, y), C(x, y), respectively.
Let A(αk, y), B(αk, y), D1(αk, y), . . . , Dt(αk, y), C(αk, y) be the resulting shares (we
ignore the dual shares S(x, αk) for each polynomial).

ii. If: C(αk, 0) 6= A(αk, 0) ·B(αk, 0)−
∑t
`=1 α

`
kD`(αk, 0), proceed to the reject phase.

4. Reject phase:

(a) Every party Pi sends ai, bi to all Pj . Party Pi defines the vector of values ~a = (a1, . . . , an)
that it received, where aj = 0 if it was not received at all. Pi sets A′(x) to be the output
of Reed-Solomon decoding on ~a. Do the same for B′(x).

(b) Every party Pi sets C(x, αi) = C(αi, y) = A′(0) ·B′(0); a constant polynomial.

5. Outputs: Every party Pi outputs C(x, αi), C(αi, y). Party P1 outputs (A(x), B(x), C(x, y)).
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5. S simulates the F̃V SS invocations (Step 1e of Protocol 3.3.8), and gives the adversary

for every i ∈ I the bivariate shares 〈DS1 (x, αi), D
S
1 (αi, y)〉, . . . , 〈DSt (x, αi), D

S
t (αi, y)〉. In

addition, it gives the bivariate shares 〈C(x, αi), C(αi, y)〉 that it has received from F̃multV SS .

6. If the adversary A broadcast a complaint message, for some i ∈ I, then the protocol proceed

to the complaint resolution phase (Step 3 in Protocol 3.3.8).

S selects two (arbitrary) degree-t univariate polynomials Â(x), B̂(x) under the constraint

that Â(αi) = A(αi) and B̂(αi) = B(αi) for every i ∈ I. Then, it chooses two degree-t

bivariate polynomials Ã(x, y), B̃(x, y) uniformly at random, under the constraints that

Ã(x, 0) = Â(x) and B̃(x, 0) = B̂(x).

It then sends the bivariate shares 〈Ã(x, αi), Ã(αi, y)〉, 〈B̃(x, αi), B̃(αi, y)〉 for every i ∈ I,

as the outputs of the F̃extend functionality.

7. For every k ∈ I for which A instructs a corrupted party Pk to broadcast a (complaint, k)

message, S simulates the complaint resolution phase by simulating Pi receiving outputs

(Ã(x, αk), Ã(αk, y)), (B̃(x, αk), B̃(αk, y)), (C(x, αk), C(αk, y)), (DS1 (x, αk), D
S
1 (αk, y)), . . .,

(DSt (x, αk), D
S
t (αk, y)) from F̃ keval, for every i ∈ I (Step 3(c)i in Protocol 3.3.8).

8. S outputs whatever A outputs and halts.

We prove that for every I ⊆ [n] where 1 /∈ I, for every z ∈ {0, 1}∗ and all vectors of inputs ~x:{
IDEAL

F̃multV SS ,S(z),I
(~x)
}
≡
{
HYBRID

F̃V SS ,F̃extend,F̃eval
π,A(z),I (~x)

}
We begin by showing that the output of the honest parties is distributed identically in the

ideal world and the hybrid world. Then, we show that the view of the corrupted parties is

distributed identically, when the output of the honest parties is given.

The honest parties’ outputs. We analyze the distribution of the output of the honest

parties. Let A(x), B(x) be the two polynomials that are defined implicitly from the points of

the honest parties inputs. Then, in the ideal world the trusted party chooses C(x, y) uniformly

at random from BA(0)·B(0),t. The output of the honest parties fully defines these polynomials.

In the protocol execution, we have that the honest dealer chooses DS1 (x), . . . , DSt (x) as

instructed. Thus, it is clear that the constant term of C(x, y) is A(0)·B(0) and the honest parties

never complaint. In addition, relying on the F̃eval, F̃extend functionalities, in the complaint

resolution phase the honest parties never accept a (false) complaint. Therefore, each honest

party outputs the bivariate share 〈C(x, αi), C(αi, y)〉.
We now show that the polynomial C(x, y) is uniformly distributed in BA(0)B(0),t. The dealer

has chosen C(x, y) uniformly at random under the constraint that C(x, 0) = C ′(x), and thus it

is enough to show that C ′(x) is distributed uniformly at random in PA(0)B(0),t. However, this

follows immediately from Theorem 2.6.14. We conclude that the output of the honest parties

is distributed identically in the real and ideal executions.

The adversary’s view. We now show that the view of the adversary is distributed identically

in the real protocol and ideal executions, given the honest parties’ outputs. Fixing the honest

parties outputs, determine the polynomials A′(x), B′(x), C(x, y).
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The view of the adversary in the first round of an execution of the real protocol consists of

the polynomials:{〈
DS1 (x, αi), D

S
1 (αi, y)

〉
, . . . ,

〈
DSt (x, αi), D

S
t (αi, y)

〉
, 〈C(x, αi), C(αi, y)〉

}
i∈I

that are received from the invocations of F̃V SS (Step 1e in Protocol 3.3.8). Furthermore, in

case any corrupted party broadcast a complaint, in addition to the above, the adversary’s view

consists of the polynomials:{〈
Ã(x, αi), Ã(αi, y)

〉
,
〈
B̃(x, αi), B̃(αi, y)

〉}
i∈I

which are the output of the F̃extend functionality. Without loss of generality, we assume that the

adversary always outputs a complaint message, for some i and thus we consider the distribution

after the executions of F̃extend.

From Theorem 2.6.14, and since the univariate polynomials D1(x), . . . , Dt(x) are chosen

similarly in both theorems (i.e., in Protocol 2.6.15 and Protocol 3.3.8, and in the respective sim-

ulators of Theorems 2.6.14 and 3.3.9), we conclude that all the shares on the univariate polyno-

mials {D1(αi), . . . , Dt(αi)}i∈I (and {DS1 (αi), . . . , D
S
t (αi)}i∈I) are distributed identically in the

real and ideal executions, even when conditioning on the fixed polynomials A(x), B(x), C(x, 0),

and also when conditioning on the whole bivariate polynomial C(x, y) (since C(x, y) is cho-

sen uniformly at random under the constraint that C(x, 0) = C(x), and therefore the view is

independent of it).

Now, in the ideal execution, for every ` the simulator chooses bivariate polynomials DS` (x, y)

uniformly and independently at random under the constraint that DS` (x, 0) = D`(x), and in

addition, it chooses Ã(x, y), B̃(x, y) under the constraint that Ã(x, 0) = Â(x) and B̃(x, 0) =

B̂(x). In the real execution, the dealer chooses the bivariate polynomials in a similar way: For

every ` it chooses D`(x, y) uniformly at random under the constraint that D`(x, 0) = D`(x)

and in addition, it chooses A(x, y), B(x, y) uniformly at random under the constraint that

A(x, 0) = A(x) andB(x, 0) = B(x). As we have seen above, all the polynomials in the simulation

and in the real executions agree on the points {αi}i∈I (i.e., DS` (αi, 0) = D`(αi, 0) for every

` = 1, . . . , t, A(αi, 0) = Â(αi, 0) and B(αi, 0) = B̂(αi, 0)). Moreover, Claim 2.5.4 tells as that

the shares of corrupted partes of two bivariate polynomials, where each polynomial is based

on some univariate polynomial that agree on the points of corrupted parties, are distributed

identically. That is, for instance, the bivariate shares of the two polynomials D1(x, y) and

DS1 (x, y), the bivariate polynomial are chosen based on univariate polynomials D1(x, 0) and

DS1 (x, 0) that agree on all point {αi}i∈I . This is true also for D2, . . . , Dt (and DS2 , . . . , D
S
t ), and

also the outputs of F̃extend. Therefore, using Claim 2.5.4, we conclude that:{
(DS1 (x, αi), D

S
1 (αi, y)) . . . , (DSt (x, αi), D

S
t (αi, y)), (Ã(x, αi), Ã(αi, y)), (B̃(x, αi), B̃(αi, y))

}
i∈I
≡

{(D1(x, αi), D1(αi, y)) . . . , (Dt(x, αi), Dt(αi, y)), (A(x, αi), A(αi, y)), (B(x, αi), B(αi, y))}i∈I

where both distributions are conditioned on the output of the honest parties. This concludes

that the view of the adversary is the same conditioned on the output of the honest parties.
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Case 2 - the Dealer P1 is Corrupted

This case is simpler. Loosely speaking, security holds because (a) the dealer receives no mes-

sages from the honest parties (unless there are complaints in which case it learn nothing it

did not know), and (b) any deviation by a corrupted dealer from the prescribed instructions

is unequivocally detected in the verify phase via the F̃eval invocations. We now describe the

simulator.

The simulator S.

1. S invokes A with the auxiliary input z.

2. Recall that the honest parties send their inputs to the trusted party computing F̃multV SS , and

the later reconstruct the polynomials A(x) and B(x). S receives A(x), B(x) from F̃multV SS

(Step 4a in Functionality 3.3.7).

3. S receives the polynomials C(x, y), D1(x, y), . . . , Dt(x, y) that A instructs the corrupted

dealer to use in the F̃V SS invocations (Step 1e in Protocol 3.3.8).

4. If deg(C) > t or if deg(D`) > t for some ` = 1, . . . , t, then S proceeds to step 9.

5. For every j /∈ I, such that C(αk, 0) 6= A(αk) ·B(αk)−
∑t

m=1 α
m
k ·Dm(αk, 0), simulator S

simulates Pk broadcasting (complaint, k).

6. In case any party (either the simulator or the adversary A itself) has broadcast a complaint,

S receives from the adversary the bivariate polynomials Ã(x, y), B̃(x, y). It then checks

that Ã(x, 0) = A(x) and B̃(x, 0) = B(x). If the above does not hold, it sends ⊥ as the

output from the F̃extend functionality, and proceeds to Step 9.

7. For every (complaint, k) message that was broadcast by a corrupted party Pk, the simula-

tor S generates the results of the F̃eval executions: It simply sends the necessary bivari-

ate shares on Ã, B̃, C,DS1 , . . . , D
S
t . If there exists a k such that C(αk, 0) 6= A′(αk, 0) ·

B′(αk, 0)−
∑t

`=1(αk)
` ·DS` (αk, 0), then S proceeds to Step 9.

8. If S reaches this points, then it sends C(x, y), as obtained from A above, to F̃multV SS .

9. Simulating reject:

(a) S sends Ĉ(x, y) = xt+1 to the trusted party computing F̃multV SS (i.e., S sends a polyno-

mial Ĉ such that deg(Ĉ) > t).

(b) S simulates every honest party Pj broadcasting aj = A(αj) and bj = B(αj) as in the

reject phase (Step 4 in Protocol 3.3.8).

(c) S outputs whatever A outputs and halts.

Since the simulator receives from F̃multV SS the polynomials A(x), B(x) it therefore can compute

all actual inputs of the honest parties. Therefore, the view generated by the simulator is

identical to the view in the actual execution. We now show that the output of the honest

parties is distributed identically in the real and ideal, given the view of the corrupted parties.

This follows from the same arguments as the proof of Theorem 2.6.14. If there is no reject, then
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from the exact same arguments it must hold that C ′(x) is a degree-t polynomial with constant

term ab. Thus, using F̃V SS , the polynomial C(x, y) is a degree-t bivariate polynomial that hides

ab . On the other hand, if there is reject, then clearly in both executions the parties output the

constant polynomial A(0) ·B(0).

3.3.5 The F̃mult Functionality and its Implementation

We are finally ready to show how to securely compute the product of shared values, in the

presence of malicious adversaries.

The functionality. The functionality is similar to that of the Fmult functionality, with the

only difference that the invariant of the protocol is that now the value on each wire is hidden by

bivariate polynomial instead of a univariate polynomial. Therefore, the inputs of the parties are

now shares on two degree-t bivariate polynomials A(x, y), B(x, y), and the goal is to compute

shares on some random degree-t bivariate polynomial C(x, y) such that C(0, 0) = A(0, 0)·B(0, 0).

We note that the corrupted parties are able to influence the output and determine the shares

of the corrupted parties in the output bivariate polynomial C(x, y). Therefore, we let the

adversary to choose its output (i.e., its output shares), and the functionality chooses the output

polynomial C(x, y) to agree with the shares of the adversary.

In order to simplify the proof of security, and in order to avoid proving some non-trivial

statements regarding distributions of bivariate polynomials, we define an ideal functionality that

is “less secure” than the real protocol. In particular, the real protocol enable the adversary to

influence |I| bivariate shares on the output polynomial C(x, y). However, we allow the ideal

adversary to influence exactly t shares on the output polynomial C(x, y). Of course, in case

|I| = t this makes no difference, but it does give the ideal adversary more ability in case where

|I| < t. However, this formulation of functionality suffices for our needs in the overall BGW

protocol, and simplifies immensely the proof of security.
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FUNCTIONALITY 3.3.10 (Functionality F̃mult for emulating a multiplication gate)

F̃mult receives a set of indices I ⊆ [n] and works as follows:

1. The F̃mult functionality receives the inputs of the honest parties
{〈faj (x), gaj (y)〉, 〈f bj (x), gbj(y)〉}j /∈I . Let A(x, y), B(x, y) be the unique degree-t bi-
variate polynomials determined by these, respectively. (If such polynomials do not
exist then no security is guaranteed; see Footnote 2.)

2. F̃mult sends {〈A(x, αi), A(αi, y)〉, 〈B(x, αi), B(αi, y)〉}i∈I to the (ideal) adversary.

3. F̃mult receives a degree-t bivariate polynomial H(x, y) from the (ideal) adversary. If the
adversary sends a polynomial of higher degree, truncate it to polynomial of degree-t in
both variables.

4. F̃mult defines a degree-t bivariate polynomial C(x, y) such that:

(a) C(0, 0) = A(0, 0) ·B(0, 0),

(b) Let T be a set of size exactly t indices such that I ⊆ T , where T is fully determined
from I; Then, for every i ∈ T , set C(x, αi) = H(x, αi) and C(αi, y) = H(αi, y).

(such a degree-t polynomial always exists from Claim 3.2.1.)

5. Output: The functionality F̃mult sends the polynomial 〈C(x, αj), C(αj , y)〉 to every
honest party Pj (j 6∈ I).

(There is no more output for the adversary.)

The protocol idea. The protocol idea is similar to the implementation in the original BGW,

with the following major difference: The parties do not need to subshare their shares, since

these are already shared. As input, each party Pi holds the bivariate shares 〈A(x, αi), A(αi, y)〉,
〈B(x, αi), B(αi, y)〉, where A(x, y), B(x, y) are degree-t bivariate polynomials with constant

terms a, b, respectively. Thus, the polynomial A(0, y) is a degree-t univariate polynomial with

constant term A(0, 0) = a. In addition, B(0, y) is a degree-t bivariate polynomial B(0, αi), and

so A(0, y) ·B(0, y) is a degree-2t polynomial with the desired constant term ab. As was shown

in [51], there exist constants γ1, . . . , γn such that:

ab = γ1 ·A(0, α1) ·B(0, α1) + . . .+ γn ·A(0, αn) ·B(0, αn) (3.3.2)

We refer to the values A(0, αi), B(0, αi) as the actual shares of party Pi, and those values

are the constant terms of the polynomials A(x, αi), B(x, αi), respectively, which are part of the

shares of Pi. Observe that each party Pj holds the values A(αj , αi) and B(αj , αi). Therefore, Pi
can use the F̃multV SS -functionality, and to distribute some random degree-t bivariate polynomial

Ci(x, y) with constant term A(0, αi) ·B(0, αi). Since Pi distributes it using F̃multV SS , all parties are

able to verify that the constant term of Ci is correct. After each party distributes the product

of its shares, we have n bivariate polynomials Ci(x, y) that are shared among the parties, where

the constant term of each polynomial is A(0, αi) ·B(0, αi), respectively. Now, let:

C(x, y)
def
= γ1 · C1(x, y) + . . .+ γn · Cn(x, y)

observe that this is a bivariate polynomial of degree-t in both variables, its constant term is ab,

and each party can compute its share on this polynomial using the same linear combination on
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its shares of C1, . . . , Cn. We now formally describe the protocol.

PROTOCOL 3.3.11 (Computing F̃mult in the F̃mult
V SS -hybrid model)

• Input: Each party Pi holds (〈fai (x), gai (y)〉, 〈f bi (x), gbi (y)〉) for some bivariate polyno-
mials A(x, y), B(x, y) of degree t, which hide a, b, respectively. (If not all the points lie
on a single degree-t bivariate polynomial, then no security guarantees are obtained. See
Footnote 2.)

• Common input: The description of a field F and n distinct non-zero elements
α1, . . . , αn ∈ F. In addition, the parties have constants γ1, . . . , γn which are the first
row of the inverse of the Vandemonde matrix (see [51]).

• Aiding ideal functionality initialization: Upon invocation, the trusted party com-
puting the corruption-aware functionality F̃multV SS receives the set of corrupted parties
I.

• The protocol:

1. For every i = 1, . . . , n, the parties invoke the F̃multV SS functionality as follows:

(a) Inputs: In the ith invocation, party Pi plays the dealer. We recall that
all parties hold shares on the univariate polynomials A(x, αi) = fai (x) and

B(x, αi) = f bi (x). Specifically, each party Pj sends F̃multV SS their shares
gaj (αi) = A(αj , αi) = fai (αj) and gbj(αi) = B(αj , αi) = f bi (αj).

(b) Outputs: The functionality F̃multV SS chooses a random degree-t bivariate polyno-
mial Ci(x, y) with constant term fai (0)·f bi (0) = A(0, αi)·B(0, αi). Every party
Pj receives the bivariate shares 〈Ci(x, αj), Ci(αj , y)〉, for every 1 ≤ j ≤ n.

2. At this stage, each party Pi holds polynomials C1(x, αi), . . . , Cn(x, αi) and
C1(αi, y), . . . , Cn(αi, y). Then, it locally computes C(x, αi) =

∑n
j=1 γj ·Cj(x, αi),

and C(αi, y) =
∑n
j=1 γj · Cj(αi, y).

• Output: Each party Pi outputs 〈C(x, αi), C(αi, y)〉.

Theorem 3.3.12 Let t < n/3. Then, Protocol 3.3.11 is t-secure for the F̃mult functionality in

the F̃multV SS -hybrid model, in the presence of a static malicious adversary.

Proof: We start with the specification of the simulator S.

The simulator S.

1. S invokes the adversary A with the auxiliary input z.

2. Recall that the honest parties send F̃mult their input bivariate shares, and that the latter

reconstructs the bivariate polynomials A(x, y) and B(x, y). Then, it sends S the bivariate

shares {〈A(x, αi), A(αi, y)〉, 〈B(x, αi), B(αi, y)〉}i∈I .

3. For every j /∈ I, S simulates the F̃multV SS invocation where the honest party Pj is dealer

(Step 1 in Protocol 3.3.11):

(a) S chooses a random polynomial Cj(x, y) ∈R B0,t, and hands A the univariate shares

{A(αi, αj), B(αi, αj)}i∈I (as the correct inputs of the corrupted parties), and the out-

put polynomials {〈Cj(x, αi), Cj(αi, y)}i∈I (as the output shares of the chosen polyno-

mial Cj(x, y)).
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4. For every i ∈ I, S simulates the F̃multV SS invocation where the corrupted party Pi is the

dealer (Step 1 in Protocol 3.3.11):

(a) S hands the adversary A the bivariate shares 〈A(x, αi), A(αi, y)〉, 〈B(x, αi), B(αi, y)〉
as if incoming from F̃multV SS (Step 4a of Functionality 3.3.7).

(b) S receives from A the bivariate polynomial Ci(x, y) that A sends to F̃multV SS (Step 4b

of Functionality 3.3.7).

(c) S checks that Ci(x, y) is of degree-t in both variables, and that Ci(0, 0) = A(0, αi) ·
B(0, αi). If one of this checks fails, then S resets Ci(x, y) = A(0, αi) ·B(0, αi).

(d) S hands A the polynomial Ci(x, y) and the bivariate shares {〈Ci(x, αk), Ci(αk, y)〉}k∈I
(Step ?? of Functionality 3.3.7).

5. For every i ∈ I, the simulator S computes H(x, y) =
∑n

j=1 γj ·Cj(x, y) and sends H to the

F̃mult functionality. Recall that at this stage, F̃multV SS chooses a polynomial C(x, y) that agree

with the univariate shares of the corrupted parties in H and with H(0, 0) = A(0, 0)·B(0, 0),

and sends the outputs to the honest parties.

6. S outputs whatever A outputs and halts.

The proof is similar to the proof of Theorem 2.6.18. The only difference between the simu-

lation with S and A, and the real execution of Protocol 3.3.11 with A is due to the fact that

for every honest party j 6∈ I, S chooses the polynomial Ci(x, y) to have constant term 0 instead

of A(0, αj) · B(0, αj) (which it does not know). We therefore present a fictitious simulation,

where the simulator gets as auxiliary information the values A(0, αj) ·B(0, αj) for every j 6∈ I.

Then, we show that an execution of the fictitious simulation and the real execution are identi-

cally distributed, and we also show that execution of the fictitious simulation and the original

simulation are identically distributed. This implies what we have to prove.

A fictitious simulator. Let S ′ be exactly the same as S, except that it receives for input the

values A(0, αj) · B(0, αj) for every j /∈ I. Then, instead of choosing Cj(x) ∈R B0,t, it chooses

Cj(x) ∈R BA(0,αj)·B(0,αj),t. We stress that S ′ runs in the ideal model with the same trusted

party running F̃mult as S, and the honest parties receive output as specified by F̃mult when

running with the ideal adversary S or S ′.

The original and fictitious simulations. We begin by showing that the joint output of the

adversary and honest parties is identical in the original and alternative simulations. That is,{
IDEAL

F̃mult,S(z),I
(~x)
}
~x∈({0,1}∗)n,z∈{0,1}∗

≡
{
IDEAL

F̃mult,S′(z′),I(~x)
}
~x∈({0,1}∗)n,z∈{0,1}∗

where z′ contains the same z as A receives, together with the A(0, αj) · B(0, αj) values. The

proof for this is identical to the analogue claim in the proof of Theorem 2.6.18, where here we use

Corollary 3.2.2 to show that the bivariate shares {Cj(x, αi), C(αi, y)}i∈I;j /∈I when Cj(0, 0) = 0

are identically distributed to the bivariate shares {Cj(x, αi), C(αi, y)}i∈I;j /∈I when Cj(0, 0) =

A(0, αj) ·B(0, αj) (both are univariate polynomial that are chosen uniformly at random except

for the constant term).
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The fictitious simulation and a protocol execution. We now proceed to show that the

joint output of the adversary and honest parties are identical in a protocol execution and in the

alternative simulation.:{
IDEAL

F̃mult,S′(z′),I(~x)
}
~x∈({0,1}∗)n,z∈{0,1}∗

≡
{

HYBRID
F̃multV SS

π,A(z),I(~x)

}
~x∈({0,1}∗)n,z∈{0,1}∗

.

Similarly to the proof of Theorem 2.6.18, we compare the ideal execution of S ′ with F̃mult to an

ideal execution of yet another simulator Ŝ with a new functionality F̂mult, defined as follows:

• F̂mult is the same as F̃mult except that instead of receiving the bivariate polynomial H(x, y)

from the ideal adversary Ŝ, and choosing the resulting polynomial C(x, y) as in Step 4b, it

receives all the polynomials C1(x, y), . . . , Cn(x, y) and defines H(x, y) =
∑n

k=1 γkCk(x, y).

• Ŝ is the same as S ′ except that instead of sending the bivariate polynomial H(x, y) to the

trusted party, it sends all polynomials C1(x, y), . . . , Cn(x, y) that it defined in the (fictitious)

simulation.

It is easy to see that the joint output of Ŝ and the honest parties in an ideal execution with

F̂mult is identically to the joint distribution of A and the honest parties in the real execution.

This is due to the fact that the simulator has all the correct inputs of the honest parties, plays

exactly as the honest parties in the real executions, and acts exactly as described in all the

F̃multV SS executions.

It remains to show that the joint output of Ŝ and the honest parties in an ideal execution

with F̂mult is identically to the joint distribution of S and the honest parties in an ideal execution

with F̃mult. Since the fictitious simulator S ′ knows all the correct shares of the honest parties,

from Eq. (3.3.2) it holds that:

ab = γ1 ·A(0, αi) ·B(0, αi) + . . .+ γn ·A(0, αn) ·B(0, αn) ,

Thus, H(0, 0) =
∑n

k=1 γkCk(0, 0) = ab. Therefore, the polynomial H(x, y) that is sent by S ′ to

F̃mult uniquely defines the polynomial C(x, y), which is the exactly the same polynomial as in

Ŝ with F̂mult. This completes the proof.

3.3.6 Wrapping Things Up – Perfectly-Secure Protocol

We now briefly describe the overall protocol for any function f(x1, . . . , xn) = (y1, . . . , yn). As

the original BGW protocol, the protocol consists of three phases, the input sharing phase, the

circuit emulation phase and the output reconstruction phase.

In the input sharing phase, each party Pi distributes its input xi using the F̃V SS functional-

ity. At the end of the input sharing phase, the value of each input wire is hidden using bivariate

sharing. The parties then proceed to the circuit emulation phase, where the parties emulate

the computation of the circuit C gate-by-gate, by maintaining the invariant that the interme-

diate value on each wire is hidden using bivariate sharing. As in BGW, we assume that the

circuit consists of three types of gates: addition gates, multiplication-by-a-constant gates and

multiplication gates.

It is easy to see that addition gates, and multiplication-by-a-constant gates can be computed

without any interaction. When the parties reach a multiplication gate, the parties invoke the
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F̃mult functionality, to receive shares of a bivariate polynomials that hides the multiplication

A(0, 0) ·B(0, 0).

In the output stage of the original protocol of BGW, each party receive n points of a

polynomial of degree-t, with at most t errors. Since n ≥ 3t + 1, using the Reed-Solomon

error correction decoding, each party can correct t errors and reconstruct the polynomial of the

output. In the bivariate case there are two possibilities for reconstructing the output. The first,

is reducing it to the univariate case, by having each party use the value F (0, αi), and refer to

this value as the univariate share of the polynomial F (0, y). The second option is to use the

redundant information and to eliminate the need for error correcting. Each party simply sends

its bivariate shares 〈F (x, αi), F (αi, y)〉. Then, the parties computing the output can simply

take a subset of 2t+ 1 polynomials that agree with 2t+ 1 polynomials, reconstruct F (x, y) and

output F (0, 0).

Efficiency analysis. In short, our protocol utilizing the bivariate properties costs up to

O(n5) field elements in private channels, together with O(n4) field elements in broadcast per

multiplication gate in the case of malicious behavior. We remark that when no parties actively

cheat, the protocol requires O(n4) field elements in private channels and no broadcast at all.

Protocol Optimistic Cost Dishonest Cost

F̃V SS :
O(n2) over pt-2-pt O(n2) over pt-2-pt

No broadcast O(n2) broadcast

F̃extend:
O(n2) over pt-2-pt O(n2) over pt-2-pt

No broadcast O(n2) broadcast

F̃eval:
O(n2) over pt-2-pt O(n2) over pt-2-pt

No broadcast No broadcast

F̃mult
V SS :

O(n3) over pt-2-pt O(n4) over pt-2-pt

No broadcast O(n3) broadcast

F̃mult:
O(n4) over pt-2-pt O(n5) over pt-2-pt

No broadcast O(n4) broadcast

BGW:
O(|C| · n4) over pt-2-pt O(|C| · n5) over pt-2-pt

No broadcast O(|C| · n4) broadcast
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Complete Fairness in Secure
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Chapter 4

A Full Characterization of Functions that

Imply Fair Coin-Tossing

4.1 Introduction

The well-known impossibility result of Cleve [34] showed that the coin-tossing functionality,

where two parties receive the same random bit, cannot be computed with complete fairness.

This result implies that it is impossible to securely compute with fairness any function that can

be used to toss a coin fairly. In this chapter, we focus on the class of deterministic Boolean

functions with finite domain, and we ask for which functions in this class is it possible to

information-theoretically toss an unbiased coin, given a protocol for securely computing the

function with fairness. We provide a complete characterization of the functions in this class

that imply and do not imply fair coin tossing. This characterization extends our knowledge of

which functions cannot be securely computed with fairness.

The criterion. Intuitively, the property that we define over the function’s truth table relates

to the question of whether or not it is possible for one party to singlehandedly change the

probability that the output of the function is 1 (or 0) based on how it chooses its input. In order

to explain the criterion, we give two examples of functions that imply coin-tossing, meaning

that a fair secure protocol for computing the function implies a fair secure protocol for coin

tossing. We discuss how each of the examples can be used to toss a coin fairly, and this in turn

will help us to explain the criterion. The functions are given below:

(a)

y1 y2 y3

x1 0 1 1
x2 1 0 0
x3 0 0 1

(b)

y1 y2 y3

x1 1 0 0
x2 0 1 0
x3 0 0 1

Consider function (a), and assume that there exists a fair protocol for this function. We

show how to toss a fair coin using a single invocation of the protocol for f . Before doing so, we

observe that the output of a single invocation of the function can be expressed by multiplying

the truth-table matrix of the function by probability vectors. Specifically, assume that party

P1 chooses input xi with probability pi, for i = 1, 2, 3 (thus p1 + p2 + p3 = 1 since it must
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choose some input); likewise, assume that P2 chooses input yi with probability qi. Now, let

Mf be the “truth table” of the function, meaning that Mf [i, j] = f(xi, yj). Then, the output

of the invocation of f upon the inputs chosen by the parties equals 1 with probability exactly

(p1, p2, p3) ·Mf · (q1, q2, q3)T .

We are now ready to show how to toss a coin using f . First, note that there are two

complementary rows; these are the rows specified by inputs x1 and x2. This means that if P1

chooses one of the inputs in {x1, x2} uniformly at random, then no matter what distribution

over the inputs (corrupted) P2 uses, the result is a uniformly chosen coin. In order to see this,

observe that when we multiply the vector (1
2 ,

1
2 , 0) (the distribution over the input of P1) with

the matrix Mf , the result is the vector (1
2 ,

1
2 ,

1
2). This means that no matter what input P2 will

choose, or what distribution over the inputs it may use, the output is 1 with probability 1/2

(formally, the output is 1 with probability 1
2 · q1 + 1

2 · q2 + 1
2 · q3 = 1

2 because q1 + q2 + q3 = 1).

This means that if P1 is honest, then a corrupted P2 cannot bias the output. Likewise, there

are also two complementary columns (y1 and y3), and thus, if P2 chooses one of the inputs

in {y1, y3} uniformly at random, then no matter what distribution over the inputs (a possibly

corrupted) P1 uses, the result is a uniform coin.

In contrast, there are no two complementary rows or columns in the function (b). However,

if P1 chooses one of the inputs {x1, x2, x3} uniformly at random (i.e., each input with probability

one third), then no matter what distribution P2 will use, the output is 1 with probability 1/3.

Similarly, if P2 chooses a uniformly random input, then no matter what P1 does, the output

is 1 with the same probability. Therefore, a single invocation of the function f in which the

honest party chooses the uniform distribution over its inputs results in a coin that equals 1

with probability exactly 1
3 , irrespective of what the other party inputs. In order to obtain an

unbiased coin that equals 1 with probability 1
2 the method of von-Neumann [97] can be used.

This method works by having the parties use the function f to toss two coins. If the resulting

coins are different (i.e, 01 or 10), then they output the result of the first invocation. Otherwise,

they run the protocol again. This yields a coin that equals 1 with probability 1
2 since the

probability of obtaining 01 equals the probability of obtaining 10. Thus, conditioned on the

results being different, the probability of outputting 0 equals the probability of outputting 1.

The criterion is a simple generalization of the examples shown above. Let f : {x1, . . . , x`}×
{y1, . . . , ym} → {0, 1} be a function, and let Mf be the truth table representation as described

above. If there exist two probability vectors1, p = (p1, . . . , p`), q = (q1 . . . , qm) such that p ·Mf

and Mf ·qT are both vectors that equal δ everywhere, for some 0 < δ < 1. Observe that if such

probability vectors exist, then the function implies the coin-tossing functionality as we described

above. Specifically, P1 chooses its input according to distribution p, and P2 chooses its inputs

according to the distribution q. The result is then a coin that equals 1 with probability δ.

Using the method of von-Neumann, this can be used to obtain a uniformly distributed coin.

We conclude:

Theorem 4.1.1 (informal) Let f : {x1, . . . , x`} × {y1, . . . , ym} → {0, 1} be a function that

satisfies the aforementioned criterion. Then, the existence of a protocol for securely computing

f with complete fairness implies the existence of a fair coin tossing protocol.

An immediate corollary of this theorem is that any such function cannot be securely com-

puted with complete fairness, or this contradicts the impossibility result of Cleve [34].

1p = (p1, . . . , pk) is a probability vector if pi ≥ 0 for every 1 ≤ i ≤ k, and
∑k
i=1 pi = 1.
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The more interesting and technically challenging part of our work is a proof that the criterion

is tight. That is, we prove the following theorem:

Theorem 4.1.2 (informal) Let f : {x1, . . . , x`} × {y1, . . . , ym} → {0, 1} be a function that

does not satisfy the aforementioned criterion. Then, there exists an exponential-time adversary

that can bias the outcome of every coin-tossing protocol that uses ideal and fair invocations of f .

This result has a number of ramifications. Most notably, it provides a focus of our attention

for the question of fairness in two-party secure computation. Specifically, the only functions

that can potentially be securely computed with fairness are those for which the property does

not hold. These functions have the property that one of the parties can partially influence the

outcome of the result singlehandedly, a fact that is used inherently in the protocol of [58] for the

function with an embedded XOR. This does not mean that all functions of this type can be fairly

computed. However, it provides a good starting point (and indeed, as we will see in Chapter 5,

a large subset of these functions can be computed fairly). In addition, our results define the

set of functions for which Cleve’s impossibility result suffices for proving that they cannot be

securely computed with fairness. Given that no function other than those implying coin tossing

has been ruled out since Cleve’s initial result, understanding exactly what is included in this

impossibility is of importance.

On fail-stop adversaries. Our main results above consider the case of malicious adversaries.

In addition, we explore the fail-stop adversary model where the adversary follows the proto-

col like an honest party, but can halt early. This model is of interest since the impossibility

result of Cleve [34] for achieving fair coin tossing holds also for fail-stop adversaries. In or-

der to prove theorems regarding the fail-stop model, we first provide a definition of security

with complete fairness for fail-stop adversaries that follows the real/ideal simulation paradigm.

Surprisingly, this turns out not to be straightforward and we provide two natural formulations

that are very different regarding feasibility. The formulations differ regarding the ideal-world

adversary/simulator. The question that arises is whether or not the simulator is allowed to use

a different input to the prescribed one. In the semi-honest model (which differs only in the fact

that the adversary cannot halt early), the standard formulation is to not allow the simulator

to change the prescribed input, whereas in the malicious model the simulator is always allowed

to change the prescribed input. We therefore define two fail-stop models. In the first, called

“fail-stop1”, the simulator is allowed to either send the trusted party computing the function

the prescribed input of the party or an abort symbol ⊥, but nothing else. In the second, called

“fail-stop2”, the simulator may send any input that it wishes to the trusted party computing

the function. (Note, however, that if there was no early abort then the prescribed input must

be used because such an execution is identical to an execution between two honest parties.)

Observe that in the first model, the honest party is guaranteed to receive the output on the

prescribed inputs, unless it receives abort. In addition, observe that any protocol that is secure

in the presence of malicious adversaries is secure also in the fail-stop2 model. However, this is

not true of the fail-stop1 model (this is due to the fact that the simulator in the ideal model for

the case of malicious adversaries is more powerful than in the fail-stop2 ideal model since the

former can send any input whereas the latter can only send the prescribed input or ⊥).
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We remark that Cleve’s impossibility result holds in both models, since the parties do not

have inputs in the coin-tossing functionality, and therefore there is no difference in the ideal-

worlds of the models in this case. In addition, the protocols of [58] that are secure for malicious

adversaries are secure for fail-stop2 (as mentioned above, this is immediate), but are not secure

for fail-stop1.

We show that in the fail-stop1 model, it is impossible to securely compute with complete

fairness any function containing an embedded XOR. We show this by constructing a coin-tossing

protocol from any such function, that is secure in the fail-stop model. Thus, the only functions

that can potentially be securely computed with fairness are those with no embedded XOR

but with an embedded OR (if a function has neither, then it is trivial and can be computed

unconditionally and fairly); we note that there are very few functions with this property. We

conclude that in the fail-stop1 model, fairness cannot be achieved for almost all non-trivial

functions. We remark that [58] presents secure protocols that achieve complete fairness for

functions that have no embedded XOR; however, they are not secure in the fail-stop1 model,

as mentioned.

Regarding the fail-stop2 model, we prove an analogous result to Theorem 4.1.2. In the proof

of Theorem 4.1.2, the adversary that we construct changes its input in one of the invocations of

f and then continues honestly. Thus it is malicious and not fail-stop2. Nevertheless, we show

how the proof can be modified in order to hold for the fail-stop2 model as well. We then show

how we can modify the proof to hold in the fail-stop2 model as well.

These extensions for fail-stop adversaries deepen our understanding regarding the feasibility

of obtaining fairness. Specifically, any protocol that achieves fairness for any non-trivial function

(or at least any function that has an embedded XOR) must have the property that the simulator

can send any input in the ideal model. Stated differently, the input that is effectively used by

a corrupted party cannot be somehow committed, thereby preventing this behaviour. This also

explains why the protocols of [58] have this property, and is a key ingredient for our results in

Chapter 5.

Open questions. In this work we provide an almost complete characterization regarding what

functions imply and do not imply coin tossing. Our characterisation is not completely tight since

the impossibility result of Theorem 4.1.2 only holds in the information-theoretic setting; this

is due to the fact that the adversary needs to carry out inefficient computations. Thus, it

is conceivable that coin tossing can be achieved computationally from some such functions.

It is important to note, however, that any function that does not fulfil our criterion implies

oblivious transfer (OT). Thus, any protocol that uses such a function has access to OT and

all that is implied by OT (e.g., commitments, zero knowledge, and so on). Thus, any such

computational construction would have to be inherently nonblack-box in some sense. Our work

also only considers finite functions (where the size of the domain is not dependent on the

security parameter); extensions to other function classes, including non-Boolean functions, is

also of interest.

The main open question left by our work in this chapter is to characterize which functions

for which the criterion does not hold can be securely computed with complete fairness. In the

next chapter, we focus on this question and show that for a large subset of these functions –

complete fairness is possible. As we will see, our overall characterization is not complete, and

there exist functions that do not imply fair coin-tossing, and we do not know whether they are
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possible to compute fairly. Observe that in order to show that these functions (or some subset of

these functions) cannot be securely computed with complete fairness, a new impossibility result

must be proven. In particular, it will not be possible to reduce the impossibility to Cleve [34]

since these functions do not imply coin tossing.

4.2 Definitions and Preliminaries

In the following, we present security definitions for protocols. This is similar to security defini-

tions appear in Section 2.2. However, here we adapt the definitions to hold in the computational

settings, i.e., when the parties and the adversary are computationally bounded and assumed to

be probabilistic polynomial time.

We let κ denote the security parameter. A function µ(·) is negligible if for every positive

polynomial p(·) and all sufficiently large κ, it holds that µ(κ) < 1/p(κ). A distribution ensemble

X = {X(a, κ)}a∈D,κ∈N is an infinite sequence of random variables indexes by a ∈ D and

κ ∈ N. In the context of secure computation, κ is the security parameter and D denotes

the domain of the parties’ input. Two distribution ensembles X = {X(a, κ)}a∈D,κ∈N and

Y = {Y (a, κ)}a∈D,κ∈N are computationally indistinguishable, denoted X
c≡ Y , if for every non-

uniform polynomial-time-algorithm D there exists a negligible function µ(·) such that for every

κ and every a ∈ D:

|Pr [D(X(a, κ)) = 1]− Pr [D(Y (a, κ)) = 1]| ≤ µ(κ)

We consider binary deterministic functions over a finite domain; i.e., functions f : X ×Y →
{0, 1} where X,Y ⊂ {0, 1}∗ are finite sets. Throughout, we will denote X = {x1, . . . , x`} and

Y = {y1, . . . , ym}, for constants m, ` ∈ N.

4.2.1 Secure Two-Party Computation with Fairness – Malicious Adversaries

We now define what it means for a protocol to be secure with complete fairness. Our definition

follows the standard definition of [27, 53], except for the fact that we require complete fairness

even though we are in the two-party setting. We consider active adversaries (malicious), who

may deviate from the protocol in an arbitrary manner, and static corruptions. Let π be a two

party protocol for computing a function f : X×Y → {0, 1} over a finite domain. In this thesis,

we restrict our attention to functions that return the same output to both parties. We briefly

describe the real execution and the ideal execution.

Execution in the ideal model. An ideal execution involves parties P1 and P2, an adversary

S who has corrupted one of the parties, and the trusted party. An ideal execution for the

computation of f proceeds as follows:

Inputs: P1 and P2 hold inputs x ∈ X, and y ∈ Y , respectively; the adversary S receives the

security parameter 1κ and an auxiliary input z.

Send inputs to trusted party: The honest party sends its input to the trusted party. The

corrupted party controlled by S may send any value of its choice. Denote the pair of
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inputs sent to the trusted party by (x′, y′).

Trusted party sends outputs: If x′ 6∈ X, the trusted party sets x′ to be the default value

x1; likewise if y′ 6∈ Y the trusted party sets y′ = y1. Next, the trusted party computes

f(x′, y′) and sends the result to P1 and P2.

Outputs: The honest party outputs whatever it was sent by the trusted party, the corrupted

party outputs nothing and S outputs an arbitrary function of its view.

We denote by IDEALf,S(z)(x, y, κ) the random variable consisting of the output of the adversary

and the output of the honest party following an execution in the ideal model as described above.

Execution in the real model. In the real execution, the parties P1 and P2 interact, where

one is corrupted and therefore controlled by the real-world adversary A. In this case, the adver-

saryA gets the inputs of the corrupted party and sends all messages on behalf of this party, using

an arbitrary strategy. The honest party follows the instructions of π. Let REALπ,A(z)(x, y, κ)

be the random variable consisting of the view of the adversary and the output of the honest

party, following an execution of π where P1 begins with input x, P2 with input y, the adversary

has auxiliary input z, and all parties have security parameter 1κ.

Security by emulation. Informally, a real protocol π is secure if any “attack” carried out by

a real adversary A on π can be carried out by the ideal adversary S in the ideal model. This is

formalized by requiring that S can simulate the real-model outputs while running in the ideal

model.

Definition 4.2.1 Protocol π securely computes f with complete fairness in the presence of mali-

cious adversaries if for every non-uniform probabilistic polynomial-time adversary A in the real

model, there exists a non-uniform probabilistic polynomial-time adversary S in the ideal model

such that:{
IDEALf,S(z)(x, y, κ)

}
x∈X,y∈Y,z∈{0,1}∗,κ∈N

c≡
{
REALπ,A(z)(x, y, κ)

}
x∈X,y∈Y,z∈{0,1}∗,κ∈N .

Protocol π computes f with statistical security if for every A there exists an adversary S such

that the IDEAL and REAL distributions are statistically close.

4.2.2 Secure Two-Party Computation without Fairness (Security with Abort)

The following is the standard definition of secure computation without fairness. This definition

is needed for Chapter 5 and is unnecessary for this chapter; however, it is given here for the

sake of clarity and context.

Security without fairness is formalized by changing the ideal world and allowing the adver-

sary to learn the output alone. This implies that the case where the adversary learns the output

without the honest party is not considered as a breach of security since this is allowed in the

ideal world. We modify the ideal world as follows:

Inputs: As previously.

Send inputs to trusted party: As previously.
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Trusted party sends output to corrupted party: If x′ 6∈ X, the trusted party sets x′ to

be the default value x1; likewise if y′ 6∈ Y the trusted party sets y′ = y1. Next, the

trusted party computes f(x′, y′) = (f1(x′, y′), f2(x′, y′)) = (w1, w2) and sends wi to the

the corrupted party Pi (i.e., to the adversary A).

Adversary decides whether to abort: After receiving its output, the adversary sends ei-

ther proceed or abort message to the trusted party. If its sends proceed to the trusted

party, the trusted party sends wj to the honest party Pj . If it sends abort, then it sends

the honest party Pj the special symbol ⊥.

Outputs: As previously.

We denote by IDEALabort
f,S(z)(x, y, κ) the random variable consisting of the output of the adversary

and the output of the honest party following an execution in the ideal model with abort as

described above. The following definition is the analogue to Definition 4.2.1 and formalizes

security with abort:

Definition 4.2.2 Protocol π securely computes f with abort in the presence of malicious adver-

saries if for every non-uniform probabilistic polynomial-time adversary A in the real model, there

exists a non-uniform probabilistic polynomial-time adversary S in the ideal model such that:{
IDEAL

abort
f,S(z)(x, y, κ)

}
x∈X,y∈Y,z∈{0,1}∗,κ∈N

c≡
{
REALπ,A(z)(x, y, κ)

}
x∈X,y∈Y,z∈{0,1}∗,κ∈N .

We remark that in the case of two-party computation, for any functionality f there exists

a protocol π that securely computes it with security-with-abort [54, 53]. This is true also for

reactive functionalities, that is, functionalities that consist of several stages, where in each stage

the parties can give inputs and get outputs from the current stage of f , and the function f stores

some state between its stages.

4.2.3 Hybrid Model and Composition

The hybrid model combines both the real and ideal models. Specifically, an execution of a

protocol π in the g-hybrid model, for some functionality g, involves the parties sending normal

messages to each other (as in the real model) and, in addition, having access to a trusted party

computing g. We assume that the invocations of g occur sequentially, that is, there are no

concurrent execution of g. The composition theorems of [27] imply that if π securely computes

some functionality f in the g-hybrid model, and a protocol ρ securely computes g, then the

protocol πρ (where every ideal call of g is replaced with an execution of ρ) securely-computes f

in the real world.

Function implication. In this chapter, we study whether or not a function g “implies” the

coin-tossing functionality. We now formally define what we mean by “function implication”.

Our formulation uses the notion of g-hybrid model defined above, where here we assume that the

trusted party that computing g in the hybrid model computes it with complete fairness. That

is, in each invocation of the function g, both parties receive the outputs from g simultaneously.

We are now ready for the definition of function implication.
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Definition 4.2.3 Let f : X × Y → Z and g : X ′× Y ′ → Z ′ be functions. We say that function

g implies function f in the presence of malicious adversaries if there exists a protocol that securely

computes f with complete fairness in the g-hybrid model, in the presence of static malicious

adversaries (where g is computed according to the ideal world with fairness). We say that g

information-theoretically implies f if the above holds with statistical security.

Note that if f can be securely computed with fairness (under some assumption), then every

function g computationally implies f . Thus, this is only of interest for functions f that either

cannot be securely computed with fairness, or for which this fact is not known.

4.2.4 Coin-Tossing Definitions

The coin-tossing functionality. We define the coin-tossing functionality simply by fct(λ, λ) =

(U1, U1), where λ denotes the empty input and U1 denotes the uniform distribution over {0, 1}.
That is, the functionality receives no input, chooses a uniformly chosen bit and gives the both

parties the same bit. This yields the following definition:

Definition 4.2.4 (Coin-Tossing by Simulation) A protocol π is a secure coin-tossing proto-

col via simulation if it securely computes fct with complete fairness in the presence of malicious

adversaries.

The above definition provides very strong simulation-based guarantees, which is excellent

for our positive results. However, when proving impossibility, it is preferable to rule out even

weaker, non-simulation based definitions. We now present a weaker definition where the guar-

antee is that the honest party outputs an unbiased coin, irrespective of the cheating party’s

behaviour. However, we stress that since our impossibility result only holds with respect to

an all-powerful adversary (as discussed in the introduction), our definition is stronger than

above since it requires security in the presence of any adversary, and not just polynomial-time

adversaries.

Notations. Denote by 〈P1, P2〉 a two party protocol where both parties act honestly. Let

output〈P1, P2〉 denote the output of parties in an honest execution (if the outputs of the

parties is not consistent, this predicate returns ⊥). For ` ∈ {1, 2}, let output`〈P ∗1 , P ∗2 〉 denote

the output of party P ∗` in an execution of P ∗1 with P ∗2 . In some cases, we also specify the random

coins that the parties use in the execution; 〈P1(r1), P2(r2)〉 denotes an execution where P1 acts

honestly and uses random tape r1 and P2 acts honestly and uses random tape r2. Let r(n) be

a polynomial that bounds the number of rounds of the protocol π, and let c(n) be an upper

bound on the length of the random tape of the parties. Let Uni denote the uniform distribution

over {0, 1}c(n) × {0, 1}c(n). We are now ready to define a coin-tossing protocol:

Definition 4.2.5 (information-theoretic coin-tossing protocol) A polynomial-time pro-

tocol π = 〈P1, P2〉 is an unbiased coin-tossing protocol, if the following hold:

1. Agreement: There exists a negligible function µ(·) such that for every κ it holds that:

Pr
r1,r2←Uni

[
output1〈P1(r1), P2(r2)〉 6= output2〈P1(r1), P2(r2)〉

]
≤ µ(κ) .

144



2. No bias: For every adversary A there exists a negligible function µ(·) such that for every

b ∈ {0, 1} and every κ ∈ N:

Pr
[
output1〈P1,A〉 = b

]
≤ 1

2
+ µ(κ) and Pr

[
output2〈A, P2〉 = b

]
≤ 1

2
+ µ(κ) .

Observe that both requirements together guarantee that two honest parties will output the

same uniformly distributed bit, except with negligible probability. That is, for every b ∈ {0, 1}:∣∣∣∣ Pr
r1,r2←Uni

[output〈P1(r1), P2(r2)〉 = b]− 1

2

∣∣∣∣ ≤ µ(κ) (4.2.1)

4.3 The Criterion

In this section we define the criterion, and explore its properties. We start with the definition

of δ-balanced functions.

4.3.1 δ-Balanced Functions

A vector p = (p1, . . . , pk) is a probability vector if
∑k

i=1 pi = 1, and for every 1 ≤ i ≤ k it

holds that pi ≥ 0. Let 1k be the all one vector of size k. In addition, for a given function

f : {x1, . . . , x`}× {y1, . . . , ym} → {0, 1}, let Mf denote the matrix defined by the truth table of

f . That is, for every 1 ≤ i ≤ `, 1 ≤ j ≤ m, it holds that Mf [i, j] = f(xi, yj).

Informally, a function is balanced if there exist probabilities over the inputs for each party

that determine the probability that the output equals 1, irrespective of what input the other

party uses. Assume that P1 chooses its input according to the probability vector (p1, . . . , p`),

meaning that it uses input xi with probability pi, for every i = 1, . . . , `, and assume that

party P2 uses the jth input yj . Then, the probability that the output equals 1 is obtained by

multiplying (p1, . . . , p`) with the jth column of Mf . Thus, a function is balanced on the left, or

with respect to P1, if when multiplying (p1, . . . , p`) with Mf the result is a vector with values

that are all equal. Formally:

Definition 4.3.1 Let f : {x1, . . . , x`} × {y1, . . . , ym} → {0, 1} be a function, and let 0 ≤
δ1, δ2 ≤ 1 be constants. We say that f is δ1-left-balanced if there exists a probability vector

p = (p1, . . . , p`) such that:

(p1, . . . , p`) ·Mf = δ1 · 1m = (δ1, . . . , δ1) .

Likewise, we say that the function f is δ2-right-balanced if there exists a probability vector

q = (q1, . . . , qm) such that:

Mf · (q1, . . . , qm)T = δ2 · 1T` .

If f is δ1-left-balanced and δ2-right-balanced, we say that f is (δ1, δ2)-balanced. If δ1 = δ2, then

we say that f is δ-balanced, where δ = δ1 = δ2. We say that f is strictly δ-balanced if δ1 = δ2

and 0 < δ < 1.
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Note that a function may be δ2-right-balanced for some 0 ≤ δ2 ≤ 1 but not left balanced.

For example, consider the function defined by the truth table Mf
def
=

[
1 0 1

0 1 1

]
. This function

is right balanced for δ2 = 1
2 by taking q = (1

2 ,
1
2 , 0). However, it is not left-balanced for any δ1

because for every probability vector (p1, p2) = (p, 1−p) it holds that (p1, p2) ·M
f̃

= (p, 1−p, 1),

which is not balanced for any p. Likewise, a function may be δ2-right-balanced, but not left

balanced.

We now prove a simple but somewhat surprising proposition, stating that if a function is

(δ1, δ2)-balanced, then δ1 and δ2 must actually equal each other. Thus, any (δ1, δ2)-balanced

function is actually δ-balanced.

Proposition 4.3.2 Let f : {x1, . . . , x`} × {y1, . . . , ym} → {0, 1} be a (δ1, δ2)-balanced function

for some constants 0 ≤ δ1, δ2 ≤ 1. Then, δ1 = δ2, and so f is δ-balanced.

Proof: Under the assumption that f is (δ1, δ2)-balanced, we have that there exist probability

vectors p = (p1, . . . , p`) and q = (q1, . . . , qm) such that p ·Mf = δ1 · 1m and Mf · qT = δ2 · 1T` .

Observe that since p and q are probability vectors, it follows that for every constant c we have

p · (c · 1T` ) = c · (p · 1T` ) = c; likewise (c · 1m) · qT = c. Thus,

p ·Mf · qT = p ·
(
Mf · qT

)
= p ·

(
δ2 · 1T`

)
= δ2

and

p ·Mf · qT =
(
p ·Mf

)
· qT =

(
δ1 · 1m

)
· qT = δ1,

implying that δ1 = δ2.

Note that a function can be both δ2-right-balanced and δ′2-right-balanced for some δ2 6= δ′2.

For example, consider the function Mf , which was defined above. This function is δ2-right-

balanced for every 1/2 ≤ δ2 ≤ 1 (by multiplying with the probability vector (1−δ2, 1−δ2, 2δ2−
1)T from the right). Nevertheless, in cases where a function is δ2-right-balanced for multiple

values, Proposition 4.3.2 implies that the function cannot be left-balanced for any δ1. Likewise,

if a function is δ1-left balanced for more than one value of δ1, it cannot be right-balanced.

4.3.2 The Criterion

The criterion for determining whether or not a function implies coin-tossing is simply the ques-

tion of whether the function is strictly δ-balanced for some δ. Formally:

Property 4.3.3 A function f : {x1, . . . , x`} × {y1, . . . , ym} → {0, 1} is strictly balanced if it is

δ-balanced for some 0 < δ < 1.

Observe that if Mf has a monochromatic row (i.e., there exists an input x such that for

all yi, yj it holds that f(x, yi) = f(x, yj)), then there exists a probability vector p such that

p ·Mf = 0 · 1m or p ·Mf = 1 · 1m; likewise for a monochromatic column. Nevertheless, we

stress that the existence of such a row and column does not imply f is strictly balanced since

it is required that δ be strictly between 0 and 1, and not equal to either.
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4.3.3 Exploring the δ-Balanced Property

In this section we prove some technical lemmas regarding the property that we will need later

in the proof. First, we show that if a function f is not left-balanced for any 0 ≤ δ ≤ 1 (resp. not

right balanced), then it is not close to being balanced. More precisely, it seems possible that

a function f can be not δ-balanced, but is only negligibly far from being balanced (i.e., there

may exist some probability vector p = p(κ) (that depends on the security parameter κ) such

that all the values in the vector p ·Mf are at most negligibly far from δ, for some 0 ≤ δ ≤ 1).

In the following claim, we show that this situation is impossible. Specifically, we show that if a

function is not δ balanced, then there exists some constant c > 0, such that for any probability

vector p, there is a distance of at least c between two values in the vector p ·Mf . This holds

also for probability vectors that are functions of the security parameter κ (as can be the case

in our setting of secure protocols).

Lemma 4.3.4 Let f : {x1, . . . , x`}×{y1, . . . , ym} → {0, 1} be a function that is not left balanced

for any 0 ≤ δ1 ≤ 1 (including δ1 = 0, 1). Then, there exists a constant c > 0, such that for any

probability vector p, it holds that:

max
i

(δ1, . . . , δm)−min
i

(δ1, . . . , δm) ≥ c

where (δ1, . . . , δm) = p ·Mf , and Mf is the matrix representation of the function f .

Proof: Let P` be the set of all probability vectors of size `. That is, P` ⊆ [0, 1]` (which itself is

a subset of R`), and each vector sums up to one. P` is a closed and bounded space. Therefore

using the Heine-Borel theorem, P` is a compact space.

We start by defining a function φ : P` → [0, 1] as follows:

φ(p) = max
i

(p ·Mf )−min
i
·(p ·Mf )

Clearly, the function p ·Mf (where Mf is fixed and p is the variable) is a continuous function.

Moreover, the maximum (resp. minimum) of a continuous function is itself a continuous function.

Therefore, from composition of continuous functions we have that the function φ is continuous.

Using the extreme value theorem (a continuous function from a compact space to a subset of

the real numbers attains its maximum and minimum), there exists some probability vector pmin

for which for all p ∈ P`, φ(pmin) ≤ φ(p). Since f is not δ-balanced, pmin ·Mf 6= δ · 1m for any

0 ≤ δ ≤ 1, and so φ(pmin) > 0. Let c
def
= φ(pmin). This implies that for any probability vector

p, we have that φ(p) ≥ φ(pmin) = c. That is:

max
i

(δ1, . . . , δm)−min
i

(δ1, . . . , δm) ≥ c (4.3.1)

where (δ1, . . . , δm) = p ·Mf . We have proven this for all probability vectors of size `. Thus, it

holds also for every probability vector p(κ) that is a function of κ, and for all κ’s (this is true

since for every κ, p(κ) defines a concrete probability vector for which Eq. (4.3.1) holds).

A similar claim can be stated and proven for the case where f is not right balanced.

0-balance and 1-balanced functions. In our proof that a function that is not strictly-

balanced does not imply the coin-tossing functionality, we deal separately with functions that
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are 0-balanced or 1-balanced (since they are balanced, but not strictly balanced). We now

prove a property that will be needed for this case. Specifically, we show that a function f is

1-left-balanced (resp. 0-left-balanced) if and only if the matrix Mf contains the all 1 row (resp.,

the all 0 row). A similar argument holds for the case where the function is 1-right-balanced (or

0-right-balanced) and the all 1 column (or all 0 column).

Lemma 4.3.5 Let f : {x1, . . . , x`} × {y1, . . . , ym} → {0, 1} be a function. The function f is

left-1-balanced if and only if the matrix Mf contains the all one row.

Proof: We first show that if there exists a probability vector p = (p1, . . . , p`) for which

p · Mf = 1m, then Mf contains the all-one row. Let p be a probability vector for which

p · Mf = 1m. Since p is a probability vector (meaning that its sum is 1), we have that:

〈p,1`〉 = 1. Denote by Ci the ith column of the matrix Mf . Since p ·Mf = 1m, it follows that

for every i it holds that 〈p, Ci〉 = 1. Combining this with the fact that 〈p,1`〉 = 1, we have

that 〈p,1` − Ci〉 = 0.

Let p = (p1, . . . , p`), and Ci = (a1, . . . , a`). We have that:
∑`

k=1 pk · (1 − ak) = 0. As all

values are non-negative it must be that if pk 6= 0 then ak = 1 (otherwise the result cannot be

0). Since this is true for any column Ci, we conclude that for every k such that pk 6= 0, the kth

row is the all one vector. Since p is a probability vector, there exists at least one k such that

pk 6= 0, implying that there exists an all-one row.

For the other direction, let k be the index of the all one row in the matrix Mf . Then, clearly

for the probability vector ek (the kth elementary vector, namely, all the indices are zero except

for the kth index which equals 1), the product ek ·Mf = (1, . . . , 1) = 1m, and so the matrix is

left-1-balanced.

Using Proposition 4.3.2, we conclude that if a function f is 1-left-balanced but not left-

balanced for any other δ1, then it is either 1-right-balanced as well, or not right-balanced for

any 0 ≤ δ2 ≤ 1. This observation will be used in the proof.

4.4 Strictly-Balanced Functions Imply Coin Tossing

In this section, we show that any function f that is strictly δ-balanced can be used to fairly

toss a coin. Intuitively, this follows from the well known method of Von Neumann [97] for

obtaining an unbiased coin toss from a biased one. Specifically, given a coin that is heads with

probability ε and tails with probability 1 − ε, Von Neumann showed that you can toss a coin

that is heads with probability exactly 1/2 by tossing the coin twice in each phase, and stopping

the first time that the pair is either heads-tails or tails-heads. Then, the parties output heads if

the pair is heads-tails, and otherwise they output tails. This gives an unbiased coin because the

probability of heads-tails equals the probability of tails-heads (namely, both probabilities equal

ε · (1 − ε)). Now, since the function f is strictly δ-balanced it holds that if party P1 chooses

its input via the probability vector (p1, . . . , p`) then the output will equal 1 with probability δ,

irrespective of what input is used by P2; likewise if P2 chooses its input via (q1, . . . , qm) then the

output will be 1 with probability δ irrespective of what P1 does. This yields a coin that equals 1

with probability δ and thus Von Neumann’s method can be applied to securely implement the
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coin-tossing functionality fct defined in Section 4.2.4. We stress that if one of the parties aborts

early and refuses to participate, then the other party proceeds by itself (essentially, tossing a

coin with probability δ until it concludes). We have the following theorem:

Theorem 4.4.1 Let f : {x1, . . . , x`} × {y1, . . . , ym} → {0, 1} be a strictly-balanced function

for some constant 0 < δ < 1, as in Property 4.3.3. Then, f information-theoretically and

computationally implies the coin-tossing functionality fct with malicious adversaries.

Proof Sketch: The proof of this theorem follows from the aforementioned intuition, and is

quite straightforward. We therefore just sketch the details here. First, we define a δ-biased

coin tossing functionality that outputs a coin to both parties that equals 1 with probability δ

and equals 0 with probability 1 − δ. As we have described, this functionality can be securely

computed using a single invocation of f , where the parties P1 and P2 choose their inputs via the

probability vectors p and q, respectively, that are guaranteed to exist by Property 4.3.3. The

simulation of this protocol is trivial since neither party can do anything to change the probability

of the output of the call to f being 1, and this probability is exactly the probability that the

coin tossing functionality outputs 1. Note that if one of the parties does not participate at all

(i.e., sends no input), then by the security definition of fairness the honest party still receives

output and so this is the same as above. That is, if one of the parties does not participate, then

the other essentially continues with the protocol by itself until either 01 or 10 is obtained.

Next, we obtain a fair unbiased coin toss by having the parties invoke the δ-biased coin toss-

ing functionality twice and repeating until two different coins are obtained. When this happens

they output the result of the first coin in the two coin tosses. If they do not terminate within
κ

2δ(1−δ) repetitions, then they output ⊥ and halt. Since the probability that they terminate in

any given attempt is δ(1− δ) + (1− δ)δ = 2δ(1− δ) (because they halt after receiving either 10

or 01), it follows that they output ⊥ with probability only(
1− 2δ(1− δ)

) κ
2δ(1−δ)

< e−κ

which is negligible. The simulator works as follows. It receives the bit b ∈ {0, 1} from the

trusted party computing the unbiased coin tossing functionality, and then runs the δ-biased

coin tossing functionality like in the protocol playing the trusted party computing f and giving

the corrupted party the expected outputs, until the first pair with different coins is received (or

until κ
2δ(1−δ) attempts were made). When this happens, the simulator hands the adversary the

outputs of the δ-biased coin tossing that the corrupted party receives to be b and then 1 − b
(and thus the output is supposed to be b). Since the probability of receiving b and then 1− b is

the same as the probability of receiving 1−b and then b, this view generated by the simulator is

identical to that seen by the adversary in a real execution. The only difference between the real

and ideal distributions is if too many attempts are made, since in the former case the honest

party outputs ⊥ whereas in the latter case it always outputs a bit. This completes the proof.

Application to fairness. Cleve [34] showed that there does not exist a protocol that securely

computes the fair coin-tossing functionality in the plain model. Since any strictly-balanced

function f implies the coin-tossing functionality, a protocol for f implies the existence of a

protocol for coin-tossing. We therefore conclude:
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Corollary 4.4.2 Let f : {x1, . . . , x`} × {y1, . . . , ym} → {0, 1} be a strictly-balanced function.

Then, there does not exist a protocol that securely computes f with fairness.

4.5 Unbalanced Functions Do Not Information-Theoretically Im-

ply Coin Tossing

We now show that any function f that is not strictly-balanced (for all δ) does not information-

theoretically imply the coin-tossing functionality. Stated differently, there does not exist a

protocol for fairly tossing an unbiased coin in the f -hybrid model, with statistical security.

Observe that in the f -hybrid model, it is possible for the parties to simultaneously exchange

information, in some sense, since both parties receive output from calls to f at the same time.

Thus, Cleve-type arguments [34] that are based on the fact that one party must know more

than the other party at some point do not hold. We prove our result by showing that for every

protocol there exists an unbounded malicious adversary that can bias the result. Our unbounded

adversary needs to compute probabilities, which can actually be approximated given an NP-

oracle. Thus, it is possible to interpret our technical result also as a black-box separation, if

desired.

As we have mentioned in the introduction, although we prove an “impossibility result” here,

the implication is the opposite. Specifically, our proof that an unbalanced2 f cannot be used to

toss an unbiased coin implies that it may be possible to securely compute such functions with

fairness.

Recall that a function is not strictly balanced if it is not δ-balanced for any 0 < δ < 1.

We treat the case that the function is not δ-balanced at all separately from the case that it is

δ-balanced but for δ = 0 or δ = 1. In the proof we show that in both of these cases, such a

function cannot be used to construct a fair coin tossing protocol.

In the f -hybrid model, the parties may invoke the function f in two different “directions”.

Specifically, in some of the invocations P1 selects the first input of f (i.e., x) and P2 selects

the second input of f (i.e., y), while in other invocation the roles may be reversed (with P1

selecting the y input and P2 selecting the x input). The question of which party plays which

role is determined by the protocol. For convenience, we assume that P1 always selects the first

input, and P2 always selects the second input, but the parties have access to two ideal functions

f and fT . Thus, calls to f in the protocol where P2 selects the first input and P1 selects the

second input are modeled by a call to fT where P1 selects the first input (which is the second

input of f) and P2 selects the second input (which is the first input of f).

Theorem 4.5.1 Let f : {x1, . . . , x`}×{y1, . . . , ym} → {0, 1} be a function that is not left-

balanced, for any 0 ≤ δ1 ≤ 1. Then, f does not information-theoretically imply the coin-tossing

functionality with security in the presence of malicious adversaries.

Before proceeding to the proof, we provide high level intuition. We begin by observing

that if f does not contain an embedded OR (i.e., inputs x0, x1, y0, y1 such that f(x0, y0) =

2Note, that the name unbalanced is a bit misleading as the complement of not being strictly balanced also
includes being 1 or 0-balanced.
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f(x1, y0) = f(x0, y1) 6= f(x1, y1)) and an embedded XOR (i.e., inputs x0, x1, y0, y1 such that

f(x0, y0) = f(x1, y1) 6= f(x0, y1) = f(x1, y0)), then it is trivial and can be computed by simply

having one party send the output to the other. This is because such a function depends only

on the input of one party. Thus, by [34], it is impossible to fairly toss an unbiased coin in the

f -hybrid model, since this is the same as fairly tossing an unbiased coin in the plain model.

Thus, we consider only functions f that have an embedded OR or an embedded XOR.

In addition, we can consider coin-tossing protocols that consist of calls to f and fT only,

and no other messages. This is due to the fact that we can assume that any protocol consists of

rounds, where each round is either an invocation of f (or fT ) or a message consisting of a single

bit being sent from one party to the other. Since f has an embedded OR or an embedded XOR,

messages of a single bit can be sent by invoking f . This is because in both cases there exist

inputs x0, x1, y0, y1 such that f(x1, y0) 6= f(x1, y1) and f(x0, y1) 6= f(x1, y1). Thus, in order for

P2 to send P1 a bit, the protocol can instruct the parties to invoke f where P1 always inputs x1,

and P2 inputs y0 or y1 depending on the bit that it wishes to send; likewise for P1. Thus, any

non-trivial function f enables “bit transmission” in the above sense. Observe that if the sender

is malicious and uses an incorrect input, then this simply corresponds to sending an incorrect

bit in the original protocol. In addition, since both parties receive the same output from f ,

in case where the receiver is malicious and uses incorrect input (i.e., in the above example P1

does not use x1), the sender can detect it and can be interpreted as an abort. Therefore, we

can assume that a protocol consists of rounds, where in each round there is an invocation of f

(where P1 selects the x input and P2 selects the y input) followed by an invocation of fT (where

here P1 selects the y input and P2 selects the x input).

Intuition. The fact that f is not balanced implies that in any single invocation of f , one

party is able to have some effect on the output by choosing its input appropriately. That is,

if the function is non-balanced on the left then the party on the right can use an input not

according to the prescribed distribution in the protocol, and this will change the probability of

the output of the invocation being 1 (for example). However, it may be possible that the ability

to somewhat influence the output in individual invocations is not sufficient to bias the overall

computation, due to the way that the function calls are composed. Thus, in the proof we need

to show that an adversary is in fact capable of biasing the overall protocol. We demonstrate

this by showing that there exist crucial invocations where the ability to bias the outcome in

these invocation suffice for biasing the overall outcome. Then, we show that such invocations

are always reached in any execution of the protocol, and that the adversary can (inefficiently)

detect when such an invocation has been reached and can (inefficiently) compute which input

it needs to use in that invocation in order to bias the output.

We prove the above by considering the execution tree of the protocol, which is comprised of

calls to f and the flow of the computation based on the output of f in each invocation (i.e., the

parties proceed left in the tree if the output of f in this invocation is 0; and right otherwise).

Observe that a path from the root of the tree to a leaf-node represents a protocol execution.

We show that in every path from the root to a leaf, there exists at least one node with the

property that influencing the output of the single invocation of that node yields a bias in the

final outcome. In addition, we describe the strategy of the adversary to detect such a node and

choose its input for that node in order to obtain a bias.

In more detail, for every node v in the execution tree of the protocol, the adversary calculates
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(in an inefficient manner) the probability that the output of the computation equals 1, assuming

that v is reached in the execution. Observe that the probability of obtaining 1 at the root node

is at most negligibly far from 1/2 (since it is a secure coin-tossing protocol), and that the

probability of obtaining 1 at a leaf node is either 1 or 0, depending on whether the output

at the given leaf is 1 or 0 (the way that we define the tree is such that the output is fully

determined by the leaf). Using a pigeon-hole like argument, we show that on every path from

the root to a leaf there must be at least one node where the probability of outputting a 1

given that this node is reached is significantly different than the probability of outputting 1

given that the node’s child on the path is reached. We further show that this difference implies

that the two children of the given node yield significantly different probabilities of outputting

1 (since the probability of outputting 1 at a node v is the weighted-average of outputting 1 at

the children, based on the probability of reaching each child according to the protocol). This

implies that in every protocol execution, there exists an invocation of f where the probability

of outputting 1 in the entire protocol is significantly different if the output of this invocation

of f is 0 or 1. Since f is not balanced, it follows that for any distribution used by the honest

party to choose its input for this invocation, there exist two inputs that the corrupted party

can use that result in significantly different probabilities of obtaining 1. In particular, at least

one of these probabilities is significantly different from the probability of obtaining 1 in this call

when both parties are honest and follow the protocol.3 Thus, the adversary can cause the output

of the entire execution to equal 1 with probability significantly different to 1/2, which is the

probability when both parties play honestly.

The above description does not deal with question of whether the output will be biased

towards 0 or 1. In fact we design two adversaries, one that tries to bias the output towards 0

and the other towards 1. Then we show that at least one of these adversaries will be successful

(see Footnote 3 for an explanation as to why only one of the adversaries may be successful).

The two adversaries are similar and very simple. They search for the node on the path of the

execution where the bias can be created and there make their move. In all nodes until and

after that node they behave honestly (i.e., choose inputs for the invocations of f according to

the input distribution specified by the protocol). We analyze the success of the adversaries and

show that at least one of them biases the output with noticeable probability.

Proof of Theorem 4.5.1: Assume that π is a coin tossing protocol that implements the

coin-tossing functionality in the f -hybrid model. That is, when both parties are honest, they

output the same uniformly distributed bit, except with negligible probability. We construct an

exponential-time malicious adversary who biases the outcome, in contradiction to the assump-

tion that π is a fair coin-tossing protocol.

As described above we assume that π consists only of invocations of f and fT . Let r(κ) be

the number of rounds in π and let c(κ) be an upper bound on the number of random coins used

by each party in the protocol. We assume that the function is not left-balanced and therefore

construct the adversary A that controls P2.

3Observe that one of these probabilities may be the same as the probability of obtaining 1 in an honest
execution, in which case choosing that input will not result in any bias. Thus, the adversary may be able to bias
the output of the entire protocol towards 1 or may be able to bias the output of the entire protocol towards 0,
but not necessarily both.

152



Simplifying assumptions. We first prove the theorem under three simplifying assumptions

regarding the protocol π; we show how to remove these assumptions later. The first assumption

is that the protocol π only makes calls to f and not to fT (i.e., in all calls to f , party P1 sends x

and party P2 sends y and the output is f(x, y)). The second assumption is that honest parties

always agree on the same output bit (i.e., the probability of them outputting different coins

or aborting is zero). The third assumption is that the output of the parties is a deterministic

function of the public transcript of the protocol alone.

The transcript tree and execution probabilities. We define a binary tree T of depth r(κ)

that represents the transcript of the execution. Each node in the tree indicates an invocation

of f , and the left and right edges from a node indicate invocations of f where the output was

0 and 1, respectively.

We define the information that is saved in the internal nodes and leaves. Given a pair of

random tapes (r1, r2) used by P1 and P2, respectively, it is possible to generate a full transcript

of an honest execution of the protocol that contains the inputs that are sent to f in each round

by both parties, the output of f in that round and the output of the parties at the end of the

execution. Thus, we write on each (internal) node v ∈ T all the pairs of random tapes that

reach this node, and the inputs that are sent to the trusted party for the associated call to f

for those given tapes.

The leaves of the tree contain the output of the execution. Note that by the second and third

simplifying assumption on protocol π described above, each leaf determines a single output (for

both parties and for all random tapes reaching the leaf).

Given the distribution of the transcripts on the nodes of the tree we define two values for

each node v ∈ T . The first value which we denote by pv is the probability that the parties

output 1 at the end of the computation conditioned on the execution reaching the node v.

This is simply computed as the ratio between the number of random tapes that reach the node

v and result in an output 1 and all random tapes that reach v. The second value, denoted

by γv, is the probability that the output of the invocation of f in this node is 1 (when both

parties play honestly). This is calculated by computing the probabilities over the inputs of the

parties in the invocation, as specified by the protocol and based on the random tapes in the

node v. Denote the distributions over the inputs of P1 and P2 in the leaf by (αv1, . . . , α
v
m) and

(βv1 , . . . , β
v
` ), respectively (i.e., in leaf v, P1 chooses xi with probability αvi , and P2 chooses yj

with probability βvj ). It holds that the probability that the parties receive 1 as output in the

invocation of f at node v is γv = (αv1, . . . , α
v
m) ·Mf · (βv1 , . . . , βv` )T .

The adversaries. Let ε = ε(κ) = 1/2−µ(κ)
r(κ) , where µ(·) is from Eq. (4.2.1); i.e., the probability

that P1 and P2 output 1 (or 0) is 1/2 ± µ(κ) (this means that pv where v is the root node of

the tree T equals 1/2 ± µ(κ)). Denote the two children of v ∈ T by left(v) and right(v) and

they are reached by output 0 and 1 in the call to f respectively. We construct two adversaries

controlling P2: one which attempts to bias the outcome towards 1 and the other which attempts

to bias the outcome towards 0. The adversaries search for a node v ∈ T for which the difference

in the probability of outputting 1 at v and the probability of outputting 1 at one of its children

is at least ε. The adversaries behave honestly until they reach such a node, at which point they

have the opportunity to bias the outcome by deviating from the protocol in the invocation at

this node. In the remaining nodes they again act honestly.
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Adversary A1 controlling P2 (biasing towards 1):

Let v be the current node in the tree T (starting at the root) and αv = (αv1, . . . , α
v
n)

be the input distribution for P1 (as explained above, this can be computed). Com-

pute (δv1 , . . . , δ
v
` ) = αv ·Mf . Let i and k be indices such that δvi = max1≤j≤`{δvj } and

δvk = min1≤j≤`{δvj }. In the first node v in the execution for which |pright(v)− pv| ≥ ε
or |pleft(v) − pv| ≥ ε, act according to the following:

1. If pright(v) ≥ pv + ε or pleft(v) ≤ pv− ε then send input yi in this invocation of f

(this increases the probability of reaching node right(v) because the probability

of obtaining 1 in this invocation is δvi which is maximal).

2. If pleft(v) ≥ pv + ε or pright(v) ≤ pv− ε then send input yk in this invocation of f

(this increases the probability of reaching node left(v) because the probability

of obtaining 1 in this invocation is δvk which is minimal).

In all other nodes act honestly.

The adversary A0 controlling P2 (biasing towards 0): The adversary is the

same as A1 with the following differences:

• Step 1: If pright(v) ≥ pv + ε or pleft(v) ≤ pv − ε : then send input yk in this

invocation of f (where δvk is minimal).

• Step 2: If pleft(v) ≥ pv + ε or pright(v) ≤ pv − ε : then send input yi in this

invocation of f (where δvi is maximal).

First, we show that in any honest execution there exists a node v for which |pv−pright(v)| ≥ ε
or |pv − pleft(v)| ≥ ε. Then, we show that once the execution reaches such a node v, one of the

adversaries succeeds in biasing the outcome.

The set V. Let V be the set of all nodes v in T that have two children, for which |pv −
pright(v)| ≥ ε or |pv − pleft(v)| ≥ ε, and v is the first node in the path between the root and v

that satisfies the condition. In order to see that in any execution, the adversaries reachs such a

node, we show that for every pair of random coins (r1, r2) ∈ Uni there exists a node v ∈ V such

that an honest execution with (r1, r2) reaches v. Fix (r1, r2). Note that any pair of random

coins define a unique path u1, . . . , ur(κ) from the root u1 to a leaf ur(κ).

We start with the case where ur(κ) defines output 1. From Eq. (4.2.1), we have that pu1 ≤
1/2 + µ(κ). In addition, pur(κ) = 1 since the output is 1. Therefore, we have that:

∑r(κ)−1
i=1

(
pui+1 − pui

)
r(κ)

=
pur(κ) − pu1

r(κ)
≥

1− 1
2 − µ(κ)

r(κ)
=

1
2 − µ(κ)

r(κ)
= ε.

Thus, the average of differences is greater than or equal to ε, which means that there exists an i

such that pui+1 − pui ≥ ε. Moreover, this ui must have two children since otherwise pui = pui+1 .

Since ui+1 ∈ {right(ui), left(ui)}, we conclude that there exists a node ui such that either

pright(ui) ≥ pui + ε or pleft(ui) ≥ pui + ε.

The second case is where ur(κ) defines output 0, and pu1 ≥ 1/2 − µ(κ). Similarly to the
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above, we have that:∑r(κ)−1
i=1

(
pui+1 − pui

)
r(κ)

=
pur(κ) − pu1

r(κ)
≤

0− 1
2 + µ(κ)

r(κ)
= −ε,

which implies that there exists an i such that pui+1 − pui ≤ −ε. Moreover, this ui must have

two children, otherwise we must have that pui = pui+1 . Since ui+1 ∈ {right(ui), left(ui)}, we

conclude that there exists a node ui such that either pright(ui) ≤ pui − ε or pleft(ui) ≤ pui − ε.
We conclude that in every execution of the protocol, the parties reach a node v ∈ V.

We know that in every node v ∈ V, the difference between pleft(v) or pright(v) and pv is large.

We now show that this implies that the difference between pright(v) and pleft(v) themselves is

large. This is the basis for the ability of the adversary to bias the output. Let v ∈ V be a fixed

node, let αv be the distribution over the input of the honest P1 to f at node v, and let βv

be the distribution over the input of the honest P2 to f at node v (as described above, these

distributions over the inputs are fully defined and inefficiently computable). Let γv = αv ·Mf ·βv

be the probability that the honest parties obtain output 1 in this node (when sending inputs

according to the distributions). By the definition of pv and γv, we have that:

pv = γv · pright(v) + (1− γv) · pleft(v).

This is because with probability γv the honest parties proceed to right(v) and with probability

1− γv they proceed to left(v). Thus, the probability of outputting 1 at v is as above. We now

prove:

Claim 4.5.2 For every node v ∈ V:

1. 0 < γv < 1.

2. Only one of the following holds: |pv − pright(v)| ≥ ε or |pv − pleft(v)| ≥ ε but not both.

3. If pright(v) ≥ pv + ε, then pright(v) ≥ pleft(v) + ε.

4. If pleft(v) ≥ pv + ε, then pleft(v) ≥ pright(v) + ε.

5. If pright(v) ≤ pv − ε, then pright(v) ≤ pleft(v) − ε.
6. If pleft(v) ≤ pv − ε, then pleft(v) ≤ pright(v) − ε.

Proof: For Item 1, recall that the probability γv can be computed as the number of random

tapes that reach the right child of v over the number of random tapes that are consistent with v.

Therefore, if γv = 0, it means that no execution reaches the right child of v. Similarly, in case

γv = 1, we have that there is no left child of v. In any case, both cases are in contradiction the

the fact that v ∈ V, which means above the other properties, that the node v has two children.

For Item 2, assume that both |pv − pright(v)| ≥ ε and |pv − pleft(v)| ≥ ε hold simultaneously.

This means that:

−
(
pv − pright(v)

)
≤ ε ≤ pv − pright(v)

−
(
pv − pleft(v)

)
≤ ε ≤ pv − pleft(v)

When we multiply the first equation by γv and the second by 1−γv (both are not zero, according
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to the first item), we obtain that:

−γv ·
(
pv − pright(v)

)
≤ γv · ε ≤ γv ·

(
pv − pright(v)

)
−(1− γv) ·

(
pv − pleft(v)

)
≤ (1− γv) · ε ≤ (1− γv) ·

(
pv − pleft(v)

)
Summing the above two equations together, and recalling that pv = γv ·pright(v)+(1−γv)·pleft(v),

we have that:

0 = −pv + pv ≤ ε ≤ pv − pv = 0

and so ε = 0, in contradiction to the fact that: ε = 1/2−µ(κ)
r(κ) > 0.

For Item 3, assume that pright(v) ≥ pv + ε. We have:

pright(v) ≥ pv + ε

pright(v) ≥ γv · pright(v) + (1− γv) · pleft(v) + ε

(1− γv) · pright(v) ≥ (1− γv) · pleft(v) + ε

pright(v) ≥ pleft(v) +
ε

1− γv
≥ pleft(v) + ε

where the last inequality holds since 0 < 1− γv < 1.

The other items are derived through similar computations.

Analyzing the adversary’s success. We are now ready to show that at least one of the

adversaries A1 or A0 succeeds in biasing the output.

We start with some notation. For a given node v and a bit b ∈ {0, 1}, denote by outb|v(P1, P
∗
2 )

the probability that an honest party P1 outputs the bit b in an execution with P ∗2 , conditioned

on the event that the execution reached node v. Note that in an execution between two honest

parties it holds that :

out1
|v(P1, P2) = Pr

(r1,r2)←Uni

[
output〈P1(r1), P2(r2)〉 = 1

∣∣∣ v is reached
]

= pv = γv · pright(v) + (1− γv) · pleft(v).

Similarly, out0
|v(P1, P2) = 1−pv. Note also that when v is the root node, out1

|v(P1, P2) = 1
2±µ(κ).

Let v ∈ V. We consider two executions: in both executions P1 is honest, while in the

first execution P2 is controlled by A1, and in the second execution P2 is controlled by A0.

We compute the probabilities out1
|v(P1,A1) and out0

|v(P1,A0) and compare these to the output

when both parties are honest. Specifically, we show that for every v ∈ V there is a difference

between the output probability at v when honest parties run, and when an honest P1 runs with

a dishonest P2 (we actually consider the sum of the differences, and will later use this to show

that at least one of A0 and A1 must succeed in biasing).

Claim 4.5.3 There exists a constant c > 0 such that for every node v ∈ V it holds that:(
out0
|v(P1,A0)− out0

|v(P1, P2)
)

+
(

out1
|v(P1,A1)− out1

|v(P1, P2)
)
≥ c · ε

Proof: Let v ∈ V and denote δvmax = max1≤i≤`{δvi } and δvmin = min1≤j≤`{δvj }, where δv1 , . . . , δ
v
`

are as computed by the adversaries. Since v ∈ V, either pright(v) ≥ pv + ε, pleft(v) ≥ pv + ε,
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pright(v) ≤ pv − ε or pleft(v) ≤ pv − ε. We consider two cases:

Case 1: pright(v) ≥ pv + ε or pleft(v) ≤ pv− ε. In these cases, the adversary A1 sends

yi for which δi = δvmax, while the adversary A0 sends yk for which δk = δvmin.

We now compute the difference between the probabilities that P1 outputs 1 when it interacts

with and honest P2, and with the adversary A1, where in both executions we assume that v is

reached.4

out1
|v(P1,A1)− out1

|v(P1, P2)

= Pr
(r1,r2)←Uni

[
output〈P1(r1),A1(r2)〉 = 1

∣∣∣ v]− Pr
(r1,r2)←Uni

[
output〈P1(r1), P2(r2)〉 = 1

∣∣∣ v]
= δvmax · pright(v) + (1− δvmax) · pleft(v) −

(
γv · pright(v) + (1− γv) · pleft(v)

)
= (δvmax − γv) · pright(v) + (γv − δvmax) · pleft(v)

= (δvmax − γv) ·
(
pright(v) − pleft(v)

)
≥ (δvmax − γv) · ε .

where the last inequality follows from Claim 4.5.2 which states that pright(v) − pleft(v) ≥ ε in

this case. Observe that when δvmax = γv, then there is no bias (i.e., the probability of obtaining

output 1 may be the same as when P2 is honest).

In a similar way, we compute the difference between the probabilities that P1 outputs 0

when it interacts with an honest P2, and with the adversary A0, conditioned on the event that

the node v ∈ V is reached. We have

out0
|v(P1,A0)− out0

|v(P1, P2)

= Pr
(r1,r2)←Uni

[
output〈P1(r1),A0(r2)〉 = 0

∣∣∣ v]− Pr
(r1,r2)←Uni

[
output〈P1(r1), P2(r2)〉 = 0

∣∣∣ v]
=

(
1− Pr

(r1,r2)←Uni

[
output〈P1(r1),A0(r2)〉 = 1

∣∣∣ v])
−
(

1− Pr
(r1,r2)←Uni

[
output〈P1(r1), P2(r2)〉 = 1

∣∣∣ v])
= Pr

(r1,r2)←Uni

[
output〈P1(r1), P2(r2)〉 = 1

∣∣∣ v]− Pr
(r1,r2)←Uni

[
output〈P1(r1),A0(r2)〉 = 1

∣∣∣ v]
=

(
γv · pright(v) + (1− γv) · pleft(v)

)
−
(
δvmin · pright(v) + (1− δvmin) · pleft(v)

)
= (γv − δvmin) ·

(
pright(v) − pleft(v)

)
≥ (γv − δvmin) · ε ,

where the last equality it true from Claim 4.5.2. Once again, when δvmin = γv, then there is no

bias.

The crucial observation is that since f is not δ balanced, it holds that δvmin 6= δvmax and thus

4Note that when we write output〈P1(r1),A1(r2)〉 we mean the output of P1 when interacting with A1 with
respective random tapes r1 and r2. Since A1 behaves according to the honest strategy except in the node v ∈ V,
we have that A1 uses the coins r2 just like an honest P2 except in node v. Moreover, when conditioning on the
event that the node v is reached, we just write “v” for short, instead of “v is reached”.
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either δvmax 6= γv or δvmin 6= γv or both. We can compute the overall bias of the adversaries as:(
out0
|v(P1,A0)− out0

|v(P1, P2)
)

+
(

out1
|v(P1,A1)− out1

|v(P1, P2)
)

≥ (δvmax − γv) · ε+ (γv − δvmin) · ε = (δvmax − δvmin) · ε .

Now, by the fact that f is not left-balanced, Claim 4.3.4 states that there exists a constant

c > 0 such that for all probability vectors p: maxi(p ·Mf ) −mini(p ·Mf ) ≥ c. In particular,

this means that δvmax − δvmin ≥ c. Therefore, we can conclude that:(
out0
|v(P1,A0)− out0

|v(P1, P2)
)

+
(

out1
|v(P1,A1)− out1

|v(P1, P2)
)
≥ (δvmax − δvmin) · ε ≥ c · ε .

Case 2: pleft(v) ≥ pv + ε or pright(v) ≤ pv − ε. In this case, A1 sends yk for which

δk = δvmin, and A0 sends yi for which δi = δvmax. Using a similar calculation to the previous case,

and using Claim 4.5.2 which states that pleft(v) − pright(v) ≥ ε in this case, we have:

out1
|v(P1,A1)− out1

|v(P1, P2)

= Pr
(r1,r2)←Uni

[
output〈P1(r1),A1(r2)〉 = 1

∣∣∣ v]− Pr
(r1,r2)←Uni

[
output〈P1(r1), P2(r2)〉 = 1

∣∣∣ v]
= δvmin · pright(v) + (1− δvmin) · pleft(v) − γv · pright(v) − (1− γv) · pleft(v)

= (γv − δvmin) ·
(
pleft(v) − pright(v)

)
≥ (γv − δvmin) · ε ,

and

out0
|v(P1,A0)− out0

|v(P1, P2)

= Pr
(r1,r2)←Uni

[
output〈P1(r1),A0〉 = 1

∣∣∣ v]− Pr
(r1,r2)←Uni

[
output〈P1(r1), P2(r2)〉 = 1

∣∣∣ v]
= γv · pright(v) + (1− γv) · pleft(v) − δvmax · pright(v) − (1− δvmax) · pleft(v)

= (δvmax − γv) ·
(
pleft(v) − pright(v)

)
≥ (δvmax − γv) · ε .

Therefore, the overall bias is:(
out0
|v(P1,A0)− out0

|v(P1, P2)
)

+
(

out1
|v(P1,A1)− out1

|v(P1, P2)
)

≥ (δvmax − γv) · ε+ (γv − δvmin) · ε = (δvmax − δvmin) · ε

Again, by the fact that f is not left-balanced, Claim 4.3.4 implies that for the same constant

c > 0 as above it holds:(
out0
|v(P1,A0)− out0

|v(P1, P2)
)

+
(

out1
|v(P1,A1)− out1

|v(P1, P2)
)
≥ (δvmax − δvmin) · ε ≥ c · ε.

This completes the proof of Claim 4.5.3.

Computing the overall bias. Since in any execution exactly one node v ∈ V is reached,

and since in any execution a node in V is reached, we have that for any party P ∗2 (in particular,
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an honest P2, the adversary A0 or the adversary A1), and for every bit b ∈ {0, 1}:

Pr
(r1,r2)←Uni

[output〈P1(r1), P ∗2 (r2)〉 = b]

=
∑
v∈V

Pr [v is reached in 〈P1(r1), P ∗2 (r2)〉] · outb|v(P1(r1), P ∗2 (r2))

We denote the probability above by outb(P1, P
∗
2 ).

Note that since both adversaries act honestly until they reach a node v ∈ V, the executions

〈P1, P
∗
2 〉 (where P ∗2 ∈ {P2,A1,A0}) are the same up to the point when they reach the node v,

and thus:

Pr
(r1,r2)←Uni

[v is reached in 〈P1(r1), P2(r2)〉] = Pr
(r1,r2)←Uni

[
v is reached in 〈P1(r1),A1(r2)〉

]
= Pr

(r1,r2)←Uni

[
v is reached in 〈P1(r1),A0(r2)〉

]
we therefore denote this equal value as reachv. Moreover, since any execution reaches exactly

one node v ∈ V, we have:
∑

v∈V reachv = 1.

Combining the above, we conclude that:(
out1(P1,A1)− out1(P1, P2)

)
+
(
out0(P1,A1)− out0(P1, P2)

)
=

∑
v∈V

reachv ·
[(

out1
|v(P1,A1)− out1

|v(P1, P2)
)

+
(

out0
|v(P1,A0)− out0

|v(P1, P2)
)]

≥
∑
v∈V

reachv · (c · ε) = c · ε

where the last inequality is true by Claim 4.5.3. Since π is a coin-tossing protocol, by Eq. (4.2.1)

we have that: ∣∣∣∣out0(P1, P2)− 1

2

∣∣∣∣ ≤ µ(κ) and

∣∣∣∣out1(P1, P2)− 1

2

∣∣∣∣ ≤ µ(κ) .

Thus, we have that:(
out1(P1,A1)− 1

2

)
+

(
out0(P1,A0)− 1

2

)
≥ c · ε− 2µ(κ).

Since c is a constant, and ε = ε(κ) = 1/2−µ(κ)
r(κ) , we have that the sum of the biases is non-

negligible, and therefore at least one of A0 and A1 succeeds in biasing the output of the coin-

tossing protocol when running with an honest P1.

The general case – removing the simplifying assumptions. In our proof above, we

relied on three simplifying assumptions regarding the coin-tossing protocol:

1. The hybrid model allows invocations of the function f only, and not invocations of fT .

2. Honest parties agree on the same output with probability 1.

3. The leaves of the tree fully define the output. Namely, the output of the parties are a

deterministic function of the transcript of the protocol.
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Item 1 is solved as follows. Instead of considering protocols where the only invocations are to

the function f , we consider protocols where each round consists of an invocation of f , followed

by an invocation of fT . In the execution tree, each node at an even level indicates an invocation

of f , whereas nodes at an odd level indicate executions of fT . The variables γv, left(v), right(v)

are defined similarly as before.

As the analysis shows, at any execution there is a “jump” and there exists a node v for

which |pright(v) − pv| or |pleft(v) − pv| is greater than ε. This holds also for our case as well,

where the tree consists nodes of fT and f . It is easy to see that in the case that all the nodes

v are in fact invocations of f , the same adversaries as before and the same analysis hold, and

the adversaries can bias the result. However, in general, the “jump” may occur on executions

of fT . However, in such a case, the adversaries that we have presented control the “x-inputs”

and therefore cannot cheat (since it may be that the function is not left-balanced but is right-

balanced). Indeed, if all the “jumps” in the protocol are in nodes which are executions of fT ,

the adversaries that we have proposed may not be able to bias the result at all.

We solve this problem by “splitting” the adversary A1 into two adversaries: A1
1 which

controls P1 and adversary A1
2 which controls P2 (similarly, we “split” A0 into A0

1,A0
2 who

control P1 and P2, respectively.). The adversary A1
2 “attacks” the protocol exactly as A1, with

the only restriction that it checks that the node v (for which there is a “jump”) is an invocation

of f . In case where v is an invocation of fT , the adversary A1
2 controls the inputs of x and

therefore cannot attack at this point. However, the adversary A1
1 controls the inputs of y at

that node, and can perform the same attack as A1. Overall, the adversary A1
2 only attacks

the protocol on nodes v which are invocations of f , whereas A1
1 attacks the protocol on nodes

v which are invocations of fT . The overall bias of the two adversaries (A1
1,A1

2) in a protocol

where the invocations are of f, fT is exactly the same as the overall bias of the adversary A1 in

a protocol where all the invocations are of the function f . Similarly, we split A0 into (A0
1,A0

2),

and the overall bias of A0 is essentially the same as the overall bias of (A0
1,A0

2). Since the

sum of the biases of (A0,A1) is non-negligible, the sum of the biases of (A0
1,A1

1,A0
2,A1

2) is

non-negligible as well.

Item 2 can be dealt with in a straightforward manner. By the requirement on a secure

coin-tossing function, the probability that two honest parties output different bits is at most

negligible. In executions that reach leaves for which this event occurs, we can just assume that

the adversary fails. Since such executions happen with negligible probability, this reduces the

success probability of the adversary by at most a negligible amount.

We now turn to the Item 3. First we explain in what situations the general case might

occur. Consider the case where there are two sets of random tapes that reach the same final

node, where on one set the parties output 0 and on the other they output 1. This can happen

if the final output is based on parties’ full views, including their random tapes, rather than on

the public transcript of the computation alone.

We now show that any protocol can be converted into a protocol where the transcript fully

determines the output of both parties. Given a coin-tossing protocol π we build a protocol π′ as

follows: The parties invoke the protocol π and at the end of the computation, each party sends

its random tape to the other party. In the protocol π′, clearly each leaf fully determines the

outputs of the parties, since each parties’ entire view is in the public transcript. Furthermore,

the requirement that two honest parties output the same bit except with negligible probability

clearly holds also for π′. Finally, we claim that if there exists an adversary A′ who succeeds
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in biasing the output of an honest party with non-negligible probability in π′, then we can

construct an adversary A who succeeds in biasing the output of an honest party with non-

negligible probability in π. The adversary A simply invokes A′, and aborts at the point where

it is supposed to send its random tape. Since the output of the honest party is determined after

the invocation of the protocol π and before the random tapes are sent as part of π′, the output

of the honest party when interacting with A is identical to its output when interacting with A′.
Thus, A also succeeds to bias the output of the honest party in π.

Given the above, we can transform a general π into π′ for which the third simplifying

assumption holds. Then, we can build the adversaries as proven for π′, under this assumption.

By what we have just shown, this implies the existence of an adversary who can bias the output

of the honest party in π, as required. This concludes the proof.

Impossibility for 0 or 1-balanced functions. The above theorem proves impossibility for

the case that the function is not balanced. As we have mentioned, we must separately deal

with the case that the function is balanced, but not strictly balanced; i.e., the function is either

0-balanced or 1-balanced. The main difference in this case is that not all nodes which have

significantly different probabilities in their two children can be used by the adversary to bias

the outcome. This is due to the fact that the protocol may specify an input distribution for the

honest party at such a node that forces the output to be either 0 or 1 (except with negligible

probability), and so the “different child” is only reached with negligible probability. This can

happen since the function is balanced with δ = 0 or δ = 1. Thus, there may be probability

vectors for which δmax − δmin is 0 or some negligible function. The proof therefore shows that

this cannot happen too often, and the adversary can succeed enough to bias the output.

Theorem 4.5.4 Let f :{x1, . . . , x`}×{y1, . . . , ym} → {0, 1} be a 0 or 1-balanced function. Then,

f does not information-theoretically imply the coin-tossing protocol.

Proof: By Claim 4.3.5, since f is 0 or 1-balanced, it contains the all-zero row and all-zero

column, or the all-one row and the all-one column. Thus, if f is 0-balanced, an adversary can

“force” the output of any given invocation of f to be 0, and so δvmin (as defined in the proof

of Claim 4.5.3) equals 0. Likewise, if f is 1-balanced, an adversary can force the output to be

1 and thus δvmax = 1. We use the same ideas as the proof of Theorem 4.5.1. We consider the

transcript tree with the same simplifications as above (in particular, we consider protocols with

invocations of f only, and no invocations of fT ). The transformation to the general case is the

same, and we omit this part. In this proof, we set ε = ε(κ) = 1/4−µ(κ)
r(κ) . We start by rewriting

the adversaries, and we write the differences in bold.

Adversary A1 controlling P2 (biasing towards 1):

Let v be the current node in the tree T (starting at the root) and αv = (αv1, . . . , α
v
n)

be the input distribution for P1 (as explained above, this can be computed). Com-

pute (δv1 , . . . , δ
v
` ) = αv ·Mf . Let i and k be indices such that δvi = max1≤j≤`{δvj }

and δvk = min1≤j≤`{δvj } (denote δvmax = δvi and δvmin = δvk). In the first node v in

the execution with two children such that |pright(v) − pv| ≥ ε or |pleft(v) − pv| ≥ ε

and ε ≤ γv ≤ 1− ε (checking also that ε ≤ γv ≤ 1− ε is the only difference from

previously), act according to the following:
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If pright(v) ≥ pv + ε or pleft(v) ≤ pv− ε then send input yi in this invocation of f

(this increases the probability of reaching node right(v) because the probability

of obtaining 1 in this invocation is δi which is maximal). If pleft(v) ≥ pv + ε or

pright(v) ≤ pv − ε then send input yk in this invocation of f (this increases the

probability of reaching node left(v) because the probability of obtaining 0 in

this invocation is δk which is minimal).

In all other nodes act honestly.

The adversary A0 controlling P2 (biasing towards 0): The adversary is the

same as A1 as defined above with the same differences as in the previous proof.

We now turn to the analysis. Let V denote the set of all nodes for which the adversaries do

not act honestly and attempt to bias the result (i.e., the nodes that fulfill the conditions above).

Observe that V is a subset of the set V defined in the proof of Theorem 4.5.1. We compute the

sum of differences between the output probability at v ∈ V when honest parties run, and when

an honest party P1 runs with dishonest P2. Like the proof of Theorem 4.5.1, we show that

whenever the adversaries reach a node v ∈ V, they succeed in biasing the result (the proof of

this is almost the same as above). Then, we compute the probability that the execution reaches

a node in V. However, here, unlike the proof of Theorem 4.5.1, the probability of reaching a

node v ∈ V is not 1.

The adversary’s effect conditioned on reaching V. We first obtain a bound on the sum of

difference between the output probability at v ∈ V when honest parties run, and when an honest

party P1 runs with adversaries, A1,A0 respectively, where in both cases we are conditioning on

the event that the execution reaches a node v ∈ V. Since the attack is exactly the same as in

the previous proof (Claim 4.5.3), we conclude that for any node v ∈ V:(
out0
|v(P1,A0)− out0

|v(P1, P2)
)

+
(

out1
|v(P1,A1)− out1

|v(P1, P2)
)
≥ (δvmax − δvmin) · ε

We now compute a lower bound on the term δvmax− δvmin. In the above proof for an unbalanced

function this was bounded by a constant c. In this case, where f is 0 or 1-balanced, Lemma 4.3.4

does not hold, and thus the proof is more involved.

First, consider the case that f is 1-balanced. As we have stated above, this implies that

δvmax = 1 for every node v. We now show that δvmin ≤ 1 − ε. In order to see this, we note that

δvmin ≤ γv, for every node v (since γv is the “correct probability” of getting 1 and this is at least

the minimum probability). Now, for every v ∈ V, by the definition of V for this adversary we

have that γv ≤ 1− ε, and therefore we can conclude that δvmin ≤ 1− ε, and so δvmax − δvmin ≥ ε.
Next, consider the case that f is 0-balanced. In this case, δvmin = 0, but since δvmax ≥ γv (for

the same reason that δvmin ≤ γv) and since γv ≥ ε by the definition of the adversary, we have

that δvmax ≥ ε and so once again δvmax − δvmin ≥ ε.
Combining the above, we have that for every v ∈ V the overall sum of the probability

changes of the adversaries is:(
out0
|v(P1,A0)− out0

|v(P1, P2)
)

+
(

out1
|v(P1,A1)− out1

|v(P1, P2)
)

≥ (δvmax − δvmin) · ε ≥ (1− (1− ε)) · ε = ε2
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We remark that for the case where Mf is 0-balanced and not 1-balanced, δvmin = 0, but it

follows that δvmax ≥ γv ≥ ε, and so δvmax − δvmin ≥ ε, as well.

Computing the probability to reach V. We have shown that when the parties reach nodes

from V, the adversaries succeed in biasing the result. Now, whenever the adversaries do not

reach nodes from V, they play honestly and therefore both parties are expected to output a

fair coin. Therefore, if the execution reaches a node in V with non-negligible probability, this

will imply non-negligible bias, as required. We now show that the probability that an execution

reaches a node in V is at least 1/2 (this is the key difference to the unbalanced case where every

execution reached a node in V).

Every pair of random coins (r1, r2) for the parties fully determine a path from the root to

one of the leaves, and each leaf defines the output for both parties. For each node v in the tree

T , we consider its type according to the following:

(a) |pright(v) − pv| < ε and |pleft(v) − pv| < ε, or v has only one child

(b) |pright(v) − pv| ≥ ε and ε ≤ γv ≤ 1− ε

(c) |pright(v) − pv| ≥ ε and γv < ε

(d) |pleft(v) − pv| ≥ ε and ε ≤ γv ≤ 1− ε

(e) |pleft(v) − pv| ≥ ε and γv > 1− ε

We first prove that these cases cover all possibilities. Specifically, we claim that it cannot hold

that |pright(v) − pv| ≥ ε and γv > 1 − ε. Moreover, it cannot hold that |pleft(v) − pv| ≥ ε and

γv < ε. In order to see this, first note that since pv = γv · pright(v) + (1 − γv) · pleft(v), we can

write:∣∣pright(v) − pv
∣∣ =

∣∣pright(v) − γv · pright(v) − (1− γv) · pleft(v)

∣∣ = (1− γv) ·
∣∣pright(v) − pleft(v)

∣∣ ,
(4.5.1)

and,∣∣pleft(v) − pv
∣∣ =

∣∣pleft(v) − γv · pright(v) − (1− γv) · pleft(v)

∣∣ = γv ·
∣∣pleft(v) − pright(v)

∣∣ . (4.5.2)

Now, |pright(v) − pleft(v)| ≤ 1 because they are both probabilities, and thus |pright(v) − pv| ≤
1 − γv. If |pright(v) − pv| ≥ ε then this implies that 1 − γv ≥ ε and thus γv ≤ 1 − ε. Thus, it

cannot be that |pright(v) − pv| ≥ ε and γv > 1 − ε, as required. Similarly, if |pleft(v) − pv| ≥ ε

then γv ≥ ε and thus it cannot be that |pleft(v) − pv| ≥ ε and γv < ε.

Next, recall that the nodes in V are all of type (d) or (b). We now show that for any node of

type (e), it must hold that |pv − pright(v)| < ε. Similarly, for any node of type (c), it must hold

that |pv − pleft(v)| < ε. We explain how we use this, immediately after the proof of the claim.

Claim 4.5.5 Let v be a node in the tree T with two children. Then:

1. If γv > 1− ε, then |pright(v) − pv| < ε.

2. If γv < ε, then |pleft(v) − pv| < ε.
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Proof: For the first item, by Eq. (4.5.1) we have that |pright(v) − pv| ≤ 1− γv. In addition, if

γv > 1 − ε then 1 − γv < ε. We conclude that
∣∣pright(v) − pv

∣∣ ≤ 1 − γv < ε, as required. The

second item is proven analogously using Eq. (4.5.2).

The claim above shows that for any node v of type (e) the right child has output probability

that is close to the probability of the parent, and for any node of type (c) the left child has

output probability that is close to the probability of the parent. This means that little progress

towards the output is made in this invocation. Intuitively, it cannot be the case that little

progress is made in all invocations. We will now show this formally.

Let u1, . . . , ur(κ) be a path in the tree T from the root u1 to some leaf ur(κ). Recall that

any execution defines a unique path from the root and one of the leaves. The next claim shows

that there does not exist a path in the tree (associated with a pair of random tapes (r1, r2))

such that all the nodes in the path are of types (a), (e) and (c), and in all the nodes of type (e)

the path proceeds to the right son and in all the nodes of type (c) the path proceeds to the left

son.

Claim 4.5.6 There does not exist a path u1, . . . , ur(κ) for which for every i = 1, . . . , r(κ) − 1

one of the following conditions hold:

1. |pright(ui) − pui | < ε and |pleft(ui) − pui | < ε, or ui has only one child (i.e., ui is type (a)).

2. |pleft(ui) − pui | ≥ ε, γui > 1− ε and ui+1 = right(ui) (that is, ui is type (e), and the path

proceeds to the right son).

3. |pright(ui) − pui | ≥ ε, γui < ε and ui+1 = left(ui). (that is, ui is type (c), and the path

proceeds to the left son).

Proof: Assume by contradiction that there exists a path u1, . . . , ur(κ) for which for every

i = 1, . . . , r(κ)− 1, one of the above conditions holds. Let ui be a node. If the first item holds

for ui, then |pui+1 − pui | < ε (observe that if ui has just one child then pui+1 = pui and so

|pui+1 − pui | < ε). If the second item holds for ui, then this is a node of type (e) and the path

proceeds to the right son. By Claim 4.5.5, this implies that |pui+1 − pui | < ε (observe that the

claim can be applied since the node ui has two children by the fact that it is not of type (a)).

Likewise, if the third item holds for ui, then this is a node of type (c) and the party proceeds

to the left son, and so by Claim 4.5.5 it holds that |pui+1 − pui | < ε. We conclude that for every

i = 1, . . . , r(κ)− 1, |pui+1 − pui | < ε, and so:

|pur(κ) − pu1 | ≤
r(κ)∑
i=1

|pui+1 − pui | <
r(κ)∑
i=1

ε = r(κ) · ε = r(κ) · 1/4− µ(κ)

r(κ)
= 1/4− µ(κ).

Now, recall that |pu1 − 1/2| < µ(κ) for some negligible function µ(κ). This implies that pur(κ)
is non-negligibly far from the range

[
1
4 ,

3
4

]
, in contradiction to the fact that it equals to 0 or 1.

This completes the proof.

Recall that nodes in V are of type (b) and (d) only, and so if they are reached in an execution

then the adversary succeeds in biasing the result. In addition, we have shown that it cannot be

the case that an entire execution is made up of nodes of type (a) and nodes of type (e) where

the execution when to the right and nodes of type (c) in which the execution went to the left.

Thus, if no node in V is reached, it must be the case that a node of type (e) was reached and

164



the execution went to the left, meaning that the output of the invocation of f was 0, or the

execution reached a node of type (c) and the execution went to the right, meaning that the

output of f was 1. We now show that the probability of this occurring is small. That is, we

bound the following probability:

Pr
[
∃j for which type(uj) = e : uj+1 = right(uj) ∨ ∃j for which type(uj) = c : uj+1 = left(uj)

]
.

By the union bound, it is enough to compute the probability of each one of the terms. Observe

that:

Pr [uj+1 = left(uj) | type(uj) = (e)] < ε

because by the definition of type (e), γuj > 1− ε. We therefore have:

Pr [∃j for which type(uj) = c : uj+1 = left(uj)]

≤
∑

j s.t. type(uj)=c

Pr [uj+1 = left(uj) | type(uj) = c]

< r(κ) · ε = r(κ) · 1/4− µ(κ)

r(κ)
= 1/4− µ(κ).

In a similar way, we conclude that the probability to reach a node of type (c) and to move to

the right child is bounded by 1/4− µ(κ). Therefore, the probability of not reaching a node in

V is bounded by 1/2− 2µ(κ).

Thus the probability of reaching a node in V is greater than 1/2. That is, we have that:∑
v∈V

reachv >
1

2

where for every v ∈ V, reachv denotes the probability to reach the node v (which, as discussed

in the proof of the unbalanced case, is the same in all executions of 〈P1, P
∗
2 〉, where P ∗2 ∈

{P2,A0,A1}).

Concluding the proof. We have seen that the probability of reaching a node in V is greater

than 1/2. Moreover, whenever the adversaries reach such a node, the sum of the differences

between honest execution and execution with the adversaries is ε2. Combining the above, we

conclude that:(
out1(P1,A1)− out1(P1, P2)

)
+
(
out0(P1,A1)− out0(P1, P2)

)
=

∑
v∈V

reachv ·
[(

out1
|v(P1,A1)− out1

|v(P1, P2)
)

+
(

out0
|v(P1,A0)− out0

|v(P1, P2)
)]

≥
∑
v∈V

reachv ·
(
ε2
)
>

1

2
· ε2

Similarly to the proof of Theorem 4.5.1, this implies that:(
out0(P1,A0)− 1

2

)
+

(
out1(P1,A1)− 1

2

)
>

1

2
· ε2 − 2µ(κ).

and so one of the adversaries succeeds in biasing the result with non-negligible probability. This

concludes the proof.
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Conclusion: Combining Theorems 4.4.1, 4.5.1 and 4.5.4, we obtain the following corollary:

Corollary 4.5.7 Let f :{x1, . . . , x`}×{y1, . . . , ym} → {0, 1} be a function.

• If f is strictly-balanced, then f implies the coin-tossing functionality (computationally and

information-theoretically).

• If f is not strictly-balanced, then f does not information-theoretically imply the coin-

tossing functionality in the presence of malicious adversaries.

Impossibility in the OT-hybrid model. Our proof of impossibility holds in the information-

theoretic setting only since the adversary must carry out computations that do not seem to be

computable in polynomial-time. It is natural to ask whether or not the impossibility result still

holds in the computational setting. We do not have an answer to this question. However, as a

step in this direction, we show that the impossibility still holds if the parties are given access

to an ideal oblivious transfer (OT) primitive as well as to the function f . That is, we prove the

following:

Theorem 4.5.8 Let f :{x1, . . . , x`}×{y1, . . . , ym} → {0, 1} be a function. If f is not strictly-

balanced, then the pair of functions (f,OT ) do not information-theoretically imply the coin

tossing functionality in the presence of malicious adversaries.

Proof Sketch: In order to see that this is the case, first observe that if f has an embedded-OR

then it implies oblivious transfer [69]. Thus, f can be used to obtain OT, and so the question

of whether f implies coin tossing or (f,OT ) imply coin tossing is the same. It thus remains to

consider the case that f does not have an embedded OR but does have an embedded XOR (if

it has neither then it is trivial and so clearly cannot imply coin tossing, as we have mentioned).

We now show that in such a case f must be strictly balanced, and so this case is not relevant.

Let x1, x2, y1, y2 be an embedded XOR in f ; i.e., f(x1, y1) = f(x2, y2) 6= f(x1, y2) = f(x2, y1).

Now, if there exists a y3 such that f(x1, y3) = f(x2, y3) then f has an embedded OR. Thus, x1

and x2 must be complementary rows (as in example function (a) in the Introduction). Likewise,

if there exists an x3 such that f(x3, y1) = f(x3, y2) then f has an embedded OR. Thus, y1 and

y2 must be complementary columns. We conclude that f has two complementary rows and

columns, and as we have shown in the Introduction, this implies that f is strictly balanced with

δ = 1
2 .

4.6 Fairness in the Presence of Fail-Stop Adversaries

In order to study the feasibility of achieving fair secure computation in the fail-stop model, we

must first present a definition of security for this model. To the best of our knowledge, there

is no simulation-based security definition for the fail-stop model in the literature. As we have

mentioned in the introduction, there are two natural ways of defining security in this model,

and it is not a priori clear which is the “correct one”. We therefore define two models and study

feasibility for both. In the first model, the ideal-model adversary/simulator must either send the

party’s prescribed input to the trusted party computing the function, or a special abort symbol
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⊥, but nothing else. This is similar to the semi-honest model, except that ⊥ can be sent as well.

We note that if ⊥ is sent, then both parties obtain ⊥ for output and thus fairness is preserved.5

This is actually a very strong requirement from the protocol since both parties either learn

the prescribed output, or they both output ⊥. In the second model, the ideal adversary can

send any input that it wishes to the trusted party, just like a malicious adversary. We remark

that if the real adversary does not abort a real protocol execution, then the result is the same

as an execution of two honest parties and thus the output is computed from the prescribed

inputs. This implies that the ideal adversary can really only send a different input in the case

that the real adversary halts before the protocol is completed. As we have mentioned in the

Introduction, the impossibility result of Cleve [34] for coin-tossing holds in the both models,

since the parties have no input, and so for this functionality the models are identical.

4.6.1 Fail-Stop 1

In this section we define and explore the first fail-stop model. We proceed directly to define the

ideal model:

Execution in the ideal world. An ideal execution involves parties P1 and P2, an adversary

S who has corrupted one of the parties, and the trusted party. An ideal execution for the

computation of f proceeds as follows:

Inputs: P1 and P2 hold inputs x ∈ X, and y ∈ Y , respectively; the adversary S receives the

security parameter 1n and an auxiliary input z.

Send inputs to trusted party: The honest party sends its input to the trusted party. The

corrupted party controlled by S may send its prescribed input or ⊥.

Trusted party sends outputs: If an input ⊥ was received, then the trusted party sends ⊥
to both parties. Otherwise, it computes f(x, y) and sends the result to both parties.

Outputs: The honest party outputs whatever it was sent by the trusted party, the corrupted

party outputs nothing and S outputs an arbitrary function of its view.

We denote by IDEAL
f-stop-1
f,S(z) (x, y, n) the random variable consisting of the output of the adversary

and the output of the honest party following an execution in the ideal model as described above.

Security. The real model is the same as is defined in Section 2.2, except that we consider

adversaries that are fail-stop only. This means that the adversary must behave exactly like an

honest party, except that it can halt whenever it wishes during the protocol. We stress that its

decision to halt or not halt, and where, may depend on its view. We are now ready to present

the security definition.

Definition 4.6.1 (Security – fail-stop1) Protocol π securely computes f with complete fair-

ness in the fail-stop1 model if for every non-uniform probabilistic polynomial-time fail-stop ad-

versary A in the real model, there exists a non-uniform probabilistic polynomial-time adversary

5It is necessary to allow an explicit abort in this model since if the corrupted party does not participate at all
then output cannot be computed. The typical solution to this problem, which is to take some default input, is
not appropriate here because this means that the simulator can change the input of the corrupted party. Thus,
such an early abort must result in output ⊥.
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S in the ideal model such that:{
IDEAL

f-stop-1
f,S(z) (x1, x2, n)

}
x∈X,y∈Y,z∈{0,1}∗,n∈N

c≡
{
REALπ,A(z)(x, y, n)

}
x∈X,y∈Y,z∈{0,1}∗,n∈N .

Exploring fairness in the fail-stop-1 model. We first observe that if a function contains

an embedded XOR, then it cannot be computed fairly in this model.

Theorem 4.6.2 Let f : {x1, . . . , x`} × {y1, . . . , ym} → {0, 1} be a function that contains an

embedded XOR. Then, f implies the coin-tossing functionality and thus cannot be computed

fairly.

Proof: Assume that f contains an embedded XOR; i.e., there exist inputs x1, x2, y1, y2 such

that f(x1, y1) = f(x2, y2) 6= f(x1, y2) = f(x2, y1). We can easily construct a protocol for

coin-tossing using f that is secure in the fail-stop model. Party P1 chooses input x ∈ {x1, x2}
uniformly at random, P2 chooses y ∈ {y1, y2} uniformly at random, and the parties invoke the

function f where P1 inputs x and P2 inputs y. In case the result of the invocation is ⊥, the

other party chooses its output uniformly at random.

Since the adversary is fail-stop1, it must follow the protocol specification or abort prema-

turely. In both cases, it is easy to see that the honest party outputs an unbiased coin. Formally,

for any given fail-stop adversary A we can construct a simulator S: S receives from the coin

tossing functionality fct the bit b, and invokes the adversary A. If A sends the trusted party

computing f the symbol ⊥, then S responds with ⊥. Otherwise, (if A sends some real value -

either x1, x2 if it controls P1, or y1, y2 if it controls P2), then S responds with the bit b that it

received from fct as if it is the output of the ideal call to f . It is easy to see that the ideal and

real distributions are identical.

As we have mentioned, if a function does not contain an embedded XOR or an embedded

OR then it is trivial and can be computed fairly (because the output depends on only one of

the party’s inputs). It therefore remains to consider the feasibility of fairly computing functions

that have an embedded OR but no embedded XOR. Gordon et. al [58] present a protocol

for securely computing any function of this type with complete fairness, in the presence of a

malicious adversary. However, the security of their protocol relies inherently on the ability of

the simulator to send the trusted party an input that is not the corrupted party’s prescribed

input. Thus, their protocol seems not to be secure in this model.

The problem of securely computing functions that have an embedded OR but no embedded

XOR therefore remains open. We remark that there are very few functions of this type, and

any such function has a very specific structure, as discussed in [58].

4.6.2 Fail-Stop 2

In this section we define and explore the second fail-stop model. In this case, the ideal adversary

can send any value it wishes to the trusted party (and the output of the honest party is deter-

mined accordingly). It is easy to see that in executions where the real adversary does not abort

the output is the same as between two honest parties. Thus, the ideal adversary is forced to

send the prescribed input of the party in this case. Observe that the ideal model here is identical

to the ideal model for the case of malicious adversaries. Thus, the only difference between this
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definition and the definition of security for malicious adversaries is the quantification over the

real adversary; here we quantify only over fail-stop real adversaries. Otherwise, all is the same.

Definition 4.6.3 (Security – fail-stop2) Protocol π securely computes f with complete fair-

ness in the fail-stop2 model if for every non-uniform probabilistic polynomial-time fail-stop ad-

versary A in the real world, there exists a non-uniform probabilistic polynomial-time adversary

S in the ideal model such that:{
IDEALf,S(z)(x, y, n)

}
x∈X,y∈Y,z∈{0,1}∗,n∈N

c≡
{
REALπ,A(z)(x, y, n)

}
x∈X,y∈Y,z∈{0,1}∗,n∈N .

In the g-hybrid-model for fail-stop2 adversaries, where the parties have access to a trusted

party computing function g for them, a corrupted party may provide an incorrect input to an

invocation of g as long as it halts at that point. This may seem arbitrary. However, it follows

naturally from the definition since a secure fail-stop2 protocol is used to replace the invocations

of g in the real model. Thus, if a fail-stop adversary can change its input as long as it aborts in

the real model, then this capability is necessary also for invocations of g in the g-hybrid model.

Exploring fairness in the fail-stop-2 model. In the following we show that the malicious

adversaries that we constructed in the proofs of Theorem 4.5.1 and Theorem 4.5.4 can be

modified to be fail-stop2. We remark that the adversaries that we constructed did not abort

during the protocol execution, but rather continued after providing a “different” input in one of

the f invocations. Thus, they are not fail-stop2 adversaries. In order to prove the impossibility

for this case, we need to modify the adversaries so that they halt at the node v for which they

can bias the outcome of the invocation (i.e., a node v for which v’s children in the execution

tree have significantly different probabilities for the output of the entire execution equalling 1).

Recall that in this fail-stop model, the adversary is allowed to send a different input than

prescribed in the invocation at which it halts; thus, this is a valid attack strategy.

We prove impossibility in this case by considering two possible cases, relating to the potential

difference between the honest party outputting 1 at a node when the other party aborts at that

node but until then was fully honest, or when the other party continues honestly from that

node (to be more exact, we consider the average over all nodes).

1. First, assume that there is a noticeable difference between an abort after fully honest

behavior and a fully honest execution. In this case, we construct a fail-stop adversary

who plays fully honestly until an appropriate node where such a difference occurs and

then halts. (In fact, such an adversary is even of the fail-stop1 type).

2. Next, assume that there is no noticeable difference between an abort after fully honest

behavior and a fully honest execution. Intuitively, this means that continuing honestly

or halting makes no difference. Thus, if we take the malicious adversaries from Sec-

tion 4.5 and modify them so that they halt immediately after providing malicious input

(as required in the fail-stop2 model), then we obtain that there is no noticeable differ-

ence between the original malicious adversary and the fail-stop2 modified adversary. We

remark that this is not immediate since the difference in this case is between aborting

and not aborting without giving any malicious input. However, as we show, if there is no

difference when honest inputs are used throughout, then this is also no difference when a

malicious input is used.
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We conclude that one of the two types of fail-stop2 adversaries described above can bias any

protocol.

Theorem 4.6.4 Let f :{x1, . . . , x`}×{y1, . . . , ym} → {0, 1} be a function that is not δ-balanced,

for any 0 < δ < 1. Then, f does not information-theoretically imply the coin-tossing protocol

in the fail-stop2 model.

Proof: We follow the proofs of Theorem 4.5.4 and use the same ideas. Recall that the

adversaries play honestly until they reach a node in V. Then, the adversaries send an input value

to the invocation of f not according to the protocol, but continue to play honestly afterward. In

our case, we define similar adversaries: the adversaries play honestly until they reach a node in

V. Then, they send an input value not according to the protocol and abort. This is allowed in

our model: the adversaries play honestly and according to the protocol until they reach a node

for which they quit. In the single invocation of f for which they abort they send a different

value to that specified by the protocol. This is allowed since in the fail-stop2 model the ideal

simulator is allowed to send any input it desires in the case of an early abort.

We recall that the adversaries reach a node in the set V with probability greater than 1/2.

We now analyze whether they succeed to bias the result when the execution reaches a node

in V.

Aborting vs. continuing honestly. At each node v of the transcript tree T , we write

in addition to the probability of outputting 1 when both parties act honestly (i.e., pv), the

probability that the output of the honest party is 1 if the execution is terminated in the node

v (i.e., the “default output” upon abort). We denote this probability by qv. Now, recall the

definition of the set V: the set of nodes for which the adversary does not act honestly and

changes the input. As mentioned above, the adversary act honestly until it reaches a node in

V. Then, in this node it aborts and so may send an incorrect value to the invocation of f , and

the honest party receives 0 or 1 from the invocation according the the inputs that were sent.

In all the following invocations of f , the honest party receives ⊥ and thus it chooses its output

according to the probability qright(v) (if the execution proceeded to the right child of v in the

last invocation of f) or qleft(v) (if the execution proceeded to the left child). Recall that γv

denotes the probability of receiving output 1 from the invocation of f at the node v in an honest

execution, and thus this is the probability that the execution proceeds to the right child of v.

Moreover, recall that in both proofs, each node v ∈ V has two children. We have the following

claim:

Claim 4.6.5 Let V be as above. Then, there exists a negligible function µ′(·) such that:∑
v∈V

(
|pleft(v) − qleft(v)|+ |pright(v) − qright(v)|

)
· reachv ≤ µ′(κ)

Proof: Assume in contradiction that the claim does not hold. Then, there exists a non-

negligible function ω(κ) such that:∑
v∈V

(
|pleft(v) − qleft(v)|+ |pright(v) − qright(v)|

)
· reachv ≥ ω(κ)

We construct an adversary that succeed to bias the coin with some non-negligible probability.
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Let V ′ = {left(v), right(v) | v ∈ V}, i.e., all the children of nodes in V, and define the sets

V ′p = {v′ ∈ V ′ | pv′ ≥ qv′} and V ′q = {v′ ∈ V ′ | pv′ < qv′}. Note that V ′p and V ′q constitute a

partitioning of the set V ′. We now consider two adversaries B0 and B1 that work as follows: the

adversary B0 aborts at each node v′ ∈ Vp, and B1 aborts at each node for which v′ ∈ Vq (that

is, both adversaries send ⊥ to the invocation of f in the node v′), but play completely honestly

until that point (these adversaries never send “incorrect” input in an invocation of f).

Let v′ ∈ Vp. The difference in the probability that an honest party outputs 0 in an honest

execution and when interacting with the adversary B0, conditioned on the event that the node

v′ is reached, is:

out0
|v′(P1,B0)− out0

|v′(P1, P2) = Pr
(r1,r2)←Uni

[
output〈P1(r1),B0(r2)〉 = 0

∣∣∣ v′ is reached
]

− Pr
(r1,r2)←Uni

[
output〈P1(r1), P2(r2)〉 = 0

∣∣∣ v′ is reached
]

= (1− qv′)− (1− pv′) = pv′ − qv′ .

Recall that the adversary B1 plays honestly when it reaches a node v′ ∈ V ′p, and so for such

nodes v′ ∈ V ′p,
out0
|v′(P1,B1)− out0

|v′(P1, P2) = 0.

Next, consider a node v′ ∈ V ′q. The difference in the probability that an honest party outputs 1

in an honest execution and when interacting with adversary B1, conditioned on the event that

v′ is reached, is:

out1
|v′(P1,B1)− out1

|v′(P1, P2) = Pr
(r1,r2)←Uni

[
output〈P1(r1),B1(r2)〉 = 1

∣∣∣ v′ is reached
]

− Pr
(r1,r2)←Uni

[
output〈P1(r1), P2(r2)〉 = 1

∣∣∣ v′ is reached
]

= qv′ − pv′

On the other hand, when v′ ∈ V ′q, the adversary B0 plays honestly, and so for such v′ ∈ V ′q:

out1
|v′(P1,B1)− out1

|v′(P1, P2) = 0.

Now, recall that V ′ = {left(v), right(v) | v ∈ V}. At a node v ∈ V, since both adversaries

behave honestly, we move to the right child with probability γv and to the left child with

probability 1 − γv. Therefore, for every v ∈ V, for every P ∗2 ∈ {P2,B0,B1} and for every

b ∈ {0, 1} it holds that:

outb|v(P1, P
∗
2 ) = γv · outputb|right(v)(P1, P

∗
2 ) + (1− γv) · outputb|left(v)(P1, P

∗
2 ),

and so, for each one of the adversaries B ∈ {B0,B1}:

outb|v(P1,B)− outb|v(P1, P2) = γv ·
(
outputb|right(v)(P1,B)− outputb|right(v)(P1, P2)

)
+(1− γv) ·

(
outputb|left(v)(P1,B)− outputb|left(v)(P1, P2)

)
Recall that for every v ∈ V, by the definition of V it holds that ε ≤ γv ≤ 1 − ε, and thus
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γv ≥ ε and 1− γv ≥ ε. Combining the above, for every v ∈ V it holds that:(
out1
|v(P1,B1)− out1

|v(P1, P2)
)

+
(

out0
|v(P1,B0)− out0

|v(P1, P2)
)

= γv ·
∣∣pright(v) − qright(v)

∣∣+ (1− γv) ·
∣∣pleft(v) − qleft(v)

∣∣
≥ ε ·

(∣∣pright(v) − qright(v)

∣∣+
∣∣pleft(v) − qleft(v)

∣∣)
and therefore we conclude:(

out1(P1,B1)− out1(P1, P2)
)

+
(
out0(P1,B0)− out0(P1, P2)

)
=

∑
v∈V

[(
out1
|v(P1,B1)− out1

|v(P1, P2)
)

+
(

out0
|v(P1,B0)− out0

|v(P1, P2)
)]
· reachv

≥ ε ·
∑
v∈V

(∣∣pright(v) − qright(v)

∣∣+
∣∣pleft(v) − qleft(v)

∣∣) · reachv ≥ ε · ω(κ)

which is non-negligible, in contradiction to out assumption that the coin-tossing protocol is

secure. We therefore conclude that there exists a negligible function µ′(·) such that:∑
v∈V

(∣∣pright(v) − qright(v)

∣∣+
∣∣pleft(v) − qleft(v)

∣∣) · Pr [v is reached] ≤ µ′(κ).

We now consider the bias of the modified fail-stop adversaries A0,A1 as in the proof of

Theorem 4.5.1, conditioned on the event that the adversaries have reached a node v ∈ V. We

have 2 cases:

Case 1: pright(v) ≥ pv + ε or pleft(v) ≤ pv − ε: Observe that in the fail-stop case, since

the adversary aborts in some node v ∈ V, the honest party outputs 1 with probability qleft(v)

or qright(v) and not pleft(v) or pright(v). We have that:

out1
|v(P1,A1)− out1

|v(P1, P2) = (δvmax − γv) ·
(
qright(v) − qleft(v)

)
= (δvmax − γv) ·

(
qright(v) − pright(v) + pright(v) − qleft(v) + pleft(v) − pleft(v)

)
= (δvmax − γv) ·

(
(pright(v) − pleft(v)) + (qright(v) − pright(v)) + (pleft(v) − qleft(v))

)
≥ (δvmax − γv) ·

(
(pright(v) − pleft(v))− |qright(v) − pright(v)| − |pleft(v) − qleft(v)|

)
.

In a similar way:

out0
|v(P1,A0)− out0

|v(P1, P2) = (γv − δvmin) ·
(
qright(v) − qleft(v)

)
≥ (γv − δvmin) ·

(
(pright(v) − pleft(v))− |qright(v) − pright(v)| − |pleft(v) − qleft(v)|

)
.

Summing up the differences in probabilities we derive:(
out1
|v(P1,A1)− out1

|v(P1, P2)
)

+
(

out0
|v(P1,A0)− out0

|v(P1, P2)
)

≥ (δvmax − δvmin) ·
(
pright(v) − pleft(v)

)
− (δvmax − δvmin) ·

(
|qright(v) − pright(v)|+ |pleft(v) − qleft(v)|

)
Now, recall that in the proof of Theorem 4.5.1, we showed that

(
pright(v) − pleft(v)

)
≥ ε. In

addition, in the case that f is not balanced, there exists a constant c > 0 such that δvmax−δvmin ≥
c, and in the case that f is 1 or 0-balanced it holds that δvmax− δvmin ≥ ε (as shown in the proof
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of Theorem 4.5.4). In all cases, there exists a non-negligible value ∆ such that δvmax − δvmin ≥
∆. Moreover, since δvmax, δ

v
min are both probabilities it trivially holds that δvmax − δvmin ≤ 1.

Combining all the above, we have:(
out1
|v(P1,A1)− out1

|v(P1, P2)
)

+
(

out0
|v(P1,A0)− out0

|v(P1, P2)
)

≥ ∆ · ε−
(
|qright(v) − pright(v)|+ |pleft(v) − qleft(v)|

)
Case 2: pleft(v) ≥ pv + ε or pright(v) ≤ pv − ε: With similar calculations we derive:(

out1
|v(P1,A1)− out1

|v(P1, P2)
)

+
(

out0
|v(P1,A0)− out0

|v(P1, P2)
)

≥ ∆ · ε−
(
|pleft(v) − qleft(v)|+ |pright(v) − qright(v)|

)
where, ∆ is the same as above.

Overall bias. We have computed the differences in the probability that an honest party

outputs 1 when interacting with an honest P2 or with one of the adversaries, conditioned on

the event that a node v ∈ V is reached. We are now ready to compute the overall bias.(
out1(P1,A1)− out1(P1, P2)

)
+
(
out0(P1,A0)− out0(P1, P2)

)
=

∑
v∈V

reachv ·
[(

out1
|v(P1,A1)− out1

|v(P1, P2)
)

+
(

out0
|v(P1,A1)− out0

|v(P1, P2)
)]

≥
∑
v∈V

reachv ·
[
∆ · ε−

(
|pleft(v) − qleft(v)|+ |pright(v) − qright(v)|

)]
≥

∑
v∈V

reachv ·∆ · ε−
∑
v∈V

(
|pleft(v) − qleft(v)|+ |pright(v) − qright(v)|

)
· reachv

≥ 1

2
·∆ · ε− µ′(κ)

where the last inequality is true from Claim 4.6.5. We therefore conclude that the sum of the

biases: (
out1(P1,A1)− 1

2

)
+

(
out0(P1,A0)− 1

2

)
is non-negligible, as required.
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Chapter 5

Towards Characterizing Complete Fairness

In the previous chapter, we discovered what functions are ruled out using the impossibility

result of Cleve. In this chapter, we focus on the only known possibility result in complete

fairness - the protocol of Gordon, Hazay, Katz and Lindell [58] - and discover what functions

can be computed using this protocol. We show that many more functions can be computed

fairly than what has been though previously. We also present positive results for asymmetric

Boolean functions (where the parties do not necessarily receive the same output), and functions

with non-binary outputs.

5.1 Introduction

The work of Gordon, Hazay, Katz and Lindell (GHKL) [58] provides a fair protocol that com-

putes some specific non-trivial function. The work also presents a generalization of this protocol

that may potentially be used to compute a large class of functions. It also shows how to con-

struct a (rather involved) set of equations for a given function, that indicates whether the

function can be computed fairly using this protocol.

In more detail, [58] considered a particular simple (but non-trivial) 3 × 2 function, and

showed that this function can be computed fairly by constructing a protocol for this function

and a simulator for this protocol. Then, in [58] it was shown that this protocol can be general-

ized, by identifying certain values and constants that can be parameterized, and parameterized

the simulator also in a similar way. In addition, [58] showed how to examine whether the (pa-

rameterized) simulator succeeds to simulate the protocol, by constructing a set of equations,

where its solution is in fact, the actual parameters that the simulator has to use. The set of

equations that [58] presented is rather involved, relies heavily on the actual parameters of the

real protocol rather than properties of the computed function, and in particular it is hard to

decide for a given function whether it can be computed fairly using this protocol, or not.

The protocol of [58] is ground-breaking and completely changed our perception regarding

fairness. The fact that something non-trivial can be computed fairly is surprising, and raises

many interesting questions. For instance, are there many functions that can be computed fairly,

or only a few? Which functions can be computed fairly? Which functions can be computed

using this generalized GHKL protocol? What property distinguishes these functions from the

175



functions that are impossible to compute fairly?

We focus on the general protocol of GHKL (or, framework), and explore which functions

can be computed using this protocol. Surprisingly, it turns out that many functions can be

computed fairly, in contrast to what was previously thought. In particular, we show that almost

all functions with distinct domain sizes (i.e., functions f : X × Y → {0, 1} with |X| 6= |Y |) can

be computed with complete fairness using this protocol.

Intuition. We present some intuition before proceeding to our results in more detail. The

most important and acute point is to understand what distinguishes functions that can be

computed fairly from functions that cannot. Towards this goal, let us reconsider the impos-

sibility result of Cleve. This result shows that fair coin-tossing is impossible by constructing

concrete adversaries that bias and influence the output of the honest party in any protocol

implementing coin-tossing. We believe that such adversaries can be constructed for any pro-

tocol computing any function, and not specific to coin-tossing. In any protocol, one party can

better predict the outcome than the other, and abort the execution if it is not satisfied with

the result. Consequently, it has a concrete ability to influence the output of the honest party

by aborting prematurely. Of course, a fair protocol should limit and decrease this ability to

the least possible, but in general, this phenomenon cannot be totally eliminated and cannot be

prevented.

So if this is the case, how do fair protocols exist? The answer to this question does not lie in

the real execution but rather in the ideal process: the simulator can simulate this influence in the

ideal execution. In some sense, for some functions, the simulator has the ability to significantly

influence the output of the honest party in the ideal execution and therefore the bias in the real

execution is not considered a breach of security. This is due to the fact that in the malicious

setting the simulator has an ability that is crucial in the context of fairness: it can choose what

input it sends to the trusted party. Indeed, the protocol of GHKL uses this switching-input

ability in the simulation, and as pointed out in Chapter 4 (Theorem 4.6.2), once we take away

this advantage from the simulator – every function that contains an embedded XOR cannot be

computed fairly, and fairness is almost always impossible.

Therefore, the structure of the function plays an essential role in the question of whether a

function can be computed fairly or not. This is because this structure reflects the “power” and

the “freedom” that the simulator has in the ideal world and how it can influence the output of

the honest party. The question of whether a function can be computed fairly is related to the

amount of “power” the simulator has in the ideal execution. Intuitively, the more freedom that

the simulator has, the more likely that the function can be computed fairly.

A concrete example. We demonstrate this “power of the simulator” on two functions. The

first is the XOR function, which is impossible to compute by a simple implication of Cleve’s

result. The second is the specific function for which GHKL has proved to be possible (which

we call “the GHKL function”). The truth tables of the functions are given in Figure 5.1.

(a)

y1 y2

x1 0 1
x2 1 0

(b)

y1 y2

x1 0 1
x2 1 0
x3 1 1

Figure 5.1: (a) The XOR function – impossible, (b) The GHKL function – possible
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What is the freedom of the simulator in each case? Consider the case where P1 is corrupted

(that is, we can assume that P1 is the first to receive an output, and thus it is “harder” to

simulate). In the XOR function, let p be the probability that the simulator sends the input x1

to the trusted party, and let (1−p) be the probability that it sends x2. Therefore, the output

of P2 in the ideal execution can be represented as (q1, q2) = p · (0, 1) + (1−p) · (1, 0) = (1−p, p),
which means that if P2 inputs y1, then it receives 1 with probability 1−p, and if it uses input y2,

then it receives 1 with probability p. We call this vector “the output distribution vector” for P2,

and the set of all possible output distribution vectors reflects the freedom that the simulator

has in the ideal execution. In the XOR function, this set is simply {(1−p, p) | 0 ≤ p ≤ 1},
which gives the simulator one degree of freedom. Any increment of the probability in the first

coordinate must be balanced with an equivalent decrement in the second coordinate, and vice

versa. In some sense, the output of the honest party in case its input is y1 is correlated to its

output in case of input y2.

On the other hand, consider the case of the GHKL function. Assume that the simulator

chooses x1 with probability p1, x2 with probability p2 and x3 with probability 1−p1−p2. Then,

all the output vector distributions are of the form:

(q1, q2) = p1 · (0, 1) + p2 · (1, 0) + (1− p1 − p2) · (1, 1) = (1− p1, 1− p2) .

This gives the simulator two degrees of freedom, which is significantly more power.

Geometrically, we can refer to the rows of the truth table as points in R2, and so in the

XOR function we have the two points (0, 1) and (1, 0). All the output distribution vectors

are of the form p · (0, 1) + (1−p) · (1, 0) which is exactly the line segment between these two

points (geometric object of dimension 1). In the GHKL function, all the output distribution

vectors are the triangle between the points (0, 1), (1, 0) and (1, 1), which is a geometric object

of dimension 2 (a full dimensional object in R2).

The difference between these two geometric objects already gives a perception for the reason

why the XOR function is impossible to compute, whereas the GHKL function is possible, as the

simulator has significantly more options in the latter case. However, we provide an additional

refinement. At least on the intuitive level, fix some output distribution vector of the honest

party (q1, q2). Assume that there exists a real-world adversary that succeeds in biasing the

output and obtain output distribution vector (q′1, q
′
2) that is at most ε-far from (q1, q2). In the

case of the XOR function, this results in points that are not on the line, and therefore this

adversary cannot be simulated. In contrast, in the case of the GHKL function, these points are

still in the triangle, and therefore this adversary can be simulated.

In Figure 5.2, we show the geometric objects defined by the XOR and the GHKL functions.

The centers of the circles are the output distribution of honest executions, and the circuits

represent the possible biases in the real execution. In (a) there exist small biases that are

invalid points, whereas in (b) all small biases are valid points that can be simulated.

5.1.1 Our Results

For a given function f : {x1, . . . , x`} × {y1, . . . , ym} → {0, 1}, we consider its geometric repre-

sentation as the convex-hull of ` points over Rm, where the jth coordinate of the ith point is

simply f(xi, yj). We say that this geometric object is of full dimension in Rm, if it cannot be

embedded in any subspace of dimension smaller than m (or, any subspace that is isomorphic to

Rm−1). We then prove that any function that its geometric representation is of full dimension
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(a) The potential output distribution vectors of the XOR
function: a line segment between (0, 1) and (1, 0).

(b) The potential output distribution vectors of the GHKL
function: the triangle between (0, 1), (1, 0) and (1, 1).

Figure 5.2: The geometric objects defined by the XOR function (a) and the GHKL function (b).

can be computed with complete fairness. We prove the following theorem:

Theorem 5.1.1 (informal) Let f : X × Y → {0, 1} be a function. Assuming the existence of

an Oblivious Transfer, if the geometric object defined by f is of full-dimension, then the function

can be computed with complete fairness.

For the proof, we use the extended GHKL protocol (with some concrete set of parameters).

Moreover, the proof uses tools from convex geometry. We find the connection between the

problem of fairness and convex geometry very appealing.

On the other hand, we show that if the function is not full dimensional, and satisfies some

additional requirements (that are almost always satisfied in functions with |X| = |Y |), then the

function cannot be computed using the protocol of [58].

We then proceed to the class of asymmetric functions where the parties do not necessarily

get the same output, and the class of non-binary output. Interestingly, the GHKL protocol can

be extended to these classes of functions. We show:

Theorem 5.1.2 (informal) Assuming the existence of an Oblivious Transfer:

1. There exists a large class of asymmetric Boolean functions that can be computed with com-

plete fairness.

2. For any finite range Σ, there exists a large class of functions f : X × Y → Σ that can be

computed with complete-fairness.

For the non-binary case, we provide a general criterion that holds only for functions for which

|X| > (|Σ|−1)·|Y |, that is, when the ratio between the domain sizes is greater than |Σ|−1. This,

together with the results in the binary case, may refer to an interesting relationship between

the size of the domains and possibility of fairness. This is the first time that a fair protocol

is constructed for both non-binary output, and asymmetric Boolean functions. This shows

that fairness is not restricted to a very specific and particular type of functions, but rather a

property that under certain circumstances can be achieved. Moreover, it shows the power that

is concealed in the GHKL protocol alone.

Open problems. Our work is an important step towards a full characterization of fairness

of finite domain functions. The main open question is to finalize this characterization. In

addition, can our results be generalized to functions with infinite domains (domains with sizes

that depend on the security parameter)? Finally, in the non-binary case, we have a positive
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result only when the ratio between the domain sizes is greater than |Σ| − 1. A natural question

is whether fairness be achieved in any other case, or for any other ratio.

5.2 Definitions and Preliminaries

We cover the necessary definitions for our analysis, and we cover the mathematical background

that is needed for our results.

Notations. In most of this chapter, we consider binary deterministic functions over a finite

domain; i.e., functions f : X × Y → {0, 1} where X,Y ⊂ {0, 1}∗ are finite sets. Throughout

the chapter, we denote X = {x1, . . . , x`} and Y = {y1, . . . , ym}, for constants `,m ∈ N. Let Mf

be the ` ×m matrix that represents the function, i.e., a matrix whose entry position (i, j) is

f(xi, yj). For 1 ≤ i ≤ `, let Xi denote the ith row of Mf , and for 1 ≤ j ≤ m let Yj denote the

jth column of Mf . A vector p = (p1, . . . , p`) is a probability vector if pi ≥ 0 for every 1 ≤ i ≤ `
and

∑`
i=1 pi = 1. As a convention, we use bold-case letters to represent a vector (e.g., p, q),

and sometimes we use upper-case letters (e.g., Xi, as above). We denote by 1k (resp. 0k) the

all one (resp. all zero) vector of size k. We work in the Euclidian space Rm, use the Euclidian

norm ||x|| =
√
〈x, x〉 and the distance function as d(x, y) = ||x− y||.

5.2.1 Secure Computation – Definitions

We refer the reader to Section 4.2 for definitions of computationally-indistinguishability, defi-

nition of secure computation with fairness (Definition 4.2.1), and secure computation without

fairness (Definition 4.2.2). These are merely the standard definitions of [27, 53]. In addition,

we use standard O notation, and let poly denote a polynomial function.

Hybrid model and composition. In Section 4.2.3 we defined the g-hybrid model, and

mentioned the (sequential) composition theorem of [27]. In this Chapter, we consider the case

where g is a reactive functionality, which means that the functionality g stores some state

between consecutive executions. We assume that the protocol πg that uses the functionality g

does not contain any messages between the parties, and all the communication between them

is performed via the functionality g. Recall that any functionality (even reactive one) can

be computed with security-with-abort, and therefore there exists a protocol ρ that securely

computes g (with no fairness). Since there are no messages in πg we can apply the sequential

composition theorem of [27] and obtain the following Proposition:

Proposition 5.2.1 Let g be a reactive functionality, let π be a protocol that securely computes

f with complete fairness in the g-hybrid model (where g is computed according to the ideal

world with abort), and assumes that π contains no communication between the parties rather

than queries of g and that a single execution of g occurs at the same time. Then, there exists a

protocol Π that securely computes f with complete fairness in the plain model.
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5.2.2 Mathematical Background

Our characterization is based on the geometric representation of the function f . In the following,

we provide the necessary mathematical background, and link it to the context of cryptography

whenever possible. Most of the following mathematical definitions are taken from [93, 62].

Output vector distribution and convex combination. We now analyze the “power of

the simulator” in the ideal execution. The following is an inherent property of the concrete

function and the ideal execution, and is true for any protocol computing the function. Let A
be an adversary that corrupts the party P1, and assume that the simulator S chooses its input

according to some distribution p = (p1, . . . , p`). That is, the simulator sends an input xi with

probability pi, for 1 ≤ i ≤ `. Then, the length m vector q = (qy1 , . . . , qym)
def
= p ·Mf represents

the output distribution vector of the honest party P2. That is, in case the input of P2 is yj for

some 1 ≤ j ≤ m, then it gets 1 with probability qyj .

Convex combination. The output distribution vector is in fact a convex combination of the

rows {X1, . . . , X`} of the matrix Mf . That is, when the simulator uses p, the output vector

distribution of P2 is:

p ·Mf = (p1, . . . , p`) ·Mf = p1 ·X1 + . . .+ p` ·X` .

A convex combination of points X1, . . . , X` in Rm is a linear combination of the points, where

all the coefficients (i.e., (p1, . . . , p`)) are non-negative and sum up to 1.

Convex hull. The set of all possible output distributions vectors that the simulator can

produce in the ideal execution is:

{p ·Mf | p is a probability vector} .

In particular, this set reflects the “freedom” that the simulator has in the ideal execution. This

set is, in fact, the convex hull of the row vectorsX1, . . . , X`, and is denoted as conv({X1, . . . , X`}).
That is, for a set S = {X1, . . . , X`}, conv(S) =

{∑`
i=1 pi ·Xi | 0 ≤ pi ≤ 1,

∑m
i=1 pi = 1

}
. The

convex-hull of a set of points is a convex set, which means that for every X,Y ∈ conv(S), the

line segment between X and Y also lies in conv(S), that is, for every X,Y ∈ conv(S) and for

every 0 ≤ λ ≤ 1, it holds that λ ·X + (1− λ) · Y ∈ conv(S).

Geometrically, the convex-hull of two (distinct) points in R2 is the line-segment that connects

them. The convex-hull of three points in R2 may be a line (in case all the points lie on a single

line), or a triangle (in case where all the points are collinear). The convex-hull of 4 points may

be a line, a triangle, or a parallelogram. In general, the convex-hull of k points in R2 may define

a convex polygon of at most k vertices. In R3, the convex-hull of k points can be either a line,

a triangle, a tetrahedron, a parallelepiped, etc.

Affine-hull and affine independence. A subset B of Rm is an affine subspace if λ·a+µ·b ∈
B for every a,b ∈ B and λ, µ ∈ R such that λ + µ = 1. For a set of points S = {X1, . . . , X`},
its affine hull is defined as aff(S) =

{∑`
i=1 λi ·Xi |

∑`
i=1 λi = 1

}
, which is similar to convex

hull, but without the additional requirement for non-negative coefficients. The set of points
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X1, . . . , X` in Rm is affinely independent if
∑`

i=1 λiXi = 0m holds with
∑`

i=1 λi = 0 only if

λ1 = . . . = λ` = 0. In particular, it means that one of the points is in the affine hull of the other

points. It is easy to see that the set of points {X1, . . . , X`} is affinely independent if and only

if the set {X2 −X1, . . . , X` −X1} is a linearly independent set. As a result, any m+ 2 points

in Rm are affine dependent, since any m+ 1 points in Rm are linearly dependent. In addition,

it is easy to see that the points {X1, . . . , X`} over Rm is affinely independent if and only if the

set of points {(X1, 1), . . . , (X`, 1)} over Rm+1 is linearly independent.

Affine-dimension and affine-basis. If the set S = {X1, . . . , X`} over Rm is affinely inde-

pendent, then aff(S) has dimension `− 1, and we write dim(aff(S)) = `− 1. In this case, S is

the affine basis for aff(S). Note that an affine basis for an m-dimensional affine space has m+ 1

elements. As we will see, the affine dimension of ` row vectors X1, . . . , X` plays an essential role

in our characterization.

Linear hyperplane. A linear hyperplane in Rm is a (m−1)-dimensional affine-subspace of

Rm. The linear hyperplane can be defined as all the points X = (x1, . . . , xm) which are the

solutions of a linear equation:

a1x1 + . . . amxm = b ,

for some constants a = (a1, . . . , am) ∈ Rm and b ∈ R. We denote this hyperplane by:

H(a, b)
def
= {X ∈ Rm | 〈X,a〉 = b} .

Throughout the chapter, for short, we will use the term hyperplane instead of linear hyperplane.

It is easy to see that indeed this is an affine-subspace. In R1, a hyperplane is a single point, in

R2 it is a line, in R3 it is a plane and so on. We remark that for any m affinely independent

points in Rm there exists a unique hyperplane that contains all of them (and infinitely many in

case they are not affinely independent). This is a simple generalization of the fact that for any

distinct 2 points there exists a single line that passes through them, for any 3 (collinear) points

there exists a single plane that contains all of them, etc.

Convex polytopes. Geometrically, a full dimensional convex polytope in Rm is the convex-

hull of a finite set S where dim(aff(S)) = m. Polytopes are familiar objects: in R2, we get

convex polygons (a triangle, a parallelogram etc.). In R3, we get convex polyhedra (a tetra-

hedron, a parallelepiped etc.). Convex polytopes play an important role in solutions of linear

programming.

In addition, a special case of polytope is simplex. If the set S is affinely independent of

cardinality m+ 1, then conv(S) is an m-dimensional simplex (or, m-simplex). For m = 2, this

is simply a triangle, whereas in m = 3 we get a tetrahedron. A simplex in Rm consists of m+ 1

facets, which are themselves simplices of lower dimensions. For instance, a tetrahedron (which

is a 3-simplex) consists of 4 facets, which are themselves triangles (2-simplex).
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5.3 The Protocol of Gordon, Hazay, Katz and Lindell [58]

In the following, we give a high level overview of [58]. We also present its simulation strategy,

and the set of equations that indicates whether a given function can be computed with this

protocol, which is the important part for our discussion. We also generalize somewhat the

protocol by adding additional parameters, which adds some flexibility to the protocol and may

potentially compute more functions, and we also represent it a bit differently than the original

construction, which is merely a matter of taste.

5.3.1 The Protocol

Assume the existence of an online dealer (a reactive functionality that can be replaced using

standard secure computation that is secure-with-abort). The parties invoke this online-dealer

and send it their respective inputs (x, y) ∈ X×Y . The online dealer computes values a1, . . . , aR
and b1, . . . , bR (we will see later how they are defined). In round i, the dealer sends party P1

the value ai and afterward it sends bi to P2. At each point of the execution, each party can halt

the online-dealer, preventing the other party from receiving its value in that round. In such a

case, the other party is instructed to halt and output the last value it has received from the

dealer. For instance, if P1 aborts in round i after it learns ai and prevents from P2 to learn bi,

P2 halts and outputs bi−1.

The values (a1, . . . , aR), (b1, . . . , bR) are generated by the dealer in the following way: The

dealer first chooses a round i∗ according to geometric distribution with parameter α. In each

round i < i∗, the parties receive bits (ai, bi), that depend on their respective inputs solely and

uncorrelated to the input of the other party. In particular, for party P1 the dealer computes

ai = f(xi, ŷ) for some random ŷ, and for P2 it computes bi = f(x̂, yj) for some random x̂. As

we will see, we will choose ŷ uniformly from Y , whereas x̂ will be chosen according to some

distribution Xreal, which is a parameter for the protocol1. For every round i ≥ i∗, the parties

receive the correct output ai = bi = f(xi, yj). Note that if we set R = α−1 ·ω(lnκ), then i∗ < R

with overwhelming probability, and so correctness holds.

The full specification consists of the definition of the online-dealer, which is the Fdealer

functionality and is formally defined in Functionality 5.3.2. In addition, we present the protocol

in the Fdealer-hybrid model in Protocol 5.3.3. Algorithm 5.3.1 is needed for both the Fdealer

functionality and the protocol.

RandOut1(x) – Algorithm for P1: RandOut2(y) – Algorithm for P2:

Input: An input x ∈ X. Input: An input y ∈ Y .

Parameter: Distribution Xreal.

Output: Choose ŷ ← Y uniformly Output: Choose x̂← X according to

and output f(x, ŷ). distribution Xreal and output f(x̂, y).

ALGORITHM 5.3.1 (Default output algorithms – RandOut1(x), RandOut2(y))

1This is the generalization of the protocol of GHKL that we have mentioned, which adds some flexibility, and
will make the proof of security a bit simpler. We note that a similar distribution Yreal could have been added as
well, but as we will see, this modification is not helpful and will just add complication.
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FUNCTIONALITY 5.3.2 (The (reactive) online-dealer functionality – Fdealer)

• Inputs: P1 sends x as its input, Y sends y.

• Parameters: (α,R), where 0 < α < 1 and R is the number of rounds.

• The functionality:

1. Check inputs: If x 6∈ X or y 6∈ Y then send abort to both parties and halt.

2. Preliminary phase:

1. Choose i∗ according to a geometric distribution with parameter α.

2. Define values (a1, . . . , aR), (b1, . . . , bR), where:

(a) For i = 1 to i∗ − 1: set (ai, bi) = (RandOut1(x),RandOut2(y)).

(b) For i = i∗ to R: set (ai, bi) = (f(x, y), f(x, y)).

3. The online phase:

1. In every round i = 1 to R:

(a) Upon receiving proceed from P2, send ai to P1.

(b) Upon receiving proceed from P1, send bi to P2.

Upon receiving abort from any one of the parties at any point of the execution,
send abort to both parties and halt.

PROTOCOL 5.3.3 (Computing f in the Fdealer-hybrid model)

• Inputs: P1 holds x, P2 holds y.

• Parameters: Some value 0 < α < 1, and security parameter κ.

• The protocol:

1. Set R = α−1 · ω(log κ).

2. P1 computes a0 = RandOut1(x), P2 computes b0 = RandOut2(y).

3. The parties invoke the Fdealer functionality. P1 sends as input x, P2 sends y.

4. For every round i = 1 to R:

(a) P2 sends proceed to Fdealer, and P1 receives ai from Fdealer. If P1 receives abort
from Fdealer, it halts and outputs ai−1.

(b) P1 sends proceed to Fdealer, and P2 receives bi from Fdealer. If P2 receives abort from
Fdealer, it halts and outputs bi−1.

• Output: If all R iterations have been run, party P1 outputs aR and party P2 outputs bR.

5.3.2 Security

Since P2 is the second to receive an output, it is easy to simulate an adversary that corrupts P2.

If the adversary aborts before i∗, then it has not obtained any information about the input of

P1. If the adversary aborts at or after i∗, then in the real execution the honest party P1 already

receives the correct output f(xi, yj), and fairness is obtained. Therefore, the protocol is secure

with respect to corrupted P2, for any function f .

The case of corrupted P1 is more delicate, and defines some requirements from f . Intuitively,

if the adversary aborts before i∗, then the outputs of both parties are uncorrelated, and no one

gets any advantage. If the adversary aborts after i∗, then both parties receive the correct output

and fairness is obtained. The worst case then occurs when P1 aborts exactly in iteration i∗, as

P1 has then learned the correct value of f(xi, yj) while P2 has not. Since the simulator has to

give P1 the true output if it aborts at i∗, it sends the trusted party the true input xi in round i∗.

As a result, P2 in the ideal execution learns the correct output f(xi, yj) in round i∗, unlike the

real execution where it outputs a random value f(x̂, yj). In [58] , this problem is overcome in a
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very elegant way: in order to balance this advantage of the honest party in the ideal execution

in case the adversary aborts at i∗, the simulator chooses a random value x̂ different from the

way it is chosen in the real execution in case the adversary abort before i∗ (that is, according

to a different distribution than the one the dealer uses in the real execution). The calculations

show that, overall, the output distribution of the honest party is distributed identically in the

real and ideal executions. This balancing is possible only sometimes, and depends on the actual

function f that is being evaluated.

In more detail, in the real execution the dealer before i∗ chooses bi as f(x̂, yj), where x̂

is chosen according to some distribution Xreal. In the ideal execution, in case the adversary

sends x to the simulated online-dealer, aborts in round i < i∗ upon viewing some ai, the

simulator chooses the input x̃ it sends to the trusted party according to distribution Xx,ai
ideal.

Then, define Qx,ai = Xx,ai
ideal ·Mf , the output distribution vector of the honest party P2 in this

case. In fact, the protocol and the simulation define the output distribution vectors Qx,ai , and

simulation is possible only if the corresponding Xx,ai
ideal exists, which depends on the function f

being computed.

We now present the exact requirements from the output distribution vectors Qx,ai . In the

proof sketch below, we do not present the simulator nor a full proof of security; we just give a

perception for the reason why the vectors Qx,ai are defined in such a way. The full proof can

be found in Appendix C and [58].

The output distributions vectors Qx,a. Let f : {x1, . . . , x`} × {y1, . . . , ym} → {0, 1}. Fix

Xreal, and let UY denote the uniform distribution over Y . For every x ∈ X, denote by px the

probability that ai = 1 before i∗. Similarly, for every yj ∈ Y , let pyj denote the probability

bi = 1 before i∗. That is: px
def
= Prŷ←UY [f(x, ŷ) = 1], and pyj

def
= Prx̂←Xreal [f(x̂, yj) = 1]. For

every x ∈ X, a ∈ {0, 1}, define the row vectors Qx,a = (qx,ay1 , . . . , q
x,a
ym ) indexed by yj ∈ Y as

follows:

qx,0yj

def
=

{
pyj if f(x, yj) = 1

pyj +
α·pyj

(1−α)·(1−px) if f(x, yj) = 0
, qx,1yj

def
=

{
pyj +

α·(pyj−1)

(1−α)·px if f(x, yj) = 1

pyj if f(x, yj) = 0
(5.3.1)

If for every x ∈ X, a ∈ {0, 1}, there exists a probability vector Xx,a
ideal such that Xx,a

ideal ·Mf =

Qx,a then the simulator succeeds to simulate the protocol. We therefore have the following

theorem:

Theorem 5.3.4 Let f : {x1, . . . , x`} × {y1, . . . , ym} → {0, 1} and let Mf be as above. If there

exist probability vector Xreal and a parameter 0 < α < 1 (where α−1 ∈ O(poly(κ))), such that

for every x ∈ X, a ∈ {0, 1}, there exists a probability vector Xx,a
ideal for which:

Xx,a
ideal ·Mf = Qx,a ,

then the protocol securely computes f with complete fairness.

Proof Sketch: The full proof, including the case where P2 is corrupted, appears in Appendix C.

Here, we consider the case where P1 is corrupted. Let A be the adversary that corrupts it, and

let S be the simulator mentioned above. Let x be the input the adversary sends to the simulated

Fdealer functionality. We recall that in case the adversary aborts exactly at i∗, the simulator
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S sends the input x to the trusted party, and so both parties receive f(x, y), unlike the real

execution. Moreover, in case the adversary has aborted in round i < i∗, upon viewing a in

round i, the simulator S chooses input x̂ according to distribution Xx,a
ideal. The full specification

of the simulator appears in the full proof.

We show that the joint distribution of the view of the adversary and the output of the honest

party is distribution identically in the hybrid and the ideal executions. This is done easily in the

case where the adversary aborts some round i > i∗ (and thus, both parties receive the correct

output f(x, y)), and is given in the full proof of this theorem. Now, we consider the case where

i ≤ i∗. In the full proof, we show that the view of the adversary until round i (i.e., of the first

i− 1 rounds) is distributed identically in both executions. Thus, all that is left to show is that

the view of the adversary in the last round and the output of the honest party are distributed

identically in both executions, and this is what we show here in this proof sketch. That is, we

show that for every (a, b) ∈ {0, 1}2,

Pr
[
(viewi

hyb,outputhyb) = (a, b) | i ≤ i∗
]

= Pr
[
(viewi

ideal,outputideal) = (a, b) | i ≤ i∗
]

(5.3.2)

where (viewi
hyb,outputhyb) denotes the view of the adversary in round i (i.e., the round where it

has aborted), and the output of the honest party in the hybrid execution. viewi
ideal,outputideal)

denote the outputs in the ideal execution.

We now show that these probabilities are equal. First, observe that:

Pr [i = i∗ | i ≤ i∗] = α and Pr [i < i∗ | i ≤ i∗] = 1− α .

We now show that Eq. (5.3.2) holds, by considering all possible values for (a, b).

Case f(x, y) = 0. We compute the probability that the outputs of the parties are (0, 0) in

the real execution, when the adversary A aborts in round i ≤ i∗. With probability α, we get that

i = i∗. In this case, the output of the adversary P1 is always the correct output 0. On the other

hand, the output of the honest party P2 is chosen independently according to RandOut2(y).

With probability 1 − α, we have that i < i∗. In this case both parties get uncorrelated values,

chosen according to RandOut1(x),RandOut2(y). Thus, the probability that we get (0, 0) is:

Pr
[
(viewi

hyb,outputhyb) = (0, 0) | i ≤ i∗
]

= α · 1 · (1− py) + (1− α) · (1− px) · (1− py) .

On the other hand, in the ideal execution, with probability α, both parties receive the true

output f(x, y). With probability 1 − α, we have that i < i∗. Thus, the simulator sends the

adversary the value 0 with probability (1 − px), and in case it aborts, it chooses the input x̂

according to distribution Xx,0
ideal. Since Qx,0 = Xx,0

ideal ·Mf , the probability that the honest party

receives 0 is exactly 1−qx,0y . We therefore have that:

Pr
[
(viewi

ideal,outputideal) = (a, b) | i ≤ i∗
]

= α+ (1− α) · (1− px) · (1− qx,0y ) .

Similarly, we compute the above for all possible outputs (a, b) ∈ {0, 1}2 and obtain:
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output (a, b) real ideal

(0, 0) (1− α) · (1− px) · (1− py) + α · (1− py) (1− α) · (1− px) · (1− qx,0y ) + α

(0, 1) (1− α) · (1− px) · py + α · py (1− α) · (1− px) · qx,0y

(1, 0) (1− α) · px · (1− py) (1− α) · px · (1− qx,1y )

(1, 1) (1− α) · px · py (1− α) · px · qx,1y

Therefore, we get the following constraints:

qx,0y = py +
α · py

(1− α) · (1− px)
and qx,1y = py ,

which are satisfied according to our assumption in the theorem.

Case f(x, y) = 1. This is similar to the previous case. We have:

output (a, b) real ideal

(0, 0) (1− α) · (1− px) · (1− py) (1− α) · (1− px) · (1− qx,0y )

(0, 1) (1− α) · (1− px) · py (1− α) · (1− px) · qx,0y

(1, 0) (1− α) · px · (1− py) + α · (1− py) (1− α) · px · (1− qx,1y )

(1, 1) (1− α) · px · py + α · py (1− α) · px · qx,1y + α

and we again get the following constraints:

qx,0y = py and qx,1y = py +
α · (py − 1)

(1− α) · px
.

However, since Xx,a
ideal ·Mf = Qx,a, the above constraints are satisfied.

An alternative formulation for Theorem 5.3.4, is to require that for every x, a, the points

Qx,a be in conv({X1, . . . , X`}), where Xi is the ith row of Mf . Moreover, observe that in order

to decide whether a function can be computed using the protocol, there are 2` linear systems

that should be satisfied, with m constraints each, and with 2`2 variables overall. This criterion

depends heavily on some parameters of the protocols (like pxi , pyj ) rather than on properties of

the function. We are interested in a simpler and easier way to validate criterion.

5.4 Our Criteria

5.4.1 Possibility of Full-Dimensional Functions

In this section, we show that any function that defines a full-dimensional geometric object can

be computed using the protocol of [58]. The formal definition for this notion is as follows:

Definition 5.4.1 (full-dimensional function) Let f : {x1, . . . , x`} × {y1, . . . , ym} → {0, 1}
be a function, and let X1, . . . , X` be the ` rows of Mf over Rm. If dim(aff({X1, . . . , X`})) = m,

then we say that f is a full-dimensional function.

Recall that for a set of points S = {X1, . . . , X`} ∈ Rm, if dim(aff(S)) = m then the convex-hull

of the points defines a full-dimensional convex polytope. Thus, intuitively, the simulator has
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enough power to simulate the protocol. Recall that a basis for an affine space of dimension m has

cardinality m+1, and thus we must have that ` > m. Thus, we assume without loss of generality

that this holds (and consider the transposed function fT : {y1, . . . , ym}×{x1, . . . , x`} → {0, 1},
defined as fT (y, x) = f(x, y), otherwise). Overall, our property inherently holds only if ` 6= m.

Alternative Representation

Before we prove that any full-dimensional function can be computed fairly, we give a different

representation for this definition. This strengthens our understanding of this property, and is

also related to the balanced property defined in Chapter 4. We have:

Claim 5.4.2 Let f : {x1, . . . , x`}×{y1, . . . , ym} → {0, 1} be a function, let Mf be as above and

let S = {X1, . . . , X`} be the rows of Mf (` points in Rm). The following are equivalent:

1. The function is right-unbalanced with respect to arbitrary vectors.

That is, for every non-zero q ∈ Rm and any δ ∈ R it holds that: Mf · qT 6= δ · 1`.

2. The rows of the matrix do not lie on the same hyperplane.

That is, for every non-zero q ∈ Rm and any δ ∈ R, there exists a point Xi such that

Xi 6∈ H(q, δ). Alteratively, conv({X1, . . . , X`}) 6⊆ H(q, δ).

3. The function is full-dimensional.

There exists a subset of {X1, . . . , X`} of cardinality m + 1, that is affinely independent.

Thus, dim(aff({X1, . . . , X`})) = m.

Proof:

¬1⇔ ¬2: By contradiction, if there exists q, δ such that Mf · qT = δ · 1`, then for every

row of the matrix Mf , it holds that 〈Xi,q〉 = δ and so Xi ∈ H(q, δ). This also implies that

for any point in conv({X1, . . . , X`}), the point is in H(q, δ). This is because any point in

conv({X1, . . . , X`}) can be represented as a ·Mf where a is a probability vector, and thus we

have that

〈a ·Mf ,q〉 = a ·Mf · qT = a · δ · 1` = δ ,

since a is a probability vector and sum-up to 1. We therefore have that conv({X1, . . . , X`}) ⊆
H(q, δ). For the reverse direction, if such H(q, δ) exists that contains all the rows of the matrix,

then clearly Mf · qT = δ · 1T` in contradiction.

3⇒ 2: Since the affine dimension of {X1, . . . , X`} is m, then it cannot lie in a single hyperplane

(an affine subspace of dimension m− 1). Thus, this implication trivially holds.

2⇒ 3: We first claim that there exists a subset of m+1 points S′ = {X̂1, . . . , X̂m+1} that does

not lie on the same hyperplane, for any hyperplane. This set can be found iteratively, where

we start with a single point, and add some other distinct point (such must exist otherwise we

found a hyperplane that contains all the points). Then we look for another point that does not

lie on the same line that is defined by the 2 points that we have (again, such must exist from the

same reason as above). We then look for a fourth point that does not lie on the same plane that

contains all the three points that we have, and so on. At the end of this process, we get the set

S′ = {X̂1, . . . , X̂m+1}, which are m+ 1 points that do not lie on the same hyperplane, for any

hyperplane. We now claim that S′ is affinely independent. Take the first m points, which define
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some hyperplane H(q, δ). Since Xm+1 6∈ H(q, δ) and since H(q, δ) = aff({X1, . . . , Xm}) then

Xm+1 6∈ aff({X1, . . . , Xm}), and therefore the points X1, . . . , Xm+1 are affine independent.

From Alternative 1, checking whether a function is full-dimensional can be done very effi-

ciently. Giving that ` > m, all we have to do is to verify that the only possible solution q to

the linear system Mf · qT = 0T` is the trivial one, and the there is no solution q to the linear

system Mf · qT = 1T` . This implies that the function is unbalanced for every δ ∈ R.

The Proof of Possibility

We now show that any function that is full-dimensional can be computed with complete fair-

ness, using the protocol of [58]. The proof for this Theorem is geometrical. Recall that by

Theorem 5.3.4, we need to show that there exists a solution for some set of equations. In our

proof here, we show that such a solution exists without solving the equations explicitly. We

show that all the points Qx,a that the simulator needs (by Theorem 5.3.4) are in the convex-hull

of the rows {X1, . . . , X`}, and therefore there exist probability vectors Xx,a
ideal as required. We

show this in two steps. First, we show that all the points are very “close” to some point c,

and therefore, all the points are inside the Euclidian ball centered at c for some small radius

ε (defined as B(c, ε)
def
= {Z ∈ Rm | d(Z, c) ≤ ε}). Second, we show that this whole ball is

embedded inside the convex-polytope that is defined by the rows of the function, which implies

that all the points Qx,a are in the convex-hull and simulation is possible.

In more detail, fix some distribution Xreal for which the point c = (py1 , . . . , pym) = Xreal ·Mf

is inside the convex-hull of the matrix. Then we observe that by adjusting α, all the points Qx,a

that we need are very “close” to this point c. This is because each coordinate qx,ayj is exactly pyj
plus some term that is multiplied by α/(1− α), and therefore we can control its distance from

pyj (see Eq. (5.3.1)). In particular, if we choose α = 1/ lnκ, then for all sufficiently large κ’s

the distance between Qx,a and c is smaller than any constant. Still, for α = 1/ lnκ, the number

of rounds of the protocol is R = α−1 · ω(lnκ) = lnκ · ω(lnκ), and thus asymptotically remains

unchanged.

All the points Qx,a are close to the point c. This implies that they all lie in the m-dimensional

Euclidian ball of some constant radius ε > 0 centered at c. Moreover, since the function is of

full-dimension, the convex-hull of the function defines a full-dimensional convex polytope, and

therefore this ball is embedded in this polytope. We prove this by showing that the center of the

ball c is “far” from each facet of the polytope, using the separation theorems of closed convex

sets. As a result, all the points that are “close” to c (i.e., our ball) are still “far” from each

facet of the polytope, and thus they are inside it. As an illustration, consider again the case of

the GHKL function in Figure 5.2, in the Introduction to t his chapter (where here, the circle

represents the ball and the center of the circle is the point c). We conclude that all the points

that the simulator needs are in the convex-hull of the function, and therefore the protocol can

be simulated.

Before we proceed to the full proof formally, we give an additional definition and an impor-

tant claim that will be helpful for our proof. For a set F ⊆ Rm and a point p ∈ Rm, we define

the distance between p and F to be the minimal distance between p and a point in F , that is:

d(p, F ) = min{d(p, f) | f ∈ F}. The following claim states that if a point is not on a closed

convex set, then there exists a constant distance between the point and the convex set. We use
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this claim to show that the point c is far enough from each one of the facets of the polytope

(and therefore the ball centered in c is in the convex). This Claim is a simple implication of

the separation theorems for convex sets, see [93]. We have:

Claim 5.4.3 Let C be a closed convex subset of Rm, and let a ∈ Rm such that a 6∈ C. Then there

exists a constant ε > 0 such that d(a, C) > ε (that is, for every Z ∈ C it holds that d(a, Z) > ε).

We are now ready for the main theorem of this section:

Theorem 5.4.4 Let f : {x1, . . . , x`} × {y1, . . . , ym} → {0, 1} be a Boolean function. If f is of

full-dimension, then f can be computed with complete fairness.

Proof: Since f is full-dimensional, there exists a subset of m + 1 rows that is affinely in-

dependent. Let S′ = {X1, . . . , Xm+1} be this subset of rows. We now choose parameters for

the GHKL protocol, such that c will be inside the simplex that is defined by S′. For this, we

can simply define Xreal to be the uniform distribution over S′ (the ith position of Xreal is 0 if

Xi 6∈ S′, and 1/(m + 1) if Xi ∈ S′). We also set α = 1/ lnκ, and these are all the parameters

that are needed for the real protocol.

Let c = (py1 , . . . , pym) = Xreal · Mf , the output distribution vector that is correspond

to Xreal. Consider the set of points {Qx,a}x∈X,a∈{0,1} that are needed for the simulation as

in Eq. (5.3.1). The next claim shows that all these points are close to c, and in them-dimensional

ball B(c, ε) for some small ε > 0. That is:

Claim 5.4.5 For every constant ε > 0, for every x ∈ X, a ∈ {0, 1} , and for all sufficiently

large κ’s it holds that:

Qx,a ∈ B(c, ε) .

Proof: Fix ε. Since α = 1/ lnκ, for every constant δ > 0 and for all sufficiently large κ’s, it

holds that α/(1 − α) < δ. We show that for every x, a, it holds that d(Qx,a, c) ≤ ε, and thus

Qx,a ∈ B(c, ε).

Recall the definition of Qx,0 as in Eq. (5.3.1): If f(x, yj) = 1 then q0
yj = pyj , and thus

|pyj − q0
yj | = 0. In case f(x, yj) = 1, for δ = ε(1 − px)/

√
m and for all sufficiently large κ’s, it

holds that:∣∣∣pyj − qx,0yj

∣∣∣ =

∣∣∣∣pyj − pyj − α

1− α
·

pyj
(1− px)

∣∣∣∣ ≤ α

1− α
· 1

(1− px)
≤ δ

(1− px)
=

ε√
m

.

Therefore, for all sufficiently large κ’s,
∣∣∣pyj − qx,0yj

∣∣∣ ≤ ε/√m irrespectively to whether f(x, yj) is

1 or 0. Similarly, for all sufficiently large κ’s, it holds that:
∣∣∣pyj − qx,1yj

∣∣∣ ≤ ε/
√
m. Overall, for

every x ∈ X, a ∈ {0, 1} we have that the distance between the points Qx,a and c is:

d(Qx,a, c) =

√√√√ m∑
j=1

(
qx,byj − pyj

)2
≤

√√√√ m∑
j=1

(
ε√
m

)2

≤ ε ,

and therefore Qx,a ∈ B(c, ε).

We now show that this whole ball is embedded inside the simplex of S′. That is:

Claim 5.4.6 There exists a constant ε > 0 for which B(c, ε) ⊂ conv(S′).
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Proof: Since S′ = {X1, . . . , Xm+1} is an affinely independent set of cardinality m+1, conv(S′)

is a simplex. Recall that c is a point in the simplex (since it assigns 0 to any row that is not

in S′), and so c ∈ conv(S′). We now show that for every facet of the simplex, there exists a

constant distance between the point c and the facet. Therefore, there exists a small ball around

c that is “far” from each facet of the simplex, and inside the simplex.

For every 1 ≤ i ≤ m + 1, the ith facet of the simplex is the set Fi = conv(S′ \ {Xi}), i.e.,

the convex set of the vertices of the simplex without the vertex Xi. We now show that c 6∈ Fi,
and therefore, using Claim 5.4.3, c is ε-far from Fi, for some small ε > 0.

In order to show that c 6∈ Fi, we show that c 6∈ H(q, δ), where H(q, δ) is a hyperplane

that contains Fi. That is, let H(q, δ) be the unique hyperplane that contains all the points

S′ \ {Xi} (these are m affinely independent points and therefore there is a unique hyperplane

that contains all of them). Recall that Xi 6∈ H(q, δ) (otherwise, S′ is affinely dependent).

Observe that Fi = conv(S′ \ {Xi}) ⊂ H(q, δ), since each point Xi is in the hyperplane, and

the hyperplane is an affine set. We now show that since Xi 6∈ H(q, δ), then c 6∈ H(q, δ) and

therefore c 6∈ Fi.
Assume by contradiction that c ∈ H(q, δ). We can write:

δ = 〈c,q〉 =
〈m+1∑
j=1

1

m+ 1
·Xj ,q

〉
=

1

m+ 1
〈Xi,q〉+

1

m+ 1

∑
j 6=i
〈Xj ,q〉 =

1

m+ 1
〈Xi,q〉+

m

m+ 1
·δ

and so, 〈Xi,q〉 = δ, which implies that Xi ∈ H(q, δ), in contradiction.

Since c 6∈ Fi, and since Fi is a closed2 convex, we can apply Claim 5.4.3 to get the existence

of a constant εi > 0 such that d(c, Fi) > εi.

Now, let F1, . . . , Fm+1 be the facets of the simplex. We get the existence of ε1, . . . , εm+1 for

each facet as above. Let ε = min{ε1, . . . , εm+1}/2, and so for every i, we have: d(c, Fi) > 2ε.

Consider the ball B(c, ε). We show that any point in this ball is of distance at least ε from

each facet Fi. Formally, for every b ∈ B(c, ε), for every facet Fi it holds that: d(b, Fi) > ε.

This can be easily derived from the triangle inequality, where for every b ∈ B(c, ε/2):

d(c,b) + d(b, Fi) ≥ d(c, Fi) > 2ε ,

and so d(b, Fi) > ε since d(b, c) ≤ ε.
Overall, all the points b ∈ B(c, ε) are of distance at least ε from each facet of the simplex,

and inside the simplex. This shows that B(c, ε) ⊂ conv(S′).

In conclusion, there exists a constant ε > 0 for which it holds that B(c, ε) ⊂ conv(S′) ⊆
conv({X1, . . . , X`}). Moreover, for all x ∈ X, a ∈ {0, 1} and for all sufficiently large κ’s, it

holds that Qx,a ∈ B(c, ε). Therefore, the requirements of Theorem 5.3.4 are satisfied, and the

protocol securely computes f with complete fairness.

On the Number of Full-Dimensional Functions

We count the number of functions that are full dimensional. Recall that a function with

|X| = |Y | cannot be full-dimensional, and we consider only functions where |X| 6= |Y |. Interest-

2The convex-hull of a finite set S of vectors in Rm is a compact set, and therefore is closed (see [93, Theo-
rem 15.4]).
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ingly, the probability that a random function with distinct domain sizes is full-dimensional tends

to 1 when |X|, |Y | grow. Thus, almost always, a random function with distinct domain sizes

can be computed with complete fairness(!). The answer to the frequency of full-dimensional

functions within the class of Boolean functions with distinct sizes relates to a beautiful problem

in combinatorics and linear algebra, that has received careful attention: Estimating the proba-

bility that a random Boolean matrix of size m×m is singular. Denote this probability by Pm.

The answer to our question is 1− Pm, and is even larger when the difference between |X| and

|Y | increases (see Claim 5.4.7 below).

The value of Pm is conjectured to be (1/2 + o(1))m. Recent results [72, 68, 98] are getting

closer to this conjecture by showing that Pm ≤ (1/
√

2+o(1))m, which is roughly the probability

to have two identical or compliments rows or columns. Observe that this is a negligible function.

Since our results hold only for the case of finite domain, it is noteworthy that Pm is small already

for very small dimensions m. For instance, P10 < 0.29, P15 < 0.047 and P30 < 1.6 · 10−6 (and

so > 99.999% of the 31× 30 functions can be computed fairly). See more experimental results

in [96]. The following Claim is based on [101, Corollary 14]:

Claim 5.4.7 With a probability that tends to 1 when |X|, |Y | grow, a random function with

|X| 6= |Y | is full-dimensional.

Proof: Our question is equivalent to the following: What is the probability that the convex-hull

of m+ 1 (or even more) random 0/1-points in Rm is an m-dimensional simplex?

Recall that Pm denotes the probability that a random m vectors of size m are linearly

dependent. Then, the answer to our question is simply 1− Pm. This is because with very high

probability our m + 1 points will be distinct, we can choose the first point X1 arbitrarily, and

the rest of the points S = {X2, . . . , Xm+1} uniformly at random. With probability 1− Pm, the

set S is linearly independent, and so it linearly spans X1. It is easy to see that this implies that

{X2 −X1, . . . , Xm+1 −X1} is a linearly independent set, and thus {X1, . . . , Xm+1} is affinely-

independent set. Overall, a random set {X1, . . . , Xm+1} is affinely independent with probability

1− Pm.

5.4.2 Functions that Are Not Full-Dimensional

A Negative Result

We now consider the case where the functions are not full-dimensional. This includes the limited

number of functions for which |X| 6= |Y |, and all functions with |X|= |Y |. In particular, for

a function that is not full-dimensional, all the rows of the function lie in some hyperplane

(a (m−1)-dimensional subspace of Rm), and all the columns of the matrix lie in a different

hyperplane (in R`). We show that under additional requirements, the protocol of [58] cannot be

simulated for any choice of parameters, with respect to the specific simulation strategy defined

in the proof of Theorem 5.3.4.

We have the following Theorem:

Theorem 5.4.8 Let f,Mf , {X1, . . . , X`} be as above, and let {Y1, . . . , Ym} be the columns of

Mf . Assume that the function is not full-dimensional, that is, there exist non-zero p ∈ R`,
q ∈ Rm and some δ1, δ2 ∈ R such that:

X1, . . . , X` ∈ H(q, δ2) and Y1, . . . , Ym ∈ H(p, δ1) .
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Assume that, in addition, 0`,1` 6∈ H(p, δ1) and 0m,1m 6∈ H(q, δ2). Then the function f cannot

be computed using the GHKL protocol, for any choice of parameters (α,Xreal), with respect to

the specific simulation strategy used in Theorem 5.3.4.

Proof: We first consider the protocol where P1 plays the party that inputs x ∈ X and P2

inputs y ∈ Y (that is, P2 is the second to receive output, exactly as GHKL protocol is described

in Section 5.3). Fix any Xreal, α, and let c = (py1 , . . . , pym) = Xreal ·Mf . First, observe that

conv({X1, . . . , X`}) ⊆ H(q, δ2), since for any point Z ∈ conv({X1, . . . , X`}), we can represent

Z as a ·Mf for some probability vector a. Then we have that 〈Z,q〉 = 〈a ·Mf ,q〉 = a ·δ2 ·1` = δ2

and so Z ∈ H(q, δ2). Now, assume by contradiction that the set of equations is satisfied. This

implies that Qx,a ∈ H(q, δ2) for every x ∈ X, a ∈ {0, 1}, since Qx,a ∈ conv({X1, . . . , X`}) ⊆
H(q, δ2).

Let ◦ denote the entrywise product over Rm, that is, for Z = (z1, . . . , zm), W = (w1, . . . , wm),

the point Z ◦W is defined as (z1 · w1, . . . , zm · wm). Recall that c = (py1 , . . . , pym). We claim

that for every Xi, the point c ◦ Xi is also in the hyperplane H(q, δ2). This trivially holds if

Xi = 1m. Otherwise, recall the definition of Qxi,0 (Eq. (5.3.1)):

qxi,0yj

def
=

{
pyj if f(xi, yj) = 1

pyj +
α·pyj

(1−α)·(1−pxi )
if f(xi, yj) = 0

,

Since Xi 6= 1m, it holds that pxi 6= 1. Let γ = α
(1−α)·(1−pxi )

. We can write Qx,0 as follows:

Qx,0 = (1 + γ) · c− γ · (c ◦Xi) .

Since for every i, the point Qxi,0 is in the hyperplane H(q, δ2), we have:

δ2 = 〈Qx,0,q〉 = 〈(1+γ)·c−γ ·(c◦Xi),q〉 = (1+γ)·〈c,q〉−γ ·〈c◦Xi,q〉 = (1+γ)·δ2−γ ·〈c◦Xi,q〉

and thus, 〈c ◦Xi,q〉 = δ2 which implies that c ◦Xi ∈ H(q, δ2).

We conclude that all the points (c◦X1), . . . , (c◦X`) are in the hyperplane H(q, δ2). Since all

the points Y1, . . . , Ym are in H(p, δ1), it holds that p ·Mf = δ1 ·1m. Thus,
∑`

i=1 pi ·Xi = δ1 ·1m,

which implies that:

∑̀
i=1

pi · δ2 =
∑̀
i=1

pi ·
〈
c ◦Xi,q

〉
=
〈∑̀
i=1

pi · (c ◦Xi),q
〉

=
〈
c ◦ (

∑̀
i=1

pi ·Xi),q
〉

= 〈c ◦ (δ1 · 1m),q〉

= δ1 · 〈c,q〉 = δ1 · δ2

and thus it must hold that either
∑`

i=1 pi = δ1 or δ2 = 0, which implies that 1 ∈ H(p, δ1) or

0 ∈ H(q, δ2), in contradiction to the additional requirements.

The above shows that the protocol does not hold when the P1 party is the first to receive

output. We can change the roles and let P2 be the first to receive an output (that is, we can use

the protocol to compute fT ). In such a case, we will get that it must hold that
∑m

i=1 qi = δ2 or

δ1 = 0, again, in contradiction to the assumptions that 1 6∈ H(q, δ2) and 0 6∈ H(p, δ1).

This negative result does not rule out the possibility of these functions using some other

protocol. However, it rules out the only known possibility result that we have for fairness.

Moreover, incorporating this with the characterization of coin-tossing (Chapter 4), there exists
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a large set of functions for which the only possibility result does not hold, and the only impos-

sibility result does not hold either. Moreover, this class of functions shares a similar (but yet

distinct) algebraic structure with the class of functions that implies fair coin-tossing. See more

in Subsection 5.4.3.

A possible generalization of [58]. In Section 5.3, we generalized the protocol such that the

algorithm RandOut2(y) chooses x̂ according to some distribution Xreal and not just uniformly

at random as in [58]. Similarly, we could have generalized the protocol for the RandOut1(x)

algorithm as well, while defining some distribution Yreal, and parameterized the protocol with

this additional distribution (in the same sense as we parameterized Xreal). By using this modifi-

cation, the protocol may potentially compute more functions. However, by a simple adjustment

of the proof of Theorem 5.4.8, as long as Yreal is “valid” (in a sense that pxi = 1 if and only

if Xi = 1m and pxi = 0 if and only if Xi = 0m, otherwise the output distribution vectors Qx,a

are not well-defined), this generalization does not help, and the negative result holds for this

generalization also.

Our theorem does not hold in cases where either 0` ∈ H(p, δ1) or 1` ∈ H(p, δ1) (likewise, for

H(q, δ2)). These two requirements are in some sense equivalent. This is because the alphabet is

not significant, and we can switch between the two symbols 0 and 1. Thus, if for some function

f the hyperplane H(p, δ1) passes through the origin 0, the corresponding hyperplane for the

function f̄(x, y)=1−f(x, y) passes through 1 and vice versa. Feasibility of fairness for f and f̄

is equivalent.

On the Number of Functions that Satisfy the Additional Requirements

We now count on the number of functions with |X| = |Y | that satisfy these additional require-

ments, that is, define hyperplanes that do not pass through the origin 0 and the point 1. As we

have seen in Theorem 5.4.8, these functions cannot be computed with complete fairness using

the protocol of [58]. As we will see, only a negligible amount of functions with |X| = |Y | do

not satisfy these additional requirements. Thus, our characterization of [58] is almost tight:

Almost all functions with |X| 6= |Y | can be computed fairly, whereas almost all functions with

|X| = |Y | cannot be computed using the protocol of [58]. We have the following Claim:

Claim 5.4.9 With a probability that tends to 0 when |X|, |Y | grow, a random function with

|X| = |Y | defines hyperplanes that pass through the points 0 or 1.

Proof: Let m = |X| = |Y |. Recall that Pm denotes the probability that random m vectors

of size m are linearly dependent. Moreover, by Claim 5.4.7, the probability that a random set

{X1, . . . , Xm+1} is affinely independent with probability 1 − Pm, even when one of the points

is chosen arbitrarily.

Thus, with probability Pm, the set {X1, . . . , Xm,1} where X1, . . . , Xm are chosen at random

is affinely dependent. In this case, the hyperplane defined by {X1, . . . , Xm} contains the point 1.

Similarly, the set {X1, . . . , Xm,0} is affinely dependent with the same probability Pm. Overall,

using union-bound, the probability that the hyperplane of random points X1, . . . , Xm contains

the points 1 or 0 is less than or equal to 2 · Pm. From similar arguments, the probability that

the hyperplane that is defined by the columns of the matrix contains either 1 or 0 is 2 ·Pm, and

therefore the overall probability is 4 · Pm.
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Functions with Monochromatic Input

We consider a limited case where the above requirements do not satisfy, that is, functions

that are not full-dimensional but define hyperplanes that pass through 0 or 1. For this set of

functions, the negative result does not apply. We now show that for some subset in this class,

fairness is possible. Our result here does not cover all functions in this subclass.

Assume that a function contains a “monochromatic input”, that is, one party has an input

that causes the same output irrespectively to the input of the other party. For instance, P2 has

input yj such that for every x ∈ X: f(x, yj) = 1. In this case, the point 1` is one of the columns

of the matrix, and therefore, the hyperplane H(p, δ1) must pass through it. We show that in

this case we can ignore this input and consider the “projected” m× (m− 1) function f ′ where

we remove the input yj . This latter function may now be full-dimensional, and the existence of

a protocol for f ′ implies the existence of a protocol for f . Intuitively, this is because when P2

uses yj , the real-world adversary P1 cannot bias its output since it is always 1. We have:

Claim 5.4.10 Let f : X×Y → {0, 1}, and assume that Mf contains the all-one (resp. all-zero)

column. That is, there exists y ∈ Y such that for every x̂ ∈ X, f(x̂, y) = 1 (resp. f(x̂, y) = 0).

If the function f ′ : X × Y ′ → {0, 1}, where Y ′ = Y \ {y} is full-dimensional, then f can be

computed with complete-fairness.

Proof: Assume that the function contains the all one column, and that it is obtained by

input ym (i.e., the mth column is the all-one column). Let X1, . . . , Xm be the rows of Mf , and

let X ′i be the rows over Rm−1 without the last coordinate, that is, Xi = (X ′i, 1). Consider the

“projected” function f ′ : {x1, . . . , xm}×{y1, . . . , ym−1} → {0, 1} be defined as f ′(x, y) = f(x, y),

for every x, y in the range (we just remove ym from the possible inputs of P2). The rows of Mf ′

are X ′1, . . . , X
′
m.

Now, since f ′ is of full-dimensional, the function f ′ can be computed using the GHKL

protocol. Let Xx,a
ideal be the solutions for equations of Theorem 5.3.4 for the function f ′. It can

be easily verified that Xx,a
ideal are the solutions for equations for the f function as well, since for

every x, a, the first m−1 coordinates of Qx,a are the same as f ′, and the last coordinate of Qx,a

is always 1. For Qx,0 it holds immediately, for Qx,1 observe that pym = 1 no matter what Xreal

is, and thus pyj +
α·(pyj−1)

(1−α)·px = 1 + 0 = 1). Therefore, Xx,a
ideal are the solutions for f as well, and

Theorem 5.3.4 follows for f as well.

The above implies an interesting criterion that is easy to verify:

Proposition 5.4.11 Let f : {x1, . . . , xm} × {y1, . . . , ym} → {0, 1} be a function. Assume that

f contains the all-one column, and that Mf is of full rank. Then the function f can be computed

with complete fairness.

Proof: Let X1, . . . , Xm be the rows of Mf , and assume that the all-one column is the last

one (i.e., input ym). Consider the points X ′1, . . . , X
′
m in Rm−1, where for every i, Xi = (X ′i, 1)

(i.e., X ′i is the first m− 1 coordinates of Xi). Since Mf is of full-rank, the rows X1, . . . , Xm are

linearly independent, which implies that m points X ′1, . . . , X
′
m in Rm−1 are affinely independent.

We therefore can apply Claim 5.4.10 and fairness in f is possible.

Finally, from simple symmetric properties, almost always a random matrix that contains

the all one row / vector is of full rank, in the sense that we have seen in Claims 5.4.7 and 5.4.9.

Therefore, almost always a random function that contains a monochromatic input can be com-

puted with complete fairness.
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Functions with no embedded XOR. [58] presents a totally different and simpler protocol

for handling functions that do not contain an embedded XOR (i.e., the Boolean AND/OR

functions, and the greater-than function). An immediate Corollary from Proposition 5.4.11 is

that all the functions that can be computed using this simpler protocol, can also be computed

using the second generalized protocol. This is because all functions that do not contain an

embedded XOR (or their complement function) have both full-rank and monochromatic input,

and therefore can be computed using the generalized protocol by Proposition 5.4.11. This shows

that indeed, the only known possibility result that we have for fairness is Protocol 5.3.3.

However, this first totally different protocol gives an answer to an interesting question re-

garding the round-complexity of fair protocols. In particular, [58] gives a lower bound of ω(log κ)

for the round complexity of protocol for computing functions that contain embedded XOR. The

simpler protocol for handling functions with no embedded XOR has round complexity that is

linear in |X|, |Y | and is independent of the security parameter κ.

5.4.3 Conclusion: Symmetric Boolean Functions with Finite Domain

We overview all the known results in complete fairness for symmetric Boolean functions with

finite domain, and we link our results to the balanced property of Chapter 4.

The Characterization

A full-dimensional function is an important special case of this unbalanced property, as was

pointed out in Claim 5.4.2. Combining the above characterization of Chapter 4 with this

chapter, we get the following Theorem:

Theorem 5.4.12 Let f : {x1, . . . , x`}×{y1, . . . , ym} → {0, 1}, and let Mf be the corresponding

matrix representing f as above. Then:

1. Balanced with respect to probability vectors (Chapter 4):

If there exist probability vectors p = (p1, . . . , p`),q = (q1, . . . , qm) and a constant 0 < δ < 1

such that: p ·Mf = δ · 1m and Mf · qT = δ · 1T` .

Then, the function f implies fair coin-tossing, and is impossible to compute fairly.

2. Balanced with respect to arbitrary vectors, but not balanced with respect to

probability vectors:

If there exist two non-zero vectors p = (p1, . . . , p`) ∈ R`, q = (q1, . . . , qm) ∈ Rm, δ1, δ2 ∈
R, such that: p ·Mf = δ1 · 1m and Mf · qT = δ2 · 1T`
then we say that the function is balanced with respect to arbitrary vectors. Then, the func-

tion does not (information-theoretically) imply fair-coin tossing (Corollary 4.5.7). More-

over:

(a) If δ1 and δ2 are non-zero,
∑`

i=1 pi 6= δ1 and
∑m

i=1 qi 6= δ2, then the function f cannot

be computed using the GHKL protocol (Theorem 5.4.8).

(b) Otherwise: this case is left not characterized. For a subset of this subclass, we show

possibility (Proposition 5.4.10).

3. Unbalanced with respect to arbitrary vectors:

If for every non-zero p = (p1, . . . , p`) ∈ R` and any δ1 ∈ R it holds that p·Mf 6= δ1·1m, OR

for every non-zero q = (q1, . . . , qm) ∈ Rm and any δ2 ∈ R it holds that Mf · qT 6= δ2 · 1T` ,

then f can be computed with complete fairness (Theorem 5.4.4).
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We remark that, in general, if |X| 6= |Y | then almost always a random function is in subclass 3.

Moreover, if |X| = |Y |, then only a negligible amount of functions are in subclass 2b, and thus

only a negligible amount of functions are left not characterized.

If a function is balanced with respect to arbitrary vectors (i.e., the vector may contain

negative values), then all the rows of the function lie in the hyperplane H(q, δ2), and all the

columns lie in the hyperplane H(p, δ1). Observe that δ1 = 0 if and only if H(p, δ1) passes

through the origin, and
∑`

i=1 pi = δ1 if and only if H(p, δ1) passes through the all one point

1. Thus, the requirements of subclass 2a are a different formalization of the requirements

of Theorem 5.4.8. Likewise, the requirements of subclass 3 are a different formalization of

Theorem 5.4.4, as was proven in Claim 5.4.2.

Examples

We give a few examples for interesting functions and practical tasks that can be computed with

complete-fairness.

• Set membership. Assume some finite possible elements Ω, and consider the task of set-

membership: P1 holds S ⊆ Ω, P2 holds some elements ω ∈ Ω, and the parties wish to find out

(privately) whether ω ∈ S. The number of possible inputs for P1 is |Ω|, whereas the number

of possible inputs for P2 is |P (Ω)| = 2|Ω|, and the truth table for this function contains all

possible Boolean vectors of length-|Ω| (see Figure 5.3 for the case of Ω = {a, b}).

• Private evaluation of Boolean function. Let F = {g | g : Ω → {0, 1}} be the family

of all Boolean functions with |Ω| inputs. Assume that P1 holds some function g ∈ F and P2

holds some input y ∈ Ω. The parties wish to privately learn g(y). This task has the exact

same truth-table as the set-membership functionality, i.e., it contains all possible Boolean

vectors of length-|Ω| (in this case, each vector represents a possible function g).

• Private matchmaking. Assume that P1 holds some set of preferences, while P2 holds a

profile. The parties wish to learn (privately) whether there is a matching between them.

In fact, this task is a special case of the subset-equal functionality. that is, P1 holds some

A ⊆ Ω, P2 holds B ⊆ Ω, and the parties wish to learn whether A ⊆ B. Although the possible

inputs for both parties is 2|Ω| (i.e., |X| = |Y |), the truth-table for this functionality satisfies

Proposition 5.4.11, contains monochromatic row and can be computed using the protocol.

See Figure 5.3.

• Set disjointness. The set-disjointness is another functionality that is feasible although

|X| = |Y |, and is defined as follows: P1 holds A ⊆ Ω, P2 holds B ⊆ Ω, and the parties

learn whether A ∩ B = ∅. In fact, the possibility of this function is easily derived from the

possibility of A ⊆ B, using the following observation:

A ∩B = ∅ ⇐⇒ A ⊆ B
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a b

∅ 0 0
{a} 1 0
{b} 0 1
{a, b} 1 1

(a) The set-membership functionality

∅ {a} {b} {a, b}
∅ 1 1 1 1
{a} 0 1 0 1
{b} 0 0 1 1
{a, b} 0 0 0 1

(b) The functionality A ⊆ B

Figure 5.3: The set-membership and A ⊆ B functionalities with Ω = {a, b}

5.5 Extensions: Asymmetric Functions and Non-Binary Out-

puts

5.5.1 Asymmetric Functions

We now move to a richer class of functions, and consider asymmetric Boolean functions where the

parties do not necessarily get the same output. We consider functions f(x, y) = (f1(x, y), f2(x, y)),

where each fi, i ∈ {1, 2} is defined as: fi : {x1, . . . , x`} × {y1, . . . , ym} → {0, 1}. Interestingly,

our result here shows that if the function f2 is of full-dimension, then f can be computed fairly,

irrespectively to the function f1. This is because simulating P1 is more challenging (because it

is the first to receive an output) and the simulator needs to assume the rich description of f2

in order to be able to bias the output of the honest party P2. On the other hand, since P2 is

the second to receive an output, simulating P2 is easy and the simulator does not need to bias

the output of P1.

The protocol. We first revise the protocol of [58]. The RandOut1(x) algorithm is changed

such the function that is being evaluated is f1, and the algorithm RandOut2(y) is modified such

that the function that is being evaluated is f2. Step 2.2.b in the Fdealer functionality (Func-

tionality 5.3.2) is modified such that each party receives an output according to its respective

output, that is:

Step 2.2.b: For i = i∗ to R: set (ai, bi) = (f1(x, y), f2(x, y)).

Analysis. The proof for the case where P2 follows exactly along the lines of the proof of

Claim C.1.1. We now turn to corrupted P1. Here, we again define the probability px for every x ∈
X as Prŷ←UY [f1(x, ŷ) = 1]. Then, for every yj ∈ Y , we define pyj = Prx̂←Xreal [f2(x̂, yj) = 1].

This time, (py1 , . . . , pym) = Xreal ·Mf2 , where Mf2 represents the function f2.

The case where P1 is corrupted is very similar to the symmetric case; however, the constraints

and the vectors Qx,a are different. Using the same calculations as the symmetric case, we get

the following vectors Qx,0 = (qx,0y1 , . . . , q
x,0
ym ) and Qx,1 = (qx,1y1 , . . . , q

x,1
ym ):

qx,0yj

def
=


pyj +

α·pyj
(1−α)·(1−px) if f(x, yj) = (0, 0)

pyj +
α·(pyj−1)

(1−α)·(1−px) if f(x, yj) = (0, 1)

pyj if f(x, yj) = (1, 0)

pyj if f(x, yj) = (1, 1)

,
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qx,1yj

def
=


pyj if f(x, yj) = (0, 0)

pyj if f(x, yj) = (0, 1)

pyj +
α·pyj

(1−α)·px if f(x, yj) = (1, 0)

pyj +
α·(pyj−1)

(1−α)·px if f(x, yj) = (1, 1)

.

Observe that if f1(xi, yj) = 0 it implies that pxi 6= 1, and therefore Qxi,0 is well-defined (i.e.,

pxi = 1 if and only of the row Xi is the all one row). Similarly, if f1(xi, yj) = 1 it implies that

pxi 6= 0, and therefore Qx,1 is well-defined. Overall, we get:

Theorem 5.5.1 Let f : {x1, . . . , x`} × {y1, . . . , ym} → {0, 1} × {0, 1}, where f = (f1, f2). Let

Mf2 be the matrix that represents f2. If there exist Xreal, 0 < α < 1 such that α−1 ∈ O(poly(κ)),

such that for every x ∈ X, a ∈ {0, 1}, there exists a probability vector Xx,a
ideal such that:

Xx,a
ideal ·Mf2 = Qx,a ,

then Protocol 5.3.3 securely computes f with complete fairness.

Proof: The case of P2 is corrupted follows exactly the same as the case in the proof of

Theorem C.2.1. All that is left is just what are the requirements from f(x, yj) in each one of

the possible outputs (0, 0), (0, 1), (1, 0), (1, 1). The cases of (0, 0) and (1, 1) are exactly the same

as in the proof of Theorem C.2.1, where the case of (0, 0) corresponds to the symmetric case of

f(x, yj) = 0, and the case of (1, 1) corresponds to the symmetric case f(x, yj) = 1. This defines

the following requirements (exactly as Equation 5.3.1):

qx,0yj

def
=

{
pyj if f(x, yj) = (1, 1)

pyj +
α·pyj

(1−α)·(1−px) if f(x, yj) = (0, 0)
qx,1yj

def
=

{
pyj +

α·(pyj−1)

(1−α)·px if f(x, yj) = (1, 1)

pyj if f(x, yj) = (0, 0)

We now turn to the cases where the outputs are distinct.

The case where f(x, yj) = (0, 1). That is, we consider the case where f1(x, yj) = 0,

whereas f2(x, yj) = 1. We get the following four possibilities:

output (a, b) real ideal

(0, 0) (1− α) · (1− px) · (1− py) + α · (1− py) (1− α) · (1− px) · (1− qx,0y )

(0, 1) (1− α) · (1− px) · py + α · py (1− α) · (1− px) · qx,0y + α

(1, 0) (1− α) · px · (1− py) (1− α) · px · (1− qx,1y )

(1, 1) (1− α) · px · py (1− α) · px · qx,1y

The only difference from the case of f(x, yj) = (0, 0) is that in the ideal execution, the +α is

obtained in the second row instead of the first row. The probabilities are equal if and only if

the following hold:

qx,0y = py +
α · (py − 1)

(1− α) · (1− px)
and qx,1y = py .

The case where f(x, y) = (1, 0). Similarly to the above, we obtain:
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output (a, b) real ideal

(0, 0) (1− α) · (1− px) · (1− py) (1− α) · (1− px) · (1− qx,0y )

(0, 1) (1− α) · (1− px) · py (1− α) · (1− px) · qx,0y

(1, 0) (1− α) · px · (1− py) + α · (1− py) (1− α) · px · (1− qx,1y ) + α

(1, 1) (1− α) · px · py + α · py (1− α) · px · qx,1y

The only difference from the case of f(x, yj) = (1, 1) is that in the ideal execution, the +α is

obtained in the second row instead of the fourth row, which result in the following constraints:

qx,0y = py and qx,1y = py +
α · py

(1− α) · px
.

Similarly to the case of single output, the above implies that:

Corollary 5.5.2 Let f : {x1, . . . , x`} × {y1, . . . , ym} → {0, 1} × {0, 1}, where f = (f1, f2). If

f2 is a full-dimensional function, then f can be computed with complete fairness.

Proof: It is easy to see that for every constant ε > 0, for every x ∈ X and a ∈ {0, 1}, and for

all sufficiently large κ’s, it holds that Qx,a ∈ B(c, ε), where c = (py1 , . . . , pym). As we saw, in

case f2 is of full-dimension, we can embed c inside the convex and there exists a constant ε > 0

such that B(c, ε) ⊂ conv({X(2)
1 , . . . , X

(2)
` }), where X

(2)
i is the ith row of f2. The corollary

follows.

5.5.2 Functions with Non-Binary Output

Until now, all the known possibility results for fairness dealt with the case of binary output.

We now extend the results to the case of non-binary output. Let Σ = {0, . . . , k − 1} be an

alphabet for some finite k > 0 (the alphabet may be arbitrary, we use [0, k − 1] for the sake of

convenience), and consider functions f : {x1, . . . , x`} × {y1, . . . , ym} → Σ.

The protocol is exactly the GHKL protocol presented in Section 5.3, where here ai, bi are

elements in Σ and not just bits. We just turn to the analysis. The proof of corrupted P2 again

follows along the lines of the proof of Claim C.1.1. The difficult part is corrupted P1. Again, all

the claims follow exactly in the same way and we just need to compare the output distributions

of the parties in case the adversary aborts before or at i∗. We analyze this in the following.

Fix some Xreal, and let UY denote the uniform distribution over Y . For any symbol σ ∈ Σ,

and for every x ∈ X, denote by px(σ) the probability that RandOut1(x) is σ. Similarly, for

every yj ∈ Y , let pyj (σ) denote the probability that the output of RandOut2(yj) is σ. That is:

px(σ)
def
= Pr

ŷ←UY
[f(x, ŷ) = σ] and pyj (σ)

def
= Pr

x̂←Xreal
[f(x̂, yj) = σ] .

Observe that
∑

σ∈Σ px(σ) = 1 and
∑

σ∈Σ pyj (σ) = 1.

For every σ ∈ Σ, we want to present the vector (py1(σ), . . . , pym(σ)) as a function of Xreal

and Mf , as we did in the binary case (where there we just had: (py1 , . . . , pym) = Xreal ·Mf ).

However, here it is a bit more complicated than the binary case. Therefore, for any σ ∈ Σ, we

define the binary matrix Mσ
f as follows:

Mσ
f (i, j) =

{
1 if f(xi, yj) = σ

0 otherwise
.
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Then, for every σ ∈ Σ, it holds that (py1(σ), . . . , pym(σ)) = Xreal ·Mσ
f . Moreover, it holds that:∑

σ∈ΣM
σ
f = J`×m, where J`×m is the all one matrix with sizes `×m. In the binary case, Mf

is in fact M1
f , and there was no need to consider the matrix M0

f , for a reason that we will see

below (intuitively, since in the binary case, pyj (0) + pyj (1) = 1).

The output distribution vectors. Similarly as in the binary case, in case the adversary

sends x to the simulated Fdealer and aborts in round i < i∗ upon receiving some symbol a ∈ Σ,

the simulator chooses its input x̂ according to some distribution Xx,a
ideal. For each such a vector

Xx,a
ideal, we define |Σ| points Qx,a(σ1), . . . , Qx,a(σk) in Rm, where each vector Qx,a(b) (for b ∈ Σ)

is obtained by: Qx,a(b) = Xx,a
ideal ·M

b
f .

For a given x ∈ X, yj ∈ Y and a, b ∈ Σ, we define the requirements from each vector

Qx,a(b) = (qx,ay1 (b), . . . , qx,aym (b)). We have:

qx,ayj (b)
def
=


pyj (b) + α

(1−α) ·
(pyj (b)−1)

px(a) if f(x, yj) = a = b

pyj (b) + α
(1−α) ·

pyj (b)

px(a) if f(x, yj) = a 6= b

pyj (b) if f(x, yj) 6= a

(5.5.1)

We then require that for the same distribution Xx,a
ideal it holds that Xx,a

ideal ·M
b
f = Qx,a(b) for

every b ∈ Σ, simultaneously. We have the following Theorem:

Theorem 5.5.3 Let f : {x1, . . . , x`} × {y1, . . . , ym} → Σ be a function. If there exists a

parameter 0 < α < 1, α−1 ∈ O(poly(κ)) and a distribution Xreal, such that for every x ∈ X,

for every a ∈ Σ and for every b ∈ Σ, it holds that:

Xx,a
ideal ·M

b
f = Qx,a(b) ,

Then the function f can be computed with complete fairness.

Proof: The simulator for P1 is exactly the same as in Theorem 5.3.4. All that is left is to show

that the outputs are distributed identically in case the adversary aborts before or at i∗.

The real execution. We now consider the output distribution where the adversary halts in

round i for which i < i∗. In such a case, both parties output independent outputs according

to RandOut1(x) and RandOut2(yj), where (x, yj) are the inputs sent to the Fdealer. As a result,

they receive output (a, b) with probability (1−α) ·px(a) ·pyj (b), where (1−α) is the probability

that i < i∗ given that i ≤ i∗. In case i = i∗ (which given i ≤ i∗, it happens with probability

α), the adversary P1 learns the correct output f(x, yj), whereas P2 gets an output according to

RandOut2(yj). Overall, we have that:

Pr
[
(viewi

hyb,outputhyb) = (a, b) | i ≤ i∗
]

=


(1− α) · px(a) · pyj (b) + α · 1 · pyj (b) if f(x, yj) = a = b

(1− α) · px(a) · pyj (b) + α · 1 · pyj (b) if f(x, yj) = a 6= b

(1− α) · px(a) · pyj (b) if f(x, yj) 6= a

(We differentiate between the first two cases although they are equal here, since they are different

in the ideal.)
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The ideal execution. In case the adversary aborts at i∗, the simulator sends the true input

x to the trusted party and both parties receive the correct output f(x, yj). On the other hand,

in case the adversary aborts in round i < i∗ after sending some x ∈ X to the simulated Fdealer

and upon receiving a symbol a ∈ Σ, the simulator chooses an input x̂ according to distribution

Xx,a
ideal, and the output of the honest party is determined accordingly, where we denote by qx,ayj (b)

the probability that the output of the honest party P2 is b in this case. Therefore, we have that:

Pr
[
(viewi

ideal,outputideal) = (a, b) | i ≤ i∗
]

=


(1− α) · px(a) · qx,ayj (b) + α if f(x, yj) = a = b

(1− α) · px(a) · qx,ayj (b) if f(x, yj) = a 6= b

(1− α) · px(a) · qx,ayj (b) if f(x, yj) 6= a

Therefore, if Eq. (5.5.1) holds, then we have for every (a, b) ∈ Σ2:

Pr
[
(viewi

hyb,outputhyb) = (a, b) | i ≤ i∗
]

= Pr
[
(viewi

ideal,outputideal) = (a, b) | i ≤ i∗
]
.

This, combining with the rest of the proof of Theorem C.2.1 shows that the protocol can be

simulated.

Relaxing the requirements. In the above Theorem, for the same distribution Xx,a
ideal, it is

required that Xx,a
ideal ·M

b
f = Qx,a(b) for every b ∈ Σ simultaneously. This requirement makes

things much harder, since it involves convex combinations with the same coefficients (Xx,a
ideal) of

different convex-hulls Mσ1
f , . . . ,Mσk

f . We therefore want to encode all the requirements together

for the same Xx,a
ideal. We do it in two steps. First, we show that it it is enough to consider equality

with respect to |Σ| − 1 symbols in the alphabet, and the last one is a simple derivation of the

others (this also explains why in the binary case, we did not consider the matrix M0
f ). Next,

we show hot to encode all the requirements together into a single system.

Claim 5.5.4 Let f , be as above and let σ ∈ Σ be arbitrary. Then, if there exists 0 < α < 1

(such that α−1 ∈ O(poly(κ)), distribution Xreal such that for every x ∈ X, for every a ∈ Σ and

for every b ∈ Σ \ {σ}
Xx,a
ideal ·M

b
f = Qx,a(b) ,

then it holds that Xx,a
ideal · M

σ
f = Qx,a(σ) as well and thus f can be computed with complete

fairness.

Proof: Fix σ, α,Xreal and assume that for every x ∈ X, a ∈ Σ there exists Xx,a
ideal as above. We

now show that the Xx,a
ideal ·M

σ
f = Qx,a(σ). The key observation is that the sum of all matrices∑

b∈ΣM
b
f is J`×m (the all-one matrix). Moreover, for every x, a, it holds that

∑
bQ

x,a(b) = 1m.

This can is derived by analyzing each coordinate qx,ayj separately as follows:

• Case 1: f(x, yj) 6= a. In this case, qx,ayj (b) = pyj (b) for every b ∈ Σ. Therefore,∑
b∈Σ

qx,ayj (b) =
∑
b∈Σ

pyj (b) = 1 .
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• Case 2: f(x, yj) = a. In this case, for every b 6= a, we have that:

qx,ayj (b) = pyj (b) +
α

(1− α)
·
pyj (b)

px(a)

Observe that
∑

b 6=a pyj (b) = 1−pyj (a) (since they all sum-up to 1), and therefore we have:∑
b6=a

qx,ayj (b) =
(
1− pyj (a)

)
+

α

(1− α)
·

1− pyj (a)

px(a)
.

On the other hand, for b = a we have: qx,ayj (a) = pyj (a) + α
(1−α) ·

(pyj (a)−1)

px(a) , and thus:∑
b∈Σ

qx,ayj (b) = qx,ayj (a) +
∑
b6=a

qx,ayj (b)

=

(
pyj (a) +

α

(1− α)
·

(pyj (a)− 1)

px(a)

)
+

((
1− pyj (a)

)
+

α

(1− α)
·

1− pyj (a)

px(a)

)
= 1 .

Therefore, we can conclude that for every x, a it holds that: Qx,a(σ) = 1m −
∑

b 6=σ Q
x,a(b).

Thus, we conclude:

Xx,a
ideal ·M

σ
f = Xx,a

ideal ·
(
J`×m −

∑
b6=σ

M b
f

)
= 1m −

∑
b6=σ

Xx,a
ideal ·M

b
f = 1m −

∑
b 6=σ

Qx,a(b) = Qx,a(σ) .

and the claim follows.

Encoding the requirements together. Let Mf denote the `× (|Σ| − 1) ·m binary matrix

defined as the concatenation of Mσ1
f || . . . ||M

σk−1

f . Let Qx,a be the (|Σ| − 1) ·m vector which is

a concatenation of Qx,a = (Qx,a(σ1), . . . , Qx,a(σk−1)). Then we have that:

Corollary 5.5.5 Let f : {x1, . . . , x`}×{y1, . . . , ym} → Σ, Mf , Qx,a be as above. If there exists

a parameter 0 < α < 1 (for which α−1 ∈ O(poly(κ)), and a distribution Xreal, such that for

every x ∈ X, for every a ∈ Σ it holds that:

Xx,a
ideal ·Mf = Qx,a ,

then the function f can be computed with complete fairness.

As a result, if the rows of the matrix Mf define a full-dimensional object (this time, in

R`×(|Σ|−1)·m), then the function can be computed fairly.

Corollary 5.5.6 Let Mf be an ` × ((|Σ| − 1) ·m) matrix as above and let X1, . . . , X` be the

rows of Mf . If there exists a subset of cardinality (|Σ| − 1) · m + 1 of {X1, . . . , X`} that is

affinely-independent, then f can be computed with complete fairness.

Proof: Let s = (|Σ| − 1) ·m. Fix α = 1/ ln(κ) and let Xreal be the uniform distribution over

the affinely independent rows in Mf (and assigns 0 to the others, if they exist). Similarly to the

binary case, we observe that all the points Qx,a (this time - points in Rs and not Rm) are in the

Euclidian ball B(c, ε), where c = Xreal ·Mf . Moreover, since conv({X1, . . . , X`}) defines an

s-dimensional simplex in Rs, the ball B(c, ε) is inside it, and therefore there exist probability

vectors Xx,a
ideal as above.
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Alternative representation. We now write the above in a different form. Giving a function

f : X × Y → Σ, let ρ ∈ Σ be arbitrarily, and define Σρ = Σ \ {ρ}. Define the Boolean function

f ′ : X × Y Σρ → {0, 1}, where Y Σρ = {yσj | yj ∈ Y, σ ∈ Σρ}, as follows:

f ′(x, yσj ) =

{
1 if f(x, yj) = σ

0 otherwise

Observe that |Y Σρ | = (|Σ| − 1) · |Y |. It is easy to see that if f is full-dimensional, then the

function f can be computed with complete-fairness. This provides a property that may be

satisfied only when |X|/|Y | > |Σ| − 1.

An example. We give an example for a non-binary function that can be computed with

complete-fairness. We consider the trinary alphabet Σ = {0, 1, 2}, and thus we consider a

function of dimensions 5 × 2. We provide the trinary function f and the function f ′ that it is

reduced to. Since the binary function f ′ is a full-dimensional function in R4, it can be computed

fairly, and thus the trinary function f can be computed fairly as well. We have:

f y1 y2

x1 0 1

x2 1 0

x3 1 1

x4 2 0

x5 1 2

=⇒

f ′ y1
1 y1

2 y2
1 y2

2

x1 0 1 0 0

x2 1 0 0 0

x3 1 1 0 0

x4 0 0 1 0

x5 1 0 0 1
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Appendix A

Full Specification of the BGW Protocol

In this Appendix, we provide a full specification of the BGW protocol, for both the semi-honest

and malicious settings. We note that all these specifications of subprotocols and functionalities

already appear in the body of this work (Chapter 2); however, a reader may find it beneficial

and more convenient to read all the description centralized. In the electronic version of this

thesis, the reader may also use the hyperlinks (appear in the SEE: label) to jump to the detailed

explanation of each functionality and protocol.

A.1 The Protocol for Semi-Honest Adversaries

A.1.1 The Functionalities

FUNCTIONALITY A.1.1 (The degree-reduction functionality F deg
reduce)

SEE: Section 2.4.3

Let h(x) = h0 + . . .+ h2tx
2t be a polynomial, and denote by trunct(h(x)) the polynomial of degree t

with coefficients h0, . . . , ht. That is, trunct(h(x)) = h0 + h1x+ . . .+ htx
t. Then:

F degreduce(h(α1), . . . , h(αn)) = (ĥ(α1), . . . , ĥ(αn))

where ĥ(x) = trunct(h(x)).

FUNCTIONALITY A.1.2 (The F 2t
rand functionality)

SEE: Section 2.4.3

F 2t
rand(λ, . . . , λ) = (r(α1), . . . , r(αn)),

where r(x) ∈R P0,2t is random, and λ denotes the empty string.
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FUNCTIONALITY A.1.3 (The Fmult for sharing a produce of shares)

SEE: Section 2.4.3.

Fmult

(
(fa(α1), fb(α1)), . . . , (fa(αn), fb(αn))

)
=
(
fab(α1), . . . , fab(αn)

)
where fa(x) ∈ Pa,t, fb(x) ∈ Pb,t, and fab(x) is a random polynomial in Pa·b,t.

A.1.2 The Protocols

PROTOCOL A.1.4 (Computing F degreduce)

SEE: Claim 2.4.11

• Inputs: Each party Pi holds h(αi).

• The protocol: The parties invoke the semi-honest BGW protocol (Protocol 2.4.1) for the linear

functionality
(
ĥ(α1), . . . , ĥ(αn)

)T
= A ·

(
h(α1), . . . , h(αn)

)T
, where A = V~α ·PT ·V −1~α . (V~α denote

the Vandermonde matrix, and PT is the linear projection of T ).

PROTOCOL A.1.5 (Privately Computing F 2t
rand)

SEE: Protocol 2.4.9

• Input: The parties do not have inputs for this protocol.

• The protocol:

– Each party Pi chooses a random polynomial qi(x) ∈R P0,2t. Then, for every j ∈ {1, . . . , n}
it sends si,j = qi(αj) to party Pj .

– Each party Pi receives s1,i, . . . , sn,i and computes δi =
∑n
j=1 sj,i.

• Output: Each party Pi outputs δi.

PROTOCOL A.1.6 (Computing Fmult in the F 2t
rand − F

deg
reduce-hybrid model)

SEE: Protocol 2.4.7.

• Input: Each party Pi holds values βi, γi, such that reconstruct~α(β1, . . . , βn) ∈ Pa,t and

reconstruct~α(γ1, . . . , γn) ∈ Pb,t for some a, b ∈ F.

• The protocol:

1. Each party locally computes si = βi · γi.
2. Randomize: Each party Pi sends λ to F 2t

rand (formally, it writes λ on its oracle tape for

F 2t
rand). Let σi be the oracle response for party Pi.

3. Reduce the degree: Each party Pi sends (si+σi) to F degreduce. Let δi be the oracle response

for Pi.

• Output: Each party Pi outputs δi.
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PROTOCOL A.1.7 (t-Private Computation in the Fmult-Hybrid Model)

SEE: Protocol 2.4.1.

• Inputs: Each party Pi has an input xi ∈ F.

• Auxiliary input: Each party Pi has an arithmetic circuit C over the field F, such that for every

~x ∈ Fn it holds that C(~x) = f(~x), where f : Fn → Fn. The parties also have a description of F
and distinct non-zero values α1, . . . , αn in F.

• The protocol:

1. The input sharing stage: Each party Pi chooses a polynomial qi(x) uniformly from the

set Pxi,t of all polynomials of degree t with constant term xi. For every j ∈ {1, . . . , n}, Pi
sends party Pj the value qi(αj).

Each party Pi records the values q1(αi), . . . , qn(αi) that it received.

2. The circuit emulation stage: Let G1, . . . , G` be a predetermined topological ordering of

the gates of the circuit. For k = 1, . . . , ` the parties work as follows:

– Case 1 – Gk is an addition gate: Let βki and γki be the shares of input wires held by

party Pi. Then, Pi defines its share of the output wire to be δki = βki + γki .

– Case 2 – Gk is a multiplication-by-a-constant gate with constant c: Let βki be the share

of the input wire held by party Pi. Then, Pi defines its share of the output wire to be

δki = c · βki .

– Case 3 – Gk is a multiplication gate: Let βki and γki be the shares of input wires held

by party Pi. Then, Pi sends (βki , γ
k
i ) to the ideal functionality Fmult of Eq. (2.4.1) and

receives back a value δki . Party Pi defines its share of the output wire to be δki .

3. The output reconstruction stage: Let o1, . . . , on be the output wires, where party Pi’s

output is the value on wire oi. For every k = 1, . . . , n, denote by βk1 , . . . , β
k
n the shares that

the parties hold for wire ok. Then, each Pi sends Pk the share βki .

Upon receiving all shares, Pk computes reconstruct~α(βk1 , . . . , β
k
n) and obtains a polynomial

gk(x) (note that t+ 1 of the n shares suffice). Pk then defines its output to be gk(0).

A.2 The Protocol for Malicious Adversaries

A.2.1 The Functionalities

FUNCTIONALITY A.2.1 (The FV SS functionality)

SEE: Functionality 2.5.5

FV SS (q(x), λ, . . . , λ) =

{
(q(α1), . . . , q(αn)) if deg(q) ≤ t
(⊥, . . . ,⊥) otherwise

207



FUNCTIONALITY A.2.2 (The F̃V SS functionality)

SEE: Functionality 2.5.6

F̃V SS(S(x, y), λ, . . . , λ) =

{
((f1(x), g1(y)), . . . , (fn(x), gn(y))) if deg(S) ≤ t
(⊥, . . . ,⊥) otherwise

,

where fi(x) = S(x, αi), gi(y) = S(αi, y).

FUNCTIONALITY A.2.3 (Functionality FA
mat for matrix multiplication, with A ∈ Fn×m)

SEE: Functionality 2.6.4

The FAmat-functionality receives as input a set of indices I ⊆ [n] and works as follows:

1. FAmat receives the inputs of the honest parties {gj(x)}j /∈I ; if a polynomial gj(x) is not received or

its degree is greater than t, then FAmat resets gj(x) = 0.

2. FAmat sends shares {gj(αi)}j /∈I;i∈I to the (ideal) adversary.

3. FAmat receives the corrupted parties’ polynomials {gi(x)}i∈I from the (ideal) adversary; if a poly-

nomial gi(x) is not received or its degree is greater than t, then FAmat resets gi(x) = 0.

4. FAmat computes ~Y (x) = (Y1(x), . . . , Ym(x)) = (g1(x), . . . , gn(x)) ·A.

5. (a) For every j /∈ I, functionality FAmat sends party Pj the entire length-m vector ~y = ~Y (0),

together with Pj ’s shares (g1(αj), . . . , gn(αj)) on the input polynomials.

(b) In addition, functionality FAmat sends the (ideal) adversary its output: the vector of poly-

nomials ~Y (x), and the corrupted parties’ outputs (~y together with (g1(αi), . . . , gn(αi)), for

every i ∈ I).

FUNCTIONALITY A.2.4 (Functionality F subshare
V SS for subsharing shares)

SEE: Functionality 2.6.7

F subshareV SS receives a set of indices I ⊆ [n] and works as follows:

1. F subshareV SS receives the inputs of the honest parties {βj}j /∈I . Let f(x) be the unique degree-t

polynomial determined by the points {(αj , βj)}j /∈I .1

2. For every j /∈ I, F subshareV SS chooses a random degree-t polynomial gj(x) under the constraint that

gj(0) = βj = f(αj).

3. F subshareV SS sends the shares {gj(αi)}j /∈I;i∈I to the (ideal) adversary.

4. F subshareV SS receives polynomials {gi(x)}i∈I from the (ideal) adversary; if a polynomial gi(x) is not

received or if gi(x) is of degree higher than t, then F subshareV SS sets gi(x) = 0.

5. F subshareV SS determines the output polynomials g′1(x), . . . , g′n(x):

(a) For every j /∈ I, F subshareV SS sets g′j(x) = gj(x).
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(b) For every i ∈ I, if gi(0) = f(αi) then F subshareV SS sets g′i(x) = gi(x). Otherwise it sets

g′i(x) = f(αi), (i.e., g′i(x) is the constant polynomial equalling f(αi) everywhere).

6. (a) For every j 6∈ I, F subshareV SS sends the polynomial g′j(x) and the shares (g′1(αj), . . . , g
′
n(αj)) to

party Pj .

(b) Functionality F subshareV SS sends the (ideal) adversary the vector of polynomials
~Y (x) = (g1(x), . . . , gn(x)) ·HT , where H is the parity-check matrix of the appropriate Reed-

Solomon code (see below). In addition, it sends the corrupted parties’ outputs g′i(x) and

(g′1(αi), . . . , g
′
n(αi)) for every i ∈ I.

FUNCTIONALITY A.2.5 (Functionality F k
eval for evaluating a polynomial on αk)

SEE: Functionality 2.6.10

F keval receives a set of indices I ⊆ [n] and works as follows:

1. The F keval functionality receives the inputs of the honest parties {βj}j /∈I . Let f(x) be the unique

degree-t polynomial determined by the points {(αj , βj)}j /∈I . (If not all the points lie on a single

degree-t polynomial, then no security guarantees are obtained; see Footnote 9.)

2. (a) For every j 6∈ I, F keval sends the output pair (f(αj), f(αk)) to party Pj .

(b) For every i ∈ I, F keval sends the output pair (f(αi), f(αk)) to the (ideal) adversary, as the

output of Pi.

FUNCTIONALITY A.2.6 (Functionality Fmult
V SS for sharing a product of shares)

SEE: Functionality 2.6.13

FmultV SS receives a set of indices I ⊆ [n] and works as follows:

1. The FmultV SS functionality receives an input pair (aj , bj) from every honest party Pj (j /∈ I). (The

dealer P1 also has polynomials A(x), B(x) such that A(αj) = aj and B(αj) = bj , for every j /∈ I.)

2. FmultV SS computes the unique degree-t polynomials A and B such that A(αj) = aj and B(αj) = bj
for every j /∈ I (if no such A or B exist of degree-t, then FmultV SS behaves differently as in Footnote 9).

3. If the dealer P1 is honest (1 /∈ I), then:

(a) FmultV SS chooses a random degree-t polynomial C under the constraint that C(0) = A(0) ·B(0).

(b) Outputs for honest: FmultV SS sends the dealer P1 the polynomial C(x), and for every j /∈ I it

sends C(αj) to Pj .

(c) Outputs for adversary: FmultV SS sends the shares (A(αi), B(αi), C(αi)) to the (ideal) adversary,

for every i ∈ I.

4. If the dealer P1 is corrupted (1 ∈ I), then:

(a) FmultV SS sends (A(x), B(x)) to the (ideal) adversary.

(b) FmultV SS receives a polynomial C as input from the (ideal) adversary.

(c) If either deg(C) > t or C(0) 6= A(0) ·B(0), then FmultV SS resets C(x) = A(0) ·B(0); that is, the

constant polynomial equalling A(0) ·B(0) everywhere.

(d) Outputs for honest: FmultV SS sends C(αj) to Pj , for every j /∈ I.

(There is no more output for the adversary in this case.)
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FUNCTIONALITY A.2.7 (Functionality Fmult for emulating a multiplication gate)

SEE: Functionality 2.6.16

Fmult receives a set of indices I ⊆ [n] and works as follows:

1. The Fmult functionality receives the inputs of the honest parties {(βj , γj)}j /∈I . Let fa(x), fb(x) be

the unique degree-t polynomials determined by the points {(αj , βj)}j /∈I , {(αj , γj)}j /∈I , respectively.

(If such polynomials do not exist then no security is guaranteed; see Footnote 9.)

2. Fmult sends {(fa(αi), fb(αi))}i∈I to the (ideal) adversary.

3. Fmult receives points {δi}i∈I from the (ideal) adversary (if some δi is not received, then it is set

to equal 0).

4. Fmult chooses a random degree-t polynomial fab(x) under the constraints that:

(a) fab(0) = fa(0) · fb(0), and

(b) For every i ∈ I, fab(αi) = δi.

(such a degree-t polynomial always exists since |I| ≤ t).

5. The functionality Fmult sends the value fab(αj) to every honest party Pj (j 6∈ I).

A.2.2 The Protocols

PROTOCOL A.2.8 (Securely Computing FV SS in the F̃V SS-hybrid model)

SEE: Protocol 2.5.7

• Input: The dealer D = P1 holds a polynomial q(x) of degree at most t (if not, then the honest

dealer just aborts at the onset). The other parties P2, . . . , Pn have no input.

• Common input: The description of a field F and n non-zero elements α1, . . . , αn ∈ F.

• The protocol:

1. The dealer selects a uniformly distributed bivariate polynomial S(x, y) ∈ Bq(0),t, under the

constraint that S(0, z) = q(z).

2. The parties invoke the F̃V SS functionality where P1 is dealer and inputs S(x, y), each other

party has no input.

• Output If the output of F̃V SS is (fi(x), gi(y)), output fi(0). Otherwise, output ⊥.

PROTOCOL A.2.9 (Securely Computing F̃V SS)

SEE: Protocol 2.5.9

• Input: The dealer D = P1 holds a bivariate polynomial S(x, y) of degree at most t in both variables

(if not, then the honest dealer just aborts at the onset). The other parties P2, . . . , Pn have no input.

• Common input: The description of a field F and n non-zero elements α1, . . . , αn ∈ F.

• The protocol:
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1. Round 1 (send shares) – the dealer:

(a) For every i ∈ {1, . . . , n}, the dealer defines the polynomials fi(x)
def
= S(x, αi) and gi(y)

def
=

S(αi, y). It then sends to each party Pi the polynomials fi(x) and gi(y).

2. Round 2 (exchange subshares) – each party Pi:

(a) Store the polynomials fi(x) and gi(y) that were received from the dealer. (If fi(x) or gi(y)

is of degree greater than t then truncate it to be of degree t.)

(b) For every j ∈ {1, . . . , n}, send fi(αj) and gi(αj) to party Pj .

3. Round 3 (broadcast complaints) – each party Pi:

(a) For every j ∈ {1, . . . , n}, let (uj , vj) denote the values received from player Pj in Round 2

(these are supposed to be uj = fj(αi) and vj = gj(αi)).

If uj 6= gi(αj) or vj 6= fi(αj), then broadcast complaint(i, j, fi(αj), gi(αj)).

(b) If no parties broadcast a complaint, then every party Pi outputs fi(0) and halts.

4. Round 4 (resolve complaints) – the dealer: For every complaint message received, do the

following:

(a) Upon viewing a message complaint(i, j, u, v) broadcast by Pi, check that u = S(αj , αi) and

v = S(αi, αj). (Note that if the dealer and Pi are honest, then it holds that u = fi(αj)

and v = gi(αj).) If the above condition holds, then do nothing. Otherwise, broadcast

reveal(i, fi(x), gi(y)).

5. Round 5 (evaluate complaint resolutions) – each party Pi:

(a) For every j 6= k, party Pi marks (j, k) as a joint complaint if it viewed two messages

complaint(k, j, u1, v1) and complaint(j, k, u2, v2) broadcast by Pk and Pj , respectively, such

that u1 6= v2 or v1 6= u2. If there exists a joint complaint (j, k) for which the dealer did

not broadcast reveal(k, fk(x), gk(y)) nor reveal(j, fj(x), gj(y)), then go to Step 6 (and do not

broadcast consistent). Otherwise, proceed to the next step.

(b) Consider the set of reveal(j, fj(x), gj(y)) messages sent by the dealer (truncating the poly-

nomials to degree t if necessary as in Step 2a):

i. If there exists a message in the set with j = i then reset the stored polynomials fi(x) and

gi(y) to the new polynomials that were received, and go to Step 6 (without broadcasting

consistent).

ii. If there exists a message in the set with j 6= i and for which fi(αj) 6= gj(αi) or gi(αj) 6=
fj(αi), then go to Step 6 (without broadcasting consistent).

If the set of reveal messages does not contain a message that fulfills either one of the above

conditions, then proceed to the next step.

(c) Broadcast the message consistent.

6. Output decision (if there were complaints) – each party Pi: If at least n − t parties

broadcast consistent, output (fi(x), gi(y)). Otherwise, output ⊥.

PROTOCOL A.2.10 (Securely computing FA
mat in the FV SS-hybrid model)

SEE: Protocol 2.6.5.

• Inputs: Each party Pi holds a polynomial gi(x).

• Common input: A field description F, n distinct non-zero elements α1, . . . , αn ∈ F, and a matrix

A ∈ Fn×m.

• Aiding ideal functionality initialization: Upon invocation, the trusted party computing the

(fictitiously corruption-aware) functionality FV SS is given the set of corrupted parties I.
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• The protocol:

1. Each party Pi checks that its input polynomial is of degree-t; if not, it resets gi(x) = 0. It

then invokes the FV SS functionality as dealer with gi(x) as its private input.

2. At the end of Step 1, each party Pi holds the values g1(αi), . . . , gn(αi). If any value equals

⊥, then Pi replaces it with 0.

3. Denote ~xi = (g1(αi), . . . , gn(αi)). Then, each party Pi locally computes ~yi = ~xi · A (equiva-

lently, for every k = 1, . . . ,m, each Pi computes Yk(αi)=
∑n
`=1 g`(αi)·a`,k where (a1,k, . . . , an,k)T

is the kth column of A, and stores ~yi = (Y1(αi), . . . , Ym(αi))).

4. Each party Pi sends ~yi to every Pj (1 ≤ j ≤ n).

5. For every j = 1, . . . , n, denote the vector received by Pi from Pj by ~̂Y (αj) = (Ŷ1(αj), . . . , Ŷm(αj)).

(If any value is missing, it replaces it with 0. We stress that different parties may hold dif-

ferent vectors if a party is corrupted.) Each Pi works as follows:

– For every k = 1, . . . ,m, party Pi locally runs the Reed-Solomon decoding procedure

(with d = 2t + 1) on the possibly corrupted codeword (Ŷk(α1), . . . , Ŷk(αn)) to get the

codeword (Yk(α1), . . . , Yk(αn)); see Figure 2.1. It then reconstructs the polynomial

Yk(x) and computes yk = Yk(0).

• Output: Pi outputs (y1, . . . , ym) as well as the shares g1(αi), . . . , gn(αi).

PROTOCOL A.2.11 (Securely computing F subshare
V SS in the FH

mat-hybrid model)

SEE: Protocol 2.6.8

• Inputs: Each party Pi holds a value βi; we assume that the points (αj , βj) of the honest parties all

lie on a single degree-t polynomial (see the definition of F subshareV SS above and Footnote 9 therein).

• Common input: The matrix H ∈ F2t×n which is the parity-check matrix of the Reed-Solomon

code.

• The protocol:

1. Each party Pi chooses a random degree-t polynomial gi(x) under the constraint that gi(0) =

βi

2. The parties invoke the FHmat functionality (i.e., Functionality 2.6.4 for matrix multiplication

with the transpose of the parity-check matrix H). Each party Pi inputs the polynomial gi(x)

from the previous step, and receives from FHmat as output the shares g1(αi), . . . , gn(αi), the

degree-t polynomial gi(x) and the length 2t vector ~s = (s1, . . . , s2t) = (g1(0), . . . , gn(0)) ·HT .

Recall that ~s is the syndrome vector of the possible corrupted codeword ~γ = (g1(0), . . . , gn(0)).

3. Each party locally runs the Reed-Solomon decoding procedure using ~s only, and receives

back an error vector ~e = (e1, . . . , en).

4. For every k such that ek = 0: each party Pi sets g′k(αi) = gk(αi).

5. For every k such that ek 6= 0:

(a) Each party Pi sends gk(αi) to every Pj .

(b) Each party Pi receives gk(α1), . . . , gk(αn); if any value is missing, it sets it to 0. Pi runs

the Reed-Solomon decoding procedure on the values to reconstruct gk(x).

(c) Each party Pi computes gk(0), and sets g′k(αi) = gk(0)− ek (which equals f(αk)).

• Output: Pi outputs gi(x) and g′1(αi), . . . , g
′
n(αi).
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PROTOCOL A.2.12 (Securely computing F k
eval in the F subshare

V SS -hybrid model)

SEE: Protocol 2.6.11.

• Inputs: Each party Pi holds a value βi; we assume that the points (αj , βj) for every honest Pj all

lie on a single degree-t polynomial f (see the definition of F keval above and Footnote 9).

• Common input: The description of a field F and n distinct non-zero elements α1, . . . , αn ∈ F.

• Aiding ideal functionality initialization: Upon invocation, the trusted party computing the

corruption-aware functionality F subshareV SS receives the set of corrupted parties I.

• The protocol:

1. The parties invoke the F subshareV SS functionality with each party Pi using βi as its private input.

At the end of this stage, each party Pi holds g′1(αi), . . . , g
′
n(αi), where all the g′i(x) are of degree

t, and for every i, g′i(0) = f(αi).

2. Each party Pi locally computes: Q(αi) =
∑n
`=1 λ` · g′`(αi), where (λ1, . . . , λn) = ~αk ·V −1~α . Each

party Pi sends Q(αi) to all Pj .

3. Each party Pi receives all the shares Q̂(αj) from each other party 1 ≤ j ≤ n (if any value is

missing, replace it with 0). Note that some of the parties may hold different values if a party is

corrupted. Then, given the possibly corrupted codeword (Q̂(α1), . . . , Q̂(αn)), each party runs

the Reed-Solomon decoding procedure and receives the codeword (Q(α1), . . . , Q(αn)). It then

reconstructs Q(x) and computes Q(0).

• Output: Each party Pi outputs (βi, Q(0)).

PROTOCOL A.2.13 (Securely computing Fmult
V SS in the FV SS-Feval-hybrid model)

SEE: Protocol 2.6.15.

• Input:

1. The dealer P1 holds two degree-t polynomials A and B.

2. Each party Pi holds a pair of shares ai and bi such that ai = A(αi) and bi = B(αi).

• Common input: A field description F and n distinct non-zero elements α1, . . . , αn ∈ F.

• Aiding ideal functionality initialization: Upon invocation, the trusted party computing the

(fictitiously corruption-aware) functionality FV SS and the corruption-aware functionality Feval
receives the set of corrupted parties I.

• The protocol:

1. Dealing phase:

(a) The dealer P1 defines the degree-2t polynomial D(x) = A(x) · B(x); denote D(x) =

a · b+
∑2t
`=1 d` · x`.

(b) P1 chooses t2 values {rk,j} uniformly and independently at random from F, where k =

1, . . . , t, and j = 0, . . . , t− 1.

(c) For every ` = 1, . . . , t, the dealer P1 defines the polynomial D`(x):

D`(x) =

(
t−1∑
m=0

r`,m · xm
)

+

(
d`+t −

t∑
m=`+1

rm,t+`−m

)
· xt.

(d) P1 computes the polynomial:

C(x) = D(x)−
t∑
`=1

x` ·D`(x).
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(e) P1 invokes the FV SS functionality as dealer with input C(x); each party Pi receives

C(αi).

(f) P1 invokes the FV SS functionality as dealer with input D`(x) for every ` = 1, . . . , t; each

party Pi receives D`(αi).

2. Verify phase: Each party Pi works as follows:

(a) If any of the C(αi), D`(αi) values equals ⊥ then Pi proceeds to the reject phase (note

that if one honest party received ⊥ then all did).

(b) Otherwise, Pi computes c′i = ai ·bi−
∑t
`=1(αi)

` ·D`(αi). If c′i 6= C(αi) then Pi broadcasts

(complaint, i).

(c) If any party Pk broadcast (complaint, k) then go to the complaint resolution phase.

3. Complaint resolution phase: Run the following for every (complaint, k) message:

(a) Run t + 3 invocations of F keval: in each of the invocations each party Pi inputs the

corresponding value ai, bi, C(αi), D1(αi), . . . , Dt(αi).

(b) Let A(αk), B(αk), C̃(αk), D̃1(αk), . . . , D̃t(αk) be the respective outputs that all parties

receive from the invocations. Compute C̃ ′(αk) = A(αk) · B(αk) −
∑t
`=1(αk)` · D̃`(αk).

(We denote these polynomials by C̃, D̃`, . . . since if the dealer is not honest they may

differ from the specified polynomials above.)

(c) If C̃(αk) 6= C̃ ′(αk), then proceed to the reject phase.

4. Reject phase (skip to the output if not explicitly instructed to run the reject phase):

(a) Every party Pi broadcasts the pair (ai, bi). Let ~a = (a1, . . . , an) and ~b = (b1, . . . , bn)

be the broadcast values (where zero is used for any value not broadcast). Then, Pi
computes A′(x) and B′(x) to be the outputs of Reed-Solomon decoding on ~a and ~b,

respectively.

(b) Every party Pi sets C(αi) = A′(0) ·B′(0).

• Output: Every party Pi outputs C(αi).

PROTOCOL A.2.14 (Computing Fmult in the (F subshare
V SS , Fmult

V SS )-hybrid model)

SEE: Protocol 2.6.17.

• Input: Each party Pi holds ai, bi, where ai = fa(αi), bi = fb(αi) for some polynomials fa(x), fb(x)

of degree t, which hide a, b, respectively. (If not all the points lie on a single degree-t polynomial,

then no security guarantees are obtained. See Footnote 9.)

• Common input: A field description F and n distinct non-zero elements α1, . . . , αn ∈ F.

• Aiding ideal functionality initialization: Upon invocation, the trusted party computing the

corruption-aware functionalities F subshareV SS and FmultV SS receives the set of corrupted parties I.

• The protocol:

1. The parties invoke the F subshareV SS functionality with each party Pi using ai as its private input.

Each party Pi receives back shares A1(αi), . . . , An(αi), and a polynomial Ai(x). (Recall that

for every i, the polynomial Ai(x) is of degree-t and Ai(0) = fa(αi) = ai.)

2. The parties invoke the F subshareV SS functionality with each party Pi using bi as its private input.

Each party Pi receives back shares B1(αi), . . . , Bn(αi), and a polynomial Bi(x).

3. For every i = 1, . . . , n, the parties invoke the FmultV SS functionality as follows:

(a) Inputs: In the ith invocation, party Pi plays the dealer. All parties Pj (1 ≤ j ≤ n) send

FmultV SS their shares Ai(αj), Bi(αj).
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(b) Outputs: The dealer Pi receives Ci(x) where Ci(x) ∈R PAi(0)·Bi(0),t, and every party Pj
(1 ≤ j ≤ n) receives the value Ci(αj).

4. At this stage, each party Pi holds values C1(αi), . . . , Cn(αi), and locally computes Q(αi) =∑n
`=1 λ` · C`(αi), where (λ1, . . . , λn) is the first row of the matrix V −1~α .

• Output: Each party Pi outputs Q(αi).

PROTOCOL A.2.15 (t-Secure Computation of f in the (Fmult, FV SS)-Hybrid Model)

SEE: Protocol 2.7.1.

• Inputs: Each party Pi has an input xi ∈ F.

• Common input: Each party Pi holds an arithmetic circuit C over a field F of size greater than

n, such that for every ~x ∈ Fn it holds that C(~x) = f(~x), where f : Fn → Fn. The parties also hold

a description of F and distinct non-zero values α1, . . . , αn in F.

• Aiding ideal functionality initialization: Upon invocation, the trusted parties computing the

(fictitiously corruption-aware) functionality FV SS and the corruption-aware functionality Fmult
receive the set of corrupted parties I.

• The protocol:

1. The input sharing stage:

(a) Each party Pi chooses a polynomial qi(x) uniformly at random from the set Pxi,t of

degree-t polynomials with constant-term xi. Then, Pi invokes the FV SS functionality

as dealer, using qi(x) as its input.

(b) Each party Pi records the values q1(αi), . . . , qn(αi) that it received from the FV SS func-

tionality invocations. If the output from FV SS is ⊥ for any of these values, Pi replaces

the value with 0.

2. The circuit emulation stage: Let G1, . . . , G` be a predetermined topological ordering of

the gates of the circuit. For k = 1, . . . , ` the parties work as follows:

• Case 1 – Gk is an addition gate: Let βki and γki be the shares of input wires held by

party Pi. Then, Pi defines its share of the output wire to be δki = βki + γki .

• Case 2 – Gk is a multiplication-by-a-constant gate with constant c: Let βki be the share

of the input wire held by party Pi. Then, Pi defines its share of the output wire to be

δki = c · βki .

• Case 3 – Gk is a multiplication gate: Let βki and γki be the shares of input wires held

by party Pi. Then, Pi sends (βki , γ
k
i ) to the ideal functionality Fmult and receives back a

value δki . Party Pi defines its share of the output wire to be δki .

3. The output reconstruction stage:

(a) Let o1, . . . , on be the output wires, where party Pi’s output is the value on wire oi. For

every i = 1, . . . , n, denote by βi1, . . . , β
i
n the shares that the parties hold for wire oi.

Then, each Pj sends Pi the share βij .

(b) Upon receiving all shares, Pi runs the Reed-Solomon decoding procedure on the possible

corrupted codeword (βi1, . . . , β
i
n) to obtain a codeword (β̃i1, . . . , β̃

i
n). Then, Pi computes

reconstruct~α(β̃i1, . . . , β̃
i
n) and obtains a polynomial gi(x). Finally, Pi then defines its

output to be gi(0).
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Appendix B

Full Specification of the Efficient

Perfectly-Secure Multiplication Protocol

In this Appendix, we provide a full specification of the efficient perfectly-secure multiplication protocol

that was given in Chapter 3. This is similarly to the previous appendix that gives full specification of

the BGW protocol (Chapter 2).

B.1 Functionalities

FUNCTIONALITY B.1.1 (The F̃V SS functionality)

SEE: Functionality 2.5.6

F̃V SS(S(x, y), λ, . . . , λ) =

{
((f1(x), g1(y)), . . . , (fn(x), gn(y))) if deg(S) ≤ t
(⊥, . . . ,⊥) otherwise

,

where fi(x) = S(x, αi), gi(y) = S(αi, y).

FUNCTIONALITY B.1.2 (The F̃extend Functionality for Extending Shares)

SEE: Functionality 3.3.1

F̃extend receives a set of indices I ⊆ [n] and works as follows:

1. The F̃extend functionality receives the shares of the honest parties {βj}j /∈I . Let q(x) be the unique

degree-t polynomial determined by the points {(αj , βj)}j /∈I . (If no such polynomial exists then no

security is guaranteed1.)

2. In case that the dealer is corrupted, F̃extend sends q(x) to the (ideal) adversary.

3. F̃extend receives S(x, y) from the dealer. Then, it checks that S(x, y) is of degree-t in both variables

and S(x, 0) = q(x).

4. If both condition holds, define the output of Pi to be the pair of univariate polynomials 〈S(x, αi), S(αi, y)〉.
Otherwise, define the output of Pi to be ⊥.
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5. (a) F̃extend sends the outputs to each honest party Pj (j 6∈ I).

(b) F̃extend sends the output of each corrupted party Pi (i ∈ I) to the (ideal) adversary.

FUNCTIONALITY B.1.3 (The Functionality F̃ k
eval)

SEE: Functionality 3.3.4

F̃ keval receives a set of indices I ⊆ [n] and works as follows:

1. The F̃ keval functionality receives from each honest party Pj the pair of degree-t polynomials

(fj(x), gj(y)), for every j /∈ I. Let S(x, y) be the single bivariate polynomial with degree-t in

both variables that satisfies S(x, αj) = fj(x), S(αj , y) = gj(y) for every j /∈ I. (If no such S(x, y)

exists, then no security is guaranteed; see Footnote 2).

2. (a) For every j 6∈ I, F keval sends the output pair 〈S(x, αk), S(αk, y)〉.
(b) In addition, for every i ∈ I, F keval sends the output pair 〈S(x, αk), S(αk, y)〉 to the (ideal)

adversary.

FUNCTIONALITY B.1.4 (The F̃mult
V SS functionality for sharing a product of shares)

SEE: Functionality 3.3.7

F̃multV SS receives a set of indices I ⊆ [n] and works as follows:

1. The F̃multV SS functionality receives an input pair (aj , bj) from every honest party Pj (j /∈ I). The

dealer P1 has polynomials A(x), B(x) such that A(αj) = aj and B(αj) = bj , for every j.

2. F̃multV SS computes the unique degree-t univariate polynomials A and B such that A(αj) = aj and

B(αj) = bj for every j /∈ I (if no such A or B exist of degree-t, then F̃multV SS behaves differently as

in Footnote 2).

3. If the dealer P1 is honest (1 /∈ I), then:

(a) F̃multV SS chooses a random degree-t bivariate polynomial C(x, y) under the constraint that

C(0, 0) = A(0) ·B(0).

(b) Outputs for honest: F̃multV SS sends the dealer P1 the polynomial C(x, y), and for every j 6∈ I
it sends the bivariate shares 〈C(x, αj), C(αj , y)〉.

(c) Output for adversary: For every i ∈ I, the functionality F̃multV SS sends the univariate shares

A(αi), B(αi), and the bivariate shares 〈C(x, αi), C(αi, y)〉.

4. If the dealer P1 is corrupted (1 ∈ I), then:

(a) F̃multV SS sends (A(x), B(x)) to the (ideal) adversary.

(b) F̃multV SS receives a polynomial C as input from the (ideal) adversary.

(c) If either deg(C) > t or C(0, 0) 6= A(0) ·B(0), then F̃multV SS resets C(x, y) = A(0) ·B(0). That

is, the constant polynomial equalling A(0) ·B(0) everywhere.

(d) Output for honest: F̃multV SS sends the bivariate shares 〈C(x, αj), C(αj , y)〉 to Pj for every j 6∈ I.

(There is no more output for the adversary in this case.)
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FUNCTIONALITY B.1.5 (Functionality F̃mult for emulating a multiplication gate)

SEE: Functionality 3.3.10

F̃mult receives a set of indices I ⊆ [n] and works as follows:

1. The F̃mult functionality receives the inputs of the honest parties {〈faj (x), gaj (y)〉, 〈f bj (x), gbj(y)〉}j /∈I .
Let A(x, y), B(x, y) be the unique degree-t bivariate polynomials determined by these, respectively.

(If such polynomials do not exist then no security is guaranteed; see Footnote 2.)

2. F̃mult sends {〈A(x, αi), A(αi, y)〉, 〈B(x, αi), B(αi, y)〉}i∈I to the (ideal) adversary.

3. F̃mult receives a degree-t bivariate polynomial H(x, y) from the (ideal) adversary. If the adversary

sends a polynomial of higher degree, truncate it to polynomial of degree-t in both variables.

4. F̃mult defines a degree-t bivariate polynomial C(x, y) such that:

(a) C(0, 0) = A(0, 0) ·B(0, 0),

(b) Let T be a set of size exactly t indices such that I ⊆ T , where T is fully determined from I;

Then, for every i ∈ T , set C(x, αi) = H(x, αi) and C(αi, y) = H(αi, y).

(such a degree-t polynomial always exists from Claim 3.2.1.)

5. Output: The functionality F̃mult sends the polynomial 〈C(x, αj), C(αj , y)〉 to every honest party

Pj (j 6∈ I).

(There is no more output for the adversary.)

B.2 The Protocols

PROTOCOL B.2.1 (Securely Computing F̃extend in the F̃V SS-Hybrid Model)

SEE: Protocol 3.3.2

• Input: The dealer P1 holds a univariate polynomial of degree-t, q(x), and a degree-t bivariate

polynomial S(x, y) that satisfies S(x, 0) = q(x). Each party Pi holds q(αi).

• Common input: A field description F and n distinct non-zero elements α1, . . . , αn ∈ F.

• Aiding ideal functionality initialization: Upon invocation, the trusted party computing the

(fictitiously corruption-aware) functionality F̃V SS receives the set of corrupted parties I.

• The protocol:

1. The parties invoke the F̃V SS functionality, where P1 (the dealer) uses the bivariate polynomial

S(x, y), and any other party inputs λ (the empty string).

2. If F̃V SS returns ⊥, each outputs ⊥ and halts.

3. Otherwise, let 〈S(x, αi), S(αi, y)〉 be the output shares of F̃V SS . If S(αi, 0) 6= q(αi), then

broadcast complaint(i).

• Output: If more than t parties broadcast complaint, output ⊥. Otherwise, output 〈fi(x), gi(y)〉 =

〈S(x, αi), S(αi, y)〉.
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PROTOCOL B.2.2 (Securely Computing F̃ k
eval)

SEE: Protocol 3.3.5

• Input: Each party holds two degree-t polynomials fi(x), gi(y).

(It is assumed that there there exists a single bivariate polynomial S(x, y) such that for every

i ∈ [n]: S(x, αi) = fi(x) and S(αi, y) = gi(y). If such a polynomial does not exists, then no

security is guaranteed; see the definition of the functionality).

• Common input: A field description F and n distinct non-zero elements α1, . . . , αn ∈ F.

• The protocol:

1. Each party Pi sends to each party the values (fi(αk), gi(αk)) (which are the values (gk(αi), fk(αi)) =

(S(αk, αi), S(αi, αk)), respectively).

2. At the end of this stage each party holds the sequences (Ŝ(α1, αk), . . . , Ŝ(αn, αk)) and

(Ŝ(αk, α1), . . . , Ŝ(αk, αn)), where each is a possibly corrupted codeword of distance at most-t

from each one of the following codewords, respectively:

S(α1, αk), . . . , S(αn, αk)) = (gk(α1), . . . , gk(αn)),

S(αk, α1), . . . , S(αk, αn)) = (fk(α1), . . . , fk(αn)) .

3. Using the Reed-Solomon decoding procedure, each party decodes the above codewords and

reconstructs the polynomials S(x, αk) = fk(x) and S(αk, y) = gk(y).

• Output: Each party outputs 〈S(x, αk), S(αk, y)〉 = 〈fk(x), gk(y)〉.

PROTOCOL B.2.3 (Computing F̃mult
V SS in the (F̃V SS, Feval, F̃extend)-hybrid model)

SEE: Protocol 3.3.8

Input:

1. The dealer P1 holds two degree-t polynomials A and B.

2. Each party Pi holds a pair of shares ai and bi such that ai = A(αi) and bi = B(αi).

Common input: A field description F and n distinct non-zero elements α1, . . . , αn ∈ F. Aiding

ideal functionality initialization: Upon invocation, the trusted party computing the (fictitiously

corruption-aware) functionality F̃V SS , and the corruption-aware functionality F̃extend and Feval receives

the set of corrupted parties I.

The protocol:

1. Dealing phase:

(a) The dealer P1 defines the degree-2t polynomial D(x) = A(x) ·B(x);

Denote D(x) = a · b+
∑2t
k=1 dk · xk.

(b) P1 chooses t2 values {r`,j} uniformly and independently at random from F, where ` = 1, . . . , t,

and j = 0, . . . , t − 1. For every ` = 1, . . . , t, the dealer defines the polynomial D`(x):

D`(x) =
∑t−1
m=0 r`,m · xm +

(
d`+t −

∑t
m=`+1 rm,t+`−m

)
· xt.

(c) P1 computes the polynomial: C ′(x) = D(x)−
∑t
`=1 x

` ·D`(x).

(d) P1 chooses t random degree-t bivariate polynomials D1(x, y), . . . , Dt(x, y) under the con-

straint that D`(x, 0) = D`(x) for every ` = 1, . . . , t. In addition, it chooses a random

bivariate polynomial C(x, y) of degree-t under the constraint that C(x, 0) = C ′(x).
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(e) P1 invokes the F̃V SS functionality as dealer with the following inputs: C(x, y), and D`(x, y)

for every ` = 1, . . . , t.

2. Each party Pi works as follows:

(a) If any of the shares it receives from F̃V SS equal ⊥ then Pi proceeds to the reject phase.

(b) Pi computes c′i
def
= ai · bi −

∑t
k=1(αi)

k · Dk(αi, 0). If C(αi, 0) 6= c′i, then Pi broadcasts

(complaint, i); note that C(αi, y) is part of Pi’s output from F̃V SS with C(x, y).

(c) If any party Pk broadcast (complaint, k) then go to the complaint resolution phase.

3. Complaint resolution phase:

(a) P1 chooses two random bivariate polynomials A(x, y), B(x, y) of degree t under the constraint

that A(x, 0) = A(x) and B(x, 0) = B(x).

(b) The parties invoke the F̃extend functionality twice, where P1 inserts A(x, y), B(x, y) and each

party inserts ai, bi. If any one of the outputs is ⊥ (in which case all parties receive ⊥), Pi
proceeds to reject phase.

(c) The parties run the following for every (complaint, k) message:

i. Run t+3 invocations of F̃ keval, with each party Pi inputting its shares of A(x, y), B(x, y),

D1(x, y), . . . , Dt(x, y), C(x, y), respectively.

Let A(αk, y), B(αk, y), D1(αk, y), . . . , Dt(αk, y), C(αk, y) be the resulting shares (we ig-

nore the dual shares S(x, αk) for each polynomial).

ii. If: C(αk, 0) 6= A(αk, 0) ·B(αk, 0)−
∑t
`=1 α

`
kD`(αk, 0), proceed to the reject phase.

4. Reject phase:

(a) Every party Pi sends ai, bi to all Pj . Party Pi defines the vector of values ~a = (a1, . . . , an)

that it received, where aj = 0 if it was not received at all. Pi sets A′(x) to be the output of

Reed-Solomon decoding on ~a. Do the same for B′(x).

(b) Every party Pi sets C(x, αi) = C(αi, y) = A′(0) ·B′(0); a constant polynomial.

5. Outputs: Every party Pi outputs C(x, αi), C(αi, y). Party P1 outputs (A(x), B(x), C(x, y)).

PROTOCOL B.2.4 (Computing F̃mult in the F̃mult
V SS -hybrid model)

SEE: Protocol 3.3.11

• Input: Each party Pi holds (〈fai (x), gai (y)〉, 〈f bi (x), gbi (y)〉) for some bivariate polynomialsA(x, y), B(x, y)

of degree t, which hide a, b, respectively. (If not all the points lie on a single degree-t bivariate

polynomial, then no security guarantees are obtained. See Footnote 2.)

• Common input: The description of a field F and n distinct non-zero elements α1, . . . , αn ∈ F.

In addition, the parties have constants γ1, . . . , γn which are the first row of the inverse of the

Vandemonde matrix (see [51]).

• Aiding ideal functionality initialization: Upon invocation, the trusted party computing the

corruption-aware functionality F̃multV SS receives the set of corrupted parties I.

• The protocol:

1. For every i = 1, . . . , n, the parties invoke the F̃multV SS functionality as follows:

(a) Inputs: In the ith invocation, party Pi plays the dealer. We recall that all parties

hold shares on the univariate polynomials A(x, αi) = fai (x) and B(x, αi) = f bi (x).

Specifically, each party Pj sends F̃multV SS their shares gaj (αi) = A(αj , αi) = fai (αj) and

gbj(αi) = B(αj , αi) = f bi (αj).
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(b) Outputs: The functionality F̃multV SS chooses a random degree-t bivariate polynomial Ci(x, y)

with constant term fai (0) · f bi (0) = A(0, αi) · B(0, αi). Every party Pj receives the bi-

variate shares 〈Ci(x, αj), Ci(αj , y)〉, for every 1 ≤ j ≤ n.

2. At this stage, each party Pi holds polynomials C1(x, αi), . . . , Cn(x, αi) and C1(αi, y), . . . , Cn(αi, y).

Then, it locally computes C(x, αi) =
∑n
j=1 γj ·Cj(x, αi), and C(αi, y) =

∑n
j=1 γj ·Cj(αi, y).

• Output: Each party Pi outputs 〈C(x, αi), C(αi, y)〉.
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Appendix C

Security Proof for Protocol 5.3.3

We now analyze the security of the protocol of [58]. All the analysis that we present in this section

appears also in [58], and is given here for completeness.

First, when both parties are honest, they both receive an output except for some negligible probabil-

ity. Recall that in the first step of the protocol, the number of rounds R is set as α−1 ·ω(log κ). Both par-

ties learn the correct output unless i∗ > R, which happens with probability (1−α)R < e−α·R ≤ e−ω(log κ),
which is negligible in κ. Note that we can set α to be polynomially small (say, 1/κ), and still get number

of rounds which is polynomial (κ · ω(log κ)). In our results, we set α = 1/ lnκ.

C.1 Security with Respect to Corrupted P2

In each round, P1 is the first to receive a message from Fdealer. As a result, in round i∗ the party P2

gets an output after P1 has already received its output. Therefore, simulating corrupted P2 is easy:

the simulator invokes the adversary and receives its input y to the simulated Fdealer. It then chooses

the round i∗ as Fdealer, and gives the adversary values according to RandOut2(y) for each round until i∗.

In case the round i∗ is reached, the simulator sends y to the trusted party computing f , receives the

output f(x, y), and gives the adversary this value until round R. Clearly, if the adversary aborts after

or at i∗, the honest party P1 has already learned the correct output in the real execution and also in the

ideal. If the adversary aborts before i∗, the output of the honest party P1 is determined according to

RandOut1(x), that is, f(x, ŷ) where ŷ is chosen uniformly at random. Therefore, in case the adversary

aborts before i∗, the simulator chooses ŷ according to the uniform distribution over Y and sends this

input to the trusted party. Overall, the protocol can be simulated for any function f . the following

Claim is proven in [58], and is given here for completeness:

Claim C.1.1 For every function f : {x1, . . . , x`} × {y1, . . . , ym} → {0, 1}, for every set of distribution

Xreal, for every 0 < α < 1 such that α−1 ∈ O(poly(κ)), Protocol 5.3.3 securely computes f in the

presence of malicious adversary corrupting P2.

Proof: Fix f,Xreal and α. Let A be an adversary that corrupts P2. We construct the simulator S as

follows:

1. S invokes A on input y and with auxiliary input z.

2. S chooses ŷ ← Y uniformly, as in algorithm RandOut1. This value will be sent to the trusted party

as the input of A in case A aborts before i∗.

3. S receives y′ from A as was sent to Fdealer (Step 3 in the protocol). It then verifies that y′ ∈ Y , if

not – it sends abort as response from Fdealer, sends ŷ to the trusted party and halts.

223



4. S chooses i∗ according to geometric distribution with parameter α.

5. For every i = 1, . . . , i∗ − 1:

(a) If S receives proceed from A, then it sets bi = RandOut2(y′) and sends bi to A as was given

from Fdealer.

(b) If S receives abort from A, it sends to A the message abort as was given from Fdealer. In

addition, it sends ŷ to the trusted party computing f , outputs whatever A outputs and

halts.

6. In the simulated round i = i∗:

(a) If S receives proceed from A, then it sends y′ to the trusted party computing f and receives

back the output bout = f(x, y′). It then gives bout back to A.

(b) If S receives abort from A, it gives back to A the message abort as was sent from Fdealer.

Then it sends the default input ŷ to the trusted party computing f , outputs whatever A
outputs and halts.

7. In the simulated rounds i = i∗ + 1 to R:

(a) If S receives proceed from A, then it gives bout to A.

(b) If S receives abort from A, it sends abort to A as was given from Fdealer.

8. If S has not halted yet and i∗ > R, then S sends ŷ to the trusted party.

9. S outputs whatever A outputs and halts.

There is no communication between P1 and P2, and all the view of P2 consists of the outputs of the

Fdealer functionality to P2. Moreover, P2 only sends y′ in the first round to Fdealer, and all the rest of

the messages are either proceed or abort. Therefore, after sending y′, all what A can do is either send

proceed or to abort the interaction. Assume that A aborts at some round i. If i = 0, i.e., if A does not

send the input y′ to Fdealer, then in the real execution P1 outputs RandOut1(x) which is independent of

y′. In the ideal, S chooses ŷ uniformly from Y , and sends to the trusted party computing f the value

ŷ, which determines the output of P1 to be f(x, ŷ). This is exactly the same as the implementation

of RandOut1(x). In case A aborts at some round i < i∗, the view of P2 consists of i independent

invocations of RandOut2(y′), while the output of the honest P1 consists of RandOut1(x). S works exactly

in the same way – for every round until i∗, it sends to P2 a fresh output that depends only on the value

y′ – RandOut2(y′). In case it aborts, it sends ŷ as we above, resulting the output of P1 to distribute

identically as in the real execution. In case A aborts at i∗ or after i∗ (i.e., in case i∗ ≥ i), P1 has already

learned the output bout = f(x, y′) in the real execution. Therefore, S can send the true input y′ to the

trusted party, which determines the output of P1 to be f(x, y′). It learns the output bout, and gives this

value to A as the outputs of Fdealer, exactly as in the real execution.

C.2 Security with Respect to Corrupted P1

This case is more complex. Intuitively, the adversary does have an advantage in the real execution, in

case it succeeds to predict correctly and aborts exactly at round i∗. In such a case, the corrupted party

P1 learns the correct output f(x, y), whereas P2 learns a value according to RandOut2(y). However, as

we will see, this advantage in the real execution can be simulated in the ideal execution under certain

circumstances, for some functions f .
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The output vector distributions Qx,a. Let f : {x1, . . . , x`}×{y1, . . . , ym} → {0, 1}. Fix Xreal,

and let UY denote the uniform distribution over Y . For every x ∈ X, denote by px the probability that

the output of RandOut1 is 1 on the input x. Similarly, for every yj ∈ Y , let pyj denote the probability

that the output of RandOut2 is 1 on the input yj . That is:

px
def
= Pr

ŷ←UY

[f(x, ŷ) = 1] and pyj
def
= Pr

x̂←Xreal

[f(x̂, yj) = 1]

For every x ∈ X, a ∈ {0, 1}, define the m-dimensional row vectors Qx,a = (qx,ay1 , . . . , q
x,a
ym ) indexed by

yj ∈ Y as follows:

qx,0yj
def
=

{
pyj if f(x, yj) = 1

pyj +
α·pyj

(1−α)·(1−px) if f(x, yj) = 0
qx,1yj

def
=

{
pyj +

α·(pyj−1)
(1−α)·px if f(x, yj) = 1

pyj if f(x, yj) = 0
(C.2.1)

We have:

Theorem C.2.1 Let f : {x1, . . . , x`} × {y1, . . . , ym} → {0, 1} and let Mf be as above. If there exist

probability vector Xreal, parameter 0 < α < 1 such that α−1 ∈ O(poly(κ)), such that for every x ∈ X,

a ∈ {0, 1}, there exists a probability vector Xx,a
ideal for which:

Xx,a
ideal ·Mf = Qx,a ,

then Protocol 5.3.3 securely computes f with complete fairness.

Proof: We start with the description of the simulator S. The simulator chooses i∗ as Fdealer. If the

adversary aborts after i∗, then both parties learn output and so the simulator sends the true input to

the trusted party and fairness is obtained. If the adversary aborts i∗, then the simulator needs to give

the adversary the true output f(x, y). Thus, it sends the true input to the trusted party. However, by

doing so the honest party learn the correct output unlike the real execution, when it outputs a random

value according to RandOut2(y). Thus, if the adversary aborts before i∗, the simulator chooses the input

to send to the trusted party not according to Xreal, but according to Xx,a
ideal. This should balance the

advantage that the simulator gives the honest party in case the adversary aborts exactly at i∗.

The simulator S.

1. S invokes A with input x and auxiliary input z.

2. When A sends x′ to Fdealer, S checks that x′ ∈ X and sets x = x′. If x′ 6∈ X, S chooses a default

input x̂ ∈ X according to the distribution Xreal, sends x̂ to the trusted party, outputs whatever

A outputs and halts.

3. S chooses i∗ according to geometric distribution with parameter α.

4. For every i = 1 to i∗ − 1:

(a) S chooses ai = RandOut1(x) and gives ai to A as was sent from Fdealer.

(b) If A sends abort back to Fdealer, then S chooses x̂ according to the distribution Xx,ai
ideal. It

then sends x̂ to the trusted party computing f , outputs whatever A outputs and halts. If A
sends proceed, then S proceeds to the next iteration.

5. In round i = i∗:

(a) S sends the input x to the trusted party computing f and receives aout = f(x, y).

(b) S gives to A the value aout as was sent from Fdealer.

6. In rounds i = i∗ + 1 to R:

(a) If A sends proceed, S gives back to A the value aout and proceeds to the next iteration.
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7. If S has not halted yet and i∗ > R, then S chooses x̂ according to the distribution Xreal, it sends

x̂ to the trusted party.

8. S outputs whatever A outputs and halts.

Let viewhyb(x, y) denote the view of P1 in an execution of the protocol with the adversary A, where

A’s input is x, its auxiliary input is z and P2’s input is y. Let outputhyb(x, y) be the output of P2 in

such an execution. Let viewideal(x, y) denote the view of the adversary in the ideal execution where the

parties are invoked with the inputs (x, y), respectively, and the auxiliary input of the simulator is z. Let

outputideal be the output of P2 in the ideal execution.

Since A can only abort the execution, let i denote the round for which A has aborted. In case A does

not abort during the execution of the protocol, then set i = R+1. Note that A may also abort before the

invocation of Fdealer; in such a case we say that i = 0. We want to show that for every (~a, b) ∈ {0, 1}i+1,

it holds that:

Pr [(viewhyb(x, y),outputhyb(x, y)) = (~a, b)]

= Pr [(viewideal(x, y),outputideal(x, y)) = (~a, b)] (C.2.2)

If A aborts before the invocation of Fdealer (or has sent an invalid input to Fdealer), then the view of

the adversary is empty, and the honest party P2 outputs a value according to RandOut2(y). The same

happens in the ideal execution, since S sends in such a case a value x̂ distributed according to Xreal. In

such a case, both terms of Eq. (C.2.2) are 0 in case ~a is not empty, and clearly both terms have the same

probability for any value of b. Thus, we get that for every b ∈ {0, 1}:

Pr [(viewhyb(x, y),outputhyb(x, y)) = (λ, b) | i = 0]

= Pr [(viewideal(x, y),outputideal(x, y)) = (λ, b) | i = 0] .

In case i = R+ 1 (i.e., the adversary does not abort), in the real the adversary sees values a1, . . . , ai∗−1
that are independent to y, and all the values ai∗ , . . . , aR are f(x, y). In the ideal, we have the exact same

thing. Therefore, Eq. (C.2.2) holds conditioning on the event i = R + 1. Moreover, the above is true

whenever the adversary aborts at a round i > i∗, and thus the equation holds also when we condition

on the event i > i∗.

We remain with the case where 1 ≤ i ≤ i∗. If i = i∗, in the real execution the output of P2 is

independent of x, and is determined according to RandOut1(x). However, In the ideal execution, the

simulator S queries the trusted party computing f on x, receives back f(x, y), which determines the

output of P2 to be the correct output. Therefore, if A aborts exactly at i∗, in the real execution it

learns the correct output while P2 does not, and in the ideal execution both parties output the true

output f(x, y). Therefore, in order to simulate the protocol correctly, the simulator modifies the output

of P2 in case the adversary aborts before i∗, and chooses x̂ according to some distribution Xx,ai
ideal and

not according to Xreal as apparently expected. In the following, we show that if Xx,ai
ideal ·Mf = Qx,ai ,

then Eq. (C.2.2) is satisfied.

Let ~a = (~ai−1, a), and viewhyb(x, y) = (
−−−→
viewi−1

hyb ,view
i
hyb). We have that:

Pr [(viewhyb(x, y),outputhyb(x, y)) = (~a, b) | i ≤ i∗]

= Pr
[
(viewi

hyb,outputhyb) = (a, b) | −−−→viewi−1
hyb = ~ai−1, i ≤ i∗

]
· Pr

[−−−→
viewi−1

hyb = ~ai−1, i ≤ i∗
]

= Pr
[
(viewi

hyb,outputhyb) = (a, b) | i ≤ i∗
]
· Pr

[−−−→
viewi−1

hyb = ~ai−1 | i ≤ i∗
]

where the last equations is true since conditioning on the even that i ≤ i∗, the random variables

(viewi
hyb,outputhyb) are independent of

−−−→
viewi−1

hyb . Similarly, write viewideal(x, y) = (
−−−→
viewi−1

ideal,view
i
ideal),
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we have:

Pr [(viewideal(x, y),outputideal(x, y)) = (~a, b) | i ≤ i∗]
= Pr

[
(viewi

ideal,outputideal) = (a, b) | −−−→viewi−1
ideal = ~ai−1, i ≤ i∗

]
· Pr

[−−−→
viewi−1

ideal = ~ai−1, i ≤ i∗
]

= Pr
[
(viewi

ideal,outputideal) = (a, b) | i ≤ i∗
]
· Pr

[−−−→
viewi−1

ideal = ~ai−1 | i ≤ i∗
]

It is easy to see that for any values ~ai−1 ∈ {0, 1}i−1:

Pr
[−−−→
viewi−1

ideal = ~ai−1 | i ≤ i∗
]

= Pr
[−−−→
viewi−1

hyb = ~ai−1 | i ≤ i∗
]

since in both the simulation and the real execution, the adversary receives values according to RandOut1(x).

It is left to show that for every (a, b) ∈ {0, 1}2, it holds that:

Pr
[
(viewi

hyb,outputhyb) = (a, b) | i ≤ i∗
]

= Pr
[
(viewi

ideal,outputideal) = (a, b) | i ≤ i∗
]

(C.2.3)

We have already seen it in the proof sketch in Section 5.3. We just give the high-level overview.

In case f(x, y) = 0. The probabilities are as follows:

output (a, b) real ideal

(0, 0) (1− α) · (1− px) · (1− py) + α · (1− py) (1− α) · (1− px) · (1− qx,0y ) + α

(0, 1) (1− α) · (1− px) · py + α · py (1− α) · (1− px) · qx,0y
(1, 0) (1− α) · px · (1− py) (1− α) · px · (1− qx,1y )

(1, 1) (1− α) · px · py (1− α) · px · qx,1y

Therefore, we get the following constraints:

qx,0y = py +
α · py

(1− α) · (1− px)
and qx,1y = py ,

which are satisfied according to our assumption in the theorem.

In case f(x, y) = 1. Similarly, for the case of f(x, y) = 1, we have:

output (a, b) real ideal

(0, 0) (1− α) · (1− px) · (1− py) (1− α) · (1− px) · (1− qx,0y )

(0, 1) (1− α) · (1− px) · py (1− α) · (1− px) · qx,0y
(1, 0) (1− α) · px · (1− py) + α · (1− py) (1− α) · px · (1− qx,1y )

(1, 1) (1− α) · px · py + α · py (1− α) · px · qx,1y + α

we again get the following constraints:

qx,0y = py and qx,1y = py +
α · (py − 1)

(1− α) · px
.

However, since Xx,a
ideal ·Mf = Qx,a, the above constraints are satisfied.
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[17] Zuzana Beerliová-Trub́ıniová and Martin Hirt. Efficient multi-party computation with

dispute control. In TCC, pages 305–328, 2006.
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[72] J. Komlòs. On the determinant of (0, 1) matrices. Studia Sci. Math. Hungar, 2:7–21,

1967.
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