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Abstract

Trustworthy computing systems must provide data confidentiality and data integrity, and must be
available. This paper shows that these security properties can be provided by construction, by compiling
high-level, security-typed source code into explicitly distributed, security-typed target code. This code
transformation provably preserves the confidentiality, integrity, and availability properties of the source.
A key technical contribution is the new target language, which describes distributed computation. In this
language, any well-typed program satisfies noninterference properties that ensure confidentiality and
integrity. Further, the language supports the distribution and replication of code and data using quorum
replication, which enables simultaneous enforcement of integrity and availability. A novel timestamp
scheme handles out-of-order accesses by concurrent distributed threads without creating covert channels.

1 Introduction

Distributed computing systems are ubiquitous, yet we lack techniques for building them to be trustworthy.
A system is trustworthy when we have assurance that it will protect the confidentiality and integrity of data
it manipulates, and that the system will remain available. We use the term “trustworthy” to emphasize that
the notion of security used here includes all three core security properties: confidentiality, integrity, and
availability. Many different mechanisms are used to build trustworthy systems: for example, access con-
trols, replica coordination protocols, and cryptography. However, standard practice for designing distributed
systems does not give any direct assurance that security properties are enforced.

Our goal is systems that are trustworthy by construction; we aim for a construction process that uses
formal, high-level security requirements (including availability requirements) as inputs to guide the auto-
matic synthesis of trustworthy distributed systems. These systems should be trustworthy in the presence of
an attacker who has some power to observe, to modify, and to stop computation taking place on some host
machines in the system. Attacks on the system are assumed to take place at host machines. Network-level
attacks are not considered, although some network attacks can be viewed as attacks on the affected hosts;
other mechanisms (e.g., encryption) can help too.

In this approach, programmers use a high-level language to write programs that are not explicitly dis-
tributed, but that instead contain annotations (labels) specifying security requirements. It is the job of the
compiler to translate these high-level programs into trustworthy distributed systems satisfying the secu-
rity requirements. Earlier work on the Jif/split system [27, 28] explored security by construction, using
confidentiality and integrity policies to guide automatic partitioning and replication of code and data onto
a distributed system. But Jif/split could not express or enforce availability properties, did not formalize
translation, and consequently had only limited formal validation.

This paper shows how to enforce not only confidentiality and integrity, but also simple availability prop-
erties, within a common framework of program analysis and rewriting. This is the first unified enforcement



scheme for all three major security properties in a distributed setting. Jif/split does not enforce availability—
in fact, its simple replication mechanisms can only reduce availability.
The paper makes the following specific contributions:

e A security-typed language, DSR (for Distributed Secure Reactors), is introduced to represent dis-
tributed, concurrent computation on replicated hosts. The type system of this language enforces data
confidentiality and integrity (specifically, it enforces noninterference [9]) even when low-integrity
components of the system are controlled by the attacker.

e A translation is given from a simple, high-level, sequential source language to DSR. The translation
formalizes the kind of translation done by Jif/split, while adding new mechanisms for enforcing avail-
ability. Perhaps most importantly, the translation is shown to result in a trustworthy system, because
the translation preserves typing for confidentiality and integrity, and preserves availability properties
as well.

e To make this translation possible, quorum replication [8, 11] is extended to be guided by explicit
security policies. Voting replicas can enforce both integrity and availability policies.

e A novel timestamp scheme is used to coordinate concurrent computations running on different repli-
cas, without introducing covert channels.

The remainder of this paper is organized as follows. Section 2 describes how the decentralized label
model [16] is extended to specify availability and explains how to interpret these trustworthiness specifica-
tions as properties of the distributed system. Section 3 describes the semantics of Aimp. Section 4 presents
a distributed system model and various mechanisms needed to obtain trustworthy computation. Section 5
introduces a security-typed language (DSR) for developing distributed programs. Section 6 proves the non-
interference result of DSR. Section 7 presents a translation from a sequential program to a distributed DSR
program, and prove the adequacy of the translation. Section 8§ covers related work, and Section 9 concludes.

2 Overview
2.1 Labels and security assurance

Security requirements are explicitly defined using labels that annotate data items, memory locations, com-
putations, and host machines with policies. The label on a host specifies the strongest policies that the host is
trusted to enforce. Static dependency analysis is used to determine whether an annotated program enforces
its security policy annotations.

To take into account all the three core security properties, a security label £ = {C'= 1}, [ = lo, A=
I3} contains three base labels /1, o and 3, specifying confidentiality, integrity and availability policies,
respectively. Furthermore, all the base labels form a lattice £, where the ordering [ < I’ means that [’
imposes requirements as least as strong as [, and the usual join (LJ) and meet (1) operations exist. The
precise structure of £ is unimportant to the results in this paper. As usual in type systems for information
flow, ¢ C ¢’ denotes that data labeled with ¢ is allowed to affect data labeled with ¢/, defined as C'(¢) <
C(¢') N I(¢") < I(£): low-confidentiality information can flow to higher-confidentiality levels, and high-
integrity information can flow to lower. Availability does not appear in the definition of C because low-
availability data can affect high-availability data without reducing its availability.

Labels express security requirements and, if enforced, constrain system behavior. Information remains
confidential if attackers cannot learn it by observing the system. Information has integrity if it is computed
as intended in the program. And information is available if it is received eventually, assuming that network



messages from uncompromised hosts arrive eventually. These informal statements can be understood as non-
interference properties [9]. Intuitively, high-confidentiality inputs cannot interfere with low-confidentiality
outputs, and attackers cannot affect high-integrity outputs or make high-availability outputs unavailable [29].

The notions of low and high security are relative to the attacker’s power, which is specified by a base
label [ 4. Any base label [ is a low-security label if | < 4, and a high-security label otherwise. It is im-
portant not to assume that there are only two security levels (e.g., “high” and “low”), because distributed
systems need to be trustworthy from the viewpoint of all their users, who may not trust each other fully.
We assume the attacker can directly observe all information at confidentiality levels [ < [ 4, can arbitrarily
modify information at integrity levels [ < [4, and can make resources at availability levels [ < [4 un-
available. Further, attackers can compromise hosts whose host label components are lower-security than [ 4
(more precisely, they can compromise the corresponding aspects of security on those hosts). The system is
trustworthy if no attacker, regardless of its power [ 4, can violate policies expressed by labels that are high-
security relative to [ 4. For example, the attacker should not be able to leverage its ability to directly modify
low-security locations to indirectly cause changes to high-integrity locations or to make high-availability
locations unavailable.

2.2 The Aimp language

The source language for the distributed system construction process is the simple sequential language Aimp
(for Availability + IMP) [29]. Aimp supports specifying high-level policies for confidentiality, integrity, and
availability, and its type system ensures that a well-typed program enforces these policies. The syntax of
Aimp is as follows:

Values v := n | none
Expressions e v | m | e +eg
Statements S skip | m:=e | S1;59
if e then S; else Sy | whileedo S
int, | intyref | stmtg

Types T

A memory location m is essentially a mutable variable. It can take the special value none to represent an
unavailable value. In Aimp, inputs and outputs are modeled by memory locations, so a location representing
an output is considered unavailable if its value is none.

Type inty is an integer annotated with security label £. A memory location m has type int, ref,
indicating the value stored at m has type int,. A statement S in Aimp has type stmtk where R contains
the set of output locations left unassigned and hence unavailable if .S terminates.

The operational semantics and type system of Aimp are straightforward [29] and are not repeated here.
However, it is worth noting that to control implicit flows [5], the typing environment of an Aimp statement
includes a program counter label pc, which is the security label on information about the current program
point. It captures both the integrity and the sensitivity of control flow information.

2.3 Example

Figure 1 shows a simple bidding program involving a seller S, a buyer B, and a mediator T. The buyer has
three chances to bid for an item. If a bid price is above the reserve price of the seller, the buyer is required
to confirm the transaction. If the buyer confirms, its credit card is charged the bid price; otherwise, the
reputation of the buyer is negatively affected for not honoring a bid. For the purpose of presentation, this
example uses an array bid, where bid [t] can be viewed as syntactic sugar for three locations bid1, bid2
and bid3 that are accessed based on the value of t. At the end of the transaction, an exit code is assigned to
exit, which initially has the value none.

Security types of memory locations are provided by a typing assignment I', which maps locations to
types such that location m has type I'(m) ref. For this example, security labels are specified using the



1 t := 0;

2 while ('t < 3) do

3 price := bid[t];

4 if (lprice > !reserve) then t := 5

5 else t := !t + 1;

6 1if (!t = 5) then

7 if ('cfm = 1) then cc := !cc + !price
8 else rep := !rep - 1;

9 exit =1

10 else exit := 0

Typing assignment I':

price,reserve,t,cfm,exit : inty,, cc: inty, rep: inty,
by ={C=x%:SVB, I=%:(SAB)V(SAT)V(BAT), A= 1}

¢ ={C ==%:B, I =*:BV(SAT), A=1}

by ={C ==%:8, I =*:SV(BAT), A=1}

Figure 1: Bidding example

extended decentralized label model (DLM) [29]. In the DLM, a base label is a set of owned policies, which
have the form u: p, where w is the policy owner, and p is a principal that  trusts with enforcing the security
property that the owned policy is applied to. It is possible to construct more complex principals using
conjunction and disjunction operators A and V. The composite principal p; Aps represents a principal as
trustworthy as both p; and po; principal p; Vp2 represents a group of p; and po.

For example, consider the label ¢y of price. In £y, principal * represents the conjunction SABAT, and T
represents a third party helping to mediate the transaction. The confidentiality label means that both S and
B can learn the contents of these locations. The integrity label indicates that affecting the values in these
locations requires the cooperation of at least two parties. For example, SAB can cooperatively affect price,
since they are the two directly involved parties. If S and B disagree on the value of price, the mediator T
can keep the transaction going by agreeing with the value claimed by either S or B. As a result, both BAT and
SAT can affect the value of price. The availability component A({) is left unspecified but given the name
l. Suppose exit is the only output location. Because all the variables share the same availability policy I,
the availability policy of exit cannot be violated by making other variables unavailable.

Programs create interactions between availability and integrity. In this example, the value of ¢ affects the
termination of the while statement, and thus the availability of exit. Therefore, the program is insecure
unless the constraint A(¢y) < I(¢p) holds, intuitively meaning that any principal trusted with the integrity
of t is also trusted with the availability of exit. More generally, the constraint A(¢) < I(¢) means that in
any situation where the availability of [ is compromised, the integrity of [ can be too.

2.4 Trustworthiness by construction

The type system of Aimp can guarantee that a well-typed program is trustworthy, assuming the program is
executed on a single trusted host. But we are interested in performing the computation of an Aimp program
S in a distributed system with untrusted hosts, while enforcing the security policies of S.

In a distributed setting, a location can be replicated onto a set of hosts to improve its integrity and
availability. Suppose the integrity labels of hosts iy, ho and h3z are * : S, * : B and * : T, respectively.
Then replicating price on hosts hy and hy is sufficient to enforce its integrity: a program reading the value
of price can request it from h; and hg, and accept the value only if the responses from the two hosts
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are equal. To convince the reader to accept a corrupted value, attackers need to compromise both h; and
ho, but that means attackers have the power of principal SAB and are allowed to update price by I(¢p).
However, if attackers compromise the integrity of either h; or ho, they can make price unavailable by
sending the reader an inconsistent value. Higher availability can be achieved by replicating price on all the
three hosts. A reader would accept its value if any rwo hosts agree. Interestingly, the reader can continue
its computation if it receives three inconsistent responses. In that case, at least two hosts are compromised.
For this to be true, the attackers must have the power of principal SAB, of BAT, or of SAT. Thus, the label
I(¢y) permits attackers to directly update price, and therefore the inconsistent values do not violate the
security guarantee. Therefore, the reader can choose an arbitrary value as the value of price and continue
its computation.

Our approach is to translate a well-typed Aimp program into a distributed target program that faithfully
and securely performs the computation of the source program. To define this translation formally, we first
present a target language DSR whose type system enforces noninterference for confidentiality and integrity
in distributed settings. Then we present an adequate translation from Aimp to DSR, which preserves the
typing and semantics of the source program. Suppose a well-typed source program S is translated into a
target program P. By the preservation of typing, P is also well-typed, which means that P also satisfies
confidentiality and integrity noninterference. The adequacy of the translation means P makes as much
progress as the source program, and thus provides at least the same availability guarantees as .S.

3 Semantics of Aimp

This section describes the operational semantics and type system of the source language Aimp.

3.1 Operational semantics

The small-step operational semantics of Aimp is given in Figure 2. Let M represent a memory that is a
finite map from locations to values (including none), and let (S, M) be a machine configuration. Then a
small evaluation step is a transition from (S, M) to another configuration (S’, M’), written (S, M) —
(87, M').

The evaluation rules (S1)—(S7) are standard for an imperative language. Rules (E1)—(E3) are used to
evaluate expressions. Because an expression has no side-effect, we use the notation (e, M) | v to mean
that evaluating e in memory M results in the value v. Rule (E1) is used to evaluate dereference expression
!m. In rule (E2), v; + vy is computed using the following formula:

ni + na if vy =nqand vy = ng
none if wv; = none or v9 = none

U1+02={

Rules (S1), (S4)—(S7) show that if the evaluation of configuration (S, M) depends on the result of an
expression e, it must be the case that (e, M) | n. In other words, if (e, M) | none, the evaluation of
(S, M) gets stuck.

3.2 Examples

By its simplicity, the Aimp language helps focus on the essentials of an imperative language. Figure 3 shows
a few code segments that demonstrate various kind of availability dependencies, some of which are subtle.
In all these examples, m, represents an output, and its initial value is none. All other references represent
inputs.

In code segment (A), if m; is unavailable, the execution gets stuck at the first assignment. Therefore,
the availability of m, depends on the availability of m;.

In code segment (B), the while statement gets stuck if m; is unavailable. Moreover, it diverges if the
value of m; is positive. Thus, the availability of m, depends on both the availability and the value of m;.



m € dom(M)

! (i, M) ¥ M ()
[E2] {er, M) I vy {e2, M) I vs vV = V1 + U2
(e1+ e, M) v
[E3] (v, M) | v
S1] (e, M) I n
(m:=e, M) — (skip, M[m— n])
- (81, M) — {81, M)
(S15 82, M) ¥ (S1; 52, M)
[S3] (skip;s, M) — (S, M)
(541 (e, M) I n n>0
(if e then Sy else Sy, M) — (S1, M)
[S5] (e, M) || n n <0
(if e then Sy else Sy, M) — (S2, M)
(S6] (e, M) I n n >0
(whileedo S, M) — (s;whileedo S, M)
(7] (e, M) I n n<0
(whileedo S, M) —— (skip, M)
Figure 2: Operational semantics for Aimp
(A) mo:=!mq; Mey:= 1;
(B) while (!m;) do skip; my:=1;

(C) if (!mq) then while (1) do skip; else skip;
mey:=1;

(D) if ('my) then m,:=1 else skip;
while (!ms9) do skip;
My :=2;

Figure 3: Examples

In code segment (C), the if statement does not terminate if m; is positive, so the availability of m,
depends on the value of m;.

In code segment (D), m,, is assigned in one branch of the if statement, but not in the other. Therefore,
when the if statement terminates, the availability of m, depends on the value of m;. Moreover, the program
executes a while statement that may diverge before m, is assigned value 2. Therefore, for the whole
program, the availability of m, depends on the value of m;.



3.3 Noninterference properties

This section formalizes the noninterference properties (in particular, availability noninterference). Although
this formalization is done in the context of Aimp, it can be easily generalized to other state transition systems.

For both confidentiality and integrity, noninterference has a simple, intuitive description: equivalent
low-confidentiality (high-integrity) inputs always result in equivalent low-confidentiality (high-integrity)
outputs. The notion of availability noninterference is more subtle, because an attacker has two ways to
compromise the availability of an output. First, the attacker can make an input unavailable and block the
computation using the input. Second, the attacker can try to affect the integrity of control flow and make
the program diverge (fail to terminate). In other words, the availability of an output may depend on both the
integrity and availability of an input. The observation is captured by this intuitive description of availability
noninterference:

With all high-availability inputs available, equivalent high-integrity inputs will eventually result
in equally available high-availability outputs.

This formulation of noninterference provides a separation of concerns (and policies) for availability and
integrity, yet prevents the two attacks discussed above.

For an imperative language, the inputs of a program are just the initial memory, and the outputs are the
observable aspects of a program execution, which is defined by the observation model of the language. In
Aimp, we have the following observation model:

e Memories are observable.

e The value none is not observable. In other words, if M (m) = none, an observer cannot determine
the value of m in M.

Suppose S is a program, and M is the initial memory. Based on the observation model, the outputs of .S
are a set 7 of finite traces of memories, and for any trace 7" in 7, there exists an evaluation (S, M) —
(S1, M1) — ... — (Sy, M,,) such that T = [M, My, ..., M,]. Intuitively, every trace in 7 is the
outputs observable to users at some point during the evaluation of (S, M), and 7 represents all the outputs
of (S, M) observable to users. Since the Aimp language is deterministic, for any two traces in 7, it must
be the case that one is a prefix of the other.

In the intuitive description of noninterference, equivalent low-confidentiality inputs can be represented
by two memories whose low-confidentiality parts are indistinguishable. Suppose the typing information of
a memory M is given by a typing assignment I'. Then m belongs to the low-confidentiality part of M if
C(I'(m)) < la, where C(I'(m)) denotes C(¢) if I'(m) is int,. Similarly, m is a high-integrity reference if
I(T'(m)) £ l4a, and a high-availability reference if A(T'(m)) £ l4. Let v1 & vy denote that v; and vo are
indistinguishable. By the observation model of Aimp, a user cannot distinguish none from any other value.
Consequently, v; =~ vy if and only if v1 = vg, v1 = none or vy = none. With these settings, given two
memories M7 and My with respect to I', we define three kinds of indistinguishability relations between M}
and M5 as follows:

Definition 3.1 (I' = M ~c<;, M>). The low-confidentiality parts of M7 and M5 are indistinguishable,
written I' = M ~c<;, Mo, if for any m € dom(I"), C'(I'(m)) < l4 implies My (m) ~ Ma(m).

Definition 3.2 (I' = My ~;4;, M>). The high-integrity parts of M; and M> are indistinguishable, written
I'E M =14, Mo, if for any m € dom(I"), I(I'(m)) £ [ 4 implies M (m) ~ Ma(m).

Definition 3.3 (I' = M; ~44;, M>). The high-availability parts of M; and M are equally available,
written I' = My ~a4;, Mo, if for any m € dom(I"), A(I'(m)) £ [ implies that My (m) = none if and
only if Ms(m) = none.



Based on the definitions of memory indistinguishability, we can define trace indistinguishability, which
formalizes the notion of equivalent outputs. First, we assume that users cannot observe timing. As a result,
traces [M, M| and [M] look the same to a user. In general, two traces 7} and T» are equivalent, written
T1 =~ Ty, if they are equal up to stuttering, which means the two traces obtained by eliminating repeated
elements in 77 and T are equal. For example, [My, My, My| ~ [My, My, Ms]. Second, T} and T5 are
indistinguishable, if T} appears to be a prefix of 75, because in that case, 77 and 75 may be generated by the
same execution. Given two traces 77 and 75 of memories with respect to I', let I' = 17 ~c<;, 1> denote
that the low-confidentiality parts of 7} and 73 are indistinguishable, and I" - 17 ~;4;, T3 denote that the
high-integrity parts of 77 and 75 are indistinguishable. These two notions are defined as follows:

Definition 3.4 (I' = 11 ~c<;, T»). Given two traces T1 and 1o, I' = T1 ~c<;, T3 if there exist Tl’ =
[My,...,My]and T) = [M7,...,M] ] such that T} ~ 1], and Tp ~ T3, and I' - M; ~c<;, M/ for any i
in{1,...,min(m,n)}.

Definition 3.5 (I' = 77 =~j4;, T2). Given two traces 11 and 15, I' = T} ~4¢;, T3 if there exist T =
[My,...,M,] and Ty = [M{,..., M],] such that Ty ~ T}, and Tp ~ Ty, and I" - M; ~14;, M; for any i
in{1,...,min(m,n)}.

Note that two executions are indistinguishable if any two finite traces generated by those two execu-
tions are indistinguishable. Thus, we can still reason about the indistinguishability of two nonterminating
executions, even though ~;4;, and ~c<;, are defined on finite traces.

With the formal definitions of memory indistinguishability and trace indistinguishability, it is straight-
forward to formalize confidentiality noninterference and integrity noninterference:

Definition 3.6 (Confidentiality noninterference). A program S has the confidentiality noninterference prop-
erty w.r.t. a typing assignment I', written I' = NI (S), if for any two traces 7 and T5 generated by
evaluating (S, M7) and (S, Ms), we have that I" = M, ~c<;, M impliesI' - T ~c<;, To.

Note that this confidentiality noninterference property does not treat covert channels based on termina-
tion and timing. Static control of timing channels is largely orthogonal to this work, and has been partially
addressed elsewhere [21, 1, 19].

Definition 3.7 (Integrity noninterference). A program S has the integrity noninterference property w.r.t. a
typing assignment I, written I" - NI;(.S), if for any two traces 77 and T4 generated by evaluating (S, M)
and (S, M), we have that T = M, ~14;, My impliesI' =Ty =14, Tb.

Consider the intuitive description of availability noninterference. To formalize the notion that all the
high-availability inputs are available, we need to distinguish input references from unassigned output refer-
ences. Given a program S, let R denote the set of unassigned output references. In general, references in R
are mapped to none in the initial memory. If m ¢ R, then reference m represents either an input, or an out-
put that is already been generated. Thus, given an initial memory M, the notion that all the high-availability
inputs are available can be represented by Vm. (A(I'(m)) € la Am ¢ R) = M(m) # none, as in the
following definition of availability noninterference:

Definition 3.8 (Availability noninterference). A program S has the availability noninterference property
w.r.t. a typing assignment I and a set of unassigned output references R, written I' ; R = NI 4(.9), if for any
two memories M7, M, the following statements

o F"Ml zfﬁlA M2
e Fori € {1,2},Vm € dom(I"). A(T'(m)) £ la Am & R = M;(m) # none
o (S, M;) —* (S], M) fori € {1,2}
imply that there exist (S, M") fori € {1, 2} such that (S;, M) —* (S, M") andT' = MY ~a4;, M.



[INT] I'yRFEn:int,
[NONE] I';R - none : inty

I'(m) = int,
I';REm: inty ref

[REF]

meR I'(m) = int,

[DEREF] I';REm : inty
[ADD] I';RE e :inty, r ;.R Feq : inty,
I'sREel+ex:inty, e,
[SKIP] I';R;pch skip : stmtg
I';R;pck Syt stmtg,
I'Ri;pck Sy : stmt
[SEQ] ey e
I‘,R,pcl—Sth.stmtRZ
T';REm: inty ref T';REe:inty
CpoyucCch)y<c) I(¢) <I(pcyniI(¢)
Ar(R) < A(Y)
[ASSIGN]
[SRipekm=e:stmtr_(m)
I';REe:inty Ar(R) < A(0)
IF IsRi;pelltS;:7 ie€{l,2}
LIF] T';R;pct if ethen S7 else Sy : 7
T'Fe:inty I';RypcUl S stmtg
Ar(R) < I(&)NI(pc)m A4
WHILE] £(R) < 1) N 1(pe) 1 A()
I';R;pck whileedo S : stmtp
I';Ri;pckES: 7 I';Ripck1 <7
[SUB]

I';Ri;pckS:7

Figure 4: Typing rules for Aimp

3.4 Type system

The type system of Aimp is designed to ensure that any well-typed Aimp program satisfies the noninter-
ference properties. For confidentiality and integrity, the type system performs a standard static information
flow analysis [5, 23]. For availability, the type system tracks the set of unassigned output references and
uses them to ensure that availability requirements are not violated.

To track unassigned output references, the typing environment for a statement .S includes a component
‘R, which contains the set of unassigned output references before the execution of S. The typing judgment
for statements has the form: I';R;pc - S : stmtg/, where I is the typing assignment, and pc is the
program counter label [4] used to track security levels of the program counter. The typing judgment for
expressions has the formI'; R e : 7

The typing rules are shown in Figure 3.4. Rules (INT) and (NONE) check constants. An integer n has
type inty where ¢ can be an arbitrary label. The value none represents an unavailable value, so it can have



any data type. Since int is the only data type in Aimp, none has type int,.

Rule (REF) says that the type of a reference m is 7 ref if I'(m) = 7. In Aimp, a memory maps
references to values, and values always have integer types.

Rule (DEREF) checks dereference expressions. It disallows dereferencing the references in R, because
they are unassigned output references.

Rule (ADD) checks addition expressions. As discussed in Section 2, the label of e1 + e is exactly £ L1y
if e; has the label ¢; for i € {1,2}.

Rule (SEQ) checks sequential statements. The premise I' ;R ; pc = Sy : stmtx, means that R is the set
of unassigned output references after .S, terminates and before .S, starts. Therefore, the typing environment
for Sy is I'; Ry ; pc. It is clear that So and Sp; S terminate at the same point. Thus, S7;.S2 has the same
type as Ss.

Rule (ASSIGN) checks assignment statements. The statement m := e assigns the value of e to m,
creating an explicit information flow from e to m and an implicit flow from the program counter to m. To
control these information flows, this rule requires C'(¢') L C'(pc) < C(I'(m)) to protect the confidentiality
of e and the program counter, and I(I'(m)) < I(pc) M C(¢') to protect the integrity of m.

If the value of e is unavailable, the assignment m := e will get stuck. Therefore, rule (ASSIGN) has the
premise Ap(R) < A(¢'), where Ar(R) = | |,,cr A(T'(m)), to ensure the availability of e is as high as the
availability of any unassigned output reference. For example, in the code segment (A) of Figure 3, the type
system ensures that A(I'(m,)) < A(T'(m1)).

Finally, when the assignment m := e terminates, m should be removed from the set of unassigned
output references, and thus the statement has type stmt_ ().

Rule (IF) checks if statements. Consider the statement if ethen S| else S5. The value of e determines
which branch is executed, so the program-counter labels for branches S; and S2 subsume the label of e to
protect e from implicit flows. As usual, the if statement has type 7 if both S7 and S5 have type 7. As in
rule (ASSIGN), the premise Ar(R) < A(¥) ensures that e has sufficient availability.

Rule (WHILE) checks while statements. In this rule, the premise Ar(R) < I(¢) 1 I(pc) M A(L)
can be decomposed into three constraints: Ap(R) < A(¢), which ensures that e has sufficient availability,
Ar(R) < I(¢), which prevents attackers from making the while statement diverge by compromising the
integrity of e, and Ar(R) < I(pc), which prevents attackers from affecting whether the control flow reaches
the while statement, because a while statement may diverge without any interaction with attackers.

For example, consider the code segments (B) and (C) in Figure 3, in which R = {m,}. Suppose
A(T'(my)) £ la. In (B), the constraint Ap(R) < I({) of rule (WHILE) ensures I[(I'(m1)) £ la, so
attackers cannot affect the value of m;, and whether the while statement diverges. In (C), the constraint
Ar(R) < I(pc) guarantees I(pc) £ la, and thus I(I'(m1)) £ l4 holds because I(pc) < I(I'(my)).
Therefore, attackers cannot affect which branch of the if statement would be taken, or whether control
reaches the while statement.

Rule (SUB) is the standard subsumption rule. Let I'; R ; pc = 7 < 7/ denote that 7 is a subtype of 7/
with respect to the typing environment I"; R ; pc. The type system of Aimp has one subtyping rule:

R CR'"CR
Vm, meR" — R = A(L(m)) < I(pc)

ST
[ST] I';R;pck stmtgrs < stmtg.

Suppose I'; R ;pc - stmtrs < stmtgr and I';R;pc = S : stmtr/. Then I';R;pc F 5 : stmtr~
by rule (SUB). In other words, if R’ contains all the unassigned output references after S terminates, so
does R”. This is guaranteed by the premise R’ C R of rule (ST). The reference set R contains all
the unassigned output references before S is executed, so rule (ST) requires R” C R. Intuitively, that
the statement S can be treated as having type stmtg~ is because there exists another control flow path
that bypasses S and does not assign to references in R” — R'. Consequently, for any m in R” — R/,
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the availability of m may depend on whether S is executed. Therefore, rule (ST) enforces the constraint
Vm, meR"—R = A(I(m)) < I(pc).

Consider the assignment m,, := 1 in the code segment (D) of Figure 3. By rule (ASSIGN), I" ;{m,} ; pc -
m, := 0 : stmty. For the else branch of the if statement, we have I' ;{m,} ; pc - skip : stmt,, ;. By
rule (IF), I';{m,} ;pc = m, := 0 : stmty,, ) needs to hold, which requires T';{m,};pc - stmty <
stmty,,,}. In this example, the availability of m, depends on which branch is taken, and we need to ensure
A(T'(my)) < I(I'(my)). Indeed, if (D) is well typed, by rules (ST) and (IF), we have A(I'(m,)) < I(pc) <
I(T'(my)).

This type system satisfies the subject reduction property. Moreover, we can prove that any well-typed
program has confidentiality, integrity and availability noninterference properties. The proofs of the follow-
ing two theorems can be found in our previous technical report [30].

Theorem 3.1 (Subject reduction). Suppose I';R;pc = S : 7, and dom(I") = dom(M). If (S, M) —
(S, M), then there exists R’ such that T';R';pc - S’ : 7, and R’ C R, and for any m € R — R/,
M'(m) # none.

Theorem 3.2 (Noninterference). If I'; R ;pctH S : 7, thenI' - NI¢(S), I' F NI;(S)and I'; R F NI4(5).

4 Secure distributed computation

The programming language DSR is a calculus for describing secure distributed programs. This section gives
an overview of the key mechanisms of DSR and how they can be used to build secure programs. A formal
description of DSR is found in Section 5.

4.1 Reactors

A distributed system is a set of networked host machines. Each host is a state machine that acts upon
incoming network messages, changing its local state and/or sending out messages to other hosts. The local
state of a host includes a memory mapping location names (references) to values. In the DSR language, the
reactions of a host to incoming messages are specified by reactors whose (simplified) syntax is:

c{pec, loc, zo75, \y=7.s}

where c is a unique name; pc is both the initial program counter label in the reactor (and an upper bound to
the labels of any side effects generated by the reactor); loc indicates where the reactor is located (which may
be a host, a set of hosts, or a more complicated replication scheme); s is the reactor body, a statement to be
executed when the reactor is invoked; both 7 and Z 7, are a list of variable declarations: y; : 71, ..., Yn:Th
and 21 :7.1, ..., 2k : T.k, Where each y; or z; is a free variable of s. An empty list is denoted by € and may be
omitted from a reactor declaration. When reactor c is invoked on host h by a network message , a thread
is created on h to execute the statement s with variables § bound to the arguments embedded in u, and
variables Z bound to the values in an invocation context.

Each invocation of reactor ¢ on host & is associated with an unique invocation context, which is called a
reactor closure and has the form (c, 7, ¢, A, @), where 7 is an integer context identifier, { is an access control
label, a runtime-enforced lower bound to the program counter label of the invoker, A is a record that maps
variables Z to values, and @ is a list of additional attributes discussed later. Because 7 is unique for a given
¢, the pair (c, ) can be used to uniquely identify a closure, and is called a context identifier. For simplicity,
we use the term “closure {c, )" to denote the closure identified by (¢, 7). A message invoking reactor ¢ has
the simplified form [exec (¢, 1) :: pc, U], where pc is the program counter label at the point of invocation,
and v is a list of arguments to which the variables ¥ of reactor c are bound. All control transfers are done by
explicit exec statements; as in other process calculi (e.g., [15, 7]), reactors do not implicitly return to their
invokers.
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(1) [setvar (c3.2, 1) :: v1] hs

hi
cs{pc, hs, z:inty,
ci{pe, h1, A ) /—\ Ay:inte.m:=z+vy }
setvar((cs.z, cid),!m)

exec(c1, cid, pc) } \ ho v (2) (c3,m, pe, {z :v1}, ...
(3) [exec (c2, 1) :: pc] c2{pe, h2, A. m

exec(cs, cid, pc,!m2) } ez, m) w: pe, va]

Figure 5: A distributed program

In general, a network message p has the form [« :: (3], where « is the message head identifying the
message and indicating its purpose, and [ is the message body containing specific parameters. Both « and 3
are lists of components. Two messages with the same message head if they are logically the same message,
sent by different replicas. We say that a message [« :: ] is sent to reactor c if « indicates that the purpose
of the message is to invoke c or change the state of some closure (c, 7).

A distributed program in DSR is simply a set of reactor declarations. Figure 5 shows a DSR program
that simulates the Aimp statement m :=!mj+!my. In this figure, messages and closures are labeled with
sequence numbers indicating their order of occurrence. Assume memory references mj, mo and m are
located at hosts hi, hy and hs, respectively. Accordingly, reactors c¢; on host i reads the value of my
and sends it to h3; reactor co on host hg delivers the value of mo to hs; reactor cs on host hs computes
the sum and updates m. In Figure 5, reactor c; is invoked with a context identifier 7. It executes the
statement setvar({cs.z3, cid), !m1,), where cid is a variable bound to the current context identifier 7.
The statement sends the message [setvar (c3.z3, 1) :: v1] to hs where vy is the value of m;. Upon receiving
the message, h3 updates the variable record of the closure (c3, 1), mapping z to v. In parallel, ¢; invokes ¢,
by running the statement exec(cg, cid, pc). Then reactor ¢y executes the statement exec(cs, cid, pc, !mg)
to send the invocation message [exec (c3, 1) :: pc, v2] to hg, where vy is the value of my. Once invoked,
reactor cs executes the statement m := z 4 y with y bound to the argument vy of the invocation request, and
z bound to v; according to the closure (c3, 7).

An alternative way to implement m :=!mj+!mo would be to make reactor ¢; send the value v; to cs as
an argument in the invocation request, and then make co compute v1+!ms9 and send the result to c3. This
way, there is no need for the variable binding mechanism based on closures. However, the value of m; needs
to be sent to hy, imposing an additional security requirement that ho respects the confidentiality of my. As
we can see, setvar operations and reactor closures make it possible to separate data flow and control flow,
providing more flexibility for constructing secure distributed computation.

4.2 Control transfer

Suppose a message j = [exec (c, 1) :: pc,,, ] is sent to invoke a reactor c{pc, ...} on host h. The condition
pe, & pe is important because any side effect of ¢ is caused by p. This constraint prevents low-integrity
reactors, possibly controlled by attackers, from invoking high-integrity reactors and causing effects they
could not have on their own. It also prevents covert information channels via implicit flow [5]. However,
taken naively, this constraint leads to the infamous “label creep” problem: the integrity of control flow can
only be weakened and may eventually be unable to invoke any reactor.

In fact, a low-integrity message can be used to invoke a high-integrity closure (c, n), if the closure is
a linear entry, which means that it is the only closure that can be invoked by a low-integrity message, and
furthermore that there is no reactor running at a high-integrity level. Low-integrity reactors cannot harm
the integrity of computation by invoking a high-integrity linear entry, because that entry is the only way to
continue high-integrity computation.
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(1) [chmod (c3, 1) :: £o, £1]

hy

c1{l1, h1, A. cc:=lcc+!price;
exec(cs, cid, 1) }|

ho
Co{eo, ho, )\ if lcfm=1
then chmod(cs, cid, £, £1)
exec(ci1, cid, £1) (4) [exec (c3, 1) :: £1] W
else chmod(c;;, Zo, ZQ) h2 (2) <C3a 1, gla B >
exec(ca, cid, £2) }

hs
C3{€0, hs, A. exit:=1; }

(3) [exec (c1, 1) = £1]

c2{lz, ha, \. rep:=!rep-1;
exec(cs, cid, £2) }|

Figure 6: Control transfer example

A simple protocol allows a low-integrity message to invoke a high-integrity linear entry: when a high-
integrity reactor cy is ready to invoke a low-integrity reactor, it may choose to instruct a single high-
integrity closure (c, 1) to accept low-integrity invocation requests. More concretely, ¢y sends a message
[chmod (¢, n) :: pc, ¢'] to host b’ where ¢ is located. The chmod message means that (¢, 1) is a linear entry
that may by invoked by a message u satisfying pc, © £. Suppose the closure (¢, m) on h has the form
(¢,m, ¢, A,a). Host h first checks the constraint pc T ¢ to ensure the chmod message has sufficient integrity.
If the constraint is satisfied, h sets ¢’ as the access control label of the closure (¢, ). When the closure
(c, m) is first created, its access control label is set as pc (the program counter label of ¢) to provide normal
protection.

Figure 6 illustrates a run of the control transfer protocol. The distributed program in Figure 6 performs
the same computation as lines 7-9 in Figure 1. Assume locations cfm, cc, rep and exit are located at hosts
ho, h1, ho and hs, respectively. The if statement on line 7 needs to access cfm, and thus it is executed by
reactor c¢g on host hg. Suppose cg is invoked with a context identifier 1, and the value of cfm is 1. Then
reactor ¢ invokes reactor ¢; that updates cc and invokes ¢y. Note that [exec (c3, 1) :: 1] is a low-integrity
message with respect to c3. And (c3, ) is a linear entry when ¢ invokes ¢;. To notify h3 that (c3, 1) is a
linear entry, ¢( runs the statement chmod(cs, cid, £, ¢1) to send h3 a chmod message, which requests h3 to
change the access control label of (c3, n) to £;. The request is accepted because cy’s program counter label
£y satisfies the access check. After executing the chmod statement, execution enters a low-integrity phase,
in which ¢ is not allowed to produce any effect with an integrity label higher than 7(¢;). Then ¢y invokes
¢1, which is able to invoke (cs3, 1) because (c3, 1) has a low-integrity access control label.

4.3 Replication and message synthesis

Replicating data is an effective way to achieve fault tolerance and ensure integrity and availability. In
general, computation has to be replicated too, because unreplicated computation is vulnerable to failure and
attack. In DSR, a reactor c can be replicated on a set of hosts H. The messages for c are sent to all the
hosts in H. The memory references accessed by c are also replicated on H, so that each replicas of ¢ only
accesses its local memory and is executed independently of other replicas. The replicas of c are supposed to
produce the same messages, while replicas on bad hosts may send corrupted messages or simply not send
anything. The receiver host h of a message sent by ¢ may receive the replicas of the message from different
hosts, including corrupted messages from bad hosts. Host h needs to identify the correct message from those
message replicas. This process is called message synthesis, using a message synthesizer 7 that takes in a set
of messages sent by reactor replicas running on a set of hosts H, and returns one message with sufficient
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integrity.

The integrity of a message depends on the integrity of its senders. Suppose host h receives a message [
with integrity label I (1) from the host set H. Then the constraint I (1) < I,(H) = ||,c;y I(h) guarantees
the integrity of u. If I(u) £ [4, then an attacker needs to compromise all the hosts in H in order to
fabricate p, which means that the attacker has the power to affect integrity level I, ,(H), thatis, I ,(H) < l4,
contradicting I(p) < I,(H). Therefore, 1 has sufficient integrity if I(x) < I,(H). By enforcing this
constraint, a message synthesizer is guaranteed to deliver messages with sufficient integrity. However, it is
not sufficient to guarantee availability, because the attacker can deliberately send inconsistent messages to
prevent a synthesizer from producing a message.

Intuitively, on receiving enough inconsistent messages, a synthesizer may be able to determine that the
attacker already controls enough hosts to fabricate a message with sufficient integrity. In this case, the
synthesizer can stop waiting and return a default message since the contents of the message are not trust-
worthy, and to continue to wait would turn an integrity failure into an availability failure. Abstractly, each
synthesizer 7 is associated with a condition qualified,, and if qualified,(H) is true, then receiving
inconsistent messages from H implies that the integrity level of the attacker is higher than or equal to the
integrity of the expected message. Therefore, 7 is able to produce a message if any qualified set H' is avail-
able, that is, all the hosts in H' are available. The availability label of H’ can be computed by the formula
A(H') = An(H') = [heq A(h), because A(H') is at most as strong as the availability label of any host
in H'. Suppose a reactor replicated on H sends a message to be synthesized by 7. Then the availability
label of the message is computed using the following formula:

A(H,7) = | | An(H")

H'CH A qualified,(H’)

For example, consider a label threshold synthesizer LT[I], which produces message p if 1 is sent by a
host set H such that I < I,,(H). Suppose H' is a qualified host set for LT[I]. Since a host is either good
(high-integrity) or bad (low-integrity), H' can be partitioned into two disjoint sets: good hosts H; and bad
hosts Hy. The messages sent by good hosts are always the same. If I < I ,(H1), then LT[I] would deliver
the message from H;. Otherwise, by the definition of a qualified set, I < l4, which follows I < I,(H3)
since I ;(Hs) < la. In other words, H' is qualified if I £ I, ,(H;) implies I < I ,(Hs). Based on this
observation, we have the following qualified;y; condition: H "is qualified if it cannot be partitioned into
two disjoint sets H; and Hy such that I £ I,,(H,) and I £ I,(H2). And the algorithm of LT[/] can be
described by the following pseudo-code, which synthesizes a set of messages 1, . . ., tn, from H:

LTI (H, py, .., pn) {
if JH'CH. I<IL(H') A Vhje H'. pj= p
then return pu
if qualifiedpr;(#) then return figefau

+

4.4 Using quorum systems

The label threshold synthesizer is based on the assumption that all the replicas on good hosts generate the
same outputs. The assumption requires that good hosts have the same local state. In particular, if a message
w1 has its contents depending on the value of some memory reference m, then the replicas of m on good hosts
must have the same value, or the replicas of 1 cannot be synthesized using LT[I]. The consistency (equality)
between the replicas of m on good hosts essentially requires to synchronize the replicas of any reactor that
updates m. However, this strong synchronization requirement makes it difficult to guarantee availability.
Therefore, to achieve high availability, we need other replication schemes and message synthesis algorithms.
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Quorum systems are a well-know approach to implementing highly available shared memory [11, 14].
A quorum system Q is a collection of sets (quorums) of hosts, having the form (H, W1,..., W,,), where
H is all the hosts in Q, and quorums W7, ..., W, are subsets of H. Suppose a memory reference m is
replicated on a quorum system. Then an update to m is considered stable if it is completed on a quorum of
hosts. In DSR as in some other quorum systems [14], timestamps are used to distinguish different version
of the same replicated memory location. A read operation can get the most recent update by consulting
with a set of hosts intersecting each quorum. Using quorum protocols, only a subset of hosts is needed to
finish either a read or write operation. That is why replicating a memory location in a quorum system can
potentially achieve high availability for both reads and writes.

Quorum system protocols can be incorporated into the reactor model. First, the execution of reactors
keeps tracks of a timestamp that is incremented with every execution step. If m is assigned value v at
timestamp ¢, the versioned value v@t is recorded in the local memory as a version of m. The asynchronous
execution model for reactors makes it possible that a reactor on host h updates m at time ¢ while another
reactor on h still needs to access m at an earlier time. To deal with this write-read conflict, the local memory
M on a host remembers the old versions of references, mapping a memory reference m to a set of versioned
values v@t. A derereference !m evaluated at time ¢ results in the most recent version of m by the time .
The type system of DSR prevents a versioned value from being used in any computation since a versioned
value may be outdated.

If reactor ¢ on host i needs to use the value of a reference m replicated on a quorum system Q, some
reactor ¢ replicated on Q is invoked to send to h the message [setvar (c.z, n) :: v;@Qt;] from each host h;
in Q, where v;@Qt; is the most recent version of m on host h; by the timestamp ¢’ of ¢’. Host h uses a quorum
read synthesizer (written as QR[Q, I], where [ is the integrity label of m) to find out the most recent value
of m before ¢’ and bind z to that value. It is possible that some high-integrity hosts replicating m missed
the update to it needed by c. However, all the hosts in at least one quorum in Q hold the needed version
of m. Therefore, if QR[Q, I] receives sufficient setvar messages from every quorum of Q, it can identify
the needed value with integrity /. Based on this insight, we have the following qualified condition for
QR[Q, I]: ahost set H' is qualified with respect to QR[Q, I] if qualifiedyr(;(WNH') holds for any quorum
W in Q. Intuitively, it means that the intersection between H' and W is a qualified set for LT[/], and thus
the messages from H' N W are sufficient to determine the value held by W, if W is the quorum holding the
most recent version of m. In fact, if the quorum W holds the most recent value v@t, then any good host
in W N H' must provide the value v@t. Furthermore, any good host in Q would not provide a value v’ @’
such that ¢ < ¢/, since v@Qt is the most recent version.

Suppose u; = [setvar (c.z, 1) :: v;@Qt;] (1 < i < n) are sent from H'. Let H' - v@t: I denote that
there exists a subset H” of H' such that I < I,,(H’) and for any host h; in H”, v;Qt; = v@Qt. Intuitively,
the notation means that v@Qt is a version of m with sufficient integrity. Then the following QR[Q, I] algorithm
is able to return the appropriate version of m with sufficient integrity:

QRIQ, I1CH', p1, ..., pn) {
if qualifiedgg(g ;j(H’) then
if H'FvQt: ] and V.t <t;, = H' Hov,Qt; - T
then return {{c.n,z),setvar :: v}
else return {(c.n,2), setvar :: Ugefquit}

The quorum read synthesizer assumes that an update to m is stable by the time m is read by another
reactor. Suppose m is replicated on Q and updated by reactor c. Then the reactor invoked by c is required to
wait for the invocation requests from a quorum of Q to ensure that the execution of ¢, including the update
to m, is completed on a quorum. This way, the update is guaranteed to be stable by the time m is accessed
by another reactor.
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An available quorum ensures that a write operation to terminate, while an available qualified set for
the quorum read synthesizer ensures a read operation to terminate. Therefore, the availability guarantees
provided by a quorum system for the read and write operations are as follows:

Awrite(Q) = |_|W€Q AH(W)
Areaq,1(Q) = UH\qualifiedQR[Q’[](H) An(H)

4.5 Multi-level timestamps

Timestamps introduce new, potentially covert, information channels. First, timestamps are incremented
at execution steps, and thus contain information about the execution path. Second, in quorum protocols,
timestamps can affect the result of a memory read.

We want to increment the timestamp so that (1) it stays consistent across different good replicas, and
(2) its value only depends on the part of the execution path with label ¢ such that / T pc (where pc is
the current program counter label). To achieve this, DSR uses multi-level timestamps that track execution
history at different security levels. To simplify computation local to a reactor, a timestamp has two parts: the
global part tracks the invocations of reactors at different security levels; the local part tracks the execution
steps of a local reactor. Formally, a multi-level timestamp is a tuple (pc:n,d): the global part pc:n is a
list of pairs (pc; :n1, ..., pc; :ng), where pcy, . .., pc, are program counter labels satisfying the constraint
pc; C ... C pc, and ny, ..., ng are integers. Intuitively, the component pc, : n; means that the number of
reactors invoked at the level pc; is n;. The local part § is less significant than the global part in timestamp
comparison, and its concrete form will be discussed later.

When a multi-level timestamp ¢ is incremented at a program point with label pc, the high-confidentiality
and low-integrity (with respect to pc) components of ¢ are discarded, because those components are not
needed to track the time at the level pc, and discarding those components prevents insecure information
flows. Furthermore, the local part of a timestamp after the increment is reset to an initial state dy. Suppose
t = (pc; : ni,...,pc, : ng; 6), and pc; E pcand pc; £ pc. Then pc; | : niy1,...,pcy, : ny are
low-integrity components to be discarded, and incrementing ¢ at level pc is carried out by the following
formula:

inc(t, pe) = { (pcy:na,...,pc;in; + 15 dg) %f pc; = pc
(pci:mni,...,pc;:ni,pc:l; dg) if pc; # pc
When comparing two timestamps, low global components are more significant than high ones. Therefore,
for any pc, we always have ¢ < inc(t, pc).

4.6 Example

Like Figure 6, the distributed program in Figure 7 performs the same computation as lines 7-9 in Figure 1,
but with the assumption that reference price is replicated on a quorum system Q. This example illustrates
how to read a memory reference replicated on a quorum system and how timestamps are tracked in a system.
A new reactor readprice is used to read the value of price and send the value to c; so that ¢; can compute
lcc+!price. The reactor readprice is replicated on the same quorum system as price so that each replica
of readprice can read the local replica of price and send it to host h; using a setvar message. Host hy
uses QR[Q, I| (specified in the declaration of ¢j, and I = I({;)) to synthesize the setvar messages sent
by replicas of readprice. If QR[Q, I| produces a message [setvar (cj.amt, ) :: v], then the value v is
recorded in the closure {(c;, 77) as the value of amt.

To track the time globally, every message carries the timestamp of its sender. Suppose the timestamp of
(co, ) istyg = (€o : 1;dp). Then the timestamp ¢; of the chmod message sent to h3 has the form (¢y : 1,67).
On receiving the chmod message, host hg increments ¢t and stores the timestamp to = inc(t1, {y) =
(€y : 2;dp) in the closure (c3, 7). When (c3, 1) is invoked by a low-integrity message, to would be used
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(1) [chmod {(c3, ) :: Lo, £1, 1]

ho
eollo, ho, . if lcfm=1 M ha
then chmod(cs, cid, £o, ¢1) c1{l1, h1,QR[Q, I] > amt : int,, , cs{lo, hs, \. exit:=1; }
exec(ci, cid, /1) A.ce:=lec + amt;
else chmod(cs, o, £2) exec(cs, cid, (1) } 72 (c3,m,bas - t2)
exec(ca, cid, bo) } (7) [exec (c3, n) :: £1,t7]
(4) [setvar (ci.amt, 1) :: v;Qt}, t4] > QR[Q, I] = (5)(c1,7m, {1, {amt : v},...)
3) [exec (readprice, ) :: {1, t3] eyl
b
readprice{¢1, Q,
A.setvar((ci.z, cid), !price);
exec(c1, cid, /1) }
I (6) [exec (c1, n) = 41, 5]

readprice{¢1,Q,...,}

!
h,

* readprice{/1, Q, ..., }

Figure 7: A running example

as the initial timestamp of the thread of (c3, 1) instead of the timestamp obtained by incrementing t7,
the timestamp of the invocation message, because t7 is not sufficiently trustworthy. In Figure 7, replicas
of readprice are invoked by an exec message carrying timestamp t3 = (o : 1;d3). Since the program
counter label of readprice is /1, the initial timestamp for (readprice, ) is inc(ts, ¢1) = (€o:1,¢1:1;dp).
Similarly, the initial timestamp of (c1, ) is inc(ts, £1) = (€o: 1,41 : 2;09). More interestingly, when the
linear entry (cs, 1) is invoked, the timestamp of the invocation request is ignored. And the initial timestamp
of (cs, n) is to, which equals to inc(t7, £y) if t7 is correct.

S The DSR language

This section formally describes the DSR language, making the security mechanisms already introduced
more precise. The key difference between DSR and prior distributed calculi [15, 7] is that DSR provides
explicit language constructs for replication and run-time security labels so that these mechanisms can be
statically analyzed by a type system.

5.1 Syntax

The syntax of the DSR language is shown in Figure 5.1. A value v may be a variable x, an integer n, a
closure identifier 1, a memory reference m, the unavailable value none, a reactor c[v], a remote variable
(c[v].z, v), a versioned value v@Qt, or a label £. Expressions and statements are standard except for the three
reactor operations exec, chmod and setvar:

e exec(c, 1, pc, Q, €) invokes a reactor closure (c,n). Arguments pc and Q are the program counter
label and the quorum system of the caller; the values of € are arguments for the reactor.

e chmod(c, 1, pc, Q, £) changes the access-control label of closure (¢, 7) to .

e setvar((c.n, z), e) initializes a remote variable (c.n, z) with the value of e. The value is stored in
the closure of v.
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Host h e H
Base labels I e L
Labels Yl,pc == {C=lh,I1=1 A=13} |z
Timestamps t == (pcin;m)
Values v u= x| n|n|m|none | c[T] | {c[v].z v) | vQt | ¢
Expressions e == v|le]| e +e
Statements s = skip | v:i=e | s1;82 | if e then s1 else s
|  exec(vi, ve, pc, Q, €) | chmod(v1, v2, pc, Q, £)
|  setvar(v, e)
Reactor decls r u= clzio{pe, Q, > z:T, \y:T.5}
Synthesizers m == QR[Q,I] | LT[I]
Base types 8 int | label | T ref | Tvar

reactor|[T:o){pc, 7> z:71, T2}
reactor[z:o]{pc, T2}

Security types o Be
Types T u= o | 0cQQ | stmtpy
Hostsets H,W = {hi,...,hn}
Quorum systems Q u= (HW) | &v | #v
Programs P = {r,...,ra}

Figure 8: Syntax of the DSR language

To facilitate writing generic code, reactors may be polymorphic. The full form of a reactor declaration
is:

clzzal{pc, Q, T>z:71, Ny 72. S}

where T:0 is a list of parameter declarations. If values T have types @, then ¢[o] can be used as the name
of a reactor. Variables y and Z may be used in s. Variables z are initialized by messages passing through
synthesizers 7, which can be either QR[Q, I] or LT[I]. For simplicity, empty-list components, written as e,
may be omitted from a reactor declaration.

A base type (3 can be int (integer), label (security label), 7 ref (reference of type 7), 7 var (remote
variable of type 7) and reactor type reactor[z:c|{pc, T> z:71, T2} whose components are interpreted the
same way as in a reactor declaration. A reactor type may also have a simplified form reactor|[z:a|{pc, 72},
which contains sufficient typing information for checking the invocation, while providing polymorphism
over the arguments Z.

A security type o has the form [y, a base type annotated with security label . Like security policies,
replication schemes are also specified as type annotations. A located type c@Q indicates that data with this
type is replicated on the quorum system Q. Moreover, if v is a memory reference replicated on Q, then &v
represents Q, and #v represents (H, €), where H = |Q] is the set of hosts in Q. The type of a statement s
has the form stmtp., which means that after s terminates, the program counter label is pc.

5.2 Operational semantics

A system configuration is a tuple (0, M, £) where O is a thread pool, M is a global memory, and & is
a system environment that captures system state other than memory, including messages and closures. A
thread is represented by a tuple (s, t, h, c[0], n) where s, t and h are the code, timestamp, and location
of the thread, respectively; (c[t], n) identifies the closure of this thread. The environment £ is a tuple
(MT, CT) where MT is a message table mapping a host pair (hs, h,) to the set of messages from A to
hy, and CT is a closure table mapping a tuple (h, c[t],n) to the closure identified by (c[v], ) on h.

To read and update various program states in a system configuration, the evaluation rules of DSR use
the following notations:

e MIh,m,t]: the value of m on host h at time ¢. If M[h, m,t] = v, then vQt € M|[h][m].
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M(m)=wv - (ei, M) In; i€{1,2} n=ni+ne
tm, ) o P (e1 + 2, M) b

[E1] [E3] (v, M) v

(e, M) I n (81, M, Q, t) — (s7, M', ', /)
2
(m:=e, M, Q, t) — (skip, M[m+— nQt], Q, t + 1) [$2] (s1582, M, Q, t) — (s};s2, M', ', t')

[S1]

[S3] (skip;s, M, Q, t) — (s, M, Q, t+ 1) [S4] (fi;s, M, Q, t) — (s, M, Q, t> 1)

(e, M) I n n>0
(if e then s1 else s2, M, Q, t) — (s1;£fi, M, Q, t<1)

[S5]

(e, M){n n<0
(if e then s7 else s2, M, Q, t) — (so;fi, M, Q, t<1)

[S6]

(e, M) { o1 71 # none
(exec(c[v], m, pc, Q, €), M, Q, t) — (halt, M, QU [exec (c[v], n) :: pc,v1, Q,t], t + 1)

[S7]

[S8] (chmod(c[v], n, pc, Q, £), M, , t) — (skip, M, QU [chmod (c[7], n) :: pc, £, Q,t], t + 1)

(e, M) v v # none

591 (setvar({c[7].z, ), ), M, Q, t) — (skip, M, QU [setvar (c[7].2z, n) : v,¢t], t + 1)
(5, M, Q) s (s, M, U, 1) M(hyt) = M
& = (if Y = QU {u} then E[messages(h) — 4 p] else )
G, o, ) 1, M, €) — (&, 0 B ol ) 110, Ml M1, €)
E.closure(h, c[v],n) = (c[v],n, ¢, A, t',on) P(c[v]) = c[v]{pc, Q, 7> z:72, \y 1.5} Vz;.A(z;) # none
E.messages(x, h, [exec (c[v], n) :: ¥]) = (H, h, 1) LT¢|(H, ) = [exec {c[v], n) :: pc, V1, O, t]
WeQ WCH pcC? Pkwvr:71 ¢ = (ifpc C pc then inc(t, pc’) else t’) t' # none =t <t
&' = E[closure(h, c[v],n)— (c[v],n, L, A, t", off)] A’ = A[g+— v1][cid— n][nid— hash(t")]
M (©, M, &) — (O] (LA, ¢, b cfol, 1), M, &)
& .closure(h, c[v],n) = (c[v],n, ¢, A, t',on) E.messages(x, h, [chmod (c[v], n) :: z,y,*],x CLC y) = (H, h, @)
LT[{](H, ) = [chmod {c[v], 1) :: pc, €', O, t] IWeQ WCH £l
t"” = (if pc C pc’ then inc(t, ¢) else t’)
2] (©, M, &) r— (8, M, Elclosure(i, cfe], m) — (e[, n, €, A, ", om)])
& .closure(h, c[v],n) = {(c[v],n, ¢, A, t', on) A(z;) = none P(c[v])) = c[v){pc, H', 7> z:7, \y:71.5}
E.messages(x, h, [setvar (c[v].z;, n) : *]) = (H,h,u) m;(H, ) = [setvar (c[v].n, z;) = v,¢] T'Fov:7[v/z]
] (©, M, &) — (8, M, Elclosure(ih, cle], 1) (cle], 1, €, Alzir— o1, ¢ om)])
I(h) <lg M(h,t)=M T(m)=o0orocQQ
M' = M[m—v@t] Thv:o I(h)<la Thkp
(All (©, M, &) — (0, M[hi—y M'], ) [42] (0, M, &) — (O, M, E[messages(h, h')—4 pu])
A(h) <1
[A3] (h) <la

((s, t, h, c[0], m) [| ©, M, &) — ((abort, ¢, h, c[t], 1) || ©, M, &)
Figure 9: Operational semantics of DSR with respect to I" and P
e M(h,t): a snapshot of M on host h at time ¢. Suppose M (h,t) = M. Then M maps references to

versioned values, and M [m] is the most recent version of m on host h by the time ¢.

o E[messages(h)— 4 pl: the environment obtained by adding to £ the message . sent by h. Suppose
E[messages(h) —y p] = &'. Then &' "MTI[h,h'] = E.MT|[h,h'] U {u} for any ' € receivers(p),
and for any other host pair hy, he, &' MT[hy, ho] = E.MT[hy, ho).

o &[messages(hi, hy)— 4 p]: the environment obtained by adding x to £ as a message sent from hj to
ha.
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e M[h+—; M]: the memory obtained by incorporating into M the memory snapshot M on host A at
time ¢. Suppose M[h +—; M] = M’. Then M[m] = v@t implies that M'[h, m,t] = v, and for
any host 2/, time ¢ and reference m’, h’ # hort' # t or M[m'] # v@t implies M'[h/, m/ '] =
MKW ,m/ 1]

e &[closure(h, c[v],n) — k|: the environment obtained by mapping (h, c[v],n) to closure k in the
closure table of £.

The operational semantics of DSR is given in Figure 5.2. The evaluation of a term may need to use the
reactor declarations (the program text P) and the typing assignment I' of memory, which maps references
to types. For succinctness, I and P are implicitly used by the evaluation rules in Figure 5.2. In addition,
three auxiliary statements may appear during execution, although they cannot appear in programs. They are
halt, indicating the normal termination of a thread, abort, indicating an availability failure, and fi, ending
the execution of a conditional statement.

Rules (E1)—(E3) are used to evaluate expressions. These rules are standard. Because expressions have
no side effects, the notation (e, M) |} v means that evaluating e in M results in the value v. The notation
M (m) represents the value of m in M. If M[m] = v@t,then M (m) is v@t if m is replicated on multiple
hosts, and v otherwise.

Rules (S1) through (S9) are used to execute statements on a single host, defining a local evaluation
relation (s, M, Q, t) — (s', M', Q. t'), where the output € keeps track of outgoing messages from the
thread of s.

Rules (S1)—-(S6) are largely standard. The interesting part is the manipulation of timestamps. Each
evaluation step increments the local part of the timestamp ¢, which is a list of integer components. To
avoid covert implicit flows, executing a conditional statement should eventually cause the timestamp to be
incremented exactly once no matter which branch is taken. When entering a branch, in (S5) and (S6), a
new integer component is appended to the local part of ¢; when exiting a branch in (S4), the last component

is discarded. Givent = (pc:m; n},...,n}), the following auxiliary functions manipulate local parts of
timestamps:

t+1 = (pcim;ny,...,n,+1)

tal = (pcim;ni,...,ny,1)

tr1 = (pctm;ny,...,np_+1)

Rules (S7)—(S9) evaluate the three reactor operations. They all send out a network message encod-
ing the corresponding command. In rule (S7), the exec statement produces the message [c[v], 7, exec ::
pe, i1, Q, t], where Q is the quorum system of the sender that potentially contains an unstable memory up-
date. The destination hosts of this message are determined by c[v]. After the execution of an exec statement,
the current thread is terminated, evaluating to halt.

A global evaluation step is a transition (0, M, &) — (0', M', £’). Rule (G1) defines global transi-
tions by lifting local evaluation steps, using changes to the local memory and outgoing messages to update
the system configuration.

Rule (M1) handles exec messages. This rule is applicable when host h receives exec messages that
can be synthesized into a valid invocation request for closure (c[v], 7). The following auxiliary function
retrieves the set of messages with some property from environment £:

E.messages(h;, R, fi,C) = (h, b, 1)

where hy are h, are host patterns that may be some host h, or a wild card * representing any host, or
some variable x; /i is a message pattern, a message with some components replaced by * or x; C is a
set of constraints on the variables appearing in these patterns. The result (h, b/, 1) is a list of (h;, h}, ;)
tuples where h; and h/ are the sender and receiver of y;, and y; matches the pattern and satisfies C. To
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abuse notation a bit, h can be represented by H = {hy,...,hy,}, or h if all the hosts in h are h,. For
example, in rule (M1), the function £.messages(x, h, [exec (c[0], n) :: ]) returns all the messages in £ that
are sent to h and have the message head “(c[v], 1), exec”. The result of the function is (H, h, i), where
H = {hq,...,hy}, and each h; sends y; to h. Then H and 7 can be fed to the message synthesizer LT[/]
(abbreviation for LT[I(¢)]), where ¢ is the access control label of the closure (c[t], ). This guarantees
that the set of senders have sufficient integrity to invoke the closure. As discussed in Section 4.1, a reactor
closure has the form (c, 7, ¢, A,a). In DSR, the extra attributes @ include ¢, the initial timestamp of the
thread generated by invoking the closure, and state, a flag for the invocation state, which could be either
on (yet to be invoked on this host) or off (already invoked). Suppose P(c) gives the declaration of reactor
c. Then P(c[v]) represents P(c)[v/Z], where T are parameters of c¢. Once LT[] returns an invocation request
[exec (c[t], n) :: pc, 71, Q, t], host h verifies a few constraints to ensure the validity of the request:

e Vz;.A(z;) # none. This constraint guarantees that variables Z are all initialized.
e JW € Q.W C H. This constraint ensures that all memory updates of the caller are stable.

e pc C /. This label constraint controls the implicit flows by ensuring the program point of the caller
has sufficient integrity and does not reveal confidential information.

e ' - o7 : 71. Run-time type checking ensures that the arguments of the request are well-typed. This
check is necessary because bad hosts may send ill-typed messages.

e ' # none = t < t'. This constraint ensures that the invocation request is not out of order with
respect to the timestamps.

After the request is checked, host h creates a new thread whose code is s[.A"], meaning the result of
applying substitution A’ to s. In particular, the current closure identifier cid is replaced by 7, and the new
closure identifier nid is replaced by the hash of the current timestamp ¢”, which is either ', or inc(¢, pc’) if
pc C pc’. The state of the closure is set to of f to prevent more invocations.

Rule (M2) handles chmod messages. Suppose the chmod messages to be processed are for the closure
identified by (c[v], n). Like in (M1), the closure {(c[t],n, ¢, A,t’, on) is retrieved from &; LT[{] is used to
synthesize the corresponding chmod messages that attempt to change the access control label of (c[v], 1)
from ¢; to /5 such that /1 C ¢ C {5. Once a message [chmod (c[0], n) :: pc, ¢, Q, t] is produced by LT[/],
rule (M2) verifies three constraints. The quorum constraint and the label constraint pc C ¢ are similar
to those in (M1); the constraint £ # ¢’ ensures that the chmod request has not been processed. Once the
constraints are verified, the closure’s timestamp is initialized if necessary, and the access control label of the
closure is set to £'.

Rule (M3) handles setvar messages. Suppose the corresponding request is to initialize variable z; of
the closure identified by (c[t], ). Then m; is the message synthesizer to use, according to the declaration
of ¢[v]. If m; returns a setvar request with a well-typed initial value v, and z; has not yet been initialized,
then z; is mapped to v in the variable record of the closure.

In a distributed system, attackers can launch active attacks using the hosts they control. Rules (A1)
through (A3) simulate the effects of those attacks. In general, integrity attacks fall into two categories:
modifying the memory of a bad host and sending messages from a bad host. Rules (A1) and (A2) correspond
to these two kinds of attacks. The constraint I(h) < [, indicates that the attacker is able to compromise
the integrity of host h. In rule (Al), an arbitrary memory reference m on host h is modified. Note that
we assume the attack does not violate the well-typedness of the memory. This assumption does not limit
the power of an attacker because the effects of an ill-typed memory would either cause the execution of
a thread to get stuck—essentially an availability attack—or produce an ill-typed message, which a correct
receiver would ignore. In rule (A2), an arbitrary message p is sent from host h. Again, we assume that p
is well-typed without loss of generality. Rule (A3) simulates an availability attack by aborting a thread of a
host h whose availability may be compromised by the attacker.
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T1<T2 T2<T

[STI]
71 ref < 15 ref
[ST2] __TST
71 var < Ty var
Ti<T m<7T  pdCpc
[ST3]

reactor|[ZT:o|{pc, T> 2z:73, 71} < reactor|[ZT:o|{pc, T> 2z:74, T3}

[ST4] reactor[ZT:o|{pc, T>z: 73, T1} < reactor[Z:o]{pc, 71}

B1 < Ba 41 Tl

ST5

BB e 60 < (Bo
o1 < 02

I5T6]  @g<oa0

sty P ey

stmtye, < stmty,
Figure 10: Subtyping rules

5.3 Subtyping

The subtyping relationship between security types plays an important role in enforcing information flow
security. Given two security types 71 = (15, and 7o = [32,,, suppose 71 is a subtype of 7, written as
71 < 7. Then any data of type 71 can be treated as data of type 7o. Thus, data with label /; may be treated
as data with label /o, which requires ¢; C ¢5. As discussed in Section ??, ¢ T {5 holds if C'(¢1) < C(¢2)
and I(¢3) < I(¢1) hold with respect to the lattice £ of base labels. In DSR, a label may be a variable, and a
label variable x is incomparable with other labels except for z itself.

The subtyping rules are shown in Figure 10. Rules (ST1) and (ST3) are about subtyping on base types.
These rules demonstrate the expected covariance or contravariance, as reactors are like functions, and remote
variables are like final fields in Java. As shown in rule (ST3), the argument types are contravariant, and the
premise pcy, T pc; is needed because the pc of a reactor type is an upper bound on the pc of the caller.
Rule (ST4) says that any reactor of type reactor{Z:o, pc, T > z:73 }71 can be treated as a reactor of type
reactor[T:o|{pc,T2}. In general, it is safe to associate a more restrictive program counter label with a
program point, since it permits fewer implicit flows. Therefore, a statement of type stmtp, also has type
stmt, if pc; £ pcy, as shown in (ST7).

5.4 Typing

The typing rules of DSR are shown in Figure 11. A program P is well-typed in I, written as I' - P, if every
reactor declaration r in P is well-typed with respect to I" and P, written I'; P I r, where P provides the
typing information of reactors.

A reactor declaration is well-typed if its body statement is well-typed. The typing judgment for a
statement s has the form I'; P; Q;pc F s : 7, meaning that s has type 7 under the typing environment
I'; P; Q;pc, where s is replicated on O, and pc is the program counter label. The typing judgment for
an expression e has the form I'; P; Q F e : 7, meaning that e has type 7 under the typing environment
I'; P; Q. For simplicity, a component in the typing environment of a typing judgment may be omitted if
the component is irrelevant. The notations ¢ C o and ¢ C c@QQ represent £ C ¢ if o = 3. Rules (INT),
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[INT] Fn:int, [CID] F 7n:inty [LABEL] +{C=1l1, I=12, A=13}:label, [VAR] Tk z:T'(x)

P(c) =c[z7o){pc, Q, T>z:71, \Y 72. S}
'+v:5[v/z] ¢Cov/z] £LC pclv/z)
Cu(7i[v/7]) U Cu(72[v/Z]) U C(pefv/z]) < Cn(Q[v/7])

I'; P c[v] : reactor[v/z]{pc, T> z:71, T2 }¢

[REACTOR]

T'; Pt c[v] : reactor{pc, > 2:7, T2 }¢
Fov:inty FV([W)=0 (Cm I'(m)=r FFov:o

ARG LOC] ———F—— V] ————————
L ] I'; PE(c[v].zi, v) : (m; @ T; var), : ] I'km: (7 ref), (vl I'; QFv@t: cQQ
ADD I'Fe;:inty, i€ {1,2} DEREF I'te: (rref), readable(Q,T)
[ ] F|—€1+62:intglug2 [ 1 T';OFle:T7UL
Phov:(rref)y T'ke:o ['; P;Qjpek s1:stmtpe,
base(t) = o writable(Q,7) pcUl L o I';P;Q;pey Fos2:stmtpe,
[ASSI] [SEQ]
I';Qipckv:=e: stmty [';P;Q5pck s1;82 : stmtpe,
I'; Pt vy : reactor{pd, 7> 2:7, T2 }¢
I';QFe:inty I'yQFwvg:inty I'H£:1labely I';P;OFe€e:To
L;P;Q;pcUlbs; 7 i€{1,2} pcC T pcC ¥
[IF] - [EXEC] —
I';P;Q;pct if ethen sy else sy : 7T T';P;Q;pct exec(vy, v2, ¢, Q, €) : stmtpe
I'; P+ vy : reactor{pcd, > z:7, T2 }¢
I';QFwy:int, I'F£:1label, I';OFv:(rvar), T';QFe:T
FH¢ :labely, pcCl (T pcUlC T
CHMD SETV
[ I I'; P; Q;pct chmod(vy, va, &, Q, £') : stmt, [ I T'; P; Q;pct setvar(v, e) : stmtpc
F,x:o,y:rl,z:Tg,cid:intpc,nid:intpc;P;Q;chs:stmtpc/ I';P;QFe:m 71 <m
[RD] — — [ESUB] —
I';PEcozl{pc, Q, T>T 2, \Ty. s} I';P;QkFe:m
I';sP;Qspcks:mp 11 <7
[SUB] p 1 1 2

I';P;Q;pcks:m

[Auxiliary notations]
T®7: WQ®o=0QQ LIN@r=r writable(Q, ) : T =0@Q V (r =0 A[Q| = {h})
readable(Q,7): (1 =0QQ' A|Q|=1Q/|) V (t=0A|Q| ={h})

Figure 11: Typing rules

(CID), (LABEL), (VAR), (LOC), (ADD) and (IF) are standard for a security type system aimed to analyze
information flows.

Rule (REACTOR) is used to check reactor value c[v]. Suppose c[z:c|{pc, Q, T> z:71, A\Y:72. s} is
the declaration of ¢ in P. Then the list of parameters ¥ must have types & [v/Z], where the substitution is
necessary because T may appear in o. The values of the reactor parameters and the effects of this reactor
depend on the reactor value itself. Thus, ¢/ C [v/Z] and ¢ C pc[v/z] are enforced. Since this reactor is
replicated on Q' = Q[v/T], any data processed by the reactor is observable to the hosts in Q’. The last
constraint ensures that the hosts in Q" would not leak the data of ¢[7].

Rule (ARG) checks remote variable (c[v].z;, v). If the type of ¢[v] shows that z; has type 7; and synthe-
sizer 7;, then the values used to initialize z; have type m; ® 7; such that they can be synthesized by 7; into a
value with type 7;. Therefore, the type of (c[v].z;, v) is (m; ® 7; var), where / is the label of ¢[v].

Rule (TV) checks versioned values. If v has type o, then v@t has type c@Q where Q is the quorum
system producing this value.

Rules (DEREF) and (ASSI) are largely standard. These two rules need to ensure that the involved
memory reference is accessible on Q. In rule (DEREF), readable(Q, 7) means that data with type 7 can be
processed by the host set of Q. Therefore, readable(Q, 7) is true if 7 is c@QQ' such that |Q'| = |Q|, or 7 is
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o and Q contains only one host. In rule (ASSI), writable(Q, 7) means that the reference to be assigned is
replicated on Q. The function base() strips the location part of 7.

Rule (SEQ) checks sequential statement s1; so. If s; has type stmtpc, then sy is checked with pc,,
since pc; is the program counter label when s; terminates and sy starts.

Rule (EXEC) checks exec statements. It resembles checking a function call. The constraints pc C 75
and pc C / ensure that the reactor to be invoked would not leak the information about the current program
counter.

Rule (CHMD) checks chmod statements. The label ¢ is meant to be the new access control label of
(v1, va). After executing this statement, the program counter label becomes ¢', effectively preventing the
following code from running another chmod statement with label ¢ before (v1, vy) is invoked. The constraint
¢ C ¢ implies pc C ¢/, guaranteeing the new program counter label is as restrictive as the current one.

Rule (SETV) is used to check the setvar statement. Value v has type (7 var),, representing a remote
variable. The value of expression e is used to initialized the remote variable, and thus e has type 7. The
constraint pc LI ¢ C 7 is imposed because v and the program counter may affect the value of the remote
variable.

Rule (RD) checks reactor declarations. The declaration c[z7a|{pc, Q, T>z:72, Ay 71.5} is well-
typed with respect to I' and P as long as the reactor body s is well-typed in the typing environment
I'zio,ym,z2:712; P Q; pe.

This type system satisfies the subject reduction property, which is stated in the subject reduction theorem,
following the definitions of well-typed memories and configurations.

Definition 5.1 (Well-typed memory). M is well-typed in I', written I" = M, if for any m in dom(I") and
any host h and any timestamp ¢, M[h,m,t| = vand I'(m) = 0 or cQQ imply I' - v : 0.

Definition 5.2 (Well-typed memory snapshot). M is well-typed in I', written I' - M, if for any m in
dom(T"), = M (m) : T'(m).

Definition 5.3 (Well-typed environment). £ is well-typed in I' and P, written I'; P - £, if for any closure
(c[v],m, £,t, A, +)in € and any = € dom(A), - A(z) : 7 where T is the type of = based on I" and ¢[v], and
for any 1 in £, we have I'; P - u, which means the contents of u are well-typed. The inference rules for
I'; P F u are standard:

['; Pt c[v] : reactor{pc, 7> z:71, 72} For: T
M-EXEC
L ] I'; P+ [exec {(c[v], ) :: pc, V1, Q, t]
['; P+ c[v] : reactor{pc’, 7> z:71, T2}
M-CHMD
L ] I'; P F [chmod {c[7], n) :: pc, £, Q, t]
I;PF{c[v].z,n): (tvar)e Fwoi:T
[M-SETV]

I'; P+ [setvar (c[0].z, n) :: v1, 1]

Definition 5.4 (Well-typed configuration). (©, M, &) is well-typed inI" and P, written I"; P - (©, M, &),
ifT’F M,andT"; P+ &, and for any (s, ¢, h, ¢[0], n) in©,; P; Q;pct s: 7.

Lemma 5.1 (Expression subject reduction). Suppose I' - (e, M) || v,andT'; QF e: 7,and ' = M. Then
I';9Fwv:T.

Proof. By induction on the derivation of (e, M) | v.

e Case (E1). In this case, e is !m, and 7 is I'(m), and v is M (m). If T'(m) = inty, then M (m) = n
while M[m] = n@t, and T'; Q - n : inty. Otherwise, I'(m) = int,@QQ, and M(m) = M[m] =
n@t. Wehave I' ; Q - n@Qt : int,QQ.
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e Case (E2). By induction, I'; @ - v; : inty, for i € {1,2}. Thus, I'; O - v1 + v2 : inty, .
O

Lemma 5.2 (Substitution). Suppose ' - v : 7. Then x:7,I'; P; Q F e : 7/ implies I'[v/z]; P; Qv/z| -
elv/z]: 7'[v/x],and x:7,T'; P; Q;pct s: 7/ implies T'[v/x] ; P; Qv/z] ; pclv/x] F s[v/x] : T'[v/x].

Proof. By induction on the structure of e and s. Without loss of generality, assume that the typing derivations
of e and s end with applying rule (ESUB) or (SUB).

e cisy. If y = z, then e[v/x] = v, and x does not appear in 7. Therefore, I - e[v/x] : 7'[v/x]
immediately follows I' F v : 7. If y # z, then e[v/x] = y, and y : 7/'[v/z] belongs to I'[v/z]. Thus,
Lv/z| by 7'v/x].

e cisn,n, ¢, orm. This case is obvious.
e cisc[v], (c[v.z, v), vQt, le or e; + e3. By induction.

e sis v := e. By induction, I'[v/x] F v'[v/z] : 7" ref,[v/x], and T'[v/x] - ev/z] : ofv/z]. Since
base(t") = o, we have base(7” [v/z]) = o[v/z|. In addition, writable(Q, ") implies writable( Q[v /x|, T"[v/x]),
and pcLI¢ C o implies pc[v/xz]Ul[v/x] C o[v/z|. Therefore, I'[v/x]; P; Qv/z| b s[v/x] : 7'[v/z].

® s5is s1;80 0r if e then s else so. By induction.
O

Lemma 5.3 (Subject reduction). Suppose (s, M, Q, t) — (s', M', ', ¢'),and T'; P;Q;pct s : 7 and
' M,Q. ThenT';P;Q;pct s’ :7and '+ M’ Y.

Proof. By induction on the derivation of (s, M, Q, t) — (s’, M', €', t'). Here we only show the cases
(S1) and (S7). Other cases are similar.

e Case (S1). By rule (ASSI), T';QF m : (tref)jand';Q F e : 7. By Lemma 5.1,T;Q - v : 7.
Therefore, I' - M [m— v@t].

e Case (S7). Suppose the type of c[v] is reactor{pc’, @', 7>72,71}. By Lemma 5.1,T'; Q I~ o7 : 7.
Therefore, the new exec message is well-typed, and " - €',

O]

Theorem 5.1 (Subject reduction). SupposeI'; P+ (0, M, &),andT'; P+ (©, M, &) — (0", M, &').
ThenT'; P+ (0, M, &').
Proof. By induction on the derivation of (0, M, &) — (6/, M’  £’).
e Case (G1). The evaluation step is derived from (s, M, Q, t) — (s', M', ', ') on host h, and
M = M[h+— M']. Since M’ and M are well-typed, M’ is also well-typed. If Q' = Q, then &’ = &

is well-typed. Otherwise, ' = QU {u} where p is well-typed, and £’ = E[messages(h) — p].
Therefore, £’ is well-typed.

e Case (M1). In this case, we only need to prove that the newly created thread is well-typed. Since
'ty :71. By'F o7 : 71[0/%], we have I" = A’. By Lemma 5.2, IV I s[A'] : 7.

e Case (M2). In this case, only the access control label of a closure is changed, which does not affect
the well-typedness of the closure.
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Case (M3). In this case, we need to prove that A|z; — v] is well-typed. By the run-time type checking
in rule (M3), we have I' - v : 7;[0/Z]. Furthermore, A is well-typed. Thus, A[z; — v] is well-typed.

Case (Al). By the premise I' - v : I'(m) in rule (Al).

Case (A2). By the premise [' - p.

Case (A3). The statement abort is considered well-typed.

6 Noninterference

The noninterference results of DSR are concerned with confidentiality and integrity. Intuitively, confidential-
ity noninterference means that high-confidentiality inputs do not interfere with low-confidentiality outputs;
integrity noninterference means that low-integrity inputs do not interfere with high-integrity outputs.

Unlike a trusted single-machine platform, a distributed system may be under active attacks launched
from bad hosts. Possible active attacks are formalized by the evaluation rules (A1)—(A3). Since we ignore
timing channels, the availability attack in rule (A3) does not produce any observable effects, and is irrelevant
to confidentiality or integrity noninterference. The attacks in rules (A1) and (A2) only produce low-integrity
effects. Thus, intuitively those attacks do not affect the integrity noninterference property. For confidential-
ity, the attacks may be relevant because they may affect low-integrity low-confidentiality data, and generate
different low-confidentiality outputs even with the same low-confidentiality inputs. However, these are not
effective confidentiality attacks because differences in low-confidentiality outputs are due to those attacks
rather than the differences in high-confidentiality inputs. Therefore, we assume that attackers would not
affect low-confidentiality data when the confidentiality noninterference is under consideration.

This section formalizes the notions of confidentiality and integrity noninterference, and proves that a
well-typed DSR program has the noninterference properties.

6.1 (-Equivalence

Another way to state confidentiality noninterference is that equivalence low-confidentiality inputs always
generate equivalent low-confidentiality outputs. Similarly, integrity noninterference means that equivalent
high-integrity inputs generate equivalent high-integrity outputs. Abstractly, a noninterference property can
be expressed as the preservation of equivalence between the program states that satisfies a ¢ condition. As
for confidentiality and integrity nonintereferences, the ¢ condition intuitively means “low-confidentiality”
and “high-integrity”, respectively. Formally, for confidentiality, {(x) denotes C'(z) < [4 if x is a label, and
C(label(x)) < la, if x is a program term such as type 7, reference m, host h, timestamp ¢ and message /.
The label of term x is defined as follows:

e label(h) is the label specified on host h.
e label(T)is ¢, if T = By or T = 5,QQ.

label () is pcif 11 is an exec or chmod message and pc is the program counter label of y, and label (1)
is £ if u is a setvar message and / is the label of the remote variable targeted by .

label(t) is the last pc component of the global part of .

label(c[v)) is the program counter label of c[7].

For integrity, ((z) denotes C'(x) < l4 or C'(label(x)) < l4. Whether a term z satisfies the ¢ condition
may depend on the host where x resides. For instance, any term on a low-integrity host is also low-integrity.

26



t1 =1l = vy R v2

v1Qt1 ~ voQtg

[VEI] v=wv [VE2] none = v [VE3]

P(c[v]) = c{pd, Q, T z:7, AT:71.8} Vi. ((T1:) = v1i = v,

e [exec (c[v], n) == pe, V1, Q,t] ~¢ [exec(c[v], n) == pc, V2, Q,1]
¢(pe) = 01 = b2

(MSE21 Tehmod (cfe], m) = pe, €1, O, 1] ~v¢ [chmod (e[t 1) = pe, f2, O,

[MSE3] C(C[ﬁ]z) = V] R V2

[setvar (c[v].z, ) :: v1,t] R¢ [setvar (c[v].z, 1) :: v2, ]

Vhi, ha,m,t. ((m, h1) A C(m, h2) At < min(7;(h1,t), T2(ha,t)) = Milh1, m,t] = Malha, m,t]
Vhi, ha,m. ((m, h1) A {(m, ha) = Mi[h1,m,to] = Ma[ha, m, to]

' (M1, T1) m=¢ (M2, T2)

[ME]

varmap (P, c[v]) F A1 =¢ A2 ((c[7]) = t1 =t2

CE
(B Bl m 0, Av %) g (clol 2, a2, %)
Vhi, ha. ¥t < min(71(h1,t), T2(h2,t)).
(37 € {1,2}. (hj, b}, puy) € E;.messages(hy, *, [* = *,t]) AVi € {1,2}. C(uy, hi)) =
(Vi € {1,2). ;.messages(hi, =[x+ #,1]) = (his b ) A ar e oo
Vhi, h2. V(c[0], n). ¢(c[T], h1) A ¢(c[D], h2) = Pk &Er.closure(hi,c[v],n) ~¢ E2.closure(ha, c[v],n)
EE
(FE] P (&, Th) =¢ (&2, T2)
t1 = to
TE
[TE] (s1,t1, ha, c[v], ) m¢ (s2,t2, ha, c[v],n)
vt/ <t. Vhl, ha. (VZ € {1,2} C(t/,hz) A @i(hi,t’) = 01) = 6 ¢ 02
(Wt <t. (3h.3j € {1,2}.©,(h,t') =0 A((t',h)) = Vi€ {1,2}. stablec(©;, Q, t')
[TPE]
tF©, 2% (SD
Vi € {1,2}. T; = timestamps(©;,&;,() T'F (M1, T1) =¢ (M2,T2) T (E1,Th) =¢ (E2,T2)
min(max(7y,¢), max(72,¢)) F ©1 =¢ O2
[SE]

' (01, Mu, &1) =¢ (O2, M2, &2)

[Auxiliary definitions]

3H. (Yh; € H.¢(t,h) = ©O(hs,t) = (si, ti, hi,c[o],n) AT;Qspe; b sy 7 A=¢(pe;) AN IW € Q. W C H)
stable¢ (©, Q, t)

Figure 12: (-Equivalence relation

In general, whether term z on host & satisfies ¢ can be determined by((Iabel(x) Mlabel(h)), which is written
as ((z, h).

The key issue in formalizing the noninterference property is to define the (-equivalence relation be-
tween program states, including thread pools, memories, and environments. These equivalence relations are
formally defined by inference rules in Figure 12.

Rules (VE1)—(VE3) define an equivalence relation (=2) between values. Intuitively, v; = vy means they
may be used in the same way and in the same execution. More concretely, v; and v2 may be assigned to the
replicas of a memory reference, and they may appear as the same component in the replicas of a message.
Rule (VE1) is standard. Rule (VE2) says that none is equivalent to any value v because none represents an
unavailable value that cannot be used in any computation to generate observable effects. Rule (VE3) says
that two versioned v1 @t and vo@ts are equivalent if ¢; = to implies v; ~ vo. Two versioned values with
different timestamps are considered equivalent, because they may be used in the same way and in the same
execution.
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Rules (MSE1)—-(MSE3) define the (-equivalence between messages. Rule (MSE1) says that two exec
messages [exec (c[0], n) :: pc,v1, Q,t] and [exec (c[v], 1) :: pc, Uz, Q, t] are (-equivalent if any two cor-
responding arguments v7; and vg; are equivalent on condition that ((71;) holds. Intuitively, = (71;) means
that values with type 71; can be distinguishable. Rules (MSE2) and (MSEZ2) are interpreted similarly.

Rule (ME) defines memory (-equivalence. Intuitively, two global memories M and M, are considered
(-equivalent with respect to the typing assignment I', if for any hosts ~; and ho, any reference m, and any
time ¢, {(m, hy) and ¢(m, he) imply M1[h1,m,t] &= M[ha, m,t]. However, with the knowledge of the
thread timestamps, M; and My may be distinguishable if M [h1, m,t] = n and Ms[ha, m,t] = none,
because Moy[ha, m,t] = none can be determined by reading the most recent version of m by ¢ on host ho.
If there exists a thread on ho with a timestamp ¢’ such that ' ~ t (the global parts of ¢ and ¢’ are equal)
and t < t/, then M and M5 must belong to different executions. Therefore, the (-equivalence of M and
M3 should be considered with respect to the timing information, which is captured by a timing map 7 that
maps a host h to the set of timestamps of the threads on h. Let 7 (h, t) be the timestamp ¢’ in 7 [h] such that
t ~ t’. Then M [h1, m,t] and Ma[hg, m, t] need to be equal if t < min(7;(h1,t), T2(h2,t)), which means
the two threads on hosts A; and ho have reached time ¢. Therefore, if m is updated at time ¢ in one thread,
then m should also be updated at ¢ in another thread. Otherwise, the two threads, along with M; and My
belong to different executions. Rule (ME) also requires that M; and M3 have (-equivalent states at the
initial time top = (). The second premise of rule (ME) says M[h1, m, tg] and Ma[ha, m, to] are equivalent
if ((m, h;) holds for i € {1,2}.

Rule (CE) defines the equivalence relationship between reactor closures. Two closures are equivalent
if they have the same closure reference (c[v], ) and have (-equivalent variable records. In this rule, the
notation varmap( P, c[v]) represents the local typing assignment I"" of ¢[v] with respect to P, mapping local
variables of c[v] to types. The notation I'" - A; ~¢ A; means that for any z in dom(I"), ((I"(z)) implies
Ai(z) = Aa(z).

Rule (EE) defines the equivalence relationship between environments. Intuitively, two environments
are equivalent if the corresponding (with the same timestamp) messages in the two environments are (-
equivalent, and the corresponding (with the same reference) closures are (-equivalent. Like in rule (ME),
we need to take into account the case that there exists a message at time ¢ in one environment, but there does
not exist such a message in the other environment. Similarly, the (-equivalence between two environments
&1 and & are considered with respect to the corresponding timing maps 7; and 7. Formally, given two
hosts h; and ho, and some timestamp ¢ that is less than or equal to 7;(h1,t), if there exists a message j;
in &; such that p; has the timestamp ¢ and the program counter label pc,,; such that ¢ (pcl%hi) holds for
i € {1,2}, then in both & and &, exactly one message (11 and p2, respectively) is sent at time ¢, and
p1 ~¢ . Furthermore, for any hosts hy and ho and any closure reference (c[v], 1), if ((c[v], h1) and
((c[1], ha), then the closures identified by (c[v], i) on hosts h; and hgy are (-equivalent.

Rule (TE) defines the equivalence between threads. Two threads are equivalent if they correspond to the
same reactor instance, and their base timestamps are the same.

Rule (TPE) defines (-equivalence between thread pools. Two thread pools ©1 and ©9 are equivalent
with respect to their corresponding timing states 7; and 75, written (O1,71) ~¢ (©2, 72), if two conditions
hold. First, any two hosts h; and ho, and any timestamp ¢’ satisfying ¢/ < ¢ where ¢ is the smaller of
the largest timestamps satisfying ((¢) in 77 and 7o, if {(¢', h;) and there exists a thread 6; on h; and with
timestamp ¢; such that ¢; ~ ¢’ in ©;, then 6, ~¢ 02. Second, for any timestamp t' less than t, if there exists
a thread at ¢’ in either © or O, then the threads at time ¢’ are stable with respect to the quorum system Q
and the condition ¢ in both ©1 and ©-. Intuitively, these two conditions ensure that both ©; and ©4 have
reached ¢, and the corresponding threads before ¢ are equivalent.

Rule (SE) defines the equivalence relationship between system configurations. Two configurations
are considered equivalent if their corresponding components are equivalent with respect to their timing
states, which are computed by the function timestamps(0, £, ). Suppose 7 = timestamps(0O, £, ¢). Then
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T [h,t] = t' means that one of the following cases occurs. First, there exists a thread on h with timestamp
t’ such that ¢’ ~ t, and for any thread on h with timestamp ", ¢ ~ t implies t” < t/. Second, there exists
a closure on h with timestamp ¢’ and access control label ¢ such that {(¢) and ¢’ ~ ¢, and there is no thread
on h with timestamp " such that ¢” ~ ¢. The notation current-time(7 , () is the most recent timestamp ¢
such that 7 [h,t] = ¢ and ((¢, h). Intuitively, min(max(71, (), max(72,()) is the current timestamp of the
lagging one of the two configuration.

6.2 Preventing races

In DSR, arace is used to refer to the scenario that two threads with different closure references are running at
the same timestamp or sending messages with the same message head. A race makes it possible for attackers
to choose to endorse the operations of one of the two racing threads, and affect the execution that they are not
allowed to affect. Furthermore, message races increases the complexity of maintaining consistency between
reactor replicas. Therefore, it is desired to prevent races in DSR programs.

The evaluation rule (S7) of DSR halts the current thread after sending out an exec message. As a result,
if the execution of a distributed program starts from a single program point, then threads generated from
normal execution can be serialized, and so can the memory accesses by those threads.

We now discuss how to prevent the races between messages. The races between chmod messages are
harmless because chmod messages with different labels are processed separately, and the type system of
DSR ensures that no two different chmod requests would be issued by the same thread at the same program
counter label. As for preventing the races between other messages, our approach is to enforce the following
linearity constraints:

e A closure reference can be invoked by at most one reactor instance.

e A remote variable can be initialized by at most one reactor instance.

These constraints can be enforced by a static program analysis, which tracks the communication terms (in-
cluding used by each reactor and ensures those terms to be used only once. The communication terms
include reactor names, closure references, context identifiers and remote variables. Given a statement s and
the typing assignment I" for that statement, let RV (s, I") represent the multi-set of communication terms
appearing in the exec and setvar statements in s. Note that RV (s, ") is a multi-set so that multiple occur-
rences of the same value can be counted. Given a reactor declaration r = c[z7o|{pc, Q, > z:7, A\y:7.s},
let RV (r,T") denote the multi-set of communication port terms appearing in r with respect to I'. Then we
have
RV(r,T)=RV (s, I'Ti0,y:711,2:72)

Given a program P such that I' = P, we can ensure that there are no races between messages by
enforcing the following three conditions:

e RV1. For any r in P, RV (r,T") is a set.

e RV2. If (c[v].z, v) € RV(r,T'), then v is either cid or nid, and for any other 7" in P, (c[v].z, cid) &
RV (', T). Furthermore, if v is cid, then ¢ has no reactor parameters, and v contains no variables.

e RV3.If (c[t], v) € RV (r,T), and r may be invoked by c directly or indirectly, then v is nid.

The first condition ensures that a reactor can perform at most one operation on a communication term.
The second condition ensures that only one reactor instance is allowed to refer to (c[v].z, cid) in its body.
According to (RV2), if (c[v].z, cid) appears in reactor ¢, then ¢ has no parameters. Therefore, only one
reactor instance (¢, 1)) can use {c[v].z, n) without receiving the variable from its caller. By (RV1), (¢, n)
can either initialize the variable or pass it on to another unique reactor instance, ensuring that only one
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reactor may initialize (c[v].z, ). The third condition (RV3) ensures that no two threads with different
closure references can invoke the same reactor with the same context identifier. We use the notation I I P
to denote that a program P is well-typed in I' and satisfies (RV1)—-(RV3).

6.3 The DSR* language

To facilitate proving the noninterference results of DSR, we introduce a bracket construct that syntactically
captures the differences between executions of the same program on different inputs. The extended language
is called DSR*. Except for proving noninterference, the DSR* language also helps reasoning concurrent
execution of threads on different hosts.

Intuitively, each machine configuration in DSR* encodes multiple DSR local configurations that capture
the states of concurrent threads on different hosts. The operational semantics of DSR* is consistent with
that of DSR in the sense that the evaluation of a DSR* configuration is equivalent to the evaluation of
DSR configurations encoded by the DSR* configuration. The type system of DSR* can be instantiated to
ensure that a well-typed DSR* configuration satisfies certain invariant. Then the subject reduction result of
DSR* implies that the invariant is preserved during evaluation. In particular, the invariant may represent
the (-equivalence relation corresponding to a noninterference result. For example, a DSR* configuration
may encode two DSR configurations, and the invariant may be that the low-confidentiality parts of the two
configurations are equivalent. Then the subject reduction result of DSR* implies that the preservation of the
(-equivalence between two DSR local configurations. This proof technique was first used by Pottier and
Simonet to prove the noninterference result of a security-typed ML-like language [18].

6.3.1 Syntax extensions

The syntax extensions of DSR* are bracket constructs, which are composed of a set of DSR terms and used
to capture the differences between DSR configurations.

Values v =

(V1,...,0p)
Statements s = Sn

(81,..., )

The bracket constructs cannot be nested, so the subterms of a bracket construct must be DSR terms. Given
a DSR* statement s, let | s]; represent the DSR statements that s encodes. The projection functions satisfy
|(S1,...,8n)]i = s; and are homomorphisms on other statement and expression forms. A DSR* memory
M incorporates multiple DSR local memory snapshots.

Since a DSR* term effectively encodes multiple DSR terms, the evaluation of a DSR* term can be pro-
jected into multiple DSR evaluations. An evaluation step of a bracket statement (s1, . . ., s,,) is an evaluation
step of any s;, and s; can only access the corresponding projection of the memory. Thus, the configuration
of DSR* has an index i € {e,1,...,n} that indicates whether the term to be evaluated is a subterm of
a bracket term, and if so, which branch of a bracket the term belongs to. For example, the configuration
(s, M, €2, t); means that s belongs to the first branch of a bracket, and s can only access the first projection
of M. We write “(s, M, Q, t)” for “(s, M, , t)s”.

The operational semantics of DSR* is shown in Figure 13. Since DSR* is used to analyze the local
evaluation steps of DSR, only evaluation rules for statements are presented. An evaluation step of a DSR*
statement is denoted by (s, M, Q. t); —— (s, M/, ', );. Most evaluation rules are adapted from the
semantics of DSR by indexing each configuration with ¢. The main change is that memory accesses and
timestamp increments are to be performed on the memory and timestamp projection corresponding to index
i. In rule (S1), the updated memory M’ is M[m —; v@|¢t|;], where [t]; is the ith projection of ¢. Suppose
M[m| = v'. Then M'[m] = (|v']1,...,vQ[¢];,..., |[v']n). In DSR¥, the local part of a timestamp ¢ may
have the form 7, or @, (711, . . . , i), Which indicates that the execution deviates after local time 7. Suppose
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[ET]

[E4]

[S1]

[S3]

[S5]

[S6]

[S7]

[S8]
[S9]

[S10]

[S12]

[S13]

[S14]

(!m, M); J v

[M(m)]; = v 53 (e, M)s o1 (e2, M); bva v=wv1Wuv2
(E3] <€1+62,M>7;Uv

[E3]1 (v, M); | |v]:

M(m;)]; = v;

(!(mlv- . 7mn)7 M) A2 (’Ulv- . -7'Un)

(e, M)z Jov <81, M, Q, t)i — <5'17 M/7 Q/7 t/>i

2
(m:=e, M, Q, t); —> (skip, M[mr; v@Q|t];], Q, t +; 1); 521 (s1582, M, Q, t); — (s];s2, M/, @', t');
(skip; s, M, Q, t); — (s, M, Q, t); [S4] (fi;s, M, Q, t); — (s, M, Q, t1>; 1);

(e, M); I n n >0

(if e then s1 else s2, M, Q, t); — (s1;fi, M, Q, t<; 1);

(e, M); I n n<0

(if e then s1 else s2, M, Q, t); — (s2;fi, M, Q, t<; 1);

<Ev M>1 ‘U U1

(exec(c[v], m, pc, Q, €), M, Q, t); — (halt, M, QU [exec {c[v], n) :: t,pc, Q,U1]i, t +i 1)s

(chmod(c[v], n, pe, Q, £), M, Q, t); — (skip, M, QU [chmod (c[3], 1) :: t, pc, Q, €]i, t +4 1)

(setvar((c[v].z, n), v), M, Q, t); — (skip, M, QU [setvar (c[v].z, n) :: t,v];, t +; 1);
((skip,...,skip), M, t) — (skip, M, £)  [SII] ((fi,...,£i), M, t) — (skip, M, t1>1)

(ev M) 4 ('U17 cee avn)
(if e then s1 else s2, M, Q, t) —— ((if v; then |s1]; else |s2]; |1 <i<n), M, Q, t)

(Si7 M, Q’ t>’L L (‘927 M/» Ql9 t/>’L
<(817"'78i7"'78’"«)7 M, Q? t> i <(517"'55l'7"'75’ﬂ)7 MI7 9,7 t/>

K3

((m1,...,mn) =e, M, Q, t) — ((m1 :=|e]1,...,mn = |€]n), M, Q, t)

Figure 13: The operational semantics of DSR*

t =mn,(n1,...,n%). Then we have

LtJi = n,n
tg,1 = m(h,...,m<41,...,7g)
te; 1 = m,(Mg,..., > 1, ..., Tg)
tbl = n+1

where n<1l =n,l,andn>1 = ny,...,ng_1+ 1, andn+1 = ny,...,npg + 1. If £ = 7, then
t<;1=m,(e...,1,... ¢€).

There are also new evaluation rules (S11-S14) for manipulating bracket constructs. The following
adequacy and soundness lemmas state that the operational semantics of DSR* is adequate to encode the
execution of multiple DSR terms.

Lemma 6.1 (Projection i). Suppose (¢, M) |} v. Then (|e|;, [M];) | |v]; holds fori € {1,...,n}.

Proof. By induction on the structure of e.

e cisv. Then |e|; = |v];.

e cis!m. Then |e]; =!m, and (!m, [M];) | [M];(m), and v = [M(m)|; = |[M];(m).

e cisl(my,...,my). By (E4),v = (v1,...,v,), where v; = |[M(m;) |;. Moreover, (Im;, |[M|;) | v;.
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e cisej+ep. Byinduction, (|e;|;, [M];) | [v;]iforj € {1,2}. Thus, (|e1+e2];, [M];) | [v1Wv2];.
O

Lemma 6.2 (Projection ii). Suppose s is a DSR statement, and |[M|; = M, and |Q]; = Q; and [t]; = ;.
Thenfori € {1,...,n}, (s, M, Q, t); — (s, M, ', ¢); ifand only if (s, M;, Q;, t;) — (s, M, Q. tl)
and [M'|; = M/ and |Q|; = Q. and |[{']; = ¢,

Proof. By induction on the derivation of (s, M, Q, t); — (s', M, ', t');.

e Case (S1). In this case, s is m := e. Then M’ = M[m —; vQ|t|;], where (e, M); | v. By
Lemma 6.1, (|e];, [M];) | |v];. Therefore, M/ = M[m+ |v];Qt;] = |[M'|;. By (S1), ¢/ =t +; 1,
which implies that [t = |t]; + 1 = t].

e Case (S2). By induction.
e Case (S3). ' =Q,M' =Mand ¢’ = ¢t. In addition, (skip; s, M;, Q;, t;) — (s, M;, Q;, t;).
e Case (S4). We have (fi;s, M;, Q;, t;) — (s, M;, Q;, t;> 1).

e Case (S5). By Lemma6.1, {e;, M;) || n. Thus, (if ethensjelsesq, M;, Q;, t;) — (s1, My, Q;, ;<

1).
e Case (S6). By the same argument as that of case (S5).

e Case (S7). By Lemma 6.1, (e, M;) || |71 ;. Therefore, (s, M;, Q;, t;) — (s, M;, QU p;, t; +1),
and p; = |[exec (c[v], n) :: ¢, pc, Q, 1] ]:.

e Cases (S8) and (S9). By the same argument as that of case (S7).

O]

Lemma 6.3 (Expression adequacy). Suppose (e;, M;) || v; fori € {1,...,n}, and there exists a DSR*
configuration (e, M) such that |e]; = e; and [M|; = M;. Then (e, M) |} v such that |v|; = v;.

Proof. By induction on the structure of e. O

Definition 6.1 (Local run). A localrun (s, M, Q, t) —* (s', M, O/, t') represents consecutive local eval-

uation steps: (s, M, Q, t) — (s1, My, Q1, t1), (s1, M}, Q1, t1) — (s2, Ma, Qo, ta), ..., (sn, My, Qp, t,) —
(s', M, ', '), where M} and M; may differ because the execution of other threads or active attacks may

change the local memory snapshot.

Lemma 6.4 (One-step adequacy). Suppose E; = (s;, M;, Q;, t;) — (s;, M/, Q% t}) fori e {1,...,n},

and there exists a DSR* configuration (s, M, €, ¢) such that | (s, M, Q, t)|; = (s;, M;, i, t;). Then there

exists £ = (s, M, Q, t) —* (s, M/, @/, t') such that for any i, | E|; < E;, and for some j, | E|; ~ Ej.

Proof. By induction on the structure of s.

e sis skip. Then s; is also skip and cannot be further evaluated. Therefore, the lemma is correct in
this case because its premise does not hold.
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e sisv := e. Inthis case, s; is |v]; := |e];, and (|v]; == |e]i, Mi, Qi, t;) — (skip, M;[m;—y,
v;], 4, t; + 1) where m; = |v]; and (|e];, M7) |} v;. By Lemma 6.3, (e, M) |} v" and [V']; = v;.
If v is m, then (v := e, M, Q, t) — (skip, M[m — o'Q@Qt], Q, ¢t + 1). Since [M|; = M,
we have |[M[m — o'Qt]|; = M;[m — [v'@Qt|;]. In addition, we have |¢'|; = s, = skip.
If vis (my,...,my,), then we have £ = (v := e, M, Q, t) — ((m1 = |el1,...,my =
le]n), M, 2, t) — ((skip,...,my, = |e]n), M[m1 —1 v1Qt1], Q, ¢ +; 1). It is clear that
|E|1 ~ By and | E]; < E; for any 4.

e sis if e then s/ else sj. Then s; is if |e]; then |s]|; else |s5 ;. By Lemma 6.3, (e, M) |
v. fv = n, wehave £ = (s, M, Q, ) — (s];£1, M, Q, t < 1) for some j in {1,2}. By
Lemma 6.1, <|_6Ji, {MJ» U, n, which implies <Si, MZ’, Qi7 ti) — <LS§-/JZ‘;fi, MZ‘, Qi, t; < 1> If
v =(nq,...,ng), then we have

E={(s,M, Q,t) — ((if n; then [s;|;else |s2]; |1 <i<n),M, Q, t) —
((s7;£1,...,1if ny then [s1]; else [s2]x), M, Q, t<; 1).

By Lemma 6.1, (|e];, M;) |} n;. Therefore, | E'|; =~ Fi,and |E|; < E;.

e sis s;s). Inthis case, s; = | s} |i; | s |i- There are four cases:

— | 7] is not skip or £1 for any 4, then the lemma holds by induction.

- s/ is skip or (skip,...,skip), then (s, M, Q, t) —* (s§, M, Q, t). Correspondingly,
<Si, M;, Qi, ti> — <|_S/2/JZ, M;, Qi, ti>.

- sisfior(fi,...,fi), then (s, M, Q, t) — (s§, M, Q, t>1). In addition, (s;, M;, Q;, t;) —
<L3,2/Ji7 Mi, QZ‘, ti > 1), and Ltl> 1Ji = |_th >1= ti > 1.

- s7is (511, .-, 51n), and some s isnot skip or £i. Then (s1;, M, Q, t); — (s}, M, Q' t);
and (s, M, Q, t) — {((s11, ... ,S’U,...,sln);s’z’, M, &, ). By Lemma 6.2, (s1;, M;, Q;, t;) —
(s1, M}, S, t%), and [M']; = M and [©']; = Qf and [t']; = t. Itis clear that for any i

LA
such thati # j, [M']; = M; and | ]; = Q; and [t/ |; = t;.

e sisexec(c[v], n, pc, Q, €). Then (s, M, Q, t) — (skip, M, QU{u}, t+1) while u = [exec (c[t], n) ::
t,pc, Q,v1] and (e, M) |} 7. By Lemma 6.3, (|€];, M;) | |v1];. Therefore, (s;, M;, €, t;) —
(skip, My, ;U {ps}, ti + 1), and p; = [p]s.

e sis chmod(c[v], n, pc, Q, ¢) or setvar({c[v].z, n), v,). By the same argument of the above case.

e sis(s1,...,8,). ByLemma6.2, we have (s, M, Q, t) — (s', M, ', ¢/) suchthat [ (s', M, @', /)] =
(s, M7, Qy, t)). By (S13), [ (s, M, ', t')|; = (s;, M;, Q, t;) for any 7 such that 7 # 1.

O

Lemma 6.5 (Adequacy). Suppose E; = (s;, M;, Q;, t;) —* (s}, M/, Q,, t}) forall iin {1,...,n}, and

(2NN

there exists a DSR* configuration (s, M, 2, ¢) such that [ (s, M, 2, t)]; = (s;, M;, €, t;). Then there
exists £ = (s, M, Q, t) —* (s', M, ', t') such that for any i, | E'|; < E;, and for some j, |E|; ~ Ej.

Proof. By induction on the total length of F; through E,,. The base case is trivial. The lemma holds im-
mediately if (s;, Mj, €, t;) = <s;, M]’-, Q;, t;> holds for some j. Suppose for all 4, (s;, M;, ;, t;) —
(s, M, Q) —* (sh, M', Q, t). By Lemma 6.4, there exists E' = (s, M, Q, t) —* (", M", Q" ")

17 7 27 7

such that | E'|; < (s;, M;, Qi t;) — (s, M, Q7. t/), and for some j, | E|; ~ (s;, M;, Q;, t;) —

17 7

(s, M7, Q1 t7). Let E/ = E; — |E'|;. By induction, there exists E” = (s", M", Q", ¢") +——*
(s', M', @', t') such that [E”|; < E} and for some j', |E"]; ~ Ej,. Then E = E',E" is a run sat-
isfying the lemma. 0

33



I'kto:7 'tovi:7 7=0QQ
=¢(7) or Vi.v; = vV v; = none K(vi,...,vn)

L'k (vi,...,00): 7 [BV2] Pk (v1,...,0n): 7

[BVI]

[T)s; P;Qslpc i b sit |7T])s
—¢(pc)

[BS] T;P;Q;pck (S1y...,80) T
['; P+ c[v] : reactor{pc’, > z:71, 72}
MLEXEC For:7 i€{l,...,n} = =((pc)
IM-EXEC] 5 [exec (cfo), ) - pe.71, O, 1
T'; P+ c[v] : reactor{pc’, ®> z:71, 2}
F¢:labely —¢(¢)
MLCHMD i€ {1,...,n} = —=((pc)
IM-CHMD) 5+ Tctmod (cfo], 1) = pe. 4, O, 4,
Feolm:rvar Foi:7 i €{l,...,n} = —={(pc)
[M-SETV]

I'; P+ [setvar (c[v].z, n) :: v1,t]s

Figure 14: Typing rules of DSR*

6.3.2 Typing rules

The type system of DSR* is similar to that of Aimp* except for additional rules for bracket terms, which
are shown in Figure 14.

Intuitively, bracket constructs capture the differences between DSR terms, and any effect of a bracket
construct does not satisfy (. Let ~((z) denote that = does not satisfy (. Rule (BV1) says that a bracket
value v is well-typed if its type satisfies —(, or all the non-none components in v are equal, which implies
that the components of v are equivalent as none is equivalent to any value. An additional rule (BV2) may be
used to check a bracket value with a located type c@Q. In this case, the components of the bracket value are
versioned values, which are treated differently because values with different timestamps may be equivalent.

Rule (BV2) relies on an abstract function K (v1, . . ., v,) to determine whether a bracket of versioned values
can have a type satisfying (.
Rule (BS) says that a bracket statement (s1, . .., s,,) is well-typed if every s; is well-typed with respect

to a program counter label not satisfying (.

In DSR*, a memory M is well-typed with respect to the typing assignment I', written I' = M, if I -
M(m) : T'(m) holds for any m in dom(M). If M[m] = (v1@Qt,...,v,Q@t,) and I'(m) = o, then M(m) =
(v1,...,v,). The message set €2 is well-typed with respect to I' and P, written I'; P - ), if any message p
in ) is well-typed with respect to I" and P.

An important constraint that ¢ needs to satisfy is that =¢(¢) implies = (¢ U ¢') for any ¢'. The purpose
of this constraint is best illustrated by an example. In DSR*, if expression e is evaluated to a bracket value

/

(vi,...,vy), statement if e then s, else sy would be reduced to a bracket statement (s}, ..., s}, ), where
/

s is either |sq]; or |s2|;. To show (s,...,s],) is well-typed, we need to show that each s/ is well-typed
under a program-counter label that satisfying =, and we can show it by using the constraint on . Suppose
e has type inty, then we know that s} is well-typed under the program counter label pc LI £. Furthermore,
—((¢) holds because the result of e is a bracket value. Thus, by the constraint that —¢(¢) implies = (¢ ¢'),

we have =((pclU {).
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6.3.3

Subject reduction

This section proves the subject reduction theorem of DSR*.

Lemma 6.6. Suppose I'; P+ e: 7,and ' - M, and (e, M); |} v. Then'; P - v : 7.

Proof. By induction on the derivation of (e, M); | v.

Cases E1. Since I' - M, we have I' - M(m) : 7. By rules (BV1) and (BV2), - [M(m)]; : 7.
Case E2. By induction, I'; Q F v; : 7 for i € {1, 2}. Therefore, I'; Q - v : 7.
O

Theorem 6.1 (Subject reduction). Suppose I'; P;Q;pc - s : 7, and ' - M, and I'; P + , and
(s, M, Q, t); — (s/, M', ', t'};, and i € {1,...,n} implies that =((pc). Then T'; P;Q;pc - s : 7,
andI' M, andT"; P - Q.

Proof. By induction on the derivation step (s, M, Q, t); — (s', M', Q'  t');.

Case S1. In this case, s is m := e; 7 is stmtp; s’ is skip. We have I'; P; Qs pc - skip : stmtp.
By (S1), M’ is M[m —; v@t]. By Lemma 6.6, we have I - v : I'(m). If i is e, then M'(m) is v or
v@t according to I'(m), and in either case, the type of M’(m) is I'(m). Otherwise, =¢(T'(m)) holds,
and thus M’(m) has type I'(m) according to rule (BV1).

Case S2. By typing rule (SEQ), I'; P; Q;pc I s1 : stmtpy and I'; P; Q5 pc’ = s @ stmtper. By
induction, I'; P; Q;pc b s} : stmtpw. Therefore, I'; P; Q;pc - s;s2 : stmtper. By induction,
M andT'; P+ Q.

Case S3. s is skip; s’. By rule (SEQ),I'; P; Q;pct s : 7.

Case S5. sis if e then s; else sy. By typing rule (IF), I'; P; Q;pc U ¢ = s; : 7, which implies
I';P;Q;pck sy

Case S6. By the same argument as case (S5).

Case S7. In this case, s is exec(c[7], n, pc, Q, €). By Lemma 6.6, I"; Q - v7 : 77, where 77 are the
types of the corresponding arguments of ¢[v]. Thus I' - [exec (c[7], n) :: pc, 71, Q, t].

Case S8. By the same argument as case (S7).
Case S9. By Lemma 6.6.
Case S10. By (BS), 7 is stmt . Therefore, I'; P; Q ; pc - skip : 7.

Case S12. In this case, s is if e then s; else sg and (e, M) || (v1,...,v,). By the typing rule (IF),
I';QF e: inty. By Lemma 6.6, T'; Q - (v1,...,v,) : inty. By the typing rule (BV1), we have
—((¢), which implies ~{(pc U ¢). Moreover, by rule (IF), I'; Q@ ; pcU{ |- |s;|; : Tfori € {1,...,n}
and j € {1,2}. Therefore, by rule (BS), I'; Q;pck s : 7.

Case S13. By induction, ' - M’ andI"; P - ¥, and T"; P; Q; pc’ - s : 7. Therefore,I'; P; Q; pc -

s,

Case S14. s' is (my := |e]1,...,my := |e]n). Suppose T'; P+ (mq,...,my) : (inty ref)y. By
(BV1), =((¢'), which implies =((¢). Asaresult, I'; P; Q0+ s : 7.

O
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6.4 Noninterference proof

Let ©¢ represent the initial thread pool that is empty, and &, represent the initial environment that contains
only invocation messages for the starting reactor ¢ (having no arguments) at time to = ().

Lemma 6.7 (Noninterference). Suppose I' IF P, and E; = (©¢, M;, &) —* (0}, M., &) fori € {1,2}
Ifr; PE <@0; My, 50) ~¢ <®07 Mo, 80>’ thenI'; P+ <®/17 Ilv €£> ~¢ < /2’ /2’ 85}

Proof. By induction on | E |+ | Es|. The base case is trivial. Without loss of generality, suppose |E1| < |Es|
and (0, M;, &) —* (O, M7, &) — (O], M}, &) for i € {1,2}. Let 7, = timestamps(©}) and
7" = timestamps(©). By induction, I'; P + (0, MY, &) ~ (0}, M}, &). Then we need to show
that I'; P = (O], M, &) =¢ (05, M}, &) holds for all cases of (), MY, &) — (0], M|, &1):

e Case (G1). In this case, the evaluation step is derived from (s, M{, Qf, t{) — (s', M7, ), t}) on
some host k1. We need to prove that the local state of hy in (0%, M/, &]) is still {-equivalent to the
local state of any host hy in (05, M5, £5).

By examining rules (S1)-(S9), we only need to consider two cases: (1) M| = Mj[m =y v], and
¢(m, h;) holds for i € {1,2}; (2) Qf = Q) U{p}, and {(u, h;) holds for i € {1,2}. Suppose one of
the two cases occurs. Consider the local run of the thread at ¢} on host h;: E! = (s;, M;, 0, t) —*
(sh, M/, ., t}) fori € {1,2}. By rule (TPE), the two local runs correspond to the same closure
reference (c[v], n). Then we can show that s; = s[A}] and I" F A| ~. Aj, where I" is the local
typing assignment for reactor c[v]. By rule (M1), we have A, = A;[y — 7j][cid — n|[nid —
hash(t)], where A; is the variable record in the corresponding closure, ¥; is the list of arguments in
the invocation requests. By induction, I'' - A; = A». If the type of any y; satisfies the ¢ condition,
then the program counter labels of the corresponding invocation messages also satisfies ¢. Since
P satisfies (RV3), the invocation messages are sent by threads of the same closure reference. By
I'; P E (O], MY, &) =¢ (05, M}, &), those messages are (-equivalent, which implies that the
arguments are ¢-equivalent with respect to their types. Therefore, I = A} ~¢ As5.

In addition, we can show I' - M, =~ My, which means that for any m in dom(I"), ((I'(m)) implies
M (m) ~=¢ Ma(m). In fact, if I'(m) = 0@Q, by induction and (ME), we have M;(m) ~ Ma(m).
If I'(m) = o, then it must be the case that M1 [m] = Ms[m] or M;[m] = none for some j € {1,2}.
Otherwise, there exists some thread updating m before time ¢ such that this thread is completed in one
execution but not in the other. This contradicts (TPE).

Then we can construct a DSR* configuration (s, M, (), ¢) such that |s|; = s; and |[M]; = M;, and s
and M are well-typed with respect to the following K condition: K (v1Qty, ..., v,Qt,) is true if for
any i, j, t; = t; implies v; ~ v;. By Lemma 6.5, there exists E' = (s, M, 0, t) —* (s, M, &, t')
such that |E']; = Ej and |E']; < E} where {i,j} = {1,2}. Without loss of generality, suppose
|E' |1 = Ef and | E' |2 < El. Then there exists a configuration (s, MY, Q4 tJ) such that [M’ | =
MY and |Y]2 = QF and [t'|o = t§. By Theorem 6.1, M’ and ' are well-typed. Therefore,
I'F M| ~¢ My, and Q) ~ . Moreover, the rest of E) modifies the configuration at timestamps
greater than t}. Thus, I' = M{ ~¢ Mjand T' - Q] ~ Qf, which means that the local states of
and hy are still equivalent after this execution step.

e Case (M1). In this case, the goal is to prove t - ©] ~¢ ©) where t = min(max(7{, (), max(73,()).
Suppose the newly created thread is § = (s, h, t1, c[v],n), and the program counter label of ¢[v] is pc,
and t) = max(7{',¢). If =¢(pc, h), then T F (O], M}, &) ~¢ (04, M}, £) holds immediately by
induction. So we focus on the case that {(pc, k) holds.

If t; < inc(t}, pc), then we need to prove that 6 is not the only thread at time ¢;. Suppose otherwise.
By t1 < inc(t}, pc), 0 is not invoked by the threads at ¢}. Let n be the number of (-threads with
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timestamps having different global parts in ©. Then n — 1 different (-threads need to invoke n
different (-threads. Therefore, threads at some time t; needs to invoke two threads with different
timestamps, which means that different invocation messages satisfying the  condition are sent by the
thread replicas at t4. That contradicts I'; P + (07, MY, &) ~¢ (07, MY, £/'). Therefore, 0 is not
the only thread at ¢1, and ¢ - ©) ~ ©), follows ¢t - O] ~ ©). In addition, 6 is {-equivalent with
other threads at time ¢; because I'; P - (0, MY, &) = (0], M/, £]) holds by induction.

If ¢4 = inc(t}, pc), by rule (M1), at least one quorum finishes executing the thread at ¢;. Suppose
(©F, MYy, &) — (04, M4, ). Let t), = timestamp(©7,EY) and to = timestamp(©), £}). If
to < t, then we have t - ©) ~¢ ©4 by t - OF ~¢ ©). Similarly, if t; < t), we have t - O] =~ ©)
by t - ©] =~ ©5. Now consider the case that ¢, < ¢; and ¢} < tp. We can prove that t| = t,
and t; = tp. Suppose t), < t]. By ] F ©f ~¢ ©5, we have that any invariant thread in ©% has
its counterpart in ©/ and has a timestamp less than ¢}. But that contradicts ¢; < t2. By the same
argument, we can rule out the case of t| < t}. Therefore, t| = t},, which implies ¢; = t9, and it is
clear that t1 F ©] =~ ©5,.

Case (M2). By the same argument as case (M1).

Case (M3). In this case, some variable in a closure is initialized. So our goal is to prove that
the closure is still equivalent to its counterparts in Es. Suppose & = & [closure(hy,c[v],n)
(c[v],n, ¢, Aj[z — wv],t',on)]. Then we need to show that for any host hs in loc(c[v]) such that
¢(c[v], ha), P & &].closure(hq, c[v],n) ~¢ E).closure(hs, c[v],n). Let A; and Ajp be the argument
maps in the two closures. Since &£ and &) are equivalent, we only need to prove that {(7) implies
Aj1(z) ~ As(z), where T is the type of z.

First, we prove that the (-messages used to initialize z have the same timestamp. Since P satis-
fies (RV1) and (RV2), the threads that first operate on (c[tv].z, n) correspond to either (¢, n’), or
(c1[v1], m1) with (c[v].z, nid) appearing in its code. In either cases, the timestamps of those threads
are equal because (O, MY, &) = (0, M}, £5), and the program counter labels of those threads
are (-labels. Suppose two setvar messages for z have different timestamps. Then it must be the
case that in the two runs, two reactor instances with the same timestamp send different messages con-
taining (c[0].z, n). By £ =~ &;, at least one of the reactor instances sends two different messages
containing the remote variable. This contradicts with the fact that P satisfies (RV1). Therefore, the
setvar messages for z have the same timestamp.

If ((x) is C'(x) < L4, then all the setvar message satisfy the ¢ condition, and they are equivalent by
' (07, M, &) = (05, M5, &). Thus, the initial values of (c[t].z, 1)) are equal in both runs.

Suppose ((z) is I(z) £ 4. Consider the message synthesizer 7 for z. There are two cases:

— mis LT[I(¢)]. The setvar messages have the form [setvar (c[v].z, n) :: v, t], and z has type
int,. Since I' - (O, MY, &) ~¢ (04, M), &), those high-integrity messages are equiva-
lent. Therefore, the values resulted from synthesizing the setvar messages are the same in both
runs. Thus, A;(z) = Asz(2).

- 7 is QR[Q, I]. Suppose the set of high-integrity senders are hi,...,h, in E; and A}, ... h},
in F5, and the local memory snapshots for these hosts when executing the thread at ¢ are

My, ..., M, and Mj,..., M/, respectively. Let M incorporate those local memories. By rule
(TPE), we can show that M is well-typed with respect to the following K constraint:

VZ U7;:U\/’l]7;:n0ne Elvj@tj.vj@tj:v@t VZ tzgt (vl,...,vn)l}v (Ui,...,U;C)U’U

(V1,...,05) b o (11Q@tq,...,v,Qt,) v K(v1,...,00,0],...,0})
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In addition, we can construct a DSR* statement s such that |s]; = s; where 1 < i < n + k.
Then we have a well-typed DSR* configuration (s, M, ), t). By Lemma 6.5, (s, M, ), t) —*
(s, M/, €, t') and [t']; < ¢} and for some j, [t'|; = t}. By Theorem 6.1, Q' is well-typed,
and the message [setvar (c[v].z, ) :: v,t] in Q' is also well-typed, which means that v =

(V1,...,0n, 0], ..., v;) is well-typed. Furthermore, K (v1,...,vp, ], ...,v}) implies that the
setvar messages produced by QR[Q, ] contain the same initial value v. Therefore, A;(z) =
Az (2).

e Case (A1). For integrity, ((m, h) does not hold. Therefore, I' = (M|, T/) ~¢ (M}, 7)) immediately
follows I" = (M7, 7}") =~ (M}, T;). For confidentiality, we assume attackers would refrain from
changing low-confidentiality data in this case.

e Case (A2). By the same argument as case (Al).

e Case (A3). In this case, some thread aborts. However, the timestamp of the thread remains unchanged,
and the (-equivalence between program states is not affected.

O

Theorem 6.2 (Integrity Noninterference). Suppose I' IF P, and (O¢, M,, &) —* (0}, M., E!) fori €
{1,2}. IfF;P F <®0, ./\/ll, 50> RILia <@0, MQ, 80), thenF;P F < /1, /17 51) RILls <@/2, /2, Eé>

Proof. Let ((¢) be I(¢) £ L and apply Lemma 6.7. O

Theorem 6.3 (Confidentiality Noninterference). Suppose I' I- P, and (09, M;, &) —* (0, M}, &)
fori € {1,2} and T'; P + (O, My, &) ~c<i, (©o, M2, &). Then I'; P F ( L My ED Ro<l,
(05, My, &).

Proof. Let ((¢) be C(¢) < L and apply Lemma 6.7. O

7 Security by construction

This section presents a program transformation that translates an Aimp program into a DSR program to be
executed in a distributed system with untrusted hosts.

7.1 Secure distribution schemes

The Aimp-DSR translator takes as input a distribution scheme D, which specifies where the target code of
source statements is replicated, and where memory references are replicated. To distinguish the same state-
ment appearing in different places of the source, each non-sequence statement S in the source program is
instrumented with a unique name ¢, and the instrumented statement is written as {c} S. The instrumentation
does not affect the semantics of Aimp. A distribution scheme maps those statement names to host sets.

Formally, a distribution scheme maps statement names to host sets and maps memory references to
quorum systems. If D(m) = Q, then m is replicated on Q in the target program. If D(c) = H, then the
target code of {c} S (not including the target code of the substatements of S) is replicated on H.

In general, many distribution schemes are possible. Because security is the concern here, we do not
give an algorithm for generating distribution schemes, but instead focus on identifying security constraints
sufficient to guarantee that a given distribution scheme is able to enforce the source program’s security
policies.

First, we need to determine the security policies of the source. The security policies of memory refer-
ences are given by the typing assignment I" of the source program. The security policies of a statement S
are represented by a label derived from the program counter label and the labels of data processed by S. Let
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I';REe:inty T';REm: inty ref
I'sRipckm:=e: {C=C{), I =1I), A= A(R), Cpoc = C(pc), Cena = C(pc)}

[L1]

[L2] T;R;pckskip: {C=1,I=1, A= A(R), Cpc = C(pc), Cena = C(pc)}

I'sREe:inty D;Ri;pcllb S, 4 i€e{1,2}
U'={C=C), I=1I01)ul(l2), A= A(R), Cpoc = C(pc), Cena = Cpc(€1) U Cpc(f2)}

I';R;pch if e then Sy else Sy : ¢/

[L3]

I'sR;pckS1:41 T';R;pek Sa:lo

L4
L) R R peF 51182 {C = C(6) U Cta), T = 1(61) UI(£2), A = A(R), Cpe = C(pc), Coma = Cpe(£2)}

T;R;pct e: inty T;R;pcuUlt S ¢
I';R;pckwhileedoS: {C=C), I =I(¢')UA(R), A= A(R), Cpc = C(pc), Cena = C(pc)}

[L5]

T;Ri;pcES: 4 £V
T'sRipckHS: ¢

[L6]

Figure 15: Rules for inferring statement labels

C(S) and I(S) represent the confidentiality and integrity labels of S. Intuitively, C'(.S) is the join of the
confidentiality labels of inputs of S; I(S) is the join of the integrity labels of outputs of S. Furthermore,
the termination of a while statement depends on the integrity of the statement. Therefore, A(R) < I(S)
needs to hold if S is a while statement with type stmtz. A statement label has two additional confiden-
tiality components: Cepng, the confidentiality label of the information that can be inferred by knowing the
termination program point of S, and C, the confidentiality component of the program counter label of S.

The rules for determining the label of a statement are shown in Figure 15. It is safe to assign a stronger
security label to a statement. In practice, assigning a stronger integrity label to a statement makes it easier
to generate control transfer code for that statement because of the extra integrity allows the hosts to perform
more freely. A valid label assignment A satisfies I'; R, - 5" : ¢/ and ¢/ < A(c). for any statement {c} S’
appearing in the source program S.

We also impose an additional constraint on A to help generate control transfer protocols. Suppose S
and Sy are two non-sequence statements in the source program S, and .S, is a post dominator of S; in the
control flow graph of S. Let Iy = I(A(s1)) and Iy = I(A(s2)). Moreover, for any post dominator S’
of Sy, that S” dominates Sy implies I; £ I(label(s’)). Then Iy < I or Iy < I5 is required. Otherwise,
it is difficult to construct the protocol for transferring control from S; to Ss. Intuitively, because I1 £ s,
the target code of S needs to run a chmod statement to notify some following reactor at integrity level I;
to expect invocation requests of integrity level I; M Is. However, after running the chmod statement, the
integrity level of control flow is lowered to I M I, which makes it difficult to invoke the target code of S
because Io £ I1 M Io.

A straightforward way to enforce this constraint is to insert a no-op statement Sy = skip between
S1 and Sz and instrument Sy with label {C = C(pc), I = I, U I, A = A(label(s2))}, where pc is the
program-counter label of this program point, if /; and /5 are incomparable.

Let Q F int, ref denote that it is secure to store memory references with type inty, ref on Q, and
D;A; S E {c} S denote that it is safe to replicate the target code of {c} S’ on the host set D(c) with respect
to the distribution scheme D, the source program .S, and the label assignment A. The following rules can
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be used to infer these two kinds of judgments:

C([) < CH(Q) A(@) < Awrite(Q) M Aread,l(é)(Q)

[DM] Q FE inty ref
{c1} S1;{c} 8" € S = Cena(A(c1)) < Cr(H)
A() = D()=H C(f) < Cn(H)
DS A(l) < A(H,LT[]) Ym € UM(S"). Cpc(£) < Cr(D(m))

D;A;SE{c} 5

In rule (DM), the first premise C'(¢) < Cr(Q) guarantees that every host in Q is allowed to read the
value of m. The second premise ensures that the availability of both the read and write operations on Q is
as high as A(?).

In rule (DS), the first premise ensures that H is allowed to know the program counter of the caller of
c. In particular, if S’ follows a conditional statement, H is allowed to know which branch is taken. The
premise C(¢) < Cr(H) says that H is allowed to see the data needed for executing S’. The premise
A(¢) < A(H,LT[{]) ensures that H can produce the outputs of S with sufficient integrity and availability.
In addition, a distribution scheme also needs to prevent illegal implicit flows arising from memory read
operations. Let UM (S”) be the set of references accessed by S’. Then for any m in UM (S”), on receiving
a read request for m, hosts in D(m) may be able to infer that control reaches that program point of {c} S’.
Thus, the constraint Cpe(¢) < Cr(D(m)) is imposed.

7.2 Remote Memory Accesses

Rule (DS) does not require a statement S to be distributed to the hosts where the references accessed by
S are distributed. Therefore, the target code of S may need to access memory references on remote hosts.
Accordingly, hosts storing a memory reference need to provide reactors to handle remote accesses. Using
DSR, we can implement generic read and write reactors to handle remote memory reads and writes:

read[z:label,, x1:1label,, z3:(int,, Q&xy ref),,,
x3:reactor{x},, x4:int,, x5:(int,, 1, Q& var),|
{ z, #x2, (). setvar(zs, lzo); exec(xs, x4, z, #x2, () }

write[x:label,, x;:(int,Q&x; ref),, zo:reactor{x},,
x3:int,]
{z, &1, Ay:int,.z1 = y; exec(xq, x3, z, &x1, () }

To achieve genericity, both read and write reactors carry several reactor parameters. The read reactor
has six parameters: x, the program counter label of this reactor, x2 and x, the reference to be read and
its label, 3 and x4, specifying the continuation reactor instance (x3, x4) for returning control to, and 3,
the remote variable to receive the value of reference x5. The read reactor should be invoked on the hosts
holding replicas of reference 1, and the reactor does not update any reference. Thus, #x; specifies where
this reactor is located. The code of the reactor initializes the remote variable x5 with the value of !x5, and
then invokes (x3, x4).

The write reactor has four parameters: x, the program counter label of this reactor, 1, the reference to
write to, x9 and x3, specifying the continuation reactor instance (x2, x3). This reactor has one argument y,
which is the value to be assigned to x;. The code of the reactor is self-explanatory. Since the write reactor
updates 1, it needs to be located on the quorum system &zj.

7.3 Translation rules

The target code P of an Aimp statement S needs to perform the computation of S and invoke the target
code P’ of the statement following S. On the surface, invoking P’ means invoking the starting reactor ¢/
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'(m)=o
'm]{c, ', cu, £, Q) =!m

[TEN]  [nl{e,c/scu,,Q) =n  [TE2] [m](c,c/,cu, €, Q) =m  [TE3]

I'(m) = inty, @Qy, 7 = c{l, Q, A.exec(read[l, {1, m,,cid, (cy.2, cid)], nid, £, Q, ())}

TE4
[TES) [ml(e,c, cur b, Q) = ({r} NQR[Qm, T(61)] & 2+ imty, ). 2)

lei]{e, c1,cu, b, Q) = (P, AT b z1ii71- €))  [e2](c1, ¢ cu, b, Q) = (P2, AT b 221 72. €h)

¢y = (if P2 # 0 then new-reactor( P, c) else ¢')

[TE3] ler + e2]{c, ¢/ cu, £, Q) = (PL U P2, A\T1 b 21:71, T2 b 22:72. €] + €})

v = {1[)1,. .. ,wn} éi = Iabe](ci) RS {1,...,71} fo =T €n+1 =1 @jJrl E Iabel(c) E fj
— witr =w [{¢, wir1)[{€s, Yig1) = (ss,w;) i €{0,...,5}

[(e, )W = (555550, {{¢; W), Y1, ¥n})
A;DFc:(€,Q) s= (ifw = c".zthen setvar({c”.z, nid), w) else skip)
w” = (ifw’ = ¢ .z then w else nid)

¢ = label(c) U label(c') s’ = (if € = T then exec(c’, w”, ¢', Q, ()) else chmod(c’, w'’, ¢/, Q, £))

e [e, )T{E, (&, w) = (5, @)
A;DFc:{0,Q) T'(m)=0QQ, [el{cci1,t Q)= (P, \T>z:7.€’) c1 = new-reactor(Pe, c)

r1 =ci{l, Q, T>z:7, A.exec(write[¢,m,ca,cid], nid, £, Q, €')} [c]¥ = (s', V') 712 = c2{l, O, A\.5'}

(T51] et m :=e]¥ = (Pe U {r1,r2}, ¥')
A;DFc:{0,Q) T(m)=0 [e]{c,c1,£,Q) =(Pe,\T>z:T.€")

c1 = new-reactor(Pe, ¢) [c]¥ = (s, V') r1 =c1{l, Q, T 2z:7, A.m:=¢';s'}
(7521 [{c}m = el = (P U {1}, ')

A;DFc:(6,Q) [P = (s, ) [S2]¥ = (P2, ¥2)
Is3 r=c{l, Q, \.s} rs4 [S1]P2 = (P1, ¥1)
(7531 [{c} skipl¥ = ({r}, V') IS4 87 8alw = (P U Py, W)

A;DFce:(,Q) c1 = new-reactor(Pe, c) [S;]V = (P;,¥;) [c]¥; = (s;, V') i€ {1,2}

[el(c,c1,£,Q) = (Pe, A\ zi7.€') 11 =c1{l, Q Tbz:7, A\ if €’ then s] else s}}
[T55] [{c}if e then Sy else S2|¥ = (P. U PL U P, U{r1},¥’)
A;DEc:(0, Q) [el(c,c1,4,Q) = (Pe,Ambz:7.€') [Sle= (P, ¥1)
c1 = new-reactor(Pe, ¢) [{c1, nid)]¥1 = (s1, {c1,nid)) [{c, c1.2")]¥ = (s2, T’)

ri =c1{l, Q, T>z:7, LT[¢] > 2':inty, A. if €’ then setvar((c1.z’, nid), 2’); s1 else s2}

[TS6]

[{c} whileedo S]¥ = (P, UP U {r1},¥’)

Figure 16: Aimp-DSR Translation rules

of P'. However, ¢’ may not have sufficient integrity to trigger all the computation of P’. Thus, P may
be responsible for notifying (using chmod messages) the entry reactors of P’ at different security levels.
An entry reactor c at security level £ is the reactor whose program counter label is £ and there is no other
reactor in P’ preceding ¢ with a program counter label pc satisfying pc C £. Therefore, the translation
context for S includes ¥/ = &P’ = ,..., 1y, the list of entries (entry reactors) of P’, where v; has the
form (c;, w;), where w; is a variable whose value is a context identifier with which ¢; invokes its following
computation. In most cases, w; is cid, and thus ¢; is used as an abbreviation for (¢;, cid). A well-formed
entry list ¥’ satisfies the following condition: if Iabel(v;11) T label(1);) holds for any i € {1,...,n},
where label((c,w)) = label(c). In P’, 1)1 through 1, are to be invoked in order, and for any reactor
¢’ to be invoked between 1); and 111, the constraint label(v;) T label(c”) is satisfied so that v; has
sufficient integrity to handle the invocation of ¢”” on its own. Formally, the translation of S is denoted by
[S]Y" = (P, ¥), where W is the entries of P U P’.

The translation of a source expression e generates a DSR expression ¢’ that results in the same value as
e does in the source program. In addition, the memory accesses in e might require invoking read reactors
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on remote hosts. Therefore, the translation result of e is composed of two parts: P, a distributed program
that fetches the values of replicated memory references, and A7 z:7.€’, where €’ computes the final value
of e, and 7 are free variables of ¢/, initialized by messages going through 7. The translation context of e is
a five-element tuple (¢, ¢, ¢y, £, Q), where c is the starting reactor of P, ¢’ is the continuation reactor of P,
cy 1s the reactor that computes €', £ is the program counter label for e, and Q is the quorum system where P
is replicated.

The syntax-directed translation rules are shown in Figure 16. Rules (TE1)—(TES) are used to translate
expressions; rules (TS1)—(TS6) are used to translate statements; rules (TC1) and (TC2) are used to generate
control transfer code. All these translation rules are with respect to a translation environment (I', A, D),
where I is the typing assignment for the target program, A is the label assignment, and D is the distribution
scheme. The typing assignment I' = [I] D is derived from the typing assignment I'" of the source program.
For any m in dom(I"), suppose D(m) = Q,,. Then I'(m) is I'(m) if Q,, contains only one host, and
I"(m)QQ,, otherwise. Notation A ; D  ¢: (¢, Q) means that ¢ and Q are the program counter label and
the location of reactor c¢. Formally, D(c) = Q, and ¢ = {C = Cp(¢'), I = I({), A= A({')}, where
¢" = A(c). The rules use a function new-reactor(P, c), which is a fresh reactor name unless P is empty, in
which case it is c.

Rules (TE1)—~(TE3) translate constants and dereferences of non-replicated references, which remain the
same after translation. Rule (TE4) is used to translate !m when m is replicated on multiple hosts. The
target code invokes read[(, 1, m,c, cid, (¢,.z, cid)], which initializes (c,.z, cid) with the value of m
and invokes (¢/, cid). Note that the read reactor is invoked with nid so that read requests issued by
different reactors are distinguishable.

Rule (TES) translates the addition expression e; + ez. It combines the translations of e; and es in a
natural way. Suppose e; is translated into (P;, \7; > z;:7;.€}) for i € {1,2}. Then e; + ey is translated
into (P1 U Po, \T1 > 21:71, T2 > 22:72. € + €4). The tricky part is to figure out the translation contexts
of e; and ey. Expression e; is computed first, so P; is executed before P». Therefore, c is the entry of
Py, c is the successor of P, and both the entry of P, and the successor of P are some reactor c;. In
general, c; is a fresh reactor name. However, there are two exceptions. First, P is empty. Second, P»
is not empty, but P; is empty. In the first exception, ¢’ is the successor of Py, and thus ¢; = ¢/. In the
second exception, c is the entry of P», and ¢c; = c. Putting it all together, ¢, is computed by the formula
(if Py # () then new-reactor( P}, c) else ).

Rules (TC1) and (TC2) generate the code for c to invoke ¥ with the context identifier w. It can be
viewed as translating (¢, w) in the context W. The translation result is a tuple (s, U') where s is the control
transfer code, and W' is the entries of the computation starting with c. In practice, ¢ can also invoke a reactor
c that has the same security level as ¢, and let ¢/ run s to invoke W.

Suppose ¥ = 91, ..., 1y, and ¢; = label(¢;) fori € {1,...,n}, by = T,and {41 = L. If £;41 C
label(c) T ¢;, then cis able to invoke 91, . . . , %5, and W' is {(c, w), ¥j41, ..., ¢n}. Now the only remaining

task is to generate the code for invoking 1;, . .., %1 in order.
Let [{c, wit+1)]{¢i, ¥it1) = (s;, w;) denote that s is the code to invoke ;11 with w to the label ¢;, and
w” is the context identifier to be used after executing s;. Therefore, the code to invoke W is s;; .. . ; So.

Rule (TC2) is used to compute [(c,w)]{/, (¢/,w’)). The translation depends on whether w’ is some
remote variable ¢”.z and whether ¢ is T. If w’ = ¢".z, then the translation includes a setvar statement to
initialize (¢”.z, nid) with w so that ¢’ can invoke the following computation with the context identifier w.
Moreover, after executing the setvar statement, ¢ needs to invoke the remaining entries with nid, and w”
is set to nid. If £ is T, it means that (¢/, w') is to be invoked directly, and thus the translation includes an
exec statement to invoke ¢’. Otherwise, the translation uses a chmod statement to invoke ¢ to label /.

Rule (TS1) is used to translate {c} m := e when I'(m) = ¢@Q,,. Since m is replicated on Q, the
assignment is done by invoking the write reactors on Q. The reactor write[(, m, c2, cid] updates m and
then invokes (c2, cid). The reactor co contains the code to invoke W with cid. The value of e is computed
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by P, and \m5> z:7.€¢’. Reactor c is the entry of P,. Reactor ¢; computes €’ and issues the write requests.
Thus, ¢q contains T > z: 7 as its variables. Therefore, the translation context of e is {(c, ¢1, ¢, H), which is an
abbreviation for (c, ¢, ¢1, ¢, H). Note that if P, is empty, then ¢; is the entry of the translation, and ¢; = c.

Rule (TS2) translates {c} m := e when I'(m) = o. Expression e is translated in the same way as in
rule (TS1). Since m is not replicated, m := e is simply translated into m := €', followed by the code for
invoking W.

Rule (TS3) translates the skip statement. Since skip does nothing, the translation only needs to generate
code to invoke W.

Rule (TS4) translates the sequential statement S; So. First, So is translated into (P», U3) with respect
to W. Then, S is translated in the context Ws. The target code of S1; .9 is the union of the target code of
Sl and SQ.

Rule (TS5) is used to translate conditional statements. Expression e is translated in the same way as in
rule (TS1). Reactor ¢; computes ¢’ and executes the conditional statement to determine which branch to
take and invoke the target code of that branch. The two branches S; and .S; have the same continuation.
Therefore, S; and Sy are translated in the same context W, and the translation results are (P;, U1) and
(P,, W5). Then reactor ¢; needs to invoke W if €’ is evaluated to a positive value, and W if otherwise. The
control transfer code is generated by [¢]¥;. Note that label(c) is a lower bound to the security label of any
reactor in P; and P, because it affects whether these reactors are invoked. As a result, [¢]¥; and [c] ¥y
generate the same initial entries W',

Rule (TS6) translates while statements. Expression e is translated in the same way as in rule (TS1). Im-
plementing a loop, the target code of a while statement may be invoked multiple times, and each invocation
needs to have a different context identifier so that it would not be confused with other invocations. When
the loop terminates, ¥ needs to be invoked with the same context identifier w regardless of the number of
iterations. Thus, w cannot be cid or nid, which changes in each iteration. Therefore, the context identifier
used to invoke W is the variable 2z’ of reactor ¢1, which computes ¢’ and determines whether to enter the loop
body or to invoke ¥ with z’. The code for entering the loop body starts with setvar((c;.z’, nid), z’) so
that 2’ is initialized with the same value in every iteration. The loop body S is translated with respect to c,
because control is returned to c after the loop body terminates. The premise [S]c = (P, ¥;) says that the
entries of the target code of S is ¥y. Therefore, ¢, needs to invoke W, with nid if the value of €’ is positive.
And the control transfer code is generated by [{c1, nid)]V;.

7.4 Typing preservation

The DSR language relies on static typing to enforce security. Therefore, the Aimp—DSR translation needs to
produce well-typed target programs. This is guaranteed by the typing preservation theorem (Theorem 7.1),
which roughly says that the target code of a well-typed source program is a well-typed program in DSR.

Definition 7.1 (Well-formed entry list). An entry list ¥ is well-formed with respect to P, written P F W,
if the following two conditions hold. First, for any entry (¢, w) in ¥, P(c) = c[zo){pc, Q, T> z:T, A.s},
and if w = .z, then P + (c.z, cid) : (inty var)y. Second, if ¥ = (c1,w1),...,{(cy,wy), then
label(1;+1) C label(1);) holds for any i € {1,...,n}, where label({(c;, w;)) = label(c;).

Lemma 7.1 (Control transfer typing soundness). Suppose P is the target code of an Aimp program under
the translation environment (I', A, D), and A; D ¢ : (pc, Q), and P = ¥, and [{c, w)]¥ = (s, ¥'). Then
I'w:intye,nid:intpe; P; Q;pek s : 7,and P = W',

Proof. By inspecting the translation rules (TC1) and (TC2). O
Lemma 7.2 (Typing preservation). Suppose [I']D = I", and P’ is the target code of an Aimp program S’.
If e is an expression in S’, and I'; R ; pc - e : 7, and [e] (¢, , ¢y, {, H) = (P, AT > z:7.¢'), and P' F ¢, ¢/,

43



thenI"; P’ Pand I,z 7k ¢ : 7. If S'is a statement in S’, and T'; R ; pc - S : 7, and [S]¥ = (P, ¥)
and P'E ¥/ thenI”; P+ P.

Proof. By induction on the derivationof I' ;R ;pcte:7orI';R;pck s: 7.
e Cases (INT) and (REF). Obvious.

e Case (DEREF). If I'(m) = o, then €’ is !m, and P is () by rule (TE3). We have I Flm : 7, since
7 =o0.IfI"(m) = inty, @Q,,, by rule (TE4), P = {r} where

r=c{l, Q, \.exec(read[l,l1,m,c, cid, (cy.2, cid)], nid, ¢, Q, ())}.

By rules (EXEC) and (RD), we have:

Ik read[l, {1, m,c, cid, (cu.2, cid)] : reactor{l, Qm} (LT ¢
I, P'; Q; ¢+ exec(read[l, f1,m, ¢, cid, (cy.2, cid)], nid, £, Q, ()) : stmt,
TP Fr

e Case (ADD). By induction, I"; P’ + Py and IV ; P’ = P,. Thus, I''; P’ = P; U P,. By induction,
I, zior b e} 7 fori € {1,2}. Thus, IV, Z1:71, 22 72 €] + b = 7.

e Case (SKIP). By Lemma 7.1.

e Case (SEQ). S is Sy; S92, and we have I';R;pc = S; : stmtg, and I'; Ry ;pc F Sz : 7. By rule
(TS4), [S2]¥ = (P,,¥y) and [S1]¥, = (P, ¥’). By induction, I'V; P - Py and IV; P’ + P.
Therefore IV ; P’ - P, U Ps.

e Case (ASSIGN). Sism :=e,andI'; R F e : inty. By rules (TS1) and (TS2), [e]{c, c1, ¥, Q) =
(P, A\t z:7.€'). By induction, I''; P’ - P, and IV, Z:7 F € : intp.
If '(m) = 0@Q,,, then (TS1) is used. By Lemma 7.1, IV; P’ F ro. Let I = IV, Z77,cid :
inty,nid:int,. Then the following derivation shows that r; is also well-typed:
I"; P' - writell,m,ca, cid] : reactor{l, Q,,, int,}
I+ nid:int, IV F/l:1label; (C /¢ I',zi7 k€ :inty
I, P ;Q; Lt exec(write[l,m, co,cid], nid, ¢, Q,, €’) : stmty
TP Fr

If T'(m) = o, then (TS2) is used. By Lemma 7.1, T ; P'; Q;¢ I &' : 7. Therefore, we have the
following derivation:

I"+m: (intyref), I, Z:7 k€ :inty ¢ C inty
I zZ:7; P ;Q;lFm:=¢€ :stmty ;P ilks:T
I'";P'Frq

e Case (IF). S is if ¢ then S] else So. By induction, P, P; and P, are well-typed, and €’ is well-
typed with respect to IV, Z77. By Lemma 7.1, s} and s}, are well-typed. Therefore, the statement
if ¢’ then s} else s} is well-typed, and so is 7.
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e Case (WHILE). S'is whileedo S’. By induction, P, and P are well-typed. The following derivation
proves that r; is well-typed:

I zo7, 2 :inty b 2/ s inty  + (¢1.2/, nid) : (inty var),

I, Z77, 2 inty ; £ F setvar((c1.2/, nid), 2’) : stmty (¢, 2 niayy 1,207, 2" 1intg; 0 8] 07

IV, z77, 2 :inty; P’ Q ;0 F setvar({ci.2/, nid), 2');s) : 7

IV, 277, 2 tinty; £ - € : inty
IV, z77, 2 :inty; £ - setvar({c;.2/, nid), 2'); s} : 7 IV, Z77, 2/ tinty; 0 sh 7

IV, zZ77,2':inty; P'; Q ;£  if €/ then setvar((c;.7/, nid), 2’); s} else s, : 7
I"';P'+mr

e Case (SUB). Obvious by induction.
O

Theorem 7.1 (Typing preservation). Suppose I';R;pc = S : 7, and [S]0 = (P, ¢) with respect to a
distribution scheme D, and S = {c} S1; Sa. Then I I+ P, where I' = [I'] D.

Proof. By Lemma 7.2, IV - P. By examining the translation rules, P satisfies (RV1)-(RV3). ]

7.5 Semantics preservation

In general, an adequate translation needs to preserve semantics of the source program. In a distributed
setting, attackers may launch active attacks from bad hosts, making the low-integrity part of the target
execution deviate from the source execution. However, the trustworthiness of the target code does not
depend on the low-integrity program state. Therefore, we consider a translation adequate if it preserves
high-integrity semantics.

This notion of semantics preservation is formalized as two theorems. First, the translation soundness
theorem says that there exists a benchmark execution of the target program generating the same outputs as
the source program execution. Based on Theorem 6.2, any execution of the target program would result in
equivalent high-integrity outputs as the benchmark execution and the source program. Therefore, we only
need another theorem stating that any target execution achieves the same availability as the source.

To prove the translation soundness theorem, we construct an equivalence relation between an Aimp con-
figuration and a DSR configuration, and show that there exists a DSR evaluation to preserve the equivalence
relation. Informally, a target configuration (O, M, &) and a source configuration (S, M) are equivalent, if
M and M are equivalent, and © and & indicate that the code to be executed by (O, M, &) is exactly the
target code of S. Suppose D is the distribution scheme used in the translation. The equivalence between M
and M is defined as follows:

Definition 7.2 (I'; D = M ~ M). For any m in dom(T"), then M (m) = M(h, m) for any h € D(m),
where M(m, h) = v if vQt is the most recent version of /m on host h.

The configuration (©, M, &) must be able to execute the target code of S. As a result, the entries of
the target code of S must be activated in (©, M, £) with respect to the current context identifier, as defined
below:

Definition 7.3 (£;n E V). That W is activated with context identifier 7 in the environment £, written
& ;n E W, if it can be inferred using the following rules, where £(w, n) returns 7 if w is cid, and the value
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of (c.z, ) in € if wis c.z.

EinE (c,w) E;E(w,n);label(c) E W EinilE (c,w) &;E(w,n);label(c) F ¥
EinFE (c,w),¥ EinilE (c,w), ¥

Vh € hosts(c). (c,n, ¢, A, t,off) € E(h) Vh € hosts(c). (¢,n, V', A, t,x) € E(h) LTV
E;nk (¢, w) Esm; L E {c,w)

To track the activated entries during program execution, we introduce the notation P ; W = S : ¥/, which
intuitively means that executing the target code of .S with the list of activated entries ¥ would result in the
list of activated entries . Formally, it is defined using the following inference rules:

[S]¥' = (P, W) P'CP

[EL]] P;VUt skip: WU [EL2] PUFS U
P, YES: UV U ={c.2),¥ : : : :
(EL3] 1 Sc c1.2), ¥a (ELA] P;UFS :U; P;U Sy 0,
P7\I/7\I/1}_S\I/ ®\I/1 P;\I/|_51;SQZ\I/2

The unnamed statement skip has no effects or target code. Thus, rule (EL1) says that executing the target
code of skip does not activate any new entry. Rule (EL2) is straightforward based on the meaning of
[S]Y" = (P’, ¥). Rule (EL3) is applied to the case that S belongs to the body of a while statement, and ¥
is the entry list for the computation following S. Based on the translation rule (TS6), ¥; = (¢, ¢;.2), Vo,
where (c, ¢1.2) is the entry for the next iteration of the while statement. Suppose P; ¥ = S : U/ If U’ = ¢,
then after S terminates, the next iteration of the loop would start, and the activated entry list would be ( 1).
Otherwise, the entry list at the point that S terminates is W', ¥y. Suppose U1 = (¢, ¢1.2), Us. Then the
notation ¥’ ® Wq denotes ¥y if ¥/ = ¢, and ¥’, ¥ if otherwise. Rule (EL4) is standard for composing
P;UFSy:Vyand P; V¥ .Sy : Us, as the termination point of .S is the starting point of Ss.

To construct the benchmark execution, it is convenient to assume that all the reactor replicas are running
synchronously, and to formalize the program point that a target configuration corresponds to. A program
point is represented by (s; ¥; IT), where s is the code of the current running threads, W is the entry list for the
program P following the current thread, and I1 is a set of communication ports used by P. A communication
port is either a reactor name c or a remote variable name c.z. Intuitively, at the program point represented
by (s; W;II), the entry list U are activated, and there are no messages for the communication ports in IT yet.
Formally, we have the following definition:

Definition 7.4 (© ;£ ;n E (s; ¥; II)). A configuration (0, M, &) corresponds to the program point (s; ¥; II)
with respect to the context identifier 7, written © ; £ ;n E (s; U; II), if the following conditions hold with
U = ¢; ¥ First, any unfinished thread in © has the form (s, ¢, h, ¢, 1)), and the timestamp of any thread in
© is less than or equal to t. Second, £ ;i F W. Third, for any 7 in I, if 7 = ¢’ and ¢ # ¢, then £ contains
no exec messages for (mw,n); if 7 = c.z does not appear in W, then £ contains no setvar messages for
(m,m). If s is the code of ¢, then (¥; II) is an abbreviation of (s; U; II).

Now we define the DSR-Aimp configuration equivalence and prove the translation soundness theorem
after proving two lemmas.

Definition 7.5 (DSR-Aimp configuration equivalence). A DSR configuration (©, M, &) and an Aimp con-
figuration (S, M) are equivalent with respect to I', P, n and ¥, written as I'; P;n + (6, M, &) ~
(S, M, '), if the following conditions hold. First, P; ¥ .S : W', Second, © ;£ ;n E (¥; IIg), where Ilg
are the set of communication ports of the target code of S. Third, I' - M ~ M.
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Lemma 7.3 (Expression translation soundness). Suppose [e]{(c,c; ¢y, ¢, HY = (P, AT > 7 z.€'),and (e, M) |}
v,andT'H M = M,and ©;E;nkE (¢, U; Ip U{, ¢,.z} UII). Then there exists a run (©, M, &) —*
(0, M, &) such that ©'; & ;n & (, ¥; II), and (¢'[A], M]h,t]) | v, where A is the variable record in
the closure (¢, n) on host h.

Proof. By induction on the structure of e.
e cis n. Trivial.

e cis !m and I'(m) = o. Then P is empty, and €’ is !m. Since I' - M =~ M, we have that
(Im, M(h,t)) § M(m).

e cis!mand I'(m) = inty, @Q. By (TE4), P is {r}, and
r=c{l, Q' \exec(read[l,(1,m,c cid, (cy,.2, cid)], nid, ¢, Q', ()).
Then by running the exec statement, we have (0, M, &) —* (01, M, &), and
O1;& ;0 E (s read[l, {1,m, c, cid, (cy.2, cid)], ¥; {c, cy.2} UII),

where ' is setvar({c,.z, 1), Im); exec(c, n, ¢, @, ()). In other words, the execution reaches the
point that all the replicas of the read reactor are invoked with the newly-created context identifier
n'. Further, by executing s’ on all the hosts of m and processing all the messages sent by s, the
execution produces (01, M, &) —* (©', M, &) such that @' ;& ;n E (¢; U; II). ByI' - M =~
M, the synthesizer QR[Q, I] associated with ¢,,.z receives the setvar messages containing the same
versioned value v@t’ where v = M (m). Therefore, z is mapped to v in the closure {c,, 1) by the
evaluation rule (M3). Thus, (z[A], M(h,t)) | v.

For simplicity, we write such an execution run in the form of the following table, where each line
denotes that the execution produces a system configuration (the first column), which corresponds to a
program point (the second column) and satisfies certain constraints (the third column), based on some
reasoning (the fourth column).

(©, M, €)
—* (01, M, &) (¢ W5 {d,cy.2} UTD)
—* (O, M, &) (d,T; D) (z[A], M(h,t)) § M(m) ByI'F M~ M

e cisej+ey. By (TES), we have [e1](c, c1, ¢y, £, Q) = (P1, A\T1 b 11 21. €)) and [ea](c1, , ¢y, 4, Q) =
(Py, \Tra > 7o z3. €h). Then we have the following execution:

(0, M, €)
—* (01, M, &) (c1,¥; p, U{c,cu.z2} UTL) (e}[A], M(h,t)) | v1 By induction
—* (O, M, &) (d,T; 1I) (eb[A]l, M(h,t)) | v2 By induction

Therefore, (€] + e4[A], M(h,t)) | v, where v = v + v2 and A is the variable record of the closure
(cu, m) on h.

O

Lemma 7.4 (Control transfer soundness). Suppose [(c, w)]¥’' = (s, ¥),and ¥ = (¢, w), ¥”, and O ;E ;n F
(s; ¢1, 9" II). Then (©, M, &) —* (©', M, &) such that ©'; &’ ;1 E (V/; II), where ' = E(w, n).

Proof. By inspecting translation rules (TC1) and (TC2). O
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Theorem 7.2 (Translation soundness). Suppose I';R;pc - S : 7, and (S, M) —— (S’, M'), and
;P;nE (©, M, E) ~ (S, M, V). Then there exists arun £ = (0, M, &) —* (', M’ &) such
that T'; P;n' = (©, M, &) ~ (S', M', ¥). In addition, for any message p sent in E, the port of 4 is
either in ¥ or in Ilg.

Proof. By induction on the evaluation step (S, M) —— (S’, M'). Because I';P;n - (0, M, &) =~
(S, M, V'), wehave P; ¥+ S: W and ©;&;nkE (¥; lg),and T - M ~ M.

e Case (S1). In this case, S'is {¢} m := e, and M’ = M[m v], and (e, M) |} v. Suppose ¥ = ¢, ¥;.
Then we have

(0, M, €)
—* (01, M, &) (c1,Pq; g —Tp) ('[A], M(h,t)) § v ByLemma7.3

IfT'(m) = c@Q, then rule (TS1) is used, and the code of ¢; is exec(write[l,m, ¢y, cid], nid, ¢, ©, €’).
Thus, we have

(01, M, &)

—* (B2, M, &) (m :=v;exec(co, n, ¢, &m, ()); write[l,m,ca,n]|, V1; {c2})
—* (O3, M, &) (c2,Uq; 0) M = M[m— v]

—" (04, M, E1) (T 0) U’ | skip : ¥’ By Lemma 7.4

If T'(m) = o, the rule (TS2) is used, and the code of ¢; is m := ¢’; &', where s’ comes from [c] ¥’ =
(s', W). Thus, we have

<@1a M7 51>
—* (O, M, &) (5 ¢1,V1; 0) M'(h,m)=wv
—* (O3, M, &) (V'; 0) By Lemma 7.4

e Case (S2). Sis S1;59, and P; V¥ + S1; S5 : ¥/, which implies that P ;¥ + S : Uy and P; ¥,
Sy : W'. By induction, there exists arun F = (0, M, &) —* (0’ M', ') such that T'; P;n
(O, M, &) ~ (S}, M', ¥1). Therefore, ©;&";n F (¥];I1g ), and for any 7 that receives a
message in £, if 7 ¢ Ilg,, then m € W). Thus, we have ©';E";n F (¥];I1g g, ). In addition, ¥} -
S} : Wy holds. So P; W) I S7; Sy : W', Thus, we have I'; P;n(0', M’, &) = (S}; Se, M', ¥').

e Case (S3). S'is {c} skip; S’. By ¥  {c} skip; S’ : ¥/, we have ¥ - {c} skip : ¥} and ¥} - 5" :
U’. Then we have

<67 M7 g) <C7\I/1; HS)
—* (0, M, &) (¥); Ig) By rule (TS3) and Lemma 7.4

e Case (S4). Since P; ¥ I S : ¥/, we have that [ SV} = (P',¥4),and ¥ = ¥y, Uy and V' = V| @V,
By rule (TS5), U1 = ¢, ¥”. Then we have

(©, M, &)

—* (01, M, &) (c1,P"; Tlg) (€'[Acy 5], M(h,t)) § n By Lemma 7.3
—* (O, M, &) (s1; 1, " 1lg,) By (S5)

—* (03, M, &) (U; Ilg,) U E S ) By Lemma 7.4

Also the above run is limited to the code of S and does not affect W,. Therefore, O3;E5;n F
<\I],1/7\112a H51>’ andP;\Illlla\IIQ F Sl U Thus, <®37 Ma €3> ~ <Sla M’ ‘II,1>
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e Case (S5). By the same argument as in case (S4).

e Case (S6). S iswhile edo S, and S’ is S1;while e do Sp, and (e, M) |} n (n > 0). Then we have:

(0, M, &)

—* (01, M, &) (e, ¥ TTg) (€'[Aci ], M) U n By Lemma 7.3
—* (09, M, &) (setvar({ci.Z’, nid), 2’); s1; c1, ¥"; Ilg) By (S5)

—* (O3, M, &) (s1; c1; lgy) &3 Ae,(nid) ;4 F (¢, c1.2"), ¥"

— (O, M, ) (Uy; IIg,) Ag/(cid) = Ag,(nid) By Lemma 7.4

Therefore, (0, £') =~ (U4, (¢, ¢1.2"), ¥”; IIg,.5). In addition, Uy, (¢, ¢;.2"), " F S1; S : ¥'. Thus,
we have (©', M, £') ~ (S1;while edo Sy, M, ).

e Case (S7). Siswhile e do Sy, and (e, M) |} n, and n < 0. Then we have:

(©, M, &)

—* (01, M, &) (1,95 T0g) b (e, M)In By Lemma 7.3
% (02, M, &) (s2; c1,¥"; 0)

—* (O3, M, &) (" D) E3;nid; L. E (¢, c1,w), V" By Lemma 7.4

O]

Now we show that a target program achieves the same availability as the source program. First, we
formally define the notion that a target memory M has the same availability as a source memory M:

Definition 7.6 (I' = M ~44;, M). For any m such that A(I'(m)) £ l4, if M(m) # none, then for any h
in Q,,, A(h) £ l4 implies M(h, m) # none.

Again, we prove the availability preservation result by induction. First, we prove two lemmas about
the availability of expression target code and control transfer code. The availability results need to be
applicable to all executions. Thus, we use “(0, M, &) ~* (0’, M’, £) such that a condition holds” to
mean that for any run (0, M, &) —* (01, My, &), there exists (©’, M’, £’) satisfying the condition
and (©1, My, &) —* (', M', &'). Let £ E (c.z, n) denote that the value of {c.z, n) is already set in
&. More concretely, For any host h of ¢, the variable record of the closure (¢, 1) on host & maps z to a value
that is not none. In addition, let £ F (c, n) denote that the closure (c, 1) has been invoked on all the hosts
of cin £. Then the expression availability lemma is formalized as follows:

Lemma 7.5 (Expression availability). Suppose I'; R ;pc F e : inty, and (e, M) | n, and A(R) £ L4,
and [e](c,c,cy,l,Q) = (P., \Tb T z.€), and there exists (O, M, &) such that £ F (¢, n), and " -
M =41, M. Then (©, M, &) ~* (0, M', &) such that &' E (¢, n) and £ F (c,.Z, ).

Proof. By induction on the structure of e.

e cisn, m,or!m with I'(m) = o. In this case, [e¢](c,c, cy, ¢, H) = eand ¢ = . Thus, £ F (¢, n)
and &' E (¢,.z, n) immediately hold.

e cis!m, withI'(m) = 0@Q. By rule (TE3), P. = {r} and
r=c{l, Q, \exec(read[l,l1,m,c, cid{cy.z, cid)], nid, ¢, @, ())}.

Since € F (¢, 1), (©, M, &) ~* (01, My, &) such that & F (read[l, {1, m,c,n, (cy.2, )], ')
where ' = £(c.nid,n). Since A(R) £ la, by rule (DM), A(Q) £ 4, which means that at least a

QR[Q, I(¢)]-qualified set of hosts in Q are available to finish executing the read reactor. Therefore,
(01, M1, &) ~* (O, M, £') suchthat &' E (¢, ) and £ E (¢y.2, ).
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e cis e + ez. By induction, (O, M, &) ~* (01, My, &) suchthat & F (c1, ) and & F (cy.Z1, 7).
Again, by induction, (01, My, &) ~* (0', M', &) such that &' F (', n) and £’ E (¢, 72, ).

O]

Lemma 7.6 (Control transfer availability). Suppose [(c, w)]¥’ = (s, V), and (©g, My, &) —* (0, M, &)
such that £ ;n E ¥, and € F (c1, 1), and the body of ¢; ends with s, and A(c;1) £ 4. Then (O, M, &) ~*
(0, M, &) such that &' ;i & W',

Proof. By inspecting rules (TC1) and (TC2). O

Lemma 7.7 (Availability preservation I). SupposeI'; R ;pcF S : stmtg/, and I(pc) < 14 and A(R) £ 14,
and P;¥ F S : W, and (©, M, &) satisfies £ ;n E ¥ and available (M, R, l4), which means that for
any m in dom(I'), A(I'(m)) £ l4 and m ¢ R imply that m is available in M. Then (©, M, &) ~*
(@', M, &) such that &' ;n E ¥, and available (M, R/, 14).

Proof. By induction on the structure of .S.
e Sisskip. Since ¥/ = ¥, (£, M, O) already satisfies the conditions.
e Sis {c} skip. By Lemma 7.6.

e Sis{c}m :=e. Then we have [S]V' = (P, ¥;), and P, C P. First, suppose I'(m) = o. By (TS2),
lel{c1, ¢}, 4, H) = (P, AT T z.€’). Since A(R) £ la, we have (e, M) || n. By Lemma 7.5 and
E;n E ¥y, we have (O, M, &) ~* (©1, My, &) such that & F (c], n). Suppose R’ is the host
where ¢} resides. By rule (DS), A(m) < A(R'). If A(R) £ la, then A(m) € 14 and A(R') £ l4,
which means that 1/ is available. Since R’ is R — {m}, we have R' - M’ ~44;, M’. By rule (TS2)
and Lemma 7.6, (©1, My, &) ~* (0, M', &) such that &' ;n E V',

e Sis S1;S5. By induction.

e Sis {c}if e then S; else Sy. Since A(R) £ la, (e, M) | n. Suppose I'; R + S : ¢, and
Q. = (H,0). Then A(R) < A(H,LT[{]). Since A(R) £ la, there exists a LT[¢]-qualified subset
H' of H such that An(H') £ l. Therefore, there exists a subset H” of H' such that I(¢) < I(H")
and all the hosts of H” takes the same branch. Without loss of generality, suppose the first branch
is taken. Then by (TS5) and Lemma 7.6, (©, M, &) ~* (0’, M’, ') such that &' ;n F ¥” and
U” = S; : ¥'. Then the induction hypothesis is applicable.

e Siswhileedo S’ . By the typing rule (WHILE) of Aimp, I(pc) < 14 implies A(R) < 4. Thus, this
case cannot occur.

O]

According to the translation soundness theorem, for a run of the source program (S, M) —* (S', M),
there is a benchmark run of the target program that behaves similar to the source run. Therefore, we can
associate each evaluation step of the source program with the context identifier of the corresponding eval-
uation step in the benchmark target execution, and use the notation (S1, Mi),, —— (S2, Ma2),, to denote
that 7; and 72 are the corresponding context identifier of configurations (S;, M) and (So, Ms).

Lemma 7.8 (Availability preservation II). Suppose I'; R ;pct S : stmtrs and I(pc) £ l4and A(R) £ la
and (S, M), — (S1, M1),y,and P; W = .S : ¥ and (©, M, &) satisfies E;nF Vand ' - M ~a4,
M. Then <@, M, 5) ~ <@2, Mo, 52> such that & ; 77/ E Wy, and Uy - Sy : U/ and T - Mo REALIL My,
and Sy &~ Sy, which means either S; = So or fori € {1,2}, S; = S/; S” such that T"; R ; pc - S} : stmt,
and I(pc) < L.
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Proof. By induction on (S, M) —— (S’, M’). Without loss of generality, suppose [S]¥V’ = (P, ¥). In
general, [S]V” = (P, ¥;) and ¥ = Uy, U3 and ¥/ = U” ® V3. If the theorem holds for U1 - S : ¥”, then
we have Wy F Sy : U”. Therefore, Uy, U3 - Sy : " @ W, that is, U F Sy : W',

e Case (S1). Sism := e, and My = M[m — v] where (e, M) || v. There are two cases. First,
I'(m) = o. By (TS2), [e]{¢c,c1,¢,H) = (P, \T>T z.€'), and the first element of ¥ is c¢. By
Lemma 7.5 and € ;n F ¥, we have (0, M, &) ~* (01, M1, &) such that &1 ;9 F ¢1. By (TS2),
the code of ¢1 is m := ¢€’; s’ where [¢]¥ = (s', U’). Suppose hq is the host where ¢; resides. By rule
(DM), A(m) < A(hy). Since A(R) £ la, we have A(h1) £ 14, which means that h; is available
to finish executing the thread of (c1,n). Since m is the only location updated in this evaluation step,
and m is also updated during executing the target program, we have I'" = My ~ 44, M;. By rule
(TS2), [c]¥’ = (s, ¥). By Lemma 7.6, (©1, M1, &) ~* (0, M’, £') in finite steps such that
E";n' E V. In addition, Sy is skip, and ¥’ |- skip : ¥’

Second, I'(m) = 0@QQ,,. By rule (DS), A(R) < A(H,LT[I(m)]). As aresult, at least a LT[I(m)]-
qualified subset H' of H are available to invoke write[l, m,cq,n|. Since A(f) £ la, at least a
quorum of Q,, is available. The available quorum is able to finish executing the write reactor and
invoke ¢ on Q. By rule (TS1), the code of co is s’. Due to A(f) £ 14, the available hosts in Q

have sufficient integrity so that the remote requests sent by s’ would be accepted. By Lemma 7.6,
(01, My, &) ~* (0, M, &) such that &' ;7' E W'

e Case (S2). Sis S1;52, and (S1, M) — (SY, M'). By U - S : ¥, we have ¥  S; : ¥y, and
U Sy : UL By induction, (0, M, £) ~* (O3, My, ) such that & ;n F Wy, and ¥ F 5] : ¥y
and S; ~ S]. Therefore, S1; Sa = S}; S, and Wy = S7; .52 : V',

e Case (S3). If S is {c} skip; S9, the conclusions immediately hold by Lemma 7.6. Otherwise, S is
skip; So. Thus, S; = Sy, and P; W + Sy : W' since P; ¥ - skip : V.

e Case (S4). Sis if e then S else Sy, and (e, M) |} nand n > 0. By Lemma 7.5, (©, M, &) ~*
(01, M, &) suchthat & ;7 F c;. By Theorem 7.2, there exists a benchmark execution (0g, My, &) —*
(©2, Mg, &) such that (¢'[Ac, ], M2) | n. If I(e) £ L, then by Theorem 6.2, for any h in Q.,,
(e'[Acy n)s M(h,t)) I n, and the execution takes the branch s}. By Lemma 7.6, (01, M, &) ~*
(O, M, &) such that & ;n = ¥y where [S1]¥’ = (P, ¥sa).

If I(e) < L, attackers may be able to compromise the integrity of e and make the execution to take
the second branch. In that case, we have (01, M, &) ~* (0, M, &) such that &' ;n E ¥y and
P; Uy F Sy : U Furthermore, S; ~ So since I(e) < L.

e Case (S5). By the same argument as case (S4).

e Case (S6). S is while edo Sy, (e, M) || n,n > 0, and S’ is Sy;while e do S;. By Lemma 7.5,
(O, M, &) ~* (0, M, &) such that &' ;n E ¢;. Moreover, A(R) £ 14 implies I(e) £ l4. By
Theorem 7.2, for any h in Q(c1) such that I(h) £ la, (€/[Ac, ), M'(h,t)) | n. Since n > 0,
“setvar({c1.2/, nid), 2’); s1” is executed on host h. By executing setvar({c;.z’, nid), 2’) and
processing the messages the statement, (@', M’ &) ~* (©1, My, &) such that & ;' F ¥y, By
executing s1 and processing the messages sent by s1, (01, M1, &) ~* (O, Ma, &) such that
& E.

e Case (S7). Siswhileedo Sy, (e, M) | n,n <0, and S’ is skip. By Lemma 7.5, (©, M, &) ~*
(01, M, &) such that £”;n E ¢;. Since I(e) £ la, for any h in Q., such that I(h) £ lu,
(¢'[Acy y], M(h,t)) | n, and sy is executed on h. Therefore, by Lemma 7.6, (01, M, &) ~*
(@', M, &) such that &' ;n' E V',
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O]

Theorem 7.3 (Availability preservation). Suppose I';R;pc F S : 7, and (S, M) —* (S', M'), and
[S]0 = (P,c), and M ~ M. Then (©g, M, &) ~* (©', M', £') suchthatT' = M’ =44, M’

Proof. By induction on the number of steps of (S, M) ——* (S’, M"), and Lemmas 7.7 and 7.8. O

8 Related Work

The most closely related work is the Jif/split system [27, 28] that introduced secure program partitioning
and automatic replication of code and data. However, Jif/split cannot specify or enforce availability, and
there is no correctness proof for the replication mechanisms in Jif/split.

Language-based information flow control techniques [5, 23, 10, 17, 18, 3, 20] can enforce noninterfer-
ence, including in concurrent and distributed systems [21, 19, 26]. But this work does not address availability
and assumes a trusted computing platform.

In previous work [29], we extend the DLLM to specify availability policies and present a type-based
approach for enforcing availability policies in a sequential program. This paper examines the distributed
setting to permit formal analysis of the availability guarantees of various replication schemes.

Walker et al. [24] designed Azap, a lambda calculus that exhibits intermittent data faults, and use it
to formalize the idea of achieving fault tolerance through replication and majority voting. However, Azap
describes a single machine with at most one integrity fault.

Quorum systems [11, 14] are a well studied technique for improving fault tolerance in distributed sys-
tems. Quorum systems achieve high data availability by providing multiple quorums capable of carrying
out read and write operations. If some hosts in one quorum fail to respond, another quorum may still be
available.

The Replica Management System (RMS) [12] computes a placement and replication level for an object
based on programmer-specified availability and performance parameters. RMS does not consider Byzantine
failures or other security properties.

Program slicing techniques [25, 22] provide information about the data dependencies in a piece of soft-
ware. Although the use of backward slices to investigate integrity and related security properties has been
proposed [6, 13], the focus of work on program slicing has been debugging and understanding existing
software.

The design of DSR was inspired by concurrent process calculi such as the join calculus [7] and the actor
model [2].

9 Conclusions

This paper presents a framework for running a security-typed sequential program and enforcing its availabil-
ity, integrity and confidentiality policies in a realistic distributed platform that contains mutually distrusted
hosts. To achieve a strong availability guarantee along with strong integrity and confidentiality guarantees,
this paper has solved several technical challenges. More complicated replication schemes such as quorum
systems have been used to enforce both integrity and availability and guarantee replica consistency. Multi-
level timestamps are used to achieve synchronization while preserving confidentiality of control flow.

This paper also presents a security-typed distributed intermediate language DSR, and a formal transla-
tion from a sequential source program to a target distributed program in DSR. The noninterference results
of DSR and the adequacy of the translation together provably guarantee that the target code of a well-typed
source program enforces the security policies of the source.

52



Acknowledgements

The authors would like to thank Lorenzo Alvisi, Michael Clarkson, Andrei Sabelfeld, Stephen Chong and
Heiko Mantel for their insightful suggestions and comments on this work. Michael Clarkson also helped
improve the presentation of this work.

This research was supported in part by National Science Foundation grants 0208642 and 0430161. The
U.S.

Government is authorized to reproduce and distribute reprints for Government purposes, notwithstand-

ing any copyright annotation thereon. The views and conclusions here are those of the authors and do not
necessarily reflect the views of these sponsors.

References

(1]

(2]

(3]

(4]
(5]

(6]

(7]

(8]

(9]

[10]

[11]

[12]

[13]

[14]

[15]

[16]

Johan Agat. Transforming out timing leaks. In Proc. 27th ACM Symp. on Principles of Programming Languages
(POPL), pages 40-53, Boston, MA, January 2000.

Gul Agha, Tan A. Mason, Scott F. Smith, and Carolyn L. Talcott. A foundation for actor computation. Journal
of Functional Programming, 7(1):1-72, 1997.

Anindya Banerjee and David A. Naumann. Secure information flow and pointer confinement in a Java-like
language. In Proc. 15th IEEE Computer Security Foundations Workshop, June 2002.

Dorothy E. Denning. Cryptography and Data Security. Addison-Wesley, Reading, Massachusetts, 1982.

Dorothy E. Denning and Peter J. Denning. Certification of programs for secure information flow. Comm. of the
ACM, 20(7):504-513, July 1977.

George Fink and Karl Levitt. Property-based testing of privileged programs. In Proceedings of the 10th Annual
Computer Security Applications Conference, pages 154—163, Orlando, FL, 1994. IEEE Computer Society Press.

C. Fournet and G. Gonthier. The Reflexive CHAM and the Join-Calculus. In Proc. ACM Symp. on Principles of
Programming Languages (POPL), pages 372-385, 1996.

D. K. Gifford. Weighted voting for replicated data. In Proc. of the Seventh Symposium on Operating Systems
Principles, pages 150-162, Pacific Grove, CA, December 1979. ACM SIGOPS.

Joseph A. Goguen and Jose Meseguer. Security policies and security models. In Proc. IEEE Symposium on
Security and Privacy, pages 11-20, April 1982.

Nevin Heintze and Jon G. Riecke. The SLam calculus: Programming with secrecy and integrity. In Proc. 25th
ACM Symp. on Principles of Programming Languages (POPL), pages 365-377, San Diego, California, January
1998.

M. Herlihy. A quorum-consensus replication method for abstract data types. ACM Transactions on Computer
Systems, 4(1):32-53, February 1986.

Mark C. Little and Daniel McCue. The Replica Management System: a scheme for flexible and dynamic repli-
cation. In Proceedings of the 2nd International Workshop on Configurable Distributed Systems, pages 4657,
Pittsburgh, March 1994.

James R. Lyle, Dolores R. Wallace, James R. Graham, Keith. B. Gallagher, Joseph. P. Poole, and David. W.
Binkley. Unravel: A CASE tool to assist evaluation of high integrity software. IR 5691, NIST, 1995.

Dahlia Malkhi and Michael Reiter. Byzantine quorum systems. In Proc. of the 29th ACM Symposium on Theory
of Computing, pages 569-578, El Paso, Texas, May 1997.

R. Milner, J. Parrow, and D. Walker. A calculus of mobile processes. Information and Computation, 100(1):1-77,
1992.

Andrew C. Myers and Barbara Liskov. Protecting privacy using the decentralized label model. ACM Transactions
on Software Engineering and Methodology, 9(4):410-442, October 2000.

53



[17]

[18]

[19]

[20]

[21]

[22]

(23]

[24]

[25]
[26]

[27]

(28]

[29]

[30]

Frangois Pottier and Sylvain Conchon. Information flow inference for free. In Proc. 5nd ACM SIGPLAN Inter-
national Conference on Functional Programming (ICFP), pages 46-57, 2000.

Frangois Pottier and Vincent Simonet. Information flow inference for ML. In Proc. 29th ACM Symp. on Princi-
ples of Programming Languages (POPL), pages 319-330, 2002.

Andrei Sabelfeld and Heiko Mantel. Static confidentiality enforcement for distributed programs. In Proceedings
of the 9th International Static Analysis Symposium, volume 2477 of LNCS, Madrid, Spain, September 2002.
Springer-Verlag.

Andrei Sabelfeld and Andrew C. Myers. Language-based information-flow security. IEEE Journal on Selected
Areas in Communications, 21(1):5-19, January 2003.

Geoffrey Smith and Dennis Volpano. Secure information flow in a multi-threaded imperative language. In Proc.
25th ACM Symp. on Principles of Programming Languages (POPL), pages 355-364, San Diego, California,
January 1998.

Frank Tip. A survey of program slicing techniques. Journal of Programming Languages, 3:121-189, 1995.

Dennis Volpano, Geoffrey Smith, and Cynthia Irvine. A sound type system for secure flow analysis. Journal of
Computer Security, 4(3):167-187, 1996.

David Walker, Lester Mackey, Jay Ligatti, George Reis, and David August. Static typing for a faulty lambda
calculus. In ACM SIGPLAN International Conference on Functional Programming, September 2006. To appear.

Mark Weiser. Program slicing. IEEE Transactions on Software Engineering, 10(4):352-357, 1984.

Steve Zdancewic and Andrew C. Myers. Observational determinism for concurrent program security. In Proc.
16th IEEE Computer Security Foundations Workshop, pages 29—-43, Pacific Grove, California, June 2003.

Steve Zdancewic, Lantian Zheng, Nathaniel Nystrom, and Andrew C. Myers. Secure program partitioning. ACM
Transactions on Computer Systems, 20(3):283-328, August 2002.

Lantian Zheng, Stephen Chong, Andrew C. Myers, and Steve Zdancewic. Using replication and partitioning to
build secure distributed systems. In Proc. IEEE Symposium on Security and Privacy, pages 236-250, Oakland,
California, May 2003.

Lantian Zheng and Andrew C. Myers. End-to-end availability policies and noninterference. In Proc. 18th IEEE
Computer Security Foundations Workshop, pages 272-286, June 2005.

Lantian Zheng and Andrew C. Myers. End-to-end availability policies and noninterference. Technical Report
2005-1987, Cornell University Computing and Information Science, 2005.

54



