Static Analysis of Accessedregionsin
Recursie Data Structures

StepherChongandRaduRugina

ComputerScienceDepartment
CornellUniversity
Ithaca,NY 14853
schong,rugina @cs.cornell.edu

Abstract. This paperpresentsan inter-proceduraheapanalysisthat computes
informationabouthow programsaccessegionswithin recursve datastructures,
suchassublistswithin lists or subtreesithin trees.Theanalysids ableto accu-
rately computeheapaccessnformationfor statementsndproceduresn recur
sive programswith destructve updatesWe formulateouralgorithmasadata ow
analysiswhich computeshapenformationandheapaccessnformationateach
programpoint. We usean abstractiorof the heapbasedon shapegraphswhose
nodesrepresenheapregionsandwhoseedgesencodethe reachabilitybetween
theseregions.Ouranalysigs ableto summarizeheeffectsof proceduresit com-
putesthe heapregions being accessedby eachprocedurein termsof the heap
abstractiomat the entry of the procedureWe usenodelabelsto expressthe re-
gionsat programpointsinside proceduresn termsof the regions at procedure
entry points. The inter-procedurabnalysisusesa xpoint algorithmto compute
theheapregionsaccessetly thewholeexecutionof eachprocedureincludingall
of theproceduredt invokes.We demonstratéon our analysiscomputegrecise
heapregion accessnformationfor arecursve quicksortprogramthatsortsal list
in-place,usingdestructve updates.

1 Intr oduction

Program®ftenbuild andmanipulatedynamicstructuresuchastreesor lists. To check
or enforcethe correctconstructionand manipulationof dynamicheapstructuresthe
compilermustautomaticallydiscoverinvariantghatcharacterizéhestructurgor shape)
of theheapin all of the possibleexecutionsof the program;suchalgorithmsareusually
referredto asshapeanalysisalgorithmsn thepastdecades,esearcherBave developed
a numberof shapeanalysisalgorithmsthatidentify variouspropertiesof the heap,in-
cludingaliasing,sharing cyclicity, or reachability{23]. Suchpropertiesallow thecom-
piler to distinguishbetweerheapstructuresuchastreesandcyclic graphs.However,
noneof the existing shapeanalysisalgorithmsaim at characterizinghe heapregions
beingaccessed.e.,reador written) by statementandproceduresn the program.

Therehasbeenrecentresearcho provide languagesupportfor dynamicallocation
of heapregions[5, 6, 9], or to providealgorithmsfor regioninferencd22,10,16]. How-
ever, theseapproachetypically allocateall of theelement®f arecursvedatastructure,
suchasalist or atree,in asingleheapregion. They arenotableto modelregionswithin
recursve datastructuressuchassublistswithin lists or subtreesvithin trees.



This papermpresenta contet-sensitve inter-procedurahnalysishat extractsinfor-
mationabouthow theprogramaccesseg.e., readsor writes) heapregionswithin recur
sive datastructuresfor languagesvith destructve updatesTo accuratelycomputehow
programsaccesgshe heap,our analysiscomputesi) preciseshapeinformation using
an abstractiorwhich modelsheapregionsandcharacterizesyclicity andreachability
propertiesfor theseregions;and?2) region accessnformation which describesvhich
regionsarebeingreador written by statementandprocedure# the program.For each
proceduretheanalysissummarizesheregionsbeingaccessetly the whole execution
of thatprocedureincludingall of the proceduredt invokes.

The shapeanalysisalgorithmusesa nite abstractiorof the heapbasedon shape
graphs.The nodesin a shapegraphare summarynodesrepresentingonnectecheap
regions,andthe edgesdescribehereachabilitybetweerregions.To computeaccurate
shapenformation,theanalysiskeepgrackof potentialcyclesin eachregion. Theanal-
ysisalsouseghematerializatiorandsummarizatiotechniqueproposedn [20]; andit
identi es heapregionsbasenreachabilityfrom stackvariablessimilarly to theshape
analysepresentedn [23, 3]. But unliketheheapabstractionén theseanalysesour ab-
stractionexclusively usessummarynodes.Thisleadsto a smallershapeabstractiorfor
certainprogramssuchaslist traversalsusingmultiple traversingpointers.

Thedif culty of characterizingaccessetheapregionsstronglydependsn the ab-
stractionthatthe analysisuses.lt is straightforvardto determinethe accessedegions
whenthe abstractiorusesa global partitioning of the heap,with one summarynode
per allocationsite. Suchabstractiondave beenusedin someshapeanalyseq1] and
pointeranalyseg24,19]. The factthatmakesit easyto characterizéneapaccessem
this caseis thateachsummarynoderepresentthe samesetof concreteheaplocations
throughoutthe program.However, heapabstractiondasedon allocationsitesare not
accuraten the presenceof destructve updatesMore preciseheapabstractionsisea
per program point partitioning of the heap,accordingto the referencingrelationships
or reachabilityfrom stackpointersat eachpoint in the program[20, 23,3]; our algo-
rithm usessuchanabstractionin this case a summarynodemay modeldifferentsets
of locationsat differentprogrampoints,becauséhe referencingandreachabilityrela-
tionshipsof heaplocationswith resprectto stackpointersmay change This makesit
dif cult to summarizéneapaccesseatdifferentprogrampoints;in particular it makes
it dif cult to summarizeéheheapaccessefor thewhole executionof eachprocedure.

We solve this problemusingnodelabelsin the shapeabstractionThe analysisas-
signsa freshnew labelto eachregion atthe beginningof a procedureThen,duringthe
analysisof the procedureijt computesa setof labelsfor eachsummarynode.This set
describeshe originsof thenodeslocationswith respecto theregionsatthe procedure
entry. Using the computedabels,the analysiscansummarizeall of the heapaccesses
in eachproceduren termsof theregionsat the beginningof the procedure.

Theanalysisusesa context-sensitve interprocedurailgorithmto analyzefunction
calls.At eachcall site,theanalysismapstheshapeandaccessegioninformationbefore
thecall into theanalysisdomainof thecallee ,analyzegheinvokedprocedureandthen
unmapgheresultbackinto the caller's domainto determingheinformationright after
the call. The analysishandlesrecursve proceduresisinga standardterative xpoint
algorithm.



This papemalkesthefollowing contributions:

— AnalysisProblem. It identi es anew analysigproblem thatof computingtheheap
regionsthatstatementandproceduresn the programmay accessin the presence
of destructve updates;

— Heap Abstraction. It present& new heapabstractionwheresummarynodesrep-
resentconnectedheapregionsandedgesmodelreachabilitybetweerregions. The
abstractiorfurther usesnodelabelsto expressthe concreteocationsof summary
nodesin termsof theregionsat the beginning of the procedure;

— ShapeAnalysis. It present@ data ow analysisnvhich computeshapenformation
usingthis abstractionlt givesa preciseformal de nition of thealgorithm;

— Theoretical Properties It givesformal resultsshaving thattheanalysisalgorithm
is soundandis guaranteedb terminate.

The remainderof the paperis organizedasfollows. Section2 presentsan exam-
ple. Section3 presentghe shapeanalysisalgorithmandthe computationof accessed
regions.Finally, Section5 discusseselatedwork.

2 Example

Figure 1 presentsan exampleof a programthat our analysisis designedio handle.
Thisis aquicksortprogramwhich recursvely sortsalist region (i.e. asublist)in-place,
using destructve updatesFor this programwe want to automaticallycheckthat the
two recursve calls accesdlisjoint sublistswithin the samelist. We rst describethe
executionof this programand then we discussthe analysisinformation requiredto
checkthis property

2.1 Program Execution

At eachinvocation,the function sortsa sublist, consistingof all the list
elementdbetween and , exclusively (i.e., notincluding and ).
At theendof theinvocation, -> will pointto the rst elementn thesorted
sublist,andthe eld of thelastelementin the sortedsublistwill pointto
Whenthe functionis rst invoked, mustbe not , differentthan , and
theelementpointedto by mustbereachabldrom

The function rst looks for the basecasesof the computation,wherethe sublist
hasat mostoneelement,n which caseit immediatelyreturns(lines 11 and14). If the
argumentsublisthasat leasttwo elementsthe function sortsthe sublistaccordingto
thestandardjuicksortalgorithm.Thevariable  representthepivot andis initialized
(line 10) to pointto thenext elementfter . To partitionthe sublistwith respecto
the pivot's value,the programtraverseghelist with two pointers, and ,using
theloopbetweerines16and27.Duringthepartitioning,thelist regionbetween
and  containgheelementdessthanor equalto thepivot, andthelist regionbetween

and containsthe elementgreaterthanthe pivot. Note thatthe programuses
destructve updatego move elementsnto the “lessthan” partition (lines22-24).

Finally, the programrecursvely sortsthetwo partitions(lines 29, 30); eachof these
callssortsits partitionin-place.



1 typedef struct cell {

2 int val;

3 struct  cell  *next;

4 1} list;

5

6

7 void quicksort(list *first, list  *last) {
8 list *mid, *crt, *prev;

9

10 mid = prev = first->next;

11 if (mid == last) return;

12

13 crt = prev->next;

14 if (ert == last) return;

15

16  while(crt I= last) {

17 if (crt->val > mid->val) {
18 [* append to "greater than" part */
19 prev = crt;

20 } else {

21 [* prepend to "less than" part *
22 prev->next = crt->next;
23 crt->next = first->next;
24 first->next = crt;

25 }

26 crt = prev->next;

27 }

28

29  quicksort(first, mid);

30  quicksort(mid, last);

31}

Fig. 1. Quicksorton lists

2.2 Required Analysis Information

To determinethattherecursve callsto

accesdlisjoint regionsof the list,

theanalysismustextractthefollowing key piecesof information:

1. Rggions Theanalysismustuseanabstractiorthatdistinguishedetweendifferent

list regions. For instance the analysismust distinguishbetweenthe sublistfrom
to , from to , andfrom to . Theabstractiormustthus
usedifferentsummarynodedfor eachof theseregions.
. Cyclicity Information The analysismust accuratelydeterminethat the program
presereslistness.Thatis, it mustestablishthat the sorting function producesan
agyclic list whenever it startswith anagyclic list. In particular it mustdetermine
thatthe destructve updategdhatmove elementdnto the “lessthan” partition (lines
22-24)presere thelistnessproperty
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Fig. 2. Abstractshapegraphsat selectegprogrampointsfor example

3. Readtability Information Theanalysianustpreciselydeterminevhich sublistsare
reachabldrom which othersublists.
4. Accesdnformation The analysismustdeterminewhatsublistseachinvocationof
accessedt mustgive a precisecharacterizatioof the accessetheap
locations with respecto theregionsat the beginning of the function.

Figure2 shaws the abstractiorthat our analysiscomputesat several key pointsin
theprogram.This abstractiorpreciselycaptureghe above piecesof information.None
of the nodesin the graphsare cyclic. The solid edgesare mustedgesandthe dashed
edgesaremayedges.

Thegraph shawvstheabstracshapegraphatthebeginningof thefunction,which
representshe portion of the heapreachabldrom the function arguments, and

. The abstractiorconsistsof two summarynodes,denotingtwo list regions.The
summarynodepointedto by representshe sublistbetween , inclusively,
and , exclusively. The summarynodepointedto by representghetail of the
list. Eachof thesesublistsis a connectedsingle-entryheapregion, whoseentry point
is directly accessibldrom the stack. Thesesummarynodesrepresentlisjoint regions
within the samélist structure.

Thegoalof theanalysidgs to computetheregionsthat accessesyith re-
spectto the heapstateatthebeginningof thefunction(i.e. ). Thereforetheanalysis



assigndifferentfreshnew labels, and , tothesummarynodesin . Theselabels
modeltheregionsthatthesenodesrepresenat the beginning of the function Then,at
eachpointin the function body, the analysisexpresseshe concretelocationsof each
summarynodein termsof theregions and .

Thegraph  shows the abstracinformationat line 12, after the assignmentst
line 10 andthe testat line 11. The assignmentsraversethe selectorof the ele-
mentpointedto by and assignthe resultingvalueto and . Sincethe
summarynode pointedto by hastwo outgoingedgesthe analysismustcon-
sidertraversingeachof them.In the rst casethe analysistraverseghe edgebetween
thetwo nodeswhichmakes and be aliased.The analysisthenelimi-
natesthis possibility becausef thetestconditionatline 11, which requiresthat
and mustbe unaliasedIn the secondcase the analysistraverseshe self edgeof

, performingmaterializatiorandcreatinga new node.As partof thematerializa-
tion processtheanalysisassigndabel tothenewly createchode becausé modelsa
subsebf theregionthatthematerializechodemodels Notethatduringmaterialization,
the analysistransformsthe may self edgeof into a mustedgebetween
and , . Thealgorithmsimilarly analyzeghe statementatlines13and14,to
producethegraph  atline 15.

Figure 2 alsoshaws the x ed-pointinformationthat the analysiscomputesat the
beginningof theloop, atline 17.This x ed-pointsolutionconsistof two shapegraphs,
and , which representhe two possibleheapcon gurations at this point:
shovsthecasevhere  and arealiasedthatis, whenthe“greaterthan” partition
isempty;and  describeghe casewherethis partition containsat leastoneelement,
andthus and pointto differentsublists.Similarly, theanalysiscomputeswo
possibleshapggraphs, and |, rightaftertheloopandbeforethe rst recursiecall.
In all of thesegraphsthe summarynodespointedto by , ,and all have
thelabel . This indicatesthat eachof thesesummarynodesmodelsa subsetof the

locationsthattheregion representn

Note that the previous shapeanalyseq3, 23] would producea larger numberof
possiblecon gurationsfor this program,becausehey distinguishbetweenlocations
pointedto by stackpointersandlocationspointedto only from the heap . Thenumberof
possibleshapegraphsthatthoseanalysesvould produceis exponentialin the number
of traversingpointerswith selfedges: graphsinsteadof @ and graphsinsteadof

. Thoseshapegraphswvould alsohave alargernumberf nodespupto 9 nodesach.

2.3 Computing Heap AccessRegions

The analysiscannow usethe computedshapeandlabelinformationto determinethat
the two recursve calls accesdisjoint regions of the list. First, the analysisinspects
every statementwhich accesseshe heapusing the pointers , , , and

. For eachof theseheapaccessest examineshe shapegraphsatthecorresponding
accesgoints and looks up the nodeswherethesepointersare pointing to. Sinceall
thesenodesarelabeledwith |, theanalysisestablisheghatall thesestatementsaccess
locationsfrom region . Theinterproceduraanalysisof thetwo recursve callsfurther
determineshatthewholeexecutionof , includingtherecursveinvocations,
only accessekcationsin



The analysiscanthenusethe computedaccessegion for the whole executionof

to determinghatthetwo recursve callsaccesslisjointsublists A compiler

could usethis informationto automaticallyparallelizethis programand executethe
recursve callsconcurrently

2.4 DetectingPotential Bugs

The analysisis ableto helpin the detectionof potential bugs. Supposethe second
recursve call (line 30) is incorrectlyinvokedwith -> .In
thatcasetheinputshapegraphsat eachprogrampointwould be unchangedHowever,
theanalysiswvould detectthatthe accessegion for the whole executionof

is . Usingthis informationat the recursie calls, the analysiswill determinethat
both calls may accesghe tail of thelist. Thus,it canno longerconcludethat the two
recursve callsaccesglisjointlist regions.

Alternatively, consideiif the programmeincorrectlywritesthe loop testcondition
atline 16 as . As aresult,the analysiswill computetwo more possi-
ble shapegraphsat the beginning of loop body; in eachof these, pointsto the
summarynodelabelledwith . Therefore whenthe analysisinspectsthe assignment

-> -> , it will determinghatthis statementvritesaheaploca-
tionrepresentetly .Asaresult,theanalysiswill computeanaccessegion for
quicksortandwill reportthatthetwo recursve callsmayaccesshe samdist elements.

Although both of the above situationsarebugs,in generalsuchmessagesmay be
false positives, becausdhe analysisis conserative. Nonethelessywhen the analysis
computesaccessegion informationdifferentthana given speci cation, the program-
mercantreatit asanindicationof apotentialbugin the program.

3 Algorithm

This sectionpresentsheanalysisalgorithmin detail. Althoughthealgorithmcomputes
shapegraphs,label information, and accessedegions at the sametime, we discuss
them separatelyfor clarity in presentationWe rst shav the basicintra-procedural
algorithm which computesshapegraphs.We then presenthow the algorithm keeps
trackof labelsandhow it computegheaccessetieapregions.Finally, we describehe

inter-procedurabnalysisalgorithm.

3.1 ShapeAnalysis.

We formulate our shapeanalysisalgorithmas a data ow analysiswhich computesa
shapegraphat eachprogrampoint. This sectionde nes the data ow information,the
meetoperatoyandthetransferfunctionsfor statements.
We assumehatthatthe programis preprocessetb aform whereeachstatements
of oneof the following six forms: , , , > ,
-> , or -> . Without loss of generality we assumehat eachvariable
update is precedediy a statement andthat eachselectorupdate



> is precededy -> .We assumehat is theuniqueselectomame
in theprogram.

Our algorithm expresseghe shapeinformation using predicatesn three-walued

logic [21], which consistf truth valuesO (false),1 (true),and1/2 (unknawn). We use

thestandardhree-waluedorderandoperatorsthe conjunction ; the
disjunction ; thepartialorder for or ;and
the meet equalto if and 1/2 otherwise We explicitly usesubscript3

whenwe referthree-waluedoperatorsandwe don't useary subscriptdor the standard,
two-valuedoperators.

Concrete Heaps. Concreteheapsrepresenthe statically unboundedsetof concrete
heaplocationsandthe points-torelationsbetweerthem.We formalize concreteheaps
asfollows. Let  bethe setof stackvariablesin the program.A concreteheapis a
triple consistingof:

— Aset of heaplocations;
— A set of edgedrom stackvariableso heaplocations;
— A set of edgedrom heaplocationsto heaplocations;

For edgesa valuel indicatesthe presencef the edgein the concreteheap;a valueO
indicatesits absenceWe thenconsiderntwo predicatesvhich characterizehe pathsin

thisgraph: indicatesf thereis a pathin theconcreteheapbetweerthe variable

andthe concretdocation ;and indicatesthatthereis a pathin

the concreteheapbetweervariable andlocation which doesnt contain
thelocation

For eachsetof stackvariables , , we de ne the heaproot  as

the heaplocation pointedto exactly by the variablesin : . We

alsode netheset  of nodesownedby astheconcretdocationsthatcanonly be
reachedrom , andonly on pathsthatdon't traverseotherroots:

Finally, for wede netheset of all heaplocationsreachabldrom the stack,
but notownedby ary set  of variables.Theseareheaplocationsreachabldrom the
stackthroughdifferentroots.We emphasiz¢hatall of thesets  representlisjointsets
of concretéheaplocations Also, eachof thesets areconnectedsingle-entry
subgraph®f the concreteheap,with entrynode ; however, is notasingle-entry
subgraphandis not connectectither

Data o w Information. Let be a setof abstractheapnodes,
whereeachnode  modelsthe concreteheaplocationsin . Thedata ow informa-
tion of ouranalysiss anabstract shapegraph , Where:

- is thesetof nodes;
- is the setof edgeswith reachabilityinformation.
- , thecyclicity informationon nodes.



The above predicateshave the following meaning.If , the edgebe-
tween and is de nitely reachabldi.e.,thelocationsin  arede nitely reachable
from thelocationsin ); if , the edgeis possiblyreachableptherwise,
it doesnt exist. The cyclic predicate is 1 if therede nitely is acyclein the con-
creteheapstructuremodeledby ; it is 1/2if theremaybea cycle; andit is O if there
de nitely isn't any cycle. The predicate refersto internalcyclesconsistingonly of
locationsmodeledby . Wedenoteby thesetof all abstracshapegraphs.

We graphicallyrepresennodes with with doublecircles; de nitely
reachableedgeswith solid lines; and possiblyreachableedgeswith dashedines. Fi-
nally, we omit  if it hasnoincomingor outgoingedgedo otherabstrachodes.The
shapegraphsfrom Figure?2 usethis graphicalrepresentation.

The abstraction function characterizeshe relation betweenconcreteheapsand
abstractshapegraphs.Given a concreteheap , we de ne its abstraction

asfollows:

if
otherwise

Thenode  modelsa subgraphof the heapwhich is not connectedand may have
multiple entries.Intuitively,  containsimpreciseshapeinformationandthe analysis
usest asafallbackmechanisnio conseratively handlethe caseof sharedstructures.

Merge Operation. The data ow analysismeigesshapegraphsat eachcontrol- ow
point in the program.The meige operationis non-trivial in our abstractionpecause
it mustaccountfor the following scenario Considertwo abstractgraphs  and
that we want to memge. Also considerthat one of thesegraphscontainsa de nitely
reachableedge , but the other graphscontainsonly the targetnode . In this
case, is notreachabldrom in the secondgraph,so the analysismustconclude
that is possiblyreachablen the memgedgraph.Thefollowing meige operation
preciselycaptureshis behaior. If and , the
mergedgraphis , Where:

if
if
if

if

if

otherwise

In generalwe may have abstractshapegraphscontainingnodes and  such
that and eachincludea stackvariable . Clearly, in no executionof the



Case: Case:
if
otherwise
if .
. if
otherwise .
otherwise
Case: -> Case: ->
if if
otherwise otherwise
if if
otherwise otherwise
Case: if

Fig. 3. Transferfunction  cons for simplecases

programcantherecoexist a concreteheaplocationfrom with onefrom . We
saythatagraph isincompatiblef it containstwo nodes and  suchthat

. Givenashapegraph ,wesaythat isapossiblecon gurationif it
is amaximalcompatiblesubgraptof . We usetheterm“maximal subgraph'relative
to the partial orderrelationinducedby the merge operatorde ned above. Finally, we
denoteby Confs(G) the setof all possiblecon gurationsof agraph

Transfer Functions. For eachstatement in theprogramwe de ne atransferfunction
, which describeshow the statementmodi es the input abstractshape
graph.Theanalysisrst splitstheinputgraph into all of the possiblecon gurations
in Confs(G). It thenanalyzesachcon guration separatelyAt the end,it memgesthe
resultfor eachcon guration. Therefore we expressthetransferfunctionasfollows:

conf

Confs

where  onf is atransferfunctionde ned to operateonly on compatiblegraphs.Fig-
ures3, 4, and5 presenthefull de nition of thetransferfunctions  .onf thatthealgo-
rithm usesto analyzeeachcon guration.

Figure3 shavs thetransferfunctionfor statements , , >
-> , and when . Theseequationsusetwo helper



if
if

otherwise

if

otherwise
if
otherwise

Fig. 4. Transferfunction for = , when , Which performssummarizationThe
predicate evaluatesto 1 in the caseof precisesummarizatiorof into and1/2 for
imprecisesummarization.

->  conf where
Case: materialization on selfedge Case: and
if
if .
. if
otherwise .
otherwise
if
i if
if .
. if
if .
. if
if
. where:
if .
. if
if .
if otherwise
Fig. 5. Transferfunction for -> | which performsmaterialization We obtaineachgraph

by following oneedgefrom  to .
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Fig. 6. Summarizatiorior : a) precisesummarizationb) imprecisesummarization.

functions and , whichareinvertiblebecaus¢heinputgraph iscompatibleHence,
and arewell-de ned.

Thematerializatiorandsummarizatiorof nodeds signi cantly morecomplex. Fig-
ure 4 presentghe equationdor the summarizatiorof nodes which takes placefor a
statement = , when .Let  beanodewith anedgeto . Theanaly-
siscanpreciselysummarizeéhenode into  onlyif thereasingleincomingedge
to , andthatedgeis de nitely reachableFigure6(a) shows this caself thereare
multiple incomingedgego , andtwo or morearede nitely reachableedgesthen
the analysissummarizes into . Finally, if therearemultiple incomingedgego

, andatmostoneis a de nitely reachabledgesthentheanalysismustsummarize
bothinto  andinto thenodeghatpointto usingde nitely reachabledges.
Figure6(b) shavs a caseof imprecisesummarization.

Figure5 presentshetransferfunctionsfor anassignment -> . Considetthat

is a nodesuchthat f hasmultiple outgoingedge,the variable may
traverseary of themduringtheexecutionof this statementThealgorithmanalyzegach
of thesesituationsseparatelyandthenmergesthe resultstogether Whentraversinga
selfedgeof |, theanalysisperformsamaterializationit “extracts”onelocationfrom

and createshe abstractnode to modelthe remaininglocations.If the node

may have cycles,the analysisperformsanimprecisematerializatiorandaddsback
edgesto . Otherwise,the analysisperformsa precisematerializationand doesnt
createspuriousbackedges.

3.2 Formal Results

We summarizeshe maintheoreticaresultsfor our abstractiorandandour analysisin
the following theoremsWe show thatthe meetoperationis well-de ned, the transfer
functionsaremonotonic,andthe analysisis sound.We use to denotethe concrete
semanticof . Becausedhe analysislattice has nite height,the monotonicityof the
transferfunctionsimpliesthatthe analysisis guaranteedo terminate.

Theorem1. Themege opemtion isidempotentcommutativeandassociative
Theorem 2. For all statements, thetransferfunction  is monotonic.

Theorem 3 (Soundness)lf is a conceteheap,thenfor all statements we have
, Where istheabstmactionfunctionde nedin Section3.1.



3.3 NodelLabels

This sectionpresentshealgorithmfor computingaccessetieapregionsfor statements
andprocedureén the program.Themaindif culty whencomputingtheaccessetieap
regionsin our abstractioris thatthe samenodemay representlifferentconcreteheap
locationsin shapegraphsat differentprogrampoints. This makesit dif cult to sum-
marizeheapaccesseat differentprogrampoints.In particular it makesit dif cult to
summarizehe heapaccessefor eachprocedurean the program.

Our algorithm overcomesthis dif culty using nodelabelsto recordinformation
aboutthe concreteheaplocationsthat eachabstracinoderepresentsit the beginning
of eachprocedurethe analysisassigndreshlabelsto eachnodein the shapegraph.
Eachlabelrepresentshe setof concretdocationsthatthe correspondinghodemodels
in theinitial shapegraph.During the analysisof individual statementsthe algorithm
computesfor eachnodeandat eachprogrampoint, the setof labelsthatdescribethe
concretdocationsthatthe nodecurrentlymodels Finally, for eachstatementhatreads
or writes a heaplocation, the algorithmrecordsthe labelsof the nodebeingaccessed
by the statementThe analysiscanthereforesummarizehe heaplocationsaccessetly
thewhole executionof eachprocedureasa setof labels.

For allocationstatementgheanalysisusesonelabelperallocationsiteto modelall
of theheapcellsallocatedatthis sitein thecurrentexecutionof theenclosingorocedure.
For anallocationsite , we denoteby  thelabelfor this site. We denoteby Lab the
setof all labelsin theanalysisThis setconsistf allocationsitelabelsandfreshlabels
at the beginning of proceduresWithin eachproceduredifferentlabelsmodeldisjoint
setsof concreteheaplocations.

Our analysisalgorithm computesshapegraphs,node labels, and accessregions
simultaneouslylt usesan extendedheapabstractionwhich incorporatesnformation
aboutlabelsandaccessetkegions.An extendedshapegraphis atuple ,
where , ,and arethe sameas before, Lab representghe la-
bel informationfor nodes,and Lab characterizehe heaplocationsthat have
beenreadandwritten from the beginning of the enclosingprocedureThe memge op-
erationis the pointwise union for labelsand readand write sets.That s, if

and , thenthememedgraph
is ,where , ,and arecomputedasbefore,and:

if
if
if

Figure 7 shavs how the analysiscomputesthe labelsfor eachstatementFor an
allocationstatement , the analysisassignghe label  of thatallocationsite to the
newly createchode.During summarizatiorthe analysisaddsthe labelsof the summa-
rized nodeto the setof labelsof the nodewhich getssummarizednto. During ma-
terialization,the newly creatednodeinheritsthe labelsfrom the node on which the
materializatiorhasbeenperformed.



| Statement New Labels | Statement |  NewLabels |
if
if

if
if ->
if ->
if ->
if

Fig. 7. Equationfor computinglabelsets,usingthe summarizarizatiopredicate andthefunc-
tions , ,and de nedin Figures3, 4, and5.

Finally, the analysiscomputeghe locationsbeingreadandwritten by eachstate-

mentin a straightforvard manner For eachheapupdate -> or -> ,
the analysisaugmentghe set of written locationswith the labelsof all the nodes
pointsto: . Similarly, for eachassignment -> | the

analysisaugmentghe setof readlocationswith the labelsof all thenodes pointsto:
. In all of the othercasesthe setsof locationsbeingreador
written remainunchanged.

3.4 Interprocedural Analysis

Ouralgorithmperformsa context-sensitve inter-procedurabnalysigo accuratelycom-
pute shapeinformationfor procedurecalls. At eachcall site, the algorithm mapsthe
currentanalysisinformationinto the namespaceof the invoked procedureanalyzes
the procedurethen unmapsthe resultsback into the namespaceof the caller This
generalmechanisnis similar to existing inter-procedurapointeranalysed4, 24,19].
However, our mappingandunmappingprocessesredifferentthanin pointeranalysis
becausehey operateon adifferentabstractionln particular our analysismapsandun-
mapsshapeagraphsnodelabels,andreadandwrite sets Lik e existing context-sensitve
pointeranalysespur algorithmcacheghe analysisresultsevery time it analyzes pro-
cedure At eachcall site, the analysissetsup the calling context andlooksthis context
up in the cacheto determinef ananalysisresultis availablefor this context. If so, it
usesthe resultsof the previous analysisof the procedure Otherwise,it analyzeshe
callerin thenew context.

Mapping and Unmapping. The mappingprocesssetsup the calling context for the

invoked procedure Considera call statement which invokes procedure
f . Without lossof generality we assumehat eachof the actualarguments
arelocal variablesin the caller's ervironment.Let be the formal parame-

ters of the invoked proceduref . If the analysisinformation at the call site is
, the mappingprocessbuilds the input context  for the invoked
procedure asfollows:

— It rst partitionsthenodes of intotwosets: ,representinghenodeseach-
able from the actualparameters at the call site, and ,



representinghenodesunreachablérom the actualparameterd_et  bethesub-
graphof restrictedothenodesn ,and betheunreachablsubgraptof |,
restrictedto thenodesin . Theanalysisproceedswith  to setup the calling
contet; it recoserstheunreachablsubgraph  later, duringthe unmapping.

— It thenremovesall of the local variables,exceptfor the actualarguments from
theshapegraph  andproducesanew graph . For this, the analysisperforms
assignments for eachvariable whichis notanactualparameterDuring
the removal of local variables,the analysisconstructsa node map

thatrecordsfor eachnodein  , whichnodesof it represents.

— Theanalysige-labelseachnodein  with afreshlabelandproducesanew graph

. It recordghere-labelinginformationusinga function Lab suchthat
representthenodeof  which hasbeenre-labeledwith

— Finally, theanalysigeplace®achactualparameter in  with thecorresponding
formal parameter , andproduceghe graph , whichis
the calling contet for theinvokedprocedure .

Next, the analysisusesthe constructedtalling context  to determinethe output
graph . Theanalysiscomputes eitherby re-usinga
previousanalysisfor this context from the cache pr by analyzingtheinvokedfunction

. Further the analysisunmapsthe outputgraph ~ and computesthe graph  in
the caller's analysisdomain,at the programpoint right after the call. The unmapping
proceszonsistof the following steps:

— Theanalysisreplacesachformal parameter with the correspondingctualpa-
rameter atthe call site,andproducesa graph
Here we assumehat the formal parameterare never modi ed in the procedure
body Hence they pointto thesamedocationthroughouthe procedureOnecanre-
lax this conditionusingtemporaryariablesandassignmentahich copy theinitial
valuesof theformal parameterinto thesetemporaryvariables.

— Next, theanalysiseplacenodesn  with nodesfrom thereachablesubgraph
beforethe call; it producesa new graph . Intu-
itively, theanalysisecoversthecaller'slocalinformation,which hasbeenremoved
duringthemappingprocess.

The algorithm computeshe shapeinformation , , ,and asfollows.
For eachnode , it examineghefollowing possibilities:
if and :theregion wasneitherreadnorwritten

by theexecutionof . It meanghattheinternalstructureof this region hasnot
beenmodi ed by thecall, andno pointersinto themiddle of this structurehave
beencreatedlt is thereforesafeto replacethenodelabeledwith  in  with
its correspondingubgrapiHrom , consistingof all thenodesin

if , :
theheapstructurerepresentedythereglon may have beenreador written,
but it representgxactly onenodein both  and . Theanalysiscansafely
replacethenode  with theuniquenode of

Otherwise the heapstructurerepresentedy region node may have been
modi ed or representsnultiple nodesin . The analysisconseratively re-
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Fig. 8. Computedshapegraphsduringmappingandunmappingor quicksortexample

places with all of the nodesin , addsedges
betweerary two of thesenodes andmakesall of the nodescyclic.

Theanalysiscomputegheaccessegioninformation  and asfollows:

where isthelabelmapof subgraph
— Finally, theanalysisaddsbacktheunreachablsubgraph into . Theresulting
graph representsheshapegraphatthe programpoint afterthecall.

Althoughthe mappingandunmappingprocesss consenrative, it maybeimprecise
for regionsmodi ed by the callee.In particular the unmappingprocessmprecisely
restoreghelocalvariablesof thecallerwhenthesevariablesbelongto regionsmodi ed
by the invoked procedureTo reducethis kind of imprecision,our analysisperforms
early nulli cation : it runsa deadvariableanalysis,jdenti es the earliestpointswhere
local variablesare guaranteedo be dead,andinsertsnullifying statements
for suchvariablesat theseprogrampoints. This techniquereduceshe amountof local
informationandimprovesthe ef ciency andthe precisionof our algorithm.

Figure8 shavstheshapeggraphshattheanalysisconstructsduringmapingandun-
mappingfor the rst recursve call sitein the quicksortexamplefrom Section2. Using
early nulli cation, the analysisinsertsthe statements and
beforethe rst call. Thesestatementgield thegraph in Figure8 atthecall site.Dur-
ing the mappingprocessthe analysisderivesthe labelmap



andthenodemap .
During the unmappingprocessthe analysisstartswith theoutput , whoseheapac-
cessinformation indicatesthat only the rst nodehasbeenreadand written:

. Theanalysiscanaccuratelyreplacethe node of  with the
subgraptof  consistingof nodes and , becaus¢helabel in  de-
notesa region thathasnt beenreador written by theinvokedprocedureTheresulting
graph representsheinformationafterthe call.

Recursive Procedures. For the analysisof recursve procedurespur algorithmusesa
standardx ed-pointapproact19]. For eachcallingcontext , theanalysismaintains
abestanalysisresult  for thatcontext. The analysisinitializesthe bestresult  to
thebottomelemenin theanalysisdomain,whichis agraphwith anemptysetof nodes
andemptysetsof readandwritten locations.During the analysisof the program,the
algorithmcreates stackof analysiscontextsthatmodelsthe call stackin the execution
of the program.Wheneer the analysisencountersan invoked procedurealreadyon
the stack,with the samecalling context, it usesits currentbestanalysisresultfor that
context. Whenthe algorithm nishes the analysisof a procedureand computesa new
analysisresult,it memgesthis resultwith the currentbestanalysisresultfor thatcalling
contet. If thecurrentbestresulichangesthealgorithmre-analyzesll of thedependent
analysesThe processontinueauntil it reaches x edpoint.

4 Extensions

In this sectionwe discussthree extensionsto the algorithm presentedso far. These
extensiondmprove the precision theef ciency, andthefunctionality of our algorithm.

4.1 Con gurations VersusMergedGraphs

During theanalysisof eachindividual statementour algorithmsplitsthe currentshape
graphinto possiblecon gurations,analyzesachcon gurationseparatelythenmemges
theresultstogetheraspresentedh Section3.1.However, thememgeoperatiormaylose
precisionbecausehe analysismay not be ableto accuratelyrecover the component
con gurationsfrom themergedgraph.

We canavoid this kind of imprecisionusinga more precisedata ow information
consistingof setsof compatiblegraphs.In this case the algorithmcomputesa setof
shapegraphsateachprogrampoint. Thedrawbackof this approachs thatthedata ow
information may consistsof a large numberof graphsat eachprogrampoint, making
the analysismore expensve. With this extension,the algorithm tradesef ciency for
precision.

A possibletrade-of is to have a singlegraphat join pointsin the control o w, but
keepmultiple graphsduringthe analysisof eachbasicblock. In thatcase the analysis
splits the shapegraphinto con gurations at the beginning at eachbasicblock, then
mergesthe con gurationsbackinto onesingleshapegraphat the endof the block.



4.2 Rening the  node

In ouralgorithm,the  nodemodelsall concreteheaplocationsthatarereachabldérom
at leasttwo stackvariableson a paththatdoesnot go throughary otherroot locations
(i.e.,locationspointedto directly from stackvariables) Essentiallytheselocationsare
sharedpeingreachabldrom multiple variables Merging all of thesdocationsinto one
singleabstrachodeis imprecise— suchanabstractiorcannotaccuratelydescribehe
shapeof theheapstructurerepresentetly theselocations.

We can extend our algorithmwith a more preciseheapabstractiorwhich re nes
the  node.More precisely we canreplacethe  nodewith several shaed nodes

, Where is anon-emptysetof stackpointers.Eachsharechode representsll
of the locationsreachableaxactly from the variablesin , throughat leasttwo root
nodes.This approacthis similar to the abstractionsisedin previous shapeanalyseg3,
23], which distinguishbetweemodesbasedon the setof variablesthey arereachable
from.

4.3 Multiple Selectors

Our currentalgorithmassume®ne single selectomame.This restrictsthe datastruc-
turesthatthis algorithmcananalyzeto linked lists. We brie y describehow to extend
our algorithmto supportmultiple selectomamesallowing it to handlemore comple
structuresuchasbinarytrees.

We rst extendour abstractiorwith informationaboutselectomameslf Selrepre-
sentsthe setof all selectomamesn the program,a shapegraphfor multiple selectors
is atuple , Where:

— isthesetof nodes.

- Sel is the setof edges.Eachedgecontains
informationaboutthe setof selectomamest represents.

- Sel describeghe cyclicity informationfor self-edges.
A self-edgeonanode is cyclic onasetof selectors if thereisacycle
over someconcreteocationsmodeledby , andthatcycle usesonly selectorsn
theset

- describeghe sharednformationfor self-edges.
A node is sharedfor a setof selectors if it modelsa concreteheap
locationwhich be pointedto by multiple heaplocations thoughselectorsn the set

This extensiontracksthe predicates and for eachsubsetof separatelylt
allowstheanalysigo accuratelycapturethe shapeof structuresvith multiple selectors.
For instance considera binary tree with selectors and , with all of the
leaves connectedn a (non-g/clic) linked list with selector . For this structure,
thesharedbredicate for and is non-zerohowever, the
sharedredicateor of is zero,thusallows usto deduceahatthe
selectors and de ne atreestructure andthe selector de nesalist.

The materializatiorandsummarizatioroperationsaregeneralizationsf the corre-
spondingoperationdor a singleselector Theanalysispeformsprecisesummarization



for astatement -> on aself edgeif the nodebeingsummarizeds not cyclic
on ary setwhich includesthe selectomame , usedto traversethe structure Simi-
larly, theanalysisperformsprecisematerializatiorfor astatement if thenode
that pointsto is preciselyreachabldrom exactly oneothernode.

Trackingboththecyclic andsharedredicatesllows usto distinguishcertaintypes
of graphsrepresentetly agivenabstrachode , basedn possiblecombinationof the
predicatesasshavn in thefollowing table:

| | isnotcyclic] iscyclic |
is notshare tree largecycle |
is shared DAG |arbitrarygraph

In this table,a large cycle represents cycle which includeof all of the locationsthat
node models.

5 RelatedWork

Early approachet shapeanalysiq14,1] proposegraphabstractionef theheapbased
on allocationsites:eachsummarynodein the shapegraphrepresentsll of the heap
locationsallocatedat a certainsite. Becausef the abstractiorbasednallocationsites,
thesealgorithmsareimprecisen the presencef destructve updates.

A numberof approacheso shapeanalysethave usedaccesgathsin the form of
regular expressiongo describereachabilityof heaplocationsfrom the stack.Larus
andHil nger presentdata ow analysisalgorithmwhich computesaccesgpaths[15].
Other approachesise matricesof accesgathsto describethe reachabilityinforma-
tion [13,12]. They proposealgorithmsthatusethe computedaccespathsto determine
whetherstructuregointedto by differentstacklocationsalwaysaccesdlifferentheap
locations,andusethis informationto parallelizeapplicationghatmanipulaterecursve
heapstructuresResearcherbave alsoproposedanguagesupportfor heapstructures:
in the AbstractDescriptionof DataStructure§ADDS) [11], programmerganspecify
propertiesuchasdisjointnesr backwardpointers,andthe compilerthenusesanaly-
sistechniquedpasednaccespathmatriceso checkthesepropertiesDeutscH?2] pro-
posesa shapeanalysiswhich expressesliasingusing pairsof symbolicaccesgaths.
The analysiscan parameterizéhe computedsymbolic alias pairs, and shaw, for in-
stancethat a list copy programproducesa list whoseelementsare aliasedwith the
correspondinglementf theoriginal list.

Similarapproacheasematricesof booleango expressreachabilityinformation[7,
8]. For instancetheinterferencamatrix indicateswhethertheremay be heaplocations
reachabldrom differentstacklocations;andthe directionmatrix indicatesif the heap
locationpointedto by a stackvariablemaybereachabldrom the heaplocationpointed
to by anothewariable. The analysisusesthe reachabilityinformationin thesematrices
to distinguishbetweertrees DAGs,andarbitrarygraphs.

A moresophisticate@dnalysiproposes shapegraphabstractiorof theheapwhich
distinguishesbetweenheaplocationsdependingon the stack variablesthat point to
them [20]. This approachkeepstrack of the sharednessf summarynodesto iden-
tify agyclic lists or tree structuresThe algorithmalsointroducestwo key techniques



thatallow the analysisto computeaccurateneapinformation: summarizatiorinto and

materializationfrom summarynodes.Using thesetechniquesthe analysisis able to

determinethatanin-placelist reversalprogrampresereslistness.Later analyseg23,

3] extendthis algorithmwith reachabilityinformationandthusareableto distinguish
betweersub-rgjionsof the sameheapstructure However, noneof thesealgorithmsis

ableto summarizeheapaccessnformationfor the whole executionof eachprocedure
in theprogram.

More recently researcherbave proposedhe useof threevaluedlogic to express
heappropertieg21]. They proposea generalframevork which allows to expressthe
heapabstractiorusingthreevaluedlogic formulasandshow thatexisting analysesre
instancef this framework. Subsequentvork shavs how to apply this framework to
checkthecorrectnessf aninsertionsortalgorithm[17], andhow to extendthis frame-
work for interprocedurahnalysiq18].

6 Conclusion

We have presentedan inter-proceduralanalysiswhich is ableto computeinformation
aboutthe programaccessekeapregionswithin recursve datastructuressuchassub-
lists within lists. The analysids designedo handlerecursve programswhich destruc-
tively updateheapstructuresWe usea shapegraphabstractionwhoseedgesrecord
reachabilityinformationandnodesrecordcyclicity information,andwe formulateour
algorithmasadata ow analysiswvhich computeshapeandregion informationat each
programpoint. As partof the analysisalgorithm,we summarizethe heapregionsac-
cessedy eachproceduran termsof theregionsat the beginningof the procedureFor
this, we uselabelsonthenodesof theinitial shapegraph,to denotetheregionsasof the
procedureentry point. Our analysisis ableto accuratelyanalyzea recursve quicksort
programwhich sortsa list in-place,and determinethat the two recursve calls access
disjoint sublistswithin thelist.
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