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Password CheckerPassword Checker

PWC: if p = u then a := 1 else a := 0

p: s t o r e d p a s s w o r d
u: u s e r - e n t e r e d p a s s w o r d
a: a u t h e n t i c a t i o n f l a g
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Password CheckerPassword Checker

PWC: if p = g then a := 1 else a := 0

p: s t o r e d p a s s w o r d
g: g u e s s e d p a s s w o r d
a: a u t h e n t i c a t i o n f l a gI s t h i s p r o g r a m s e c u r e ?
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Password CheckerPassword Checker

PWC: if p = g then a := 1 else a := 0

�
a d e p e n d s o n p:L e a k s i n f o r m a t i o n a b o u t p a s s w o r dB u t i n t u i t i v e l y s e c u r e b e c a u s e PWCl e a k s l i t t l e i n f o r m a t i o n a b o u t p …
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GuardsGuards • I n s p e c t i n f o r m a t i o n• P e r m i t , d e n y , t r a n s f o r m• I m p l e m e n t s e c u r i t y p o l i c y
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Quantitative Security PoliciesQuantitative Security Policies• E x a m p l e s :– E x p e c t e d r a t e o f f l o w i s a t m o s t k b i t s p e rs e c o n d– A t m o s t k b i t s l e a k i n a n y e x e c u t i o n• T h i s w o r k : A m o d e l f o r r e a s o n i n g a b o u tw h e t h e r p r o g r a m s s a t i s f y q u a n t i t a t i v e
information flow ( Q I F ) p o l i c i e s
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Information Flow PoliciesInformation Flow Policies• C o n t r o l r e l e a s e a n d p r o p a g a t i o n o f i n f o r m a t i o n– I n f o r m a t i o n f l o w s = d e p e n d e n c i e s• T y p e o f p o l i c i e s :– C o n f i d e n t i a l i t y ( s e c r e c y , p r i v a c y )• I n f o r m a t i o n n o t l e a k e d b y c o m p u t a t i o n– I n t e g r i t y• I n f o r m a t i o n n o t d a m a g e d b y c o m p u t a t i o n– A v a i l a b i l i t y• I n f o r m a t i o n i s o b t a i n a b l e b y / f r o mc o m p u t a t i o n• E n d - t o - e n d s e c u r i t y
?? !!
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Access Control PoliciesAccess Control Policies• C o n t r o l r e l e a s e b u t n o t p r o p a g a t i o n
• W e a k e r t h a n i n f o r m a t i o n f l o w p o l i c i e s

$ ls –l ~/.ssh/id_rsa

-r------- ... id_rsa

$ cat ~/.ssh/id_rsa

----- BEGIN RSA PRIVATE KEY-----

...

catid_rsa
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NoninterferenceNoninterference“ L o w - s e c u r i t y b e h a v i o r o f t h e p r o g r a m i s n o ta f f e c t e d b y a n y h i g h - s e c u r i t y d a t a ”[ G o g u e n & M e s e g u e r 8 2 ]
S

H i nL i n H o u tL o u t H o u t ’L o u tH i n ’
SL i nC o n f i d e n t i a l i t y : H = s e c r e t , L = p u b l i cI n t e g r i t y : H = u n t r u s t e d , L = t r u s t e d
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Qualitative Qualitative vs.vs. QuantitativeQuantitative• N o n i n t e r f e r e n c e ( q u a l i t a t i v e c o n f i d e n t i a l i t y ) i st o o s t r o n g f o r P W C• P r e v i o u s w o r k i s a l m o s t a l l q u a l i t a t i v e[ L a n g u a g e - b a s e d s u r v e y : S a b e l f e l d & M y e r s 0 3 ]• N e e d q u a n t i t a t i v e m o d e l f o r P W C i n t u i t i o n( “ l e a k s little i n f o r m a t i o n ” )
PWC: if p = g then a := 1 else a := 0

�
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Traditional Model for QIFTraditional Model for QIF

• F l o w = U n c e r t a i n t y ( H i n ) – U n c e r t a i n t y ( H i n | L o u t )• U n c e r t a i n t y m e a s u r e d w i t h s o m e v a r i a n t o f entropy[ D e n n i n g 8 2 ; M c I v e r a n d M o r g a n 0 3 ; C l a r k , H u n t , a n d M a l a c a r i a 0 5 ]
S

H i nL i n H o u tL o u tp r o b a b i l i t y d i s t r i b u t i o n s
I n f o r m a t i o n f l o w s w h e n u n c e r t a i n t y i s d e c r e a s e d
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Adding Beliefs to ModelAdding Beliefs to Model

• M o d e l a t t a c k e r ’ s u n c e r t a i n t y a b o u t H i n p u t s a s ap r o b a b i l i t y d i s t r i b u t i o n• W e c a l l t h i s d i s t r i b u t i o n a belief

S

H i nL i n H o u tL o u t
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Analyzing PWCAnalyzing PWC

PWC: if p = g then a := 1 else a := 0A t t a c k e r g u e s s e s A:

g = A

A t t a c k e r b e l i e v e s :
p = A  0.98

B  0.01
C  0.01A f t e r o b s e r v i n g a = 0, a t t a c k e r b e l i e v e s :

p = A  0
B  0.5
C  0.5

( P a s s w o r d i s r e a l l y C )
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Analyzing PWCAnalyzing PWC

p = A  0.98
B  0.01
C  0.01

p = A  0
B  0.5
C  0.5m o r e u n c e r t a i n t ya l i t t l e u n c e r t a i n t yP r e b e l i e f P o s t b e l i e f

I n f o r m a t i o n f l o w s w h e n u n c e r t a i n t y i s d e c r e a s e d
�

T r a d i t i o n a l m e t r i c :U n c e r t a i n t y = c l o s e n e s s t o u n i f o r m d i s t r i b u t i o n
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Why Uncertainty FailsWhy Uncertainty FailsU n c e r t a i n t y - b a s e d a p p r o a c h a d d r e s s e so b j e c t i v e p r o b a b i l i t i e s o n s y s t e m b u t n o ts u b j e c t i v e p r o b a b i l i t i e s o f a t t a c k e r
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Metric for BeliefMetric for Belief

p = A  0.98
B  0.01
C  0.01p r e b e l i e f p = A  0

B  0.5
C  0.5p o s t b e l i e f p = A  0

B  0
C  1r e a l i t yd 1 > d 2 : p o s t b e l i e f c l o s e r t o r e a l i t y b e c a u s e o fo b s e r v a t i o n o f p r o g r a m

d 1 d 2
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AccuracyAccuracyA c c u r a c y : D i s t a n c e f r o m a b e l i e f t o r e a l i t yC e r t a i n t yA c c u r a c yA c c u r a c y i s t h e c o r r e c t m e t r i c f o r Q I F p = A  0B  0.5
C  0.5p o s t b e l i e fp = A  0.98
B  0.01
C  0.01p r e b e l i e f
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Belief in Information FlowBelief in Information Flow• E x p e r i m e n t p r o t o c o l
Describes how attackers revise beliefs from 
observation of program execution• A c c u r a c y m e t r i c
How change in accuracy of belief can be used to 
measure the amount of information flow• E x t e n s i o n s
Repeated experiments, other metrics,  
misinformation, and insiders
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ExperimentsExperiments

p = A  0.98
B  0.01
C  0.01

p = A  0
B  0.5
C  0.5

P r e b e l i e f P o s t b e l i e fE x p e r i m e n t : H o w a n a t t a c k e r r e v i s e s h i s b e l i e f
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Experiment ProtocolExperiment Protocol

S

H i nL i n H o u tL o u tp r e B p o s t B
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Experiment ProtocolExperiment Protocol

1 . A t t a c k e r c h o o s e s p r e b e l i e fS
H i nL i n H o u tL o u tp r e B p o s t Bp r e B
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Experiment ProtocolExperiment Protocol

1 . A t t a c k e r c h o o s e s p r e b e l i e f2 . S y s t e m a n d a t t a c k e r c h o o s e i n p u t s H i n , L i nS

H i nL i n H o u tL o u tp r e B p o s t Bp r e B
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Experiment ProtocolExperiment Protocol

1 . A t t a c k e r c h o o s e s p r e b e l i e f2 . S y s t e m a n d a t t a c k e r c h o o s e i n p u t s H i n , L i n3 . S y s t e m e x e c u t e s S a n d p r o d u c e s observationE x e c u t i o n m o d e l e d a s a d i s t r i b u t i o n t r a n s f o r m e r s e m a n t i c s :
�S� : Dist→ Dist
S

H i nL i n H o u tL o u tp r e B p o s t Bp r e B o b s e r v a t i o n
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Experiment ProtocolExperiment Protocol

1 . A t t a c k e r c h o o s e s p r e b e l i e f2 . S y s t e m a n d a t t a c k e r c h o o s e i n p u t s H i n , L i n3 . S y s t e m e x e c u t e s S a n d p r o d u c e s observation4 . A t t a c k e r c o n d u c t s t h o u g h t - e x p e r i m e n t t o o b t a i n prediction

p r e B p o s t Bp r e BSL i nH i nL i n H o u tL o u t o b s e r v a t i o n
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H i nExperiment ProtocolExperiment Protocol

4 . A t t a c k e r c o n d u c t s t h o u g h t - e x p e r i m e n t t o o b t a i n prediction

SL i n H ’ o u tL ’ o u t p r e d i c t i o nH i np r e B
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Experiment ProtocolExperiment Protocol

1 . A t t a c k e r c h o o s e s p r e b e l i e f2 . S y s t e m a n d a t t a c k e r c h o o s e i n p u t s H i n , L i n3 . S y s t e m e x e c u t e s S a n d p r o d u c e s observation4 . A t t a c k e r c o n d u c t s t h o u g h t - e x p e r i m e n t t o o b t a i n prediction5 . A t t a c k e r i n f e r s p o s t b e l i e f :
p r e B p o s t Bp r e BS o b s e r v a t i o nH i nL i n S

p r e BL i n p r e d i c t i o n
p o s t B p r e d i c t i o n= | o b s e r v a t i o n

B a y e s i a n i n f e r e n c e
Clarkson: Belief in Information Flow & Internet Voting 28

Belief Revision in PWCBelief Revision in PWCp o s t B = p r e d i c t i o n | o b s e r v a t i o n
p,a = A,0  0

A,1  0.98
B,0  0.01
B,1  0
C,0  0.01
C,1  0

a = 0|
=
≡

p = A  0
B  0.5
C  0.5

p = A  0.98
B  0.01
C  0.01

p r e B =
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Accuracy MetricAccuracy MetricA m o u n t o f f l o w Q i s i m p r o v e m e n t i n a c c u r a c y o f b e l i e fi . e . ( i n i t i a l e r r o r ) – ( f i n a l e r r o r )
Q = D( p r e B

→
H i n )

– D( p o s t B
→

H i n )p r e B p o s t B
Hin

D( p r e B
→

H i n ) D( p o s t B
→

H i n )
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Belief DistanceBelief Distance

U n i t i s ( i n f o r m a t i o n t h e o r e t i c ) b i t sRelative entropy:

W h e n D i s d e f i n e d a s r e l a t i v e e n t r o p y , Q i s t h ea m o u n t o f i n f o r m a t i o n t h a t t h e a t t a c k e r ’ so b s e r v a t i o n c o n t a i n s a b o u t t h e h i g h i n p u t .
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Amount of Flow from PWCAmount of Flow from PWC

Q  =  D ( 〈. 9 8 , . 0 1 , . 0 1 〉→ 〈0 , 0 , 1 〉 ) – D ( 〈0 , . 5 , . 5 〉→ 〈0 , 0 , 1 〉 )= 5 . 6 b i t sI n f o r m a t i o n i s i n t h e e y e o f t h e b e h o l d e rM a x l e a k a g e o f l g 3 b i t si m p l i e s u n i f o r m p r e b e l i e f : p = A,B,C  1/3 each

〈0 , 0 , 1 〉〈1 / 3 , 1 / 3 , 1 / 3
〉

1 . 6 b i t s
〈. 9 8 , . 0 1 , . 0 1 〉 5 b i t s

〈0 , . 5 , . 5 〉. 6 b i t s
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What Is a Bit of Information?What Is a Bit of Information?

e . g : D ( 〈0 , . 5 , . 5 〉→ 〈0 , 0 , 1 〉 ) = 1 b i tA t t a c k e r g a i n s o n e b i t o f i n f o r m a t i o n=P r o b a b i l i t y a t t a c k e r a s c r i b e s t o r e a l i t y d o u b l e s
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Repeated ExperimentsRepeated ExperimentsE x p e r i m e n t p r o t o c o l i s c o m p o s i t i o n a l
B Exp B’ Exp B’’I n f o r m a t i o n f l o w i s a l s o c o m p o s i t i o n a lT h e a m o u n t o f i n f o r m a t i o n f l o w o v e r a s e r i e s o fe x p e r i m e n t s i s e q u a l t o t h e s u m o f t h e a m o u n t o fi n f o r m a t i o n f l o w i n e a c h i n d i v i d u a l e x p e r i m e n t .
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Extensions of MetricExtensions of Metric• S o f a r : e x a c t f l o w f o r a s i n g l e e x e c u t i o n• E x t e n d t o : { E x p e c t e d , m a x i m u m }a m o u n t o f i n f o r m a t i o n f l o w{ f o r a g i v e n e x p e r i m e n t , o v e r a l l e x p e r i m e n t s }• L a n g u a g e f o r q u a n t i t a t i v e f l o w p o l i c i e s
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N o n - p r o b a b i l i s t i c p r o g r a m s c a n n o t c r e a t e m i s i n f o r m a t i o n .
MisinformationMisinformation C e r t a i n t yA c c u r a c y?

FPWC: if p = g then a := 1 else a := 0;
if random() < .1 then a := !a
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Insider ChoiceInsider Choice• A g e n t s s o f a r : a t t a c k e r a n d s y s t e m• A d d
insider

:– G o a l : h e l p a t t a c k e r l e a r n s e c r e t i n f o r m a t i o n– C a n n o t d i r e c t l y c o m m u n i c a t e w i t h a t t a c k e r– C a n o b s e r v e e n t i r e p r o g r a m s t a t e– C a n i n f l u e n c e e x e c u t i o n o f p r o g r a m s t h r o u g h
insider choice : S1 [] S2

h := h mod 2; 
l := 0 [] l := 1
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Modeling InsidersModeling Insiders• F o r m a l l y , a f u n c t i o n o f t y p e S t a t e
→ [ 0 , 1 ]• M o d i f i c a t i o n s t o m o d e l :– D i s t r i b u t i o n t r a n s f o r m e r s e m a n t i c s �S� u s e si n s i d e r f u n c t i o n s– E x p e r i m e n t p r o t o c o l u s e s i n s i d e r s e m a n t i c s f o ra t t a c k e r p r e d i c t i o n a n d o b s e r v a t i o n
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Insiders and NondeterminismInsiders and Nondeterminism•
Observational determinism : p r o g r a m b e h a v e s a sd e t e r m i n i s t i c f u n c t i o n f r o m l o w i n p u t t o l o wo u t p u t , r e g a r d l e s s o f n o n d e t e r m i n i s t i c c h o i c e sa n d h i g h i n p u t s . [ M c L e a n 9 2 , R o s c o e 9 5 , Z d a n c e w i c a n d M y e r s 0 3 ]

• I n s i d e r c h o i c e not s e c u r e u n d e r r e f i n e m e n t :Z e r o i n f o r m a t i o n f l o w i n i n s i d e r m o d e l=O b s e r v a t i o n a l d e t e r m i n i s m
l := h [] l := 0 [] l := 1
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SummarySummary• A t t a c k e r s h a v e b e l i e f s• Q u a n t i f y i n g i n f o r m a t i o n f l o w w i t h b e l i e f sr e q u i r e s a c c u r a c y– T r a d i t i o n a l u n c e r t a i n t y m o d e l i s i n a p p r o p r i a t e• P r e s e n t e d m o r e e x p r e s s i v e , f i n e - g r a i n e d m o d e l o fq u a n t i t a t i v e i n f o r m a t i o n f l o w– C o m p o s i t i o n a l e x p e r i m e n t p r o t o c o l– P r o b a b i l i s t i c l a n g u a g e s e m a n t i c s– A c c u r a c y - b a s e d m e t r i c– I n s i d e r c h o i c e
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Related WorkRelated Work• I n f o r m a t i o n t h e o r y i n i n f o r m a t i o n f l o w– [ D e n n i n g 8 2 ] , [ M i l l e n 8 7 ] , [ W i t t b o l d , J o h n s o n 9 0 ] ,[ G r a y 9 1 ]• Q u a n t i t a t i v e i n f o r m a t i o n f l o w– U s i n g u n c e r t a i n t y : [ L o w e 0 2 ] , [ M c I v e r , M o r g a n 0 3 ] ,[ C l a r k , H u n t , M a l a c a r i a 0 1 - 0 5 ]– U s i n g s a m p l i n g t h e o r y : [ D i P i e r r o , H a n k i n , W i k l i c k y0 0 - 0 5 ]• D a t a b a s e p r i v a c y– U s i n g r e l a t i v e e n t r o p y : [ E v f i m i e v s k i , G e h r k e , S r i k a n t0 3 ]
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Future WorkFuture Work• L a t t i c e o f s e c u r i t y l e v e l s– S o m e b i t s w o r t h m o r e t h a n o t h e r s• E n f o r c e m e n t m e c h a n i s m s• L a n g u a g e f o r q u a n t i t a t i v e s e c u r i t y p o l i c i e s• Q u a n t i t a t i v e i n t e g r i t y a n d a v a i l a b i l i t y• C o m p u t a t i o n a l l i m i t a t i o n s o n a t t a c k e r s a n di n s i d e r s Belief in Information FlowBelief in Information Flow

Michael Clarkson

Cornell University

Joint work with Andrew Myers and Fred B. Schneider

Newcastle University

July 3, 2006



8

CIVSCIVS
Cornell Internet Voting ServiceCornell Internet Voting Service
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Internet VotingInternet Voting• C l e a r i n t e r e s t– S E R V E , D e b i a n ( d e v o t e e ) , p r o g r a m c o m m i t t e e s , e t c .• C I V S : C o r n e l l I n t e r n e t V o t i n g S e r v i c e– h t t p : / / w w w 8 . c s . c o r n e l l . e d u / ~ a n d r u / c i v s /– U s e r s h a v e r u n ~ 1 0 0 e l e c t i o n s w i t h 1 0 – 1 7 0 0 v o t e r s– O f f e r s s e c u r i t y g u a r a n t e e s :• W h e t h e r / h o w a v o t e r v o t e s r e m a i n s s e c r e t , e v e n i f s e r v e r s t o r a g ec o m p r o m i s e d•
But assuming trusted server software, and without verifiability• R e d e s i g n t o g e t v e r i f i a b i l i t y a n d c o e r c i o n r e s i s t a n c ew i t h o u t a t r u s t e d s e r v e r• R e i m p l e m e n t i n J i f ( = J a v a + I n f o r m a t i o n F l o w )
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Trust ModelTrust Model• W e h a v e t o t r u s t c l i e n t s o f t w a r e• M o v e r e s t o f t r u s t i n t o :– C r y p t o g r a p h y– A n o n y m o u s c h a n n e l– M u t u a l l y d i s t r u s t i n g s e t o f t e l l e r s
Clarkson: Belief in Information Flow & Internet Voting 46

Overview of Voting SchemeOverview of Voting Scheme• B a s e d o n [ J u e l s , C a t a l a n o , J a k o b s s o n 0 5 ]• V o t e r r e g i s t e r s a n d r e c e i v e s c a p a b i l i t y
c• V o t e r s e l e c t s v o t e

v• V o t e r s u b m i t s <
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10

Clarkson: Belief in Information Flow & Internet Voting 55

ConclusionsConclusions• S e c u r e I n t e r n e t v o t i n g– V e r i f i a b l e– C o e r c i o n - r e s i s t a n t– C o n d o r c e t v o t i n g• I m p l e m e n t a t i o n– S t a t i c a l l y c h e c k e d i n f o r m a t i o n - f l o w p o l i c i e s CIVSCIVS
Cornell Internet Voting ServiceCornell Internet Voting Service

Michael Clarkson

Cornell University

Joint work with Stephen Chong, Andrew Myers, and Peter Ryan

Newcastle University

July 3, 2006


