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Abstract. Logics for securityprotocolanalysisrequirethe formalizationof an
adversarymodelthatspecifiesthecapabilitiesof adversaries.A commonmodel
is theDolev-Yaomodel,which considersonly adversariesthatcancomposeand
replaymessages,anddecipherthemwith known keys. TheDolev-Yaomodelis
a useful abstraction,but it suffers from somedrawbacks:it cannothandlethe
adversaryknowing protocol-specificinformation, and it cannothandleproba-
bilistic notions,suchas the adversaryattemptingto guessthe keys. We show
how wecananalyzesecurityprotocolsunderdifferentadversarymodelsby using
a logic with a notion of algorithmicknowledge.Roughlyspeaking,adversaries
areassumedto usealgorithmsto computetheirknowledge;adversarycapabilities
arecapturedby suitablerestrictionsonthealgorithmsused.Weshow how wecan
modelthestandardDolev-Yaoadversaryin this setting,andhow we cancapture
moregeneralcapabilitiesincludingprotocol-specificknowledgeandguesses.

1 Intr oduction

Many formalmethodsfor theanalysisof securityprotocolsrely onspecializedlogicsto
rigorouslyprovepropertiesof theprotocolsthey study.1 Thoselogicsprovideconstructs
for expressingthebasicnotionsinvolvedin securityprotocols,suchassecrecy, recency,
andmessagecomposition,aswell asproviding means(eitherimplicitly or explicitly)
for describingthe evolution of the knowledgeor belief of the principalsas the pro-
tocol progresses.Every suchlogic aimsat proving securityin the presenceof hostile
adversaries.To analyzetheeffectof adversaries,asecuritylogic specifies(again,either
implicitly or explicitly) anadversarymodel, that is, a descriptionof thecapabilitiesof
adversaries.Almost all existing logicsarebasedon a Dolev-Yaoadversarymodel[9].
Succinctly, a Dolev-Yao adversarycan composemessages,replay them,or decipher
themif sheknowstheright keys,but cannototherwise“crack” encryptedmessages.

The Dolev-Yaoadversaryis a usefulabstraction,in that it allows reasoningabout
protocolswithout worrying aboutthe actualcryptosystembeingused.It alsohasthe
advantageof being restrictedenoughthat interestingtheoremscan be proved with

1 Here,we take averygeneralview of logic, to encompassformalmethodswherethespecifica-
tion languageis implicit, or wherethepropertiesto becheckedarefixed,suchasCasper[22],
Cryptyc[16], or theNRL ProtocolAnalyzer[25].



respectto security. However, in many ways,theDolev-Yaomodelis too restrictive.For
example,it doesnot considerthe informationan adversarymay infer from properties
of messagesandknowledgeaboutthe protocolthat is beingused.To give anextreme
example,considerwhatwe’ll call theDuck-Duck-Gooseprotocol:anagenthasan " -bit
key and,accordingto herprotocol,sendsthebits thatmake up its key oneby one.Of
course,after interceptingthesemessages,an adversarywill know the key. However,
thereis no way for securitylogics basedon a Dolev-Yao adversaryto arguethat, at
this point, theadversaryknowsthekey. Anotherlimitation of theDolev-Yaoadversary
is that it doesnot easilycaptureprobabilisticarguments.After all, the adversarycan
alwaysbelucky andjustguesstheappropriatekey to use,irrespectiveof thestrengthof
the cryptosystem..Thereis anotherimportantproblemwith the Dolev-Yaoadversary.
Becausethe Dolev-Yaomodelusesan abstractcryptosystem,it cannotcapturesubtle
interactionsbetweenthecryptographicprotocolandthecryptosystem.It is known that
variousprotocolsthat appearsecureunderabstractcryptographycanbe problematic
when implementedusing specificcryptosystems[29]. Two examplesof this are the
phenomenonof encryptioncycles [2], and the useof exclusive-or in someprotocol
implementations[33]. A morerefinedlogic for reasoningaboutsecurityprotocolswill
have to beableto handleadversariesmoregeneralthantheDolev-Yaoadversary.

Theimportanceof beingableto reasonaboutdifferentadversarieswasmadeclear
by Lowe[21] whenheexhibitedaman-in-the-middleattackin thewell-known authen-
ticationprotocoldueto NeedhamandSchroeder[31]. Up until thattime,theNeedham-
Schroederprotocolwasanalyzedundertheassumptionthattheadversaryhadcomplete
controlof thenetwork, andcould inject interceptandinject arbitrarymessages(up to
theDolev-Yaocapabilities)into theprotocolruns.However, theadversarywasalways
assumedto beanoutsider, not beingableto directly interactwith theprotocolprinci-
palsashimself. Lowe showed that if the adversaryis allowed to be an insider of the
system,that is, appearto the otherprincipalsasa bonafide protocolparticipant,then
theNeedham-Schroederprotocoldoesnot guaranteetheauthenticationpropertiesit is
meantto guarantee.

Becausethey effectively build in the adversarymodel, existing formal methods
for analyzingprotocolsare not able to reasondirectly aboutthe effect of running a
protocolagainstadversarieswith propertiesother thanthosebuilt in. The problemis
even worsewhen it is not clearexactly what assumptionsare implicitly beingmade
abouttheadversary.

In thispaper, we introducea logic for reasoningaboutsecurityprotocolsthatallows
us to model adversariesexplicitly. The idea is to model the adversaryin terms of
what the adversaryknows. This approachhassomesignificantadvantages.Logics of
knowledge[14] have beenshown to provide powerful methodsfor reasoningabout
trace-basedexecutionsof protocols.They canbegivensemanticsthatis tieddirectly to
protocolexecution,thusavoidingproblemsof having toanalyzeanidealizedformof the
protocol,asis required,for example,in BAN logic [7]. A straightforwardapplicationof
logicsof knowledgeallows usto concludethat in theDuck-Duck-Gooseprotocol,the
adversaryknows thekey. Logicsof knowledgecanalsobeextendedwith probabilities
[13,18] soasto beableto dealwith probabilisticphenomena.Unfortunately, traditional
logics of knowledgesuffer from a well-known problemknown as the logical omni-



scienceproblem:anagentknowsall tautologiesandall thelogicalconsequencesof her
knowledge.The reasoningthatallows anagentto infer propertiesof theprotocolalso
allows an attacker to deducepropertiesthat cannotbe computedby realisticattackers
in any reasonableamountof time.

To avoid thelogicalomniscienceproblem,weusethenotionof algorithmicknowl-
edge [14, Chapter10 and 11]. Roughly speaking,we assumethat agents(including
adversaries)have “knowledgealgorithms” that they useto computewhat they know.
The capabilitiesof the adversaryare capturedby its algorithm. Hence,Dolev-Yao
capabilitiescanbe provided by usinga knowledgealgorithmthat canonly compose
messagesor attemptto decipherusingknown keys.By changingthealgorithm,we can
extendthecapabilitiesof theadversarysothatit canattemptto crackthecryptosystem
by factoring(in thecaseof RSA),usingdifferentialcryptanalysis(in thecaseof DES),
or justby guessingkeys,alongthelinesof a recentmodeldueto Lowe[23]. Moreover,
our framework canalsohandlethe caseof a principal sendingthe bits of its key, by
providing the adversary’s algorithmwith a way to checkwhetherthis is indeedwhat
is happening.By explicitly using algorithms,we can thereforeanalyzethe effect of
boundingthe resourcesof the adversary, andthusmake progresstoward bridging the
gapbetweentheanalysisof cryptographicprotocolsandmorecomputationalaccounts
of cryptography. (See[2] andthereferencesthereinfor a discussionon work bridging
this gap.)Notethatwe needbothtraditionalknowledgeandalgorithmicknowledgein
our analysis.Traditionalknowledgeis usedto modela principal’s beliefsaboutwhat
canhappenin the protocol; algorithmic knowledgeis usedto model the adversary’s
computationallimitations(for example,thefactthatit cannotfactor).

The restof the paperis organizedas follows. In Section2, we defineour model
for protocolanalysisandour logic for reasoningaboutimplicit andexplicit knowledge,
basedonthewell-understoodmultiagentsystemframework. In Section3,weshow how
to modeldifferentadversariesfrom theliterature.Wediscussrelatedwork in Section4.

2 A logic for security protocol analysis

In this section,we review themulti-agentsystemframework andthe logic of algorith-
mic knowledge.Wethenshow how thesecanbetailoredto definea logic for reasoning
aboutsecurityprotocols.

Multiagent systems The multiagentsystemsframework [14, Chapters4 and5] pro-
videsa modelfor knowledgethathasthe advantageof alsoproviding a disciplinefor
modelingexecutionsof protocols.A multiagentsystemconsistsof " agents,eachof
which is in somelocal stateat a givenpoint in time. We assumethat an agent’s local
stateencapsulatesall the information to which the agenthasaccess.In the security
setting,the local stateof an agentmight include someinitial information regarding
keys, the messagesshehassentandreceived,andperhapsthe readingof a clock. In
a poker game,a player’s local statemight consistof the cardshe currentlyholds,the
betsmadeby otherplayers,any othercardshe hasseen,andany informationhe may
have aboutthe strategiesof the otherplayers(for example,Bob mayknow thatAlice



likesto bluff, while Charlietendsto bet conservatively). The basicframework makes
no assumptionsabouttheprecisenatureof thelocal state.

We canthenview thewholesystemasbeingin someglobalstate,which is a tuple
consistingof eachagent’local state,togetherwith thestateof theenvironment,where
theenvironmentconsistsof everythingthatis relevantto thesystemthatisnotcontained
in thestateof theagents.Thus,a globalstatehastheform #%$ &�'�$�( '�)�)�) '�$�*,+ , where $ & is
thestateof theenvironmentand $�- is agent. ’s state,for .0/21�'�)�)�) '3" . Theactualform
of theagents’local statesandtheenvironment’sstatedependson theapplication.

A systemis not a staticentity. To captureits dynamicaspects,we definea run to
bea function from time to globalstates.Intuitively, a run is a completedescriptionof
whathappensovertimein onepossibleexecutionof thesystem.A point is apair #54�'367+
consistingof arun 4 andatime 6 . For simplicity, wetaketimeto rangeoverthenatural
numbersin the remainderof this discussion.At a point #54�'%68+ , the systemis in some
global state49#568+ . If 49#:67+;/<#3$ & '�$ ( '�)�)�)�'�$ * + , thenwe take 4 - #:67+ to be $ - , agent. ’s
local stateat thepoint #54�'367+ . We formally defineasystem= to consistof asetof runs
(or executions).It is relatively straightforwardto modelsecurityprotocolsassystems.
Notethattheadversaryin asecurityprotocolcanbemodeledasjustanotheragent.The
adversary’s informationat a point in a run canbemodeledby its local state.

The basic logic The aim is to be able to reasonaboutpropertiesof suchsystems,
including propertiesinvolving the knowledgeof agentsin the system.To formalize
this type of reasoning,we first needa language.The logic of algorithmicknowledge
[14, Chapters10 and11] providessucha framework. It extendsthe classicallogic of
knowledgeby addingalgorithmicknowledgeoperators.

Thesyntaxof thelogic >@?
A* for algorithmicknowledgeis straightforward.Starting
with aset BDC of primitivepropositions,which wecanthink of asdescribingbasicfacts
aboutthesystem,suchas“the key is E ” or “agent F sentthemessageG to H ”, compli-
catedformulasof >I?�A* #:BDCJ+ areformedby closingoff undernegation,conjunction,and
themodaloperatorsK ( , )�)�) , K * andL ( '�)�)�)�'3L * .

Syntaxof >@?�A* #:B C + :
M '�NPOQBDC PrimitivepropositionsR '3STOUBWV5VX/ FormulasM PrimitivepropositionY R NegationR[Z S Conjunction

K - R Implicit knowledgeof R (.IO\1�)5) " )
LU- R Explicit knowledgeof R (.IO\1�)5) " )

Theformula K - R is readas“agent . (implicitly) knows thefact R ”, while L - R is read
as“agent. explicitly knowsfact R ”. In fact,we will readL]- R as“agent. cancompute
fact R ”. This readingwill bemadeprecisewhenwe discussthesemanticsof thelogic.
As usual,we take R_^ S to be anabbreviation for Y # Y R`Z Y Sa+ and RWb S to be an
abbreviation for Y R[^ S .



The standardmodelsfor this logic arebasedon the idea of possibleworlds and
Kripke structures[19]. Formally, a Kripke structurec is a tuple #3de'%fD'hgi(�'�)�)�)�'hgj*,+ ,
where d is a setof statesor possibleworlds, f is an interpretationwhich associates
with eachstatein d a truth assignmentto the primitive propositions(i.e., f@#%$�+h# M +kOl
true ' falsem for eachstate $nOod and eachprimitive proposition M ), and g - is an

equivalencerelationon d (recall thatanequivalencerelationis a binaryrelationwhich
is reflexive, symmetric,andtransitive). g - is agent. ’s possibility relation.Intuitively,
#%$�'%p�+jOqg - if agent. cannotdistinguishstate $ from statep (so that if $ is the actual
stateof theworld, agent. would considerp apossiblestateof theworld).

A systemcanbeviewedasa Kripke structure,oncewe adda function f telling us
how to assigntruth valuesto theprimitive propositions.An interpretedsystemr con-
sistsof apair #:=s'%f@+ , where= is asystemandf is aninterpretationfor thepropositions
in B thatassignstruthvaluesto theprimitivepropositionsat theglobalstates.Thus,for
every M O\B andglobal state $ thatarisesin = , we have f@#%$�+h# M +PO l

true ' falsem . Of
course,f alsoinducesaninterpretationover thepointsof = ; simply take f@#:4�'%68+ to be
f@#549#568+h+ . We referto thepointsof thesystem= aspointsof theinterpretedsystemr .

The interpretedsystemrT/t#:=s'3f@+ canbemadeinto a Kripke structureby taking
thepossibleworldsto bethepointsof = , andby definingg - sothat #h#:4�'%68+%'�#54�u%'%6vu�+w+xO
g - if 4 - #:67+x/y4 u- #56 u + . Clearly g - is anequivalencerelationonpoints.Intuitively, agent
. considersapoint #54�u�'%6vu%+ possibleatapoint #54�'%68+ if . hasthesamelocalstateatboth
points.Thus,theagents’knowledgeis completelydeterminedby their local states.

Toaccountfor L]- , weprovideeachagentwith aknowledgealgorithmthatheusesto
computehisknowledge.Wewill referto L]- R asalgorithmicknowledge. An interpreted
algorithmic systemis of the form #z=s'%fD'w{,(�'�)�)�) '�{J*,+ , where #:=s'%f@+ is an interpreted
system,and{|- is theknowledgealgorithmof agent. . In localstate} , theagentcomputes
whetherheknows R by applyingtheknowledgealgorithm{ to input # R '%}�+ . Theoutput
is either“Yes”, in which casethe agentknows R to be true, “No”, in which casethe
agentdoesnot know R to betrue,or “?”, which intuitively saysthat thealgorithmhas
insufficient resourcesto computetheanswer. It is thelastclausethatallows usto deal
with resource-boundedreasoners.

Wedefinewhatit meansfor a formula R to betrue(or satisfied)ata point #:4�'%68+ in
aninterpretedsystemr , written #:rD'34�'%68+x~ / R , inductively asfollows.

Satisfiability relation: #:r�'%4�'%68+x~ / R
#:rD'34�'%68+x~ / M if f@#:4�'%68+h# M +�/ true
#:rD'34�'%68+x~ / Y R if #zrD'%4�'367+��~ / R
#:rD'34�'%68+x~ / R[Z S if #zrD'%4�'367+�~ / R and #:r�'%4�'%68+x~ /yS
#:rD'34�'%68+x~ /WK - R if #zrD'%4�'367+�~ / R for all #:4�u�'36�u%+ suchthat 4 - #568+�/y4�u- #56vu�+
#:rD'34�'%68+x~ /\L - R if { - # R '%4 - #:67+w+�/ “Yes”

The first clauseshows how we use the f to define the semanticsof the primitive
propositions.The next two clauses,which definethe semanticsof Y and Z , are the
standardclausesfrom propositionallogic. Thefourth clauseis designedto capturethe
intuition that agent. knows R exactly if R is true in all the worlds that . thinks are
possible.The lastclausecapturesthe fact thatexplicit knowledgeis determinedusing
theknowledgealgorithmof theagent.



As wepointedout,wethink of K;- asrepresentingimplicit knowledge, factsthatthe
agentimplicitly knows,givenits information,while LU- representsexplicit knowledge,
factswhosetruth the agentcancomputeexplicitly. As defined,thereis no necessary
connectionbetweenL - R and K - R . An algorithm could very well claim that agent.
knows R (i.e.,output“Yes”)wheneverit choosesto, includingatpointswhereK - R does
nothold.Althoughalgorithmsthatmakemistakesarecommon,weareofteninterested
in knowledgealgorithmsthat arecorrect.A knowledgealgorithmis soundfor agent
. in the systemr if for all points #54�'367+ of r andformulas R , {,# R '34 - #568+h+k/ “Yes”
implies #:r�'%4�'%68+I~ /�K;- R , and {,# R '%4�-w#:67+w+�/ “No” implies #zrD'%4�'367+I~ / Y K�- R . Thus,
a knowledgealgorithmis soundif its answersarealwayscorrect.

Specializingto security Thesystemsandlogic we describeearlierin this sectionare
fairly general.We have a particularapplicationin mind, namelyreasoningaboutse-
curity protocols,especiallyauthenticationprotocols.We now specializetheframework
above by describingthe local statesof the systemsunderconsiderations,as well as
pinning down the primitive propositionsin our logic, and the interpretationof those
propositions.

For thepurposesof analyzingsecurityprotocols,weconsidersecuritysystemsto be
thosewherethe local stateof a principal consistsof theprincipal’s initial information
followedby thesequenceof eventsthat theprincipalhasbeeninvolvedin. An eventis
eitherthe reception��������#�Gi+ of a messageG , or the sending�h������#:. '�Gi+ of a message
G to anotheragent. . To modelthefact thatadversariescaninterceptall themessages
exchangedby theprincipals,weassumethattheadversary’s local stateincludestheset
of messagesexchangedbetweenall theprincipals.

Sincetypically securityprotocolsinvolve agentsexchangingencryptedmessages,
weneedto discussthecryptographicconceptsweneed.Weassumeaset� of plaintexts,
aswell asasetg of keys.Wedefineacryptosystem� over � andg to betheclosure�
of � andg undera concatenationoperation�������;V�� �Q� ��� andanencryption
operation���9���kV�� �ig���� . We oftenwrite GQ(� �GP¡ for �����9��#�Gi(�'�G0¡�+ and

l ~¢Gk~ m�£
for ���9����#�G�'�E|+ . Thereis no difficulty in addingmoreoperationsto thecryptosystems,
for instance,to modelhashes,signatures,or theability to take theexclusive-orof two
terms.Themessagesexchangedby securitysystemswill be taken from this set � of
messages.

We assumethat theset g of keys is closedunderinverses;for a givenkey E]O`g ,
we assumeaninversekey E|¤ ( O[g suchthatencryptingwith respectto thekey E|¤ ( is
equivalentto decryptinga message,thatis,

l ~ l ~¢Gk~ m £ ~ m £�¥,¦ /§G . If thecryptosystemuses
symmetrickeys, then E|¤ ( /¨E ; for public key cryptosystems,E and E|¤ ( aredifferent.
Formally, we define � to be the smallestsetcontainingboth � and g , suchthat if
Gi(�'�G0¡aO]� and E©O]g , then

l ~ Gi~ m�£@OU� and Gi(, �G0¡aOQ� . Wemakenoassumption
in thegeneralcaseasto thepropertiesof encryption.

Define a relation ª on � as the smallestrelation satisfyingthe following con-
straints:

1. G«ª§G ,
2. if G«ª¬G ( , then G«ª¬G (  �G ¡ ,
3. if G«ª¬GP¡ , then G«ª¬GQ(x �G0¡ ,



4. if G«ª¬GQ( , then G«ª l ~¢Gi( ~ m�£ .
Intuitively, G ( ª�G ¡ if G ( could be usedin the constructionof G ¡ . For example,if
G­/ l ~ G ( ~ m £ / l ~¢G ¡ ~ m £ , thenboth G ( ª<G and G ¡ ª®G . Therefore,if we want to
establishthat G ( ªnG ¡ for a given G ( and G ¡ , thenwe have to look at all thepossible
waysin which G ¡ canbetakenapart,eitherby concatenationor encryption,to finally
decideif GQ( canbederivedfrom G0¡ .

To reasonaboutsecurityprotocols,we considera specificsetof primitiveproposi-
tions B�¯C .

Primiti vepropositionsfor security:
M '�NPOQB�¯C VXV5/

�h����� - #�GQ+ Agent . sentmessageG
������� - #�Gi+ Agent . receivedmessageG°
± � - #�Gi+ Agent . hasmessageG

Intuitively, �w������-�#�Gi+ is true when agent . has sent messageG at somepoint, and
��������-h#�Gi+ is true whenagent. hasreceived messageG at somepoint. Agent . hasa
submessageGQ( at a point #:4�'%68+ , written

°�± �3-h#�Gi(�+ , if thereexistsa messageG0¡�O��
suchthat ��������#�G0¡|+ is in 4�-�#568+ , the local stateof agent. , and Gi(aª�GP¡ . Note that the°
± �h- predicateis not restrictedby issuesof encryption.If

°�± �3-�# l ~ Gi~ m�£�+ holds,thenso
does

°
± �3-w#�Gi+ , whetheror not agent. knows the key E|¤ ( . Intuitively, the
°�± �%- predi-

catecharacterizesthemessagesthatagent. hasimplicitly in his possession,giventhe
messagesthathavebeenexchangedbetweentheprincipals.

An interpretedsecuritysystemis simply aninterpretedsystemr¬/¨#:=s'%f�¯² + where
= is asystemfor securityprotocols,andf�¯² is thefollowing canonicalinterpretationof
theprimitivepropositionsin = .

Canonical interpretation:

f�¯² #54�'367+w#��h���
�
-�#�Gi+w+�/ true if f ³�´ suchthat �h���
�9#5´�'�GQ+xOi4�-w#:67+
f�¯² #54�'367+w#���������-h#�GQ+h+�/ true if f �������J#�Gi+xOQ4�-�#568+
f�¯² #54�'367+w# °�± �h-w#�Gi+w+�/ true if f ³
G0u suchthat G«ª¬G0u and �������J#�G0u%+xOQ4�-�#568+

An interpretedalgorithmic securitysystemis similarly definedas an interpretedal-
gorithmic system #z=s'%f�¯² '�{ ( '�)�)�)�'�{ * + , where = is a securitysystem,and f�¯² is the
canonicalinterpretationin = .

3 Modeling adversaries

As we outlinedin the last section,interpretedalgorithmicsecuritysystemsprovide a
foundationfor representingsecurityprotocols,andsupportalogic for writing properties
basedon knowledge,both traditionalandalgorithmic.For the purposesof analyzing
securityprotocols,we usetraditionalknowledgeto modela principal’s beliefsabout
what canhappenin the protocol,while we usealgorithmic knowledgeto model the



adversary’s capabilities,possibly resource-bounded.To interpretalgorithmic knowl-
edge,we rely on a knowledgealgorithmfor eachagentin thesystem.We haven’t said
anything yet as to what kind of algorithm we might consider, short of the fact that
we typically careaboutsoundknowledgealgorithms.For the purposeof security, the
knowledgealgorithmswe give to theadversaryarethemostimportant,asthey capture
the factsthat the adversarycancomputegiven what he hasseen.In this section,we
show how wecancapturedifferentcapabilitiesfor theadversaryrathernaturallyin this
framework. Wefirst show how to capturethestandardmodelof adversarydueto Dolev
andYao.We thenshow how to accountadversariesin theDuck-Duck-Gooseprotocol,
andtheadversarydueto Lowe thatcanperformself-validatingguesses.

The Dolev-Yaoadversary As afirst exampleof this,considerthestandardDolev-Yao
adversary[9]. This model is a combinationof assumptionson the cryptosystemused
andthecapabilitiesof theadversaries.Specifically, thecryptosystemis seenasthefree
algebrageneratedby � and g over abstractoperations  and

l ~5~ m . Perhapsthe easiest
way to formalizethis is to view theset � asthesetof abstractexpressionsgenerated
by thegrammar

GµV5VX/§¶;~�Ea~ l ~¢Gk~ m £ ~�GT �G
(with ¶�O«� and E·O«g ). We then identify elementsof � underthe equivalencel ~ l ~¢Gk~ m £ ~ m £ ¥,¦ /§G . Noticethatthismodelof cryptosystemimplicitly assumesthatthere
areno collisions;messagesalwayshave a uniquedecomposition.The only way thatl ~¢Gk~ m�£s/ l ~¢G0u�~ m�£�¸ is if G¹/oG0u and E§/ºE�u . We make the standardassumptionthat
concatenationandencryptionhave enoughredundancy to recognizethat a term is in
facta concatenationGQ(x �G0¡ or anencryption

l ~¢Gk~ m�£ .
The Dolev-Yao model canbe formalizedby a relation »½¼¿¾�ÀÁG betweena set

» of messagesanda messageG . (Our formalizationis equivalentto many otherfor-
malizationsof Dolev-Yao in the literature,and is similar in spirit to that of Paulson
[32].) Intuitively, »Â¼�¾�ÀÃG meansthatanadversarycan“extract” messageG from a
setof receivedmessagesandkeys » , usingtheallowableoperations.Thederivationis
definedusingthefollowing inferencerules:

Dolev-Yaoderivation: »o¼¿¾�ÀiG
G«O_»

»º¼ ¾�À G
»o¼¿¾�À l ~¢Gk~ m�£Ä»o¼¿¾�ÀkE�¤ (

»o¼ ¾�À G
»º¼�¾�ÀiGi(� �G0¡

»o¼ ¾�À G (
»o¼¿¾�ÀiGi(x �G0¡

»o¼ ¾�À G ¡
In our framework, to capturethecapabilitiesof a Dolev-Yaoadversary, we specify

how the adversarycan tell if she in fact has a message,by defining a knowledge
algorithm {JÅ�Æ- for adversary. . Recallthata knowledgealgorithmfor agent. takesas
inputa formulaandagent. ’s local state(whichweareassumingcontainsthemessages
receivedby . ). Themostinterestingcasein thedefinitionof {JÅ�Æ- is whentheformulais°
± � - #�GQ+ . To compute{�Å�Æ- # °�± � - #�Gi+3'%}�+ , thealgorithmsimplychecks,for everymessage
G0u receivedby theadversary, whetherG is a submessageof G0u , accordingto thekeys
thatareknown to theadversary. We assumethattheadversary’s initial stateconsistsof
thesetof keys initially known by theadversary. Thiswill typically contain,in apublic-
key cryptographysetting,thepublickeysof all theagents.WeuseÇz�9ÇzÈ�É���Ê�Ë�#5}�+ to denote



the setof initial keys known by agent. in local state} . (Recall that a local statefor
agent. is thesequenceof eventspertainingto agent. , includingany initial information
in therun, in this case,thekeys initially known.) CheckingwhetherG is asubmessage
of G0u is performedby a function Ë�Ì|Í�Î;Ë�Ï , which cantake apartmessagescreatedby
concatenation,or decryptmessagesaslongastheadversaryknows thedecryptionkey.

Dolev-Yaoknowledgealgorithm (extract):

{�Å�Æ- # °�± �3-�#�Gi+3'%}�+,Ð2Ko/¨É���Ê�Ë���ÑD#:}�+
for each�������J#�GPu�+ in } do

if Ë�Ì|Í�Î�ËÒÏe#�G�'�GPu�'�K`+ then
return“Yes”

return“No”

Thefull algorithmcanbefoundin theappendix.
Accordingto the Dolev-Yaomodel,the adversarycannotexplicitly computeany-

thing interestingaboutwhat othermessagesagentshave. Hence,for otherprimitives,
including

°�± �3Ó�#�GQ+ for ´º�/Ô. , {JÅ�Æ- returns“?”. For formulasof the form K�Ó R and
LUÓ R , {JÅ�Æ- also returns“?”. For Booleancombinationsof formulas, {�Å�Æ- returnsthe
correspondingBooleancombination(wherethenegationof “?” is “?” , theconjunction
of “No” and“?” is “No” , andtheconjunctionof “Yes”and“?” is “?”) of theanswerfor
each

°�± �3-w#�Gi+ query.
The following result shows that an adversaryusing {JÅ�Æ- recognizes(i.e., returns

“Yes” to)
°�± �%-�#�Gi+ in state} if f G exactly the messagesdeterminedto be in the setof

messagesthat canbe derived (accordingto ¼�¾�À ) from the messagesreceived in that
statetogetherwith thekeys initially known, Moreover, if a

°�± � - #�Gi+ formulais derived
at thepoint #:4�'%68+ , the

°�± � - #�Gi+ is actuallytrueat #54�'367+ (sothat {JÅ�Æ- is sound).

Proposition3.1. In theinterpretedalgorithmicsecuritysystemr8/·#:=s'3f�¯² 'w{ ( '�)�)�)�'w{ * + ,
where { - /n{JÅ�Æ- , wehavethat #zrD'%4�'367+@~ /qL - # °�± � - #�Gi+h+ iff

l G�V|�������
#�Gi+@O�4 - #:67+hmÖÕ
Çz��ÇzÈ�É���Ê�Ë�#:}�+�¼ ¾�À G . Moreover, if #:rD'34�'%68+x~ /\L - # °�± � - #�Gi+w+ then #:r�'%4�'%68+x~ / °
± � - #�GQ+ .
The Duck-Duck-Gooseadversary The key advantageof our framework is that we
can easily changethe capabilitiesof the adversarybeyond thoseprescribedby the
Dolev-Yao model.For example,we cancapturethe fact that if the adversaryknows
the protocol,shecanderive moreinformationthanshecouldotherwise.For instance,
in the Duck-Duck-Gooseexample,assumethat the adversarymaintainsin her local
statea list of all the bits received correspondingto the key of the principal. We can
easilywrite thealgorithmsothatif theadversary’slocalstatecontainsall thebitsof the
key of theprincipal,thentheadversarycandecodemessagesthathave beenencrypted
with that key. Specifically, assumethat key E is beingsentin the Duck-Duck-Goose
example.Thenfor anadversary. , °�± �%-�#�E|+ will befalseuntil all thebits of thekey have
beenreceived.This translatesimmediatelyinto thefollowing algorithm {JÅ�Å
×- :

Duck-Duck-Gooseknowledgealgorithm:

{�Å
Å�×- # °
± � - #�E|+%'3}�+,Ð if all thebits recordedin } form E then
return“Yes”elsereturn“No”



{�Å
Å�×- handlesotherformulasin thesameway as {JÅ�Æ- .
Of course,nothingkeepsusfrom combiningalgorithms,sothatwe canimaginean

adversaryinterceptingbothmessagesandkey bits,andusinganalgorithm {|- which is
a combinationof theDolev-YaoalgorithmandtheDuck-Duck-Goosealgorithm,such
as:

{|-w# R '%}�+�/ if {JÅ�Æ- # R '3}�+�/ “Yes” then

return“Yes”

elsereturn {JÅ�Å�×- # R '%}�+
Thisassumesthattheadversaryknowstheprotocol,andhenceknowswhenthekey bits
arebeingsent.Thealgorithmabovecapturesthis protocol-specificknowledge.

The Lowe adversary For a morerealisticexampleof an adversarymodel that goes
beyond Dolev-Yao,considerthe following adversarymodelintroducedby Lowe [23]
to analyzeprotocolssubjectto guessingattacks.The intuition is that someprotocols
provide for a way to “validate” the guessesof an adversary. For a simpleexampleof
this,hereis a simplechallenge-basedauthenticationprotocol:

FW�­dyVJF
dy�ØFÁV�"ÚÙ
FW�­dyV l ~ "ÚÙ�~ m�Û�Ü

Intuitively, F tells the server d that shewantsto authenticateherself. d replieswith
a challenge"ÚÙ . F sendsback to d the challengeencryptedwith her password M�Ý .
Presumably, d knowsthepassword,andcanverify thatshegets

l ~ "ÚÙ�~ m�Û�Ü . Unfortunately,
anadversarycanoverhearboth "ÚÙ and

l ~ "ÚÙ�~ m�Û�Ü , andcan“guess”a value Þ for M|Ý and
verify hisguessby checkingif

l ~ "ÚÙ�~ m�ßa/ l ~ "ÚÙ�~ m�Û�Ü . Thekey featureof thiskind of attack
is that the guessing(and the validation)canbe performedoffline, basedonly on the
interceptedmessages.

To accountfor this capability of adversariesis actually fairly complicated.We
presenta slight variationof Lowe’s description,mostly to make it notationallycon-
sistentwith therestof thesection;we referthereaderto Lowe [23] for a discussionof
thedesignchoices.

Lowe’smodelreliesonabasicone-stepreductionfunction, d�à@á�G , sayingthatthe
messagesin d canbeusedto derivethemessageG . This is essentiallythesameas ¼¿¾�À ,
exceptthat it representsa singlestepof derivation.Moreover, the relationis “tagged”
by thekind of derivationperformed( â ):
One-stepreduction: d_à@á|Gl G�'�EJmÖà�ã�ähå l ~¢Gk~ m £l�l ~ Gk~ m�£�'�E|¤ ( mæà�ç ã�å Gl Gi(� �G0¡
mæà�è é:ê�Gi(l Gi(� �G0¡
mæà�é ä ç¿G0¡



Lowe alsoincludesa reductionto derive Gi(� �G0¡ from GQ( and G0¡ . We do not addthis
reductionto simplify the presentation.It is straightforward to extendthe work in this
sectionto accountfor this augmentedderivation.

Given a set » of message,and a sequencep of one-stepreductions,we define
inductively the set ëì»Qízî of messagesobtainedfrom the one-stepreductionsgiven in
p .
Messagesobtained fr om one-stepreductions: ëï»Qízî
ëì»Qí%ð¢ñ�Ðò»
ëì»Qí%ðïóeô,õïö|ñ�÷ î Ð ëï»tÕ l Gkm ízî if d\øT»

Ì|�9ù��zú�����ù otherwise

Here, ûhü denotestheemptytrace,andp�(� Xph¡ denotestraceconcatenation.A tracep is said
to bemonotoneif, intuitively, it doesnot performany one-stepreductionthat“undoes”
a previousone-stepreduction.For example,thereduction

l G�'�EJmPà l ~¢Gk~ m�£ undoesthe
reduction

l
l ~¢Gk~ m�£�'�E|¤ ( mæà_G . (SeeLowe[23] for moredetailson undoingreductions.)
We say that a set » of messagesvalidatesa guessG if, intuitively, » contains

enoughinformationto verify that G is indeeda goodguess.Intuitively, this happensif
a value ý (calleda validator)canbederivedfrom themessagesin »<Õ l Gkm in a way
thatusestheguessG , andeitherthat (a) validator ý canbederivedin a differentway
from »oÕ l Gkm , (b) the validator ý is alreadyin »oÕ l Gkm , or (c) the validator ý is a
key whoseinverseis derivablefrom »TÕ l Gkm . For example,in theprotocolexchangeat
thebeginningof this section,theadversaryseesthemessages»�/ l "ÚÙ�' l ~ "ÚÙ�~ m�Û�Ü�m , and
we cancheckthat » validatesthe guessG�/ M|Ý : clearly,

l "ÚÙ�'�Gkm©à ã�äwå l ~ "ÚÙ�~ m�Û�Ü , andl ~ "ÚÙ�~ m�Û�ÜPOÃ»�Õ l Gim . In this case,thevalidator
l ~ "ÚÙ�~ m�Û�Ü is alreadypresentin »tÕ l Gim .

For otherexamplesof validation,weagainreferto Lowe [23].
We cannow definetherelation »o¼¿þ0G thatsaysthat G canbederivedfrom » by

aLoweadversary. Intuitively, »º¼�þÖG if G canbederivedby Dolev-Yaoreductions,or
G canbeguessedandvalidatedby theadversary, andhencesusceptibleto anattack.

Lowe derivation: »º¼�þ�6
»ÿ¼¿þ;G if f » ¼¿¾�ÀvG or thereexistsa monotonetracep , a set d , anda
“validator” ý suchthat:

(1) ëì»tÕ l Gim í î is defined,
(2) d_à@á�ý is in p ,
(3) thereis no tracephu suchthat dyøTëï»Qízî ¸ , and
(4) either:

(a) thereexists #3deu�'�âïu%+��/T#3de'�â�+ with deu�à áX¸ ý in p ,
(b) ý�O_»tÕ l Gkm , or
(c) ý�OUg andý¿¤ ( Oyëï» Õ l Gkm ízî .

Onecanverify thattheaboveformalizationcapturestheintuition aboutvalidationgiven
earlier. Specifically, condition (1) saysthat the trace p is well-formed,condition (2)
saysthat the validator ý is derived from »ÿÕ l Gkm , condition (3) saysthat deriving



thevalidator ý dependson theguessG , andcondition(4) specifieswhena validator ý
validatesaguessG , asgivenearlier.

We would now like to definea knowledgealgorithm { � - to capturethecapabilities
of the Lowe adversary. Again, the only caseof real interestis what { � - doeson input°
± �h-h#�GQ+ .
Lowe knowledgealgorithm (extract):

{ � - # °�± � - #�GQ+%'%}�+,Ð if {JÅ�Æ- # °
± � - #�Gi+%'3}�+x/ “Yes” then
return“Yes”

if Ï|Ì|��Ë�Ë�#�G�'%}�+ then
return“Yes”

return“No”

The full algorithm canbe found in the appendix.(We have not concernedourselves
with mattersof efficiency in thedescriptionof { � - ; again,seeLowe[23] for adiscussion
of implementationissues.)

As before,we cancheckthecorrectnessandsoundnessof thealgorithm:

Proposition3.2. In theinterpretedalgorithmicsecuritysystemr8/·#:=s'3f�¯² 'w{,(�'�)�)�)�'w{|*�+ ,
where {|-0/¨{ � - , wehavethat #:rD'34�'%68+Ö~ /ÁL]-h# °
± �h-w#�Gi+h+ iff

l GºV �������J#�Gi+æO_4�-�#568+3mPÕ
Çz��ÇzÈ�É���Ê�Ë�#:}�+�¼¿þæG . Moreover, if #zrD'%4�'367+�~ /yLU-�# °�± �3-w#�Gi+w+ then #zrD'%4�'367+�~ / °
± �h-h#�Gi+ .

4 Relatedwork

Theissueswe raisein this paperarecertainlynot new, andhave beenaddressed,up to
apoint, in theliterature.In this section,wereview this literature,anddiscusswherewe
standwith respectto otherapproachesthathave attemptedto tacklesomeof thesame
problems.

Aswementionedin theintroduction,theDolev-Yaoadversaryis themostwidespread
adversaryin the literature.Part of its attractionis its tractability, makingit possibleto
develop formal systemsto automaticallycheckfor safetywith respectto suchadver-
saries[27,28,32,22,25]. The ideaof moving beyond the Dolev-Yaoadversaryis not
new. As wepointedout in Section3,Lowe[23] developedanadversarythatcanencode
someamountof off-line guessing;we showedin Section3 thatwe couldcapturesuch
anadversaryin our framework. Otherapproacheshave thepossibilityof extendingthe
adversarymodel.For instance,theframework of Paulson[32], Clarke,JhaandMorrero
[8], andLowe [22] describetheadversaryvia a setof derivationrules,which couldbe
modifiedby addingnew derivationrules.We couldcertainlycapturetheseadversaries
by appropriatelymodifying our {JÅ�Æ- knowledgealgorithm.However, it doesnot seem
that theseotherapproacheshave the flexibility of our approachin termsof capturing
adversaries.Not all adversariescanbe convenientlydescribedin termsof derivation
rules.

Thereareotherapproachesthat weaken the Dolev-Yaoadversaryassumptionsby
either taking concretecryptosystemsinto account,or at least addingnew algebraic
identitiesto thealgebraof messages.Bieber[6] doesnot assumethatthecryptosystem



is a free algebra,following an ideadue to Merritt andWolper [26]. Even et al. [11]
analyzeping-pongprotocolsunderRSA, taking theactualcryptosysteminto account.
Theappliedf -calculusof AbadiandFournet[1] permitsthedefinitionof anequational
theoryoverthemessagesexchangedbetweenprocesses,weakeningsomeof theabstract
cryptosystemassumptionswhen the applied f -calculus is usedto analyzesecurity
protocols.Since the cryptosystemusedin our framework is a simple parameterto
the logic, there is no difficulty in modifying our logic to reasonabouta particular
cryptosystem,andhencewecancapturetheseapproachesin our framework.But again,
it is not clear the extent to which theseotherapproacheshave the sameflexibility as
ours.

On a relatednote,thework of Abadi andRogaway [2], building on previouswork
by BellareandRogaway [5], comparethe resultsobtainedby a Dolev-Yaoadversary
with thoseobtainedby amorecomputationalview of cryptography,andshow thatunder
variousconditions,theformer is soundwith respectto thelatter, that is, termsthatare
indistinguishableunderabstractencryptionremainindistinguishableundera concrete
encryptionscheme.It wouldbeinterestingto recasttheiranalysisin oursetting,which,
asweargued,cancaptureboththeDolev-Yaoadversaryandmoreconcreteadversaries.

Theuseof a logic basedon knowledge/beliefis alsonot new. A numberof formal
logics for analysisof securityprotocolsthat involve knowledgeandbelief have been
introduced,goingbackto BAN logic [7], suchas[3,6,15,34,35,4]. Themainproblem
with someof thoseapproachesis that semanticsof the logic (to theextent thatoneis
provided) is typically not tied to protocolexecutionsor attacks.As a result,protocols
areanalyzedin anidealizedform, andthis idealizationis itself error-proneanddifficult
to formalize[24].2 While someof theseapproacheshave a well-definedsemanticsand
do not rely on idealization(e.g., [6,4]), they are still restrictedto (a versionof) the
Dolev-Yaoadversary. In contrast,our framework goesbeyondDolev-Yao,aswe have
seen,andoursemanticsis directly tied to protocolexecution.

The problemof logical omnisciencein logics of knowledgeis well known, and
theliteraturedescribesnumerousapproachesto try to circumventit. (See[14, Chapter
10 and11] for an overview.) In the context of security, this takes the form of using
different semanticsfor knowledge,either by introducinghiding operatorsthat hide
part of the local statefor the purposeof indistinguishability(as done,for example,
in [3]), or by usingnotionssuchasawareness[12] to capturean intruder’s inability
to decrypt[4].3 Roughlyspeaking,the semanticsfor awarenesscanspecify for every
point a set of formulasof which an agentis aware. For instance,an agentmay be
awareof a formula without beingawareof its subformulas.A generalproblemwith
awarenessis determiningthe setof formulasof which anagentis awareat any point.

2 While morerecentlogicalapproaches(e.g.,[10]) do notsuffer from anidealizationphaseand
aremoretied to protocolexecution,but they alsodo not attemptto captureknowledgeand
belief in any generalway.

3 A notionof algorithmicknowledgewasdefinedby Moses[30], andusedby Halpern,Moses
andTuttle [17] to analyzezero-knowledgeprotocols.Althoughrelatedto algorithmicknowl-
edgedefinedhere,Moses’ approachdoesnot use an explicit algorithm. Rather, it checks
whethertheseexistsanalgorithmof acertainclass(for example,apolynomial-timealgorithm)
thatcouldcomputesuchknowledge.



Oneinterpretationof algorithmicknowledgeis that it prescribesalgorithmicallywhat
formulasanagentis awareof: thosefor which thealgorithmsays“Yes”. In thatsense,
we subsumeapproachesbasedon awarenessby providing themwith an intuition. (We
shouldnotethattheuseof awarenessby Accorsietal. [4] is notmotivatedby thedesire
to modelmoregeneraladversaries,but by thedesireto restrictthenumberof statesone
needsto considerin models.Hence,thethrustof theirwork is differentfrom ours.)

5 Conclusion

Wehavepresentedaframework for securityanalysisusingalgorithmicknowledge.The
knowledgealgorithmcanbetailoredto accountfor boththecapabilitiesof theadversary
andthe specificsof the protocolunderconsideration.Of course,it is alwayspossible
to take a securitylogic andextendit in anadhocway to reasonaboutadversarywith
differentcapabilities.Our approachhasmany advantagesoveradhocapproaches:it is
a generalframework (we simply needto changethe algorithmusedby the adversary
to changeits capabilities,or addadversarieswith differentcapabilities),andit permits
reasoningaboutprotocol-specificissues(we cancapturethe casessuchas the agent
sendingthebits of its key).

Anotheradvantageof our approachis that it naturallyextendsto the probabilistic
setting.For instance,we caneasilyhandleprobabilisticprotocols,by moving to multi-
agentsystemswith anassociatedprobabilitydistribution on theruns(seeHalpernand
Tuttle[18]). In aslightly lesstrivial setting,wecanalsodealwith knowledgealgorithms
that are probabilistic.This leadsto somedifficulty, sincethe semanticsfor L]- only
really make senseif the knowledgealgorithmis deterministic.We have extendedthe
theoryto handlesuchcases,andhopeto reportonastudyof theobtainedframework in
futurework.Thiswouldallow usto captureprobabilisticadversariesof thekind studied
by Lincoln et al. [20].

Thegoalof this paperwasto introducea generalframework for handlingdifferent
adversarymodelsin a naturalway, not specificallyto devisenew attacksor adversary
capabilities.With this framework, it shouldbe possibleto put on a formal foundation
new attacksthatareintroducedby thecommunity. We gavea concreteexampleof this
with the “guess-and-confirm”attacksof Lowe [23]. We arein theprocessof incorpo-
ratingtheideasof this paperinto a logic for reasoningaboutsecurityprotocols.

It is fair to askat this point what we cangain by using this framework. For one
thing, we believe that the ability of the framework to describethe capabilitiesof the
adversarywill make it possibleto specify the propertiesof securityprotocolsmore
precisely. Of course,it maybethecasethat to provecorrectnessof a securityprotocol
with respectto certaintypesof adversaries(for example,polynomial-timebounded
adversaries),wewill notbeableto domuchwithin thelogic—wewill needto appealto
techniquesdevelopedin thecryptographycommunity. However, webelieve thatit may
well bepossibleto extendcurrentmodel-checkingtechniquesto handlemorerestricted
adversaries(for example,Dolev-Yaoextendedwith randomguessing).This is a topic
thatdeservesfurtherinvestigation.In any case,having a logic wherewecanspecifythe
abilitiesof adversariesis anecessaryprerequisiteto usingmodel-checkingtechniques.
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A Algorithms

Dolev-Yaoknowledgealgorithm:

{ Å�Æ- # °�± �3-�#�Gi+3'%}�+,Ð2Ko/¨É���Ê�Ë���ÑD#:}�+
for each�������J#�GPu�+ in } do

if Ë�Ì|Í�Î�ËÒÏe#�G�'�GPu�'�K`+ then
return“Yes”

return“No”

Ë�Ì|Í�Î�ËÒÏe#�G�'�GPu�'�K`+,Ð if Gµ/¬G0u then
return È���Ì|�

if G0u is
l ~ G ( ~ m £ and E|¤ ( OÃK then

return Ë�Ì|Í�Î;Ë�Ïe#�Gk'�G ( '�K`+
if G u is G (  �G ¡ then

return Ë�Ì|Í�Î;Ë�Ïe#�Gk'�G ( '�K`+ ^ Ë�Ì|Í�Î;Ë�Ïe#�Gk'�G���' � +
returnÑ����ìË��

ÏJ��È�É���Ê�Ë�#�G�'�K`+,Ð if G«OUg then
return

l Gkm
if G0u is

l ~¢G ( ~ m £ and E�¤ ( O_K then
return Ï|��È�É���Ê�Ë�#�G ( '�K\+

if G0u is GQ(� �G0¡ then
return Ï|��È�É���Ê�Ë�#�Gi(�'�K\+�Õ�Ï|��È�É���Ê�Ë�#�G0¡
'�K`+

return
l m

É���Ê�Ë���ÑD#5}�+,Ð2K
	 Çz��ÇzÈ�É���Ê�Ë�#:}�+
loopuntil no changein K

K�	 � ã�å�
�� ö������ Ï|��È�É���Ê�Ë�#�G�'�K\+
return K

Lowe knowledgealgorithm:



{ � - # °�± �3-�#�GQ+%'%}�+,Ð if {JÅ�Æ- # °
± �h-w#�Gi+%'3}�+x/ “Yes” then
return“Yes”

if Ï|Ì|��Ë�Ë�#�G�'%}�+ then
return“Yes”

return“No”

ÏJÌ|��Ë�Ë�#�G�'3}�+,Ð�»�	 �3��ù
Ì|����# l G Væ��������#�Gi+ in }
m�ÕvÇz��ÇzÈ�É���Ê�Ë�#:}�+h+,Õ l Gim
�3��ù
Ë�	 l m
loop until �3��ù�Ì|��È�Çz�
��Ë�#3»_+��§�h��ù
Ë is empty

#%d¿'�âÒ'3ýe+�	 pick anelementof �3��ù�Ì|��È�Çz����Ë�#%»_+��n�3��ù�Ë
if ³9#%deu�'�âXu�'3ýe+�O7�3��ù�Ë s.t. deuI�/Wd and âïu��/Áâ then

return“Yes”
if ý�OÃ» then

return“Yes”
if ý�OQg andý¿¤ ( OÃ» then

return“Yes”
�3��ù�Ë�	 �h��ù
Ë@Õ l #%de'�âÒ'3ýe+hm
»�	Ø»tÕ l ýem

return“No”

�3��ù�Ì|����#%»_+eÐ loop until nochangein »
4�	 �h��ù
Ì|��È�Çz���9Ë�#%»`+
for each#%de'�âÒ'%ý¿+ in 4

»�	Ø»tÕ l ýem
return »

�3��ù�Ì|��È�Çz�
��Ë�#3»_+,Ðµ�h��ù
Ë�	 l m
for eachGQ(x �G0¡ in »

�3��ù
Ë�	 l # l Gkm�'��z���h'�GQ(�+%'�# l Gkm�'��h���J'�GP¡�+3m
for eachGQ(�'�GP¡ in »

if G ¡ OUg and Ë�Ì|Í
# l ~¢G ( ~ m ö! '�»_+ then
�3��ù�Ë�	 l # l G ( '�G ¡ m�'�������' l ~¢G ( ~ m ö! +hm

if G ( is
l ~¢G u ~ m £ and G ¡ is E ¤ ( then

�3��ù�Ë�	 l # l G ( '�G ¡ m�'��
����'�GPu�+hm
return �3��ù
Ë



Ë�Ì|Í
#�Gk'�»_+,Ð if »�/ l Gkm then
return È���Ì|�

if »�/ l Gi(� �G0¡Jm then
return Ë�Ì|Í�#�G�' l G ( m�+ ^ Ë�Ì|Í
#�Gk' l G ¡ m
+

if »�/ l
l ~¢G0u�~ m £ m then
return Ë�Ì|Í�#�G�' l G0u�m
+

if ~X»Ã~�"�1 and »�/ l G0u�m�Õ]»Uu then
return Ë�Ì|Í�#�G�' l G0u�m
+ ^ Ë�Ì|Í�#�G�'�»Qu%+

returnÑ��#�ìË��
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