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Abstract. Logics for securityprotocolanalysisrequirethe formalizationof an
adwersarymodelthat specifieghe capabilitiesof adwersariesA commonmodel
is the Dolev-Yao model,which considersonly adwersariegthatcancomposeand
replay messagesanddecipherthemwith known keys. The Dolev-Yao modelis
a useful abstractionput it suffers from somedravbacks:it cannothandlethe
adwersaryknaowing protocol-specificinformation, and it cannothandle proba-
bilistic notions, suchas the adwersaryattemptingto guessthe keys. We shav
how we cananalyzesecurityprotocolsunderdifferentadversarymodelsby using
alogic with a notion of algorithmicknowledge.Roughly speaking adwersaries
areassumedo usealgorithmsto computetheirknowledge;adversarycapabilities
arecaptureddy suitablerestrictionsonthealgorithmsused We shav how we can
modelthe standardDolev-Yaoad\ersaryin this setting,andhow we cancapture
moregeneralkcapabilitiesncluding protocol-specifiknowledgeandguesses.

1 Intr oduction

Many formal methoddor theanalysisof securityprotocolsrely on specializedogicsto
rigorouslyprove propertieof theprotocolsthey study® Thosdogicsprovide constructs
for expressinghebasicnotionsinvolvedin securityprotocols suchassecreg, receng,
and message&omposition,aswell asproviding means(eitherimplicitly or explicitly)
for describingthe evolution of the knowledgeor belief of the principalsasthe pro-
tocol progressestvery suchlogic aimsat proving securityin the presencef hostile
adwersariesTo analyzethe effect of adversariesa securitylogic specifiegagain,either
implicitly or explicitly) anadvesarymode] thatis, a descriptionof the capabilitiesof
adwersariesAlmost all existing logics arebasedon a Dolev-Yao adwersarymodel[9].
Succinctly a Dolev-Yao adwersarycan composemessageseplay them, or decipher
themif sheknowstheright keys, but cannototherwise'crack” encryptednessages.
The Dolev-Yao adwersaryis a usefulabstractionjn thatit allows reasoningabout
protocolswithout worrying aboutthe actualcryptosystenbeingused.It alsohasthe
advantageof being restrictedenoughthat interestingtheoremscan be proved with

! Here,wetake avery generaliew of logic, to encompasformal methodswherethe specifica-
tion languagas implicit, or wherethe propertieso be checled arefixed, suchasCaspef22],
Cryptyc[16], or the NRL ProtocolAnalyzer[25].



respecto security However, in mary ways,the Dolev-Yaomodelis too restrictive. For
example,it doesnot considerthe informationan adwersarymay infer from properties
of messageandknowledgeaboutthe protocolthatis beingused.To give an extreme
example considewhatwe’ll call the Dudk-Dudk-Gooseprotocol:anagenthasann-bit
key and,accordingto her protocol,sendsthe bits that make up its key oneby one.Of
course after interceptingthesemessagesan adwersarywill know the key. However,
thereis no way for securitylogics basedon a Dolev-Yao adwersaryto arguethat, at
this point, theadwersaryknows the key. Anotherlimitation of the Dolev-Yaoadwersary
is thatit doesnot easily captureprobabilisticarguments After all, the adwersarycan
alwaysbelucky andjustguessheappropriateékey to use,irrespectve of the strengthof
the cryptosystem.Thereis anotherimportantproblemwith the Dolev-Yao adwersary
Becausehe Dolev-Yao modelusesan abstractcryptosystemit cannotcapturesubtle
interactionsbetweerthe cryptographigrotocolandthe cryptosystemilt is known that
various protocolsthat appearsecureunderabstractcryptographycan be problematic
whenimplementedusing specific cryptosystemg29]. Two examplesof this are the
phenomenorof encryptioncycles[2], andthe useof exclusive-or in someprotocol
implementation$33]. A morerefinedlogic for reasoningaboutsecurityprotocolswill
have to beableto handleadwersariesnoregenerakthanthe Dolev-Yaoadwersary

Theimportanceof beingableto reasoraboutdifferentadwersariesvasmadeclear
by Lowe [21] whenhe exhibiteda man-in-the-middlettackin thewell-known authen-
ticationprotocoldueto NeedhanmandSchroedef31]. Up until thattime, the Needham-
Schroedeprotocolwasanalyzedundertheassumptiorthattheadwersaryhadcomplete
control of the network, and could inject interceptandinject arbitrarymessagegup to
the Dolev-Yaocapabilities)into the protocolruns.However, the adwersarywasalways
assumedo be an outsider not beingableto directly interactwith the protocolprinci-
palsashimself. Lowe shaved thatif the adwersaryis allowedto be aninsider of the
systemthatis, appeartto the other principalsasa bonafide protocol participant,then
the Needham-Schroedg@rotocoldoesnot guaranteehe authenticatiorpropertiest is
meantto guarantee.

Becausethey effectively build in the adwersarymodel, existing formal methods
for analyzingprotocolsare not able to reasondirectly aboutthe effect of runninga
protocolagainstadwersarieswith propertiesotherthanthosebuilt in. The problemis
evenworsewhenit is not clear exactly what assumptionsre implicitly being made
abouttheadwersary

In this paperwe introducea logic for reasoningaboutsecurityprotocolsthatallows
us to model adwersariesexplicitly. The ideais to model the adwersaryin terms of
whatthe adwersaryknows. This approachhassomesignificantadvantagesLogics of
knowledge[14] have beenshavn to provide powerful methodsfor reasoningabout
trace-basedxecutionsof protocols.They canbegivensemanticshatis tied directly to
protocolexecution thusavoiding problemsof having to analyzeanidealizedform of the
protocol,asis required for example,in BAN logic [7]. A straightforvardapplicationof
logics of knowledgeallows usto concludethatin the Duck-Duck-Gooserotocol,the
adwersaryknows the key. Logics of knowledgecanalsobe extendedwith probabilities
[13,18] soasto beableto dealwith probabilisticphenomendJnfortunatelytraditional
logics of knowledge suffer from a well-known problemknown asthe logical omni-



scienceproblem:anagentknows all tautologiesandall thelogical consequencesf her
knowledge.Thereasoninghatallows an agentto infer propertiesof the protocolalso
allows an attacler to deducepropertiesthat cannotbe computedby realisticattaclers
in ary reasonablamountof time.

To avoid thelogical omniscienceroblem,we usethe notion of algorithmicknowl-
edee [14, Chapter10 and 11]. Roughly speaking,we assumehat agents(including
adwersarieshave “knowledgealgorithms”that they useto computewhat they know.
The capabilitiesof the adwersaryare capturedby its algorithm. Hence, Dolev-Yao
capabilitiescan be provided by using a knowledgealgorithmthat canonly compose
messageser attemptto decipherusingknown keys. By changingthe algorithm,we can
extendthe capabilitiesof the adwersarysothatit canattemptto crackthe cryptosystem
by factoring(in thecaseof RSA), usingdifferentialcryptanalysigin the caseof DES),
or justby guessingkeys, alongthelinesof arecentmodeldueto Lowe [23]. Moreover,
our framework canalsohandlethe caseof a principal sendingthe bits of its key, by
providing the adwersarys algorithmwith a way to checkwhetherthis is indeedwhat
is happeningBy explicitly using algorithms,we canthereforeanalyzethe effect of
boundingthe resource®f the adwersary andthus make progressoward bridging the
gapbetweerthe analysisof cryptographigrotocolsandmorecomputationahccounts
of cryptography(See[2] andthe referenceshereinfor a discussioron work bridging
this gap.)Note thatwe needbothtraditionalknowledgeandalgorithmicknowledgein
our analysis.Traditionalknowledgeis usedto modela principal’s beliefsaboutwhat
can happenin the protocol; algorithmic knowledgeis usedto modelthe adwersarys
computationalimitations (for example thefactthatit cannotfactor).

The restof the paperis organizedasfollows. In Section2, we defineour model
for protocolanalysisandourlogic for reasoningaboutimplicit andexplicit knowledge,
basednthewell-understoodnultiagentsystenframework. In Section3, we shav how
to modeldifferentadwersariegrom theliterature We discusgelatedwork in Sectior4.

2 A logic for security protocol analysis

In this section,we review the multi-agentsystemframework andthe logic of algorith-
mic knowledge .We thenshav how thesecanbetailoredto definealogic for reasoning
aboutsecurityprotocols.

Multiagent systems The multiagentsystemsramework [14, Chapters4 and 5] pro-
videsa modelfor knowledgethat hasthe advantageof alsoproviding a disciplinefor
modelingexecutionsof protocols.A multiagentsystemconsistsof n agentseachof
which is in somelocal stateat a given point in time. We assumehat an agents local
stateencapsulatesll the informationto which the agenthasaccessin the security
setting,the local stateof an agentmight include someinitial information regarding
keys, the messageshehassentandreceved, and perhapshe readingof a clock. In
a poker game,a players local statemight consistof the cardshe currently holds,the
betsmadeby otherplayers,ary othercardshe hasseen,andary informationhe may
have aboutthe stratgjiesof the otherplayers(for example,Bob may know that Alice



likesto bluff, while Charlietendsto bet consenratively). The basicframevork makes
no assumptiongiboutthe precisenatureof thelocal state.

We canthenview thewhole systemasbeingin someglobal state which is atuple
consistingof eachagent’local state togetherwith the stateof the environment,where
theenvironmentconsistof everythingthatis relevantto thesystemnthatis notcontained
in the stateof theagentsThus,aglobalstatehastheform (s, s1,. .., s,), wheres, is
the stateof the ervironmentands; is agenti’s state for i = 1,...,n. Theactualform
of theagents'local statesandthe ernvironments statedepend®n the application.

A systemis not a staticentity. To captureits dynamicaspectswe definearun to
be a function from time to global statesIntuitively, a run is a completedescriptionof
whathappengvertimein onepossibleaxecutionof thesystemA pointis apair (r, m)
consistingof arunr andatime m. For simplicity, we take time to rangeoverthenatural
numbersin the remainderof this discussionAt a point (r, m), the systemis in some
global stater(m). If r(m) = (se, s1,--.,5,), thenwe take r;(m) to be s;, agenti’s
local stateatthepoint (r, ). We formally definea systemR to consistof asetof runs
(or executions)t is relatively straightforvardto modelsecurityprotocolsassystems.
Notethattheadwersaryin asecurityprotocolcanbemodeledasjustanotheragent.The
adwersarysinformationata pointin arun canbemodeledby its local state.

The basic logic The aim is to be able to reasonaboutpropertiesof suchsystems,
including propertiesinvolving the knowledge of agentsin the system.To formalize
this type of reasoningwe first needa languageThe logic of algorithmic knowledge
[14, Chaptersl0 and 11] providessucha frameawork. It extendsthe classicallogic of

knowledgeby addingalgorithmicknowledgeoperators.

Thesyntaxof thelogic £ for algorithmicknowledgeis straightforvard. Starting
with asetd, of primitive propositionswhich we canthink of asdescribingbasicfacts
aboutthe systemsuchas“the key is k” or “agentA sentthemessagen to B”, compli-
catedformulasof LX*(P,) areformedby closingoff undernegation,conjunction,and
themodaloperatorsKy, ..., K,, and Xy, ..., X,,.

Syntax of LXX(Py):
I 1
p,q € Dy Primitive propositions
p, Y € P = Formulas
P Primitive proposition
- Negation
pAY Conjunction
K; Implicit knowledgeof ¢ (i € 1..n)
X Explicit knowledgeof ¢ (i € 1..n)

Theformula K; ¢ is readas“agenti (implicitly) knowsthefacty”, while X, is read
as“agent; explicitly knowsfacty”. In fact,we will readX;p as“agenti cancompute
facty”. Thisreadingwill be madeprecisewhenwe discusghe semanticof thelogic.
As usual,we take ¢ V 1) to be anabbreviation for —=(—p A =) andy = 1 to bean
abbreviationfor —¢ V 9.



The standardmodelsfor this logic are basedon the idea of possibleworlds and
Kripke structureq19]. Formally, a Kripke structureM is atuple (S, m, K1, ..., Ky),
where S is a setof statesor possibleworlds, 7 is an interpretationwhich associates
with eachstatein S a truth assignmento the primitive propositions(i.e., 7(s)(p) €
{true, false} for eachstates € S andeachprimitive propositionp), and C; is an
equivalencerelationon S (recallthatanequialencerelationis a binaryrelationwhich
is reflexive, symmetric,andtransitve). KC; is agenti’s possibility relation. Intuitively,
(s,t) € K; if agenti cannotdistinguishstates from statet (sothatif s is the actual
stateof theworld, agent; would considert a possiblestateof theworld).

A systemcanbe viewed asa Kripke structure oncewe adda function = telling us
how to assigntruth valuesto the primitive propositionsAn interpretedsysteni con-
sistsof apair (R, w), whereR is asystemandr is aninterpretatiorfor thepropositions
in @ thatassigngruth valuesto the primitive propositionsat the globalstates Thus,for
every p € ¢ andglobalstates thatarisesin R, we have (s)(p) € {true, false}. Of
courser alsoinducesaninterpretatioroverthe pointsof R; simply take 7(r, m) to be
w(r(m)). We referto the pointsof the systemR aspointsof theinterpretedsystentZ.

TheinterpretedsystemZ = (R, 7) canbe madeinto a Kripke structureby taking
thepossibleworldsto bethepointsof R, andby definingkC; sothat((r, m), (', m')) €
K if r;(m) = rj(m’). ClearlyK; is anequivalencerelationon points.Intuitively, agent
i considersapoint (/, m’) possibleatapoint (r, m) if i hasthesamdocal stateatboth
points.Thus,theagentsknowledgeis completelydeterminedy their local states.

Toaccounfor X;, we provide eachagentwith aknowledgealgorithmthatheusego
computehisknowledge We will referto X, asalgorithmicknowled@. An interpreted
algorithmic systemis of the form (R, x, A1, ..., A,), where(R,w) is aninterpreted
systemanda; is theknowledgealgorithmof agent:. In local state/, theagentcomputes
whetherheknows ¢ by applyingtheknowledgealgorithma to input (¢, £). Theoutput
is either“Yes”, in which casethe agentknows ¢ to betrue, “No”, in which casethe
agentdoesnot know ¢ to betrue,or “?”, which intuitively saysthatthe algorithmhas
insufficient resourceso computethe answerlt is thelast clausethatallows usto deal
with resource-boundegtasoners.

We definewhatit meandgfor aformula to betrue (or satisfied)ata point (r, m) in
aninterpretedsysteniZ, written (Z, r,m) = ¢, inductively asfollows.

Satisfiability relation: (Z,r,m) = ¢

(Z.r.m) |=p m(r,m)(p) = true

(Z,r,m) = = 'f (Z,r,m)

Torom) = on o i (Zrim) b o and(Z.r,m) b= v

(Z,r,m) = Kijp if (Z,r,m) |= ¢forall (r',m’) suchthatr;(m) = rj(m’)
(Z,r,m) = Xip i Aip,ri(mm)) = "Yes”

The first clauseshovs how we usethe 7 to define the semanticsof the primitive
propositions.The next two clauseswhich definethe semanticsof — and A, arethe
standarcclausedrom propositionalogic. Thefourth clauseis designedo capturethe
intuition that agenti knows ¢ exactly if ¢ is truein all the worlds that i thinks are
possible.The lastclausecaptureghe factthatexplicit knowledgeis determinedusing
theknowledgealgorithmof theagent.



As we pointedout, we think of K; asrepresentingmplicit knowledg, factsthatthe
agentimplicitly knows, givenits information,while X; representxplicit knowledg,
factswhosetruth the agentcan computeexplicitly. As defined,thereis no necessary
connectionbetweenX; and K;p. An algorithm could very well claim that agenti
knowsy (i.e.,output"Y es”)wheneerit chooseso, includingat pointswhere K ;o does
nothold. Althoughalgorithmsthatmake mistalesarecommon we areofteninterested
in knowledgealgorithmsthat are correct. A knowledgealgorithmis soundfor agent
i in the systemZ if for all points (r,m) of Z andformulasey, A(p,r;(m)) = “Yes”
implies (Z,r,m) |= K;p, andA(p,r;(m)) = “No” implies(Z,r,m) | —K;p. Thus,
aknowledgealgorithmis soundif its answersarealwayscorrect.

Specializingto security The systemsandlogic we describesarlierin this sectionare
fairly general.We have a particularapplicationin mind, namelyreasoningaboutse-
curity protocols,especiallyauthenticatiorprotocols.We now specializehe frameavork
above by describingthe local statesof the systemsunder considerationsas well as
pinning down the primitive propositionsin our logic, and the interpretationof those
propositions.

For the purpose®f analyzingsecurityprotocolswe considersecuritysystemso be
thosewherethe local stateof a principal consistsof the principal’s initial information
followedby the sequencef eventsthatthe principalhasbeeninvolvedin. An eventis
eitherthe receptionrecv(m) of a messagen, or the sendingsend(i, m) of a message
m to anotheragenti. To modelthe factthatadwersariecaninterceptall the messages
exchangedy theprincipals,we assuméhatthe adwersaryslocal stateincludesthe set
of messageexchangedetweerall theprincipals.

Sincetypically securityprotocolsinvolve agentsexchangingencryptedmessages,
we needo discusghecryptographiconceptsve need We assumeasetP of plaintexts,
aswell asasetkC of keys.We defineacryptosystend overP andX to betheclosureM
of P andC undera concatenatiolperationconc : M x M — M andanencryption
operationencr : M x K — M. We oftenwrite my - ma for conc(m1, m2) and{im[}«
for encr(m, k). Thereis no difficulty in addingmoreoperationgo the cryptosystems,
for instanceto modelhashessignaturesor the ability to take the exclusive-orof two
terms.The messagesxchangedy securitysystemswill be takenfrom this set M of
messages.

We assumehatthe setC of keysis closedunderinversesfor a givenkey k € I,
we assumaninversekey k—! € K suchthatencryptingwith respecto thekey k=1 is
equialentto decryptinga messagehatis, {|{{m[}«[}x-1 = m. If thecryptosystenuses
symmetrickeys, thenk—! = k; for public key cryptosystemsk andk ! aredifferent.
Formally, we define M to be the smallestsetcontainingboth P and IC, suchthat if
mq, me € M andk € K, then{imf}x € M andm; - my € M. We make noassumption
in the generakcaseasto the propertiesof encryption.

Define a relation C on M asthe smallestrelation satisfyingthe following con-
straints:

1. mCm,
2. if m C my,thenm C my - my,
3. if m C my, thenm C my - mag,



4. if m C my, thenm C {m[}«.

Intuitively, m; C ms if m; could be usedin the constructionof my. For example,if
m = {mi[fkx = {{m2[}x, thenbothm; T m andmy C m. Therefore,if we wantto
establistthatm; C ms for agivenm; andms, thenwe haveto look at all the possible
waysin which my canbetakenapart,eitherby concatenatiomr encryption,to finally
decideif m; canbederivedfrom ms.

To reasoraboutsecurityprotocols,we considera specificsetof primitive proposi-
tions &;.

Primiti ve propositionsfor security:
I

p,q € Df =
send;(m) Agenti sentmessagen
recv;(m) Agenti recevedmessagen
has;(m) Agenti hasmessagen

Intuitively, send;(m) is true when agenti hassentmessagen at somepoint, and
recv;(m) is true whenagent: hasreceived messagen at somepoint. Agent: hasa
submessage; atapoint (r, m), written has;(my ), if thereexistsamessagen, € M
suchthatrecv(my) isin r;(m), thelocal stateof agenti, andm; T m». Notethatthe
has, predicateis not restrictedby issuesof encryption.If has; ({{m[}«) holds,thenso
doeshas;(m), whetheror not agenti knows the key k1. Intuitively, the has; predi-
catecharacterizethe messagethatagent; hasimplicitly in his possessiorgiventhe
messagethathave beenexchangedetweerthe principals.

An interpretedsecuritysystenis simply aninterpretedsystemZ = (R, 5, ) where
R is asystenfor securityprotocolsandrs, is thefollowing canonicainterpretatiorof
the primitive propositionsn R.

Canonicalinterpretation:

75 (r,m)(send; (m)) = true iff 3j suchthatsend(j, m) € r,(m)
75 (r,m)(recv;(m)) = true iff recv(m) € r;(m)
75 (r,m)(has;(m)) = true iff 3m’ suchthatm C m’ andrecv(m’) € r;(m)

An interpretedalgorithmic security systemis similarly definedas an interpretedal-
gorithmic system(R, 75, A1, ..., A,), WhereR is a security system,and =5, is the
canonicainterpretatiorin R.

3 Modeling adversaries

As we outlinedin the last section,interpretedalgorithmic securitysystemsprovide a
foundationfor representingecurityprotocolsandsupporalogic for writing properties
basedon knowledge,both traditional and algorithmic. For the purposesf analyzing
securityprotocols,we usetraditional knowledgeto modela principal’s beliefsabout
what can happenin the protocol, while we usealgorithmic knowledgeto modelthe



adwersarys capabilities,possibly resource-boundedio interpretalgorithmic knowl-

edge,we rely on a knowledgealgorithmfor eachagentin the systemWe haven't said
arything yet asto what kind of algorithm we might considey short of the fact that
we typically careaboutsoundknowledgealgorithms.For the purposeof security the
knowledgealgorithmswe give to the adwersaryarethe mostimportant,asthey capture
the factsthat the adwersarycan computegiven what he hasseen.In this section,we

shav how we cancapturedifferentcapabilitiesfor theadwersaryrathernaturallyin this
framawork. We first shav how to capturethe standardnodelof adwersarydueto Dolev

andYao.We thenshav how to accountadwersariesn the Duck-Duck-Goos@rotocol,
andtheadwersarydueto Lowe thatcanperformself-validatingguesses.

The Dolev-Yaoadversary As afirst exampleof this, considertthe standardolev-Yao
adwersary[9]. This modelis a combinationof assumption®n the cryptosystenused
andthe capabilitiesof the adversariesSpecifically the cryptosystenis seenmasthefree
algebrageneratedby P and K over abstractoperations and{|[}. Perhapghe easiest
way to formalizethis is to view the set M asthe setof abstracexpressiongenerated
by thegrammar

ma=p|k|{{m}|m-m

(with p € P andk € K). We thenidentify elementsof M underthe equivalence
{{Im[}«[}x—=» = m. Noticethatthis modelof cryptosystenimplicitly assumeshatthere
are no collisions; messageslways have a uniqguedecompositionThe only way that
{m[k = {{m’'[}x isif m = m’ andk = k’. We malke the standardassumptiorthat
concatenatiorand encryptionhave enoughredundang to recognizethata termis in
factaconcatenatiom; - my or anencryption{|mf}y.

The Dolev-Yao model can be formalizedby a relation H +,,, m betweena set
H of messageanda messagen. (Our formalizationis equivalentto mary otherfor-
malizationsof Dolev-Yaoin the literature,andis similar in spirit to that of Paulson
[32].) Intuitively, H F,, m meanghatanadwersarycan“extract” messagen from a
setof receved messageandkeys H, usingthe allowableoperationsThe derivationis
definedusingthefollowing inferencerules:

Dolev-Yaoderivation: H 5, m
I 1

meH Hbpy {mk Hbpy k™' Hbpymi-ma HbEpymp-my
HF,y m HbE,y m HEFpy mp HbFpy my

In our framawork, to capturethe capabilitiesof a Dolev-Yaoadwersarywe specify
how the adwersarycan tell if shein fact has a messageby defining a knowledge
algorithmA?™ for adwersaryi. Recallthata knowledgealgorithmfor agenti takesas
inputaformulaandagent:’s local state(which we areassumingontainghemessages
recevedby 7). Themostinterestingcasein thedefinitionof A~ is whentheformulais
has;(m). To computeA?™ (has;(m), £), thealgorithmsimply checksfor every message
m’ recevedby the adwersarywhetherm is a submessagef m’, accordingto the keys
thatareknown to the adwersary We assumeéhatthe adwersarysinitial stateconsistsof
thesetof keysinitially known by theadwersaryThiswill typically contain,in a public-
key cryptographysetting the public keys of all theagentsWe useinitkeys(¢) to denote



the setof initial keys known by agent: in local state/. (Recallthat a local statefor
agent; is thesequencef eventspertainingto agenti, includingary initial information
in therun, in this casethekeysinitially known.) Checkingwhetherm is asubmessage
of m’ is performedby a function submsg, which cantake apartmessagesreatedby
concatenationpr decryptmessageaslong asthe adwersaryknows the decryptionkey.

Dolev-Yaoknowledgealgorithm (extract):

I
APY(has;(m), £) & K = keysof (¢)
for eachrecv(m’) in £ do
if submsg(m, m’, K) then
return“Yes”
return“No”

Thefull algorithmcanbefoundin the appendix.

Accordingto the Dolev-Yao model, the adwersarycannotexplicitly computeary-
thing interestingaboutwhat othermessageagentshave. Hence,for otherprimitives,
including has;(m) for j # 4, A?™ returns“?”. For formulasof the form K¢ and
X, AYY alsoreturns“?”. For Booleancombinationsof formulas, A}™ returnsthe
correspondinddooleancombination(wherethe negationof “?” is “?”, the conjunction
of “No” and“?” is “No”, andthe conjunctionof “Y es”and"?” is “?") of theanswerfor
eachhas;(m) query

The following result shavs that an adversaryusing AP~ recognizeg(i.e., returns
“Yes”to) has;(m) in state/ iff m exactly the messagedeterminedo bein the setof
messagethat can be derived (accordingto ,-) from the messageseceiedin that
statetogethemwith thekeys initially known, Moreover, if a has;(m) formulais derived
atthepoint(r, m), thehas;(m) is actuallytrueat (r, m) (sothatA?> is sound).

Proposition 3.1. In theinterpretedalgorithmicsecuritysystenf = (R, 5,, A1, ..., Ap),

whee A; = APY, wehavethat (Z,r,m) = X;(has;(m)) iff {m : recv(m) € r;(m)} U
initkeys(£) 5y m. Moreover, if (Z,r,m) = X;(has;(m)) then(Z,r,m) | has;(m).

The Duck-Duck-Gooseadversary The key advantageof our framework is that we
can easily changethe capabilitiesof the adwersarybeyond those prescribedby the
Dolev-Yao model. For example,we can capturethe fact thatif the adwersaryknows
the protocol,shecanderive moreinformationthanshecould otherwise.For instance,
in the Duck-Duck-Goosexample,assumehat the adwersarymaintainsin her local
statea list of all the bits receved correspondingo the key of the principal. We can
easilywrite thealgorithmsothatif theadwersaryslocal statecontainsall the bits of the
key of the principal,thentheadwersarycandecodanessagethathave beenencrypted
with that key. Specifically assumehat key k is being sentin the Duck-Duck-Goose
example.Thenfor anadwersaryi, has; (k) will befalseuntil all thebits of thekey have
beenreceved. This translatesmmediatelyinto the following algorithmA}™<:

Duck-Duck-Gooseknowledgealgorithm:

I
APPS(has;(k), ¢) £ if all thebitsrecordedn ¢ form k then
return“Y es” elsereturn“No”




A?P¢ handlesotherformulasin thesameway asA}™.

Of course nothingkeepsusfrom combiningalgorithms sothatwe canimaginean
adwersaryinterceptingboth messageandkey bits, andusinganalgorithma4, whichis
a combinationof the Dolev-Yaoalgorithmandthe Duck-Duck-Goosealgorithm,such
as:

Ai(p, 0) = if APY(p, ) =“Yes"then
return“Yes”
elsereturnA?< (¢, ¢)

Thisassumethattheadwersaryknowsthe protocol,andhenceknowswhenthekey bits
arebeingsent.The algorithmabove captureghis protocol-specifiknowledge.

The Lowe adversary For a morerealisticexampleof an adwersarymodelthat goes
beyond Dolev-Yao, considerthe following adversarymodelintroducedby Lowe [23]

to analyzeprotocolssubjectto guessingattacks.The intuition is that someprotocols
provide for a way to “validate” the guesse®f an adwersary For a simple exampleof

this, hereis a simplechallenge-baseduthenticatiorprotocol:

A—S: A
S — A:ng
A — S Anslp,

Intuitively, A tells the sener S that shewantsto authenticatéherself. S replieswith

a challengen,. A sendsbackto S the challengeencryptedwith her passverd p,.

PresumablyS knowsthepasswerd,andcanverify thatshegets{|n|},, . Unfortunately
anadwersarycanoverhearbothn, and{|n[},,, andcan“guess”avalueg for p, and
verify his guessy checkingif {|n,[}, = {ns[},.. Thekey featureof thiskind of attack
is that the guessing(and the validation) can be performedoffline, basedonly on the
interceptednessages.

To accountfor this capability of adwersariesis actually fairly complicated.We
presenta slight variation of Lowe’s description,mostly to make it notationallycon-
sistentwith therestof the section;we referthereaderto Lowe [23] for a discussiorof
thedesignchoices.

Lowe’s modelrelieson abasicone-stegeductionfunction, S t>; m, sayingthatthe
message S canbeusedto derivethemessagen. Thisis essentiallthesameast-,,
exceptthatit represents singlestepof derivation. Moreover, the relationis “tagged”
by thekind of derivationperformed():

One-stepreduction: S >; m

I

{m, k} Benc {Imlhx
{H{Imlw, kil} D>dec M
{m1 : mz} Dfst M1
I{ml : m2} D>snd M2




Lowe alsoincludesareductionto derive m; - my from m; andms. We do not addthis
reductionto simplify the presentationlt is straightforwardto extendthe work in this
sectionto accounffor this augmentedierivation.

Given a set H of messageand a sequence of one-stepreductions,we define
inductively the set[H]; of messagesbtainedfrom the one-stepreductionsgivenin
t.

Message®btained fr om one-stepreductions: [H|:
I

[H] = H _
] a [HU{m}|:if SCH
(SBym)-t undefined otherwise

Here,() denotesheemptytrace andt; - ¢, denotedraceconcatenatiorA tracet is said
to bemonotonef, intuitively, it doesnot performary one-stepreductionthat“undoes”
a previous one-stepreduction.For example,thereduction{m, k} > {{m[}x undoesthe
reduction{{{m[}x, k='} > m. (SeeLowe [23] for moredetailson undoingreductions.)

We saythat a set H of messagesalidatesa guessm if, intuitively, H contains
enoughinformationto verify thatm is indeeda goodguessIntuitively, this happensf
avaluev (calleda validator)canbe derived from the messagem H U {m} in away
thatusesthe guessm, andeitherthat(a) validatorv canbe derivedin a differentway
from H U {m}, (b) the validatorv is alreadyin H U {m}, or (c) the validatorv is a
key whoseinversels derivablefrom H U {m}. For example,in theprotocolexchangeat
the beginningof this section the adversaryseeshemessage&l = {n., {|ns[}p,}, and
we cancheckthat H validatesthe guessm = p,: clearly, {ns, m} >enc {|72s[}p,, @and
{nslp, € HU {m}.In thiscasethevalidator{|n;[},, is alreadypresenin H U {m}.
For otherexamplesof validation,we againreferto Lowe [23].

We cannow definetherelation H -, m thatsaysthatm canbederivedfrom H by
alLoweadwersaryIntuitively, H -, m if m canbederivedby Dolev-Yaoreductionspr
m canbeguesse@ndvalidatedby theadwersaryandhencesusceptibldo anattack.

Lowe derivation: H -, m

IH F. miff H -5, m or thereexistsamonotoneracet, asetS, anda
“validator” v suchthat:

(1) [H U {m}]; is defined,

(2) Syvisint,

(3) thereis notracet’ suchthatsS C [H]., and

(4) either:
(a) thereexists(S,1") # (S,1) with S' > vin t,
(b) ve HU{m},or
(c) ve Kandv ! € [HU{m}]s.

Onecanverify thattheaboveformalizationcapturegheintuition aboutvalidationgiven
earlier Specifically condition (1) saysthat the tracet is well-formed, condition (2)
saysthat the validator v is derived from H U {m}, condition (3) saysthat deriving



thevalidatorv depend®n the guessm, andcondition(4) specifiesvhena validatorv
validatesa guesam, asgivenearlier

We would now like to definea knowledgealgorithm A} to capturethe capabilities
of the Lowe adwersary Again, the only caseof real interestis what A} doeson input
has; (m).

Lowe knowledgealgorithm (extract):

I
A¥(has;(m),£) £ if APY(has;(m),¢) = “Yes"then
return“Yes”
if guess(m, ¢) then
return“Yes”
return“No”

The full algorithm canbe found in the appendix.(We have not concernedoursehes
with mattersof efficiency in thedescriptiorof A}; again,seelowe [23] for adiscussion
of implementationissues.)

As before,we cancheckthe correctnesandsoundnessf thealgorithm:

Proposition 3.2. In theinterpretedalgorithmicsecuritysystenY = (R, 75, A1, ..., Ap),
whee 4; = A}, wehavethat (Z,r,m) = X;(has;(m)) iff {m : recv(m) € r;(m)} U
initkeys(¢) . m. Moreover, if (Z,r,m) |= X;(has;(m)) then(Z, r,m) |= has;(m).

4 Relatedwork

Theissuesne raisein this paperarecertainlynot new, andhave beenaddressedjp to
apoint,in theliterature.In this sectionwe review this literature,anddiscussvherewe
standwith respecto otherapproachethat have attemptedo tackle someof the same
problems.

Aswementionedn theintroduction theDolev-Yaoadwersaryis themostwidespread
adwersaryin theliterature.Part of its attractionis its tractability makingit possibleto
develop formal systemsto automaticallycheckfor safetywith respecto suchadwer
saries[27,28,32,22,25]. The ideaof moving beyond the Dolev-Yao adwersaryis not
new. As we pointedoutin Section3, Lowe [23] developedanadwersarythatcanencode
someamountof off-line guessingwe shavedin Section3 thatwe could capturesuch
anadwersaryin our framework. Otherapproachebave the possibility of extendingthe
adwersarymodel.For instancethe framawork of Paulson[32], Clarke, JhaandMorrero
[8], andLowe [22] describethe adversaryvia a setof derivationrules,which could be
modifiedby addingnew derivationrules.We could certainly capturetheseadwersaries
by appropriatelymodifying our A?~ knowledgealgorithm.However, it doesnot seem
thattheseotherapproachesave the flexibility of our approachn termsof capturing
adwersariesNot all adwersariescan be corveniently describedn termsof derivation
rules.

Thereare otherapproacheshat weaken the Dolev-Yao adwersaryassumptiondy
either taking concretecryptosystemsnto account,or at leastaddingnew algebraic
identitiesto the algebraof message®Bieber[6] doesnot assumehatthe cryptosystem



is a free algebra,following an ideadueto Merritt and Wolper [26]. Evenet al. [11]
analyzeping-pongprotocolsunderRSA, taking the actualcryptosysteninto account.
Theappliedr-calculusof AbadiandFournet[1] permitsthedefinitionof anequational
theoryoverthemessageexchangedetweerprocessesyeakeningsomeof theabstract
cryptosystemassumptionsvhen the applied 7-calculusis usedto analyzesecurity
protocols. Since the cryptosystemusedin our framework is a simple parameterto
the logic, thereis no difficulty in modifying our logic to reasonabouta particular
cryptosystemandhencewe cancapturetheseapproaches our framework. But again,
it is not clearthe extentto which theseotherapproachefiave the sameflexibility as
ours.

On arelatednote,thework of Abadi andRogawvay [2], building on previouswork
by Bellareand Rogawvay [5], comparethe resultsobtainedby a Dolev-Yao adwersary
with thoseobtainecby amorecomputationaliew of cryptographyandshaw thatunder
variousconditions the formeris soundwith respecto thelatter, thatis, termsthatare
indistinguishablaunderabstractencryptionremainindistinguishablaindera concrete
encryptionschemelt would beinterestingo recastheir analysisn our setting,which,
aswe argued cancaptureboththe Dolev-Yaoadwersaryandmoreconcreteadwersaries.

The useof alogic basedon knowledge/beliefis alsonot nen. A numberof formal
logics for analysisof securityprotocolsthat involve knowledgeand belief have been
introducedgoingbackto BAN logic [7], suchas[3, 6,15,34,35,4]. Themainproblem
with someof thoseapproachess that semanticof the logic (to the extentthatoneis
provided)is typically not tied to protocolexecutionsor attacks.As a result,protocols
areanalyzedn anidealizedform, andthis idealizationis itself error-proneanddifficult
to formalize[24].2 While someof theseapproachekave a well-definedsemanticsnd
do not rely on idealization(e.g.,[6, 4]), they arestill restrictedto (a versionof) the
Dolev-Yaoadwersary In contrast,our frameavork goesbeyond Dolev-Yao,aswe have
seenandour semanticss directly tied to protocolexecution.

The problemof logical omnisciencen logics of knowledgeis well known, and
theliteraturedescribesiumerousapproacheo try to circumventit. (See[14, Chapter
10 and 11] for an overview.) In the context of security this takes the form of using
different semanticsfor knowledge, either by introducing hiding operatorsthat hide
part of the local statefor the purposeof indistinguishability(as done,for example,
in [3]), or by using notionssuchas awarenesq12] to capturean intruder’s inability
to decrypt[4].2 Roughly speaking the semanticsor awarenessanspecifyfor every
point a set of formulasof which an agentis aware. For instance,an agentmay be
aware of a formula without being aware of its subformulasA generalproblemwith
awarenesss determiningthe setof formulasof which anagentis awareat ary point.

2 While morerecentiogical approachege.g.,[10]) do notsuffer from anidealizationphaseand
aremoretied to protocol execution,but they alsodo not attemptto captureknowvledgeand
beliefin any generaway.

% A notion of algorithmicknowledgewasdefinedby Moses[30], andusedby Halpern,Moses
andTuttle [17] to analyzezero-knavledgeprotocols.Althoughrelatedto algorithmicknowl-
edgedefined here, Moses’ approachdoesnot use an explicit algorithm. Rather it checks
whethertheseexistsanalgorithmof acertainclass(for example,a polynomial-timealgorithm)
thatcould computesuchknowledge.



Oneinterpretationof algorithmicknowledgeis thatit prescribeslgorithmicallywhat

formulasanagentis awareof: thosefor which the algorithmsays*Y es”. In thatsense,
we subsumepproachebasedon awarenesdy providing themwith anintuition. (We

shouldnotethatthe useof awarenesby Accorsietal. [4] is notmotivatedby thedesire
to modelmoregenerakdwersariesbut by thedesireto restrictthe numberof statesone
needgo considelin models.Hence thethrustof their work is differentfrom ours.)

5 Conclusion

We have presente@ framework for securityanalysisusingalgorithmicknowledge.The
knowledgealgorithmcanbetailoredto accounfor boththecapabilitieof theadwersary
andthe specificsof the protocolunderconsiderationOf course,it is alwayspossible
to take a securitylogic andextendit in anadhocway to reasonaboutadwersarywith
differentcapabilities Our approacthasmary advantage®ver adhocapproachest is
a generalframework (we simply needto changethe algorithmusedby the adwersary
to changédts capabilities or addadwersarieswith differentcapabilities) andit permits
reasoningaboutprotocol-specifidssues(we can capturethe casessuchasthe agent
sendingthe bits of its key).

Anotheradvantageof our approachs thatit naturally extendsto the probabilistic
setting.For instancewe caneasilyhandleprobabilisticprotocols by moving to multi-
agentsystemswith anassociategbrobability distribution on the runs(seeHalpernand
Tuttle[18]). In aslightly lesstrivial setting we canalsodealwith knowledgealgorithms
that are probabilistic. This leadsto somedifficulty, sincethe semanticdor X; only
really make sensdf the knowledgealgorithmis deterministic We have extendedthe
theoryto handlesuchcasesandhopeto reporton a studyof the obtainedramework in
futurework. Thiswouldallow usto captureprobabilisticadwersarie®f thekind studied
by Lincoln etal. [20].

Thegoal of this paperwasto introducea generalframework for handlingdifferent
adwersarymodelsin a naturalway, not specificallyto devise new attacksor adwersary
capabilities With this framework, it shouldbe possibleto put on a formal foundation
new attacksthatareintroducedby the community We gave a concreteexampleof this
with the “guess-and-confirmattacksof Lowe [23]. We arein the processof incorpo-
ratingtheideasof this paperinto alogic for reasoningaboutsecurityprotocols.

It is fair to askat this point what we cangain by usingthis framework. For one
thing, we believe that the ability of the frameawork to describethe capabilitiesof the
adwersarywill malke it possibleto specify the propertiesof security protocolsmore
precisely Of coursejt may bethe casethatto prove correctnessf a securityprotocol
with respectto certaintypesof adwersaries(for example, polynomial-timebounded
adwersaries)we will notbeableto do muchwithin thelogic—wewill needto appeato
techniqueslevelopedin the cryptographycommunity However, we believe thatit may
well bepossibleto extendcurrentmodel-checkingechniqueso handlemorerestricted
adwersarieqfor example,Dolev-Yao extendedwith randomguessing) This is a topic
thatdeseresfurtherinvestigationln any casehaving alogic wherewe canspecifythe
abilities of adwersariess anecessarprerequisitéo usingmodel-checkingechniques.
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A Algorithms

Dolev-Yao knowledgealgorithm:
I 1
APY(has;(m), £) £ K = keysof (¢)
for eachrecv(m’) in £ do
if submsg(m, m’, K) then
return“Yes”
return“No”

submsg(m, m’, K) £ if m = m’ then
returntrue
if m”is {{m[}x andk=! € K then
returnsubmsg(m, my, K)
if m’ismj - my then
returnsubmsg(m, my, K) V submsg(m, mg, K)
returnfalse

getkeys(m, K) £ if m € K then
return{m}
if m"is {{m1}x andk=! € K then
returngetkeys(ms, K)
if m’ ismj - my then
returngetkeys(my, K) U getkeys(ma, K)
return{}

keysof (£) & K « initkeys(£)
loop until nochangen K
K~ U getkeys(m,K)
recv(m)el
return K

Lowe knowledgealgorithm:;




At(has;(m), £) £ if APY(has;(m), £) = “Yes"then
return“Yes”
if guess(m,¢) then
return“Yes”
return“No”

guess(m, £) = H « reduce({m : recv(m)in £} U initkeys(¢)) U {m}
reds — {}
loop until reductions(H ) — reds is empty
(S,1,v) « pick anelementof reductions(H) — reds
if 3(S",1',v) € reds s.t.S" # S andl’ # [ then
return“Yes”
if v € H then
return“Yes”
if v € K andv—! € H then
return“Yes”
reds «— reds U{(S,l,v)}
H — HU{v}
return“No”

reduce(H) £ loop until nochangen H
r «— reductions(H)
for each(S,1,v)inr

H— HU{v}
return

reductions(H) = reds « {}
for eachm; - my in H
reds «— {({m}, fst,m1), ({m},snd, my)}
for eachmy, my in H
if my € K andsub({{m1[}m,, H) then
reds — {({my1, ma}, enc, {myfim,)}
if my is {{m’[}x andm, is k! then
reds «— {({m1, mo}, dec,m’)}
returnreds



sub(m, H) £ if H = {m} then

returntrue

if H = {m1 - mg} then

returnsub(m, {mi}) V sub(m, {mz})
if H={{m'}«} then

returnsub(m, {m’})
if | H > 1andH = {m’} U H' then

returnsub(m, {m’}) V sub(m, H')
returnfalse
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