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Abstract ticipants. While important, this issue is orthogonal to

. tolerating Byzantine failures as a host is not faulty until
1
The paper presents and evaludigsiad™ a system that it is compromised.

implements a new technique for transforming a scalable We know how to build practical scalable Byzantine-

distributed system or network protocol tolerant only of tolerant data stores(g, [1. 2, 27)). Various work has

crash failures into one that tolerates arbitrary failures, :
. . . ; - also focussed on Byzantine-tolerant peer-to-peer proto-
including such failures as freeloading and malicious at-

) . : cols e.g, [3, 9, 16, 18, 20]). However, the only known
tacks. The technique assigns to each host a certain num-

ber ofguard hostsoptionally chosen from the available and general approach to developing a Byzantine version

collection of hosts, and assumes that no more than a cor(1)-f a protocol or distributed system is to replace each host

figurable number of guards of a host are faulty. Nysiadby a Replicated State Machine (RSMJ 29]. As repli-

i ] cas of a host can be assigned to existing hosts in the sys-
then enforces that a host either follows the system’s pro- . . . .

o . tem, this does not necessarily require a large investment
tocol and handles all its inputs fairly, or ceases to produc% f hardware

output messages altogether—a behavior that the system __ . . .
P g g y This paper presents Nysiad, a technique that uses a

tolerates. We have applied Nysiad to a link-based routin%/ iant of RSM t ke distributed ‘ ol * of
protocol and an overlay multicast protocol, and presen arant of RSM o make distributed systems toleérant o
yzantine failures in asynchronous environments, and

measurements of running the resulting protocols on AS I~ ;
simulated network evaluates the practicality of the approach. Nysiad lever-

ages that most distributed systems already deal with
) crash failures and, rather than masking arbitrary failures,

1 Introduction translates arbitrary failures into crash failures. Doing

so avoids having to solve consens(g][during normal
Scalable distributed systems have to tolerate nondetegperation. Nysiad invokes consensus only when a host
ministic failures from causes such as Heisenbugs anfleeds to communicate with new peers or when one of its
Mandelbugs 14], aging related or bit errore(g, [23]),  replicas is being replaced.
selfish behqviore(.g, freeloading), and'intrusion. While Instead of treating replicas as symmetric, Nysiad's
all these failures are prevalent and it would seem thaFepIication scheme is essentially primary-backup with

large distributed systems have sufficient redundancy,q nost that is being replicated acting as primary. Dif-

and diversity_ to handle such failu_res, developing SOft'ferent from RSM's original specification§], Nysiad al-
ware that delivers scalable Byzantine fault tolerance hag, s the entire RSM to halt in case the host does not

proved difficult, and few such systems have been built,, o1 with the protocol. A voting protocol ensures that
and deployed. Distributed systems and protocols likepe ooyt of the RSM is valid. A credit-based flow con-
DNS, BGP, OSPF, IS-IS, as well as most P2P commuyq) hrotocol ensures that the RSM processes all its inputs
n_lcatlon systems toleratg only crash failures. S(_acure Velincluding external input) fairly. As a result of combining
sions of such systems aim to prevent compromise of parg properties, the worst that the Byzantine host can ac-

*The authors were supported by AFRL award FA8750-06-2-0060CO0mplish is to stop processing input, a behavior that the

(CASTOR), NSF award 0424422 (TRUST), AFOSR award FA9550- griginal system will treat as a crash failure and recover
06-1-0244 (AF-TRUST), DHS award 2006-CS-001-000001 (I3P), 34ccordingly,

well as by ISF, ISOC, CCR. and Intel Corporation. The views and e . . . g
conclusions herein are those of the authors. We believe that the cost of Nysiad, while significant,

1The Nysiads nursed Dionysos and rendered him immortal. is within the range of practicality for mission-critical ap-




plications. End-to-end message latencies grow by a faccound. Second, the approaches have quadratic message
tor of 3 compared to message latencies in the originabverheads and as a result do not scale well. Note that
system. The overhead caused by public key cryptograthese approaches were primarily intended for a certain
phy operations are manageable. Most alarmingly, the toelass of consensus protocols, while we are pursuing arbi-
tal number of messages sent in the translated system ptary protocols and distributed systems.

end-to-end message sent in the original system can grow Toueg, Neiger and Bazzi worked on an extension
significantly depending on factors such as the commuef Bracha's and Coan’s approaches for translation of
nication behavior of the original system. However, thesynchronous systemd,[5, 24]. Mpoeleng et al. 22]
message overhead does not grow significantly as a fungresent a scalable translation that is also intended for
tion of the total number of hosts, and grows only linearly synchronous systems, and transforms Byzantine faults to
as a function of the number of failures to be tolerated.so-calledsignal-on-failurefaults. They replace each host
Most of the additional traffic is in the form of control with a pair, and assume only one of the hosts in each pair
messages that do not carry payload. may fail. In the Internet, making synchrony assumptions

The paper is dangerous. Byzantine hosts can easily trigger viola-
tions of such assumptions to attack the system.

Closely related to Nysiad is the recent PeerReview
system [L5], providing accountability 28] in distributed
systems. PeerReview detects those Byzantine failures
e shows that RSM does not require solving consenihat are observable by a correct host. Like Nysiad, Peer-

sus if the original system is already tolerant of crashReview assumes that each host implements a protocol
failures: using a deterministic state machine. PeerReview main-

tains incoming and outgoing message logs and, periodi-
e presents a novel technique that forces hosts to procally, runs incoming logs through the state machines and
cess input fairly in a Byzantine environment, or checks output against outgoing logs. PeerReview can
leave; only detect a subclass of Byzantine failures, and only
gfter the fact. Like reputation management and intru-
sion detection systems, accountability deters intention-
ally faulty behavior, but does not prevent or tolerate it.
Nysiad is based on our prior work described 17|
Section2 presents background and related work onin which we developed a theoretical basis for a simi-
countering Byzantine behavior. Secti@hdescribes lar translation technique, but one that does not scale,
an execution model and introduces terminology. Thedoes not handle reconfiguration, and does not prevent a
Nysiad design is presented in SectibnSection5 pro-  Byzantine host from considering its input selectively.
vides notes on the implementation. Secttavaluates
the performance of systems generated by Nysiad usin% Model
various case studies. Limitations are discussed in Sec-
tion 7. Section8 concludes.

e evaluates for the first time the overheads involved
when applying RSM to scalable distributed sys-
tems;

e demonstrates how automatic reconfiguration can b
supported in a Byzantine-tolerant distributed sys-
tem.

A systenis a collection of hosts that exchange messages
as specified by arotocol Below we will use the terms
2 Background original andtranslatedto refer to the systems before and
after translation, respectively. The original system tol-
The RSM approach can be applied to systems likeerates only crash failures, while the translated system
DNS [7]. While overheads are practical, the approachtolerates Byzantine failures as well. For simplicity we
does not handle reconfiguration in the DNS hierarchy. will assume that each host runs a deterministic state ma-
The idea of automatically translating crash-tolerantchine that transitions in response to receiving messages
systems into Byzantine systems can be traced back tor expiring timers. (Nysiad may handle nondeterministic
the mid-eighties. Gabriel Bracha presents a translatiostate machines by considering nondeterministic events
mechanism that transforms a protocol tolerant of up taas inputs.) As a result of input processing, a state ma-
t crash failures into one that tolerate®yzantine fail-  chine mayproducemessages, intended to be sent to other
ures p]. Brian Coan also presents a translatiéd][that  hosts. The system is assumed to be asynchronous, with
is similar to Bracha’s. These approaches have two imporno bounds on event processing, message latencies, or
tant restrictions. One is that input protocols are requirecclock drift.
to have a specific style of execution, and in particular The hosts are configured in an undirectainmuni-
they have to be round-based with each participant awaiteation graph(V, E), whereV is the set of hosts anf
ing the receipt ofv — t messages before starting a new the set of communication links. A host only communi-



In the current implementation of Nysiad, the guard
graph is created and maintained by a logically central-
ized, Byzantine-tolerant service called B&mpus de-
scribed in Sectiod.4. The Olympus certifies the guards
of a host, and is involved only when the communication
graph changes as a result of host churn or new communi-
cation patterns in the original system. The Olympus does
not need to be aware of the protocol that the original sys-
tem employs.

Figure 1. A communication graph (left) and a possible
guard graph (right) fot = 1. In this particular case, each
host has exactlgt + 1 guards, and each set of neighbors

exactly2¢ + 1 monitors. Nysiad translates the original system by replicating the
deterministic state machine of a host onto its guards.
Nysiad is composed of four subprotocols. Tiepli-
cates directly with its adjacent hosts, also caligh-  cation protocolensures that guards of a host remain
bors The graph may change over time, for example assynchronized. Theattestation protocobuarantees that
hosts join and leave the system. We will initially assumemessages delivered to guards are messages produced by
that the graph is static and known to all hosts. We late@ valid execution of the protocol. Theredit protocol
weaken this assumption and address topology changesforces a host to either process all its input fairly, or to
The Nysiad transformation requires that the commu-gnore all input. Finally, theepoch protocobllows the
nication graph has guard graph A t-guard graph of guard graph to be bootstrapped and reconfigured in re-

(V,E) is a directed grapiiV’, E') with the following ~ sponse to host churn. The following subsections describe
requirements: each of these protocols. The final subsection describes

how Nysiad deals with external I/O.

4 Design

1. Each hostirl/ has a (directed) edge to at least-1

hosts inV’ (including itself) called thguardsof the ..
host. 4.1 Replication

2. For each two neighboring hosts A the two hosts The state machine of a host is replicated onto the guards
have edges to at leagt + 1 common guards in of the host, together constituting a Replicated State Ma-

V' (including themselves). We call such guards thechin® (RSM). It is important to keep in mind that we
monitorsof the two hosts. repl_|cate a host only for ensuring integrity, not for fav_all-
ability or performance reasons. After all, the original
We assume that for each hostlinat mostt of its guards  system can already maintain availability in the face of
are Byzantine. We also assume that messages betweg@navailable hosts.
correct guards of the same host are eventually delivered Sayazl is the replica of the state machine of hast
(using an underlying retransmission protocol that recovon guardh;. A hosth; broadcasts input events for its
ers from message loss). Note that a monitor of two host$ocal state machine replic& to its guards. A guard;
is a guard of both hosts, and that neighbor¥’iare each  delivers an input event ta; whenh; receives such a
other's guards. Moreover, each host is one of its owrbroadcast message from. In order to guarantee that
guards. the guards ofi; stay synchronized in the face of Byzan-
Within the constraints of these requirements, Nysiadine behavior, the hosts use a reliable ordered broadcast
works with any guard graph. For efficiency it is impor- protocol calledOARcast(hamed for Ordered Authenti-
tant to create as few guards per host as possible, as alhted Reliable Broadcast)7] for communication.
guards of a host need to be kept synchronized. However, Using OARcast a host casenda message that is in-
the requirements on guards and monitors may producgended for all its guards. When a guard hbstelivers
guard graphs with some of the hosts needing more thaa messagen from h; it means that; receivedm, be-
3t + 1 guards. lieves it came fronh;, and deliversn to a;'., the replica
If V = V', no additional hosts are added to the systenf j,'s state machine on guard. OARcast guarantees
and hosts guard one another. Figliigresents an exam-  the following properties:
ple communication graph and a possible guard graph for
t = 1 where no additional hosts were added. Some de- e Relay. If h; andh, are correct, and; deliversm
ployments may favor adding additional hosts for the sole from h;, thenh; deliversm from h; (even ifh; is
purpose of guarding hosts in the original system. Byzantine);
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Figure 2: Host; initiates an OARcast execution fore= 1.

is faulty.

e Ordering. If two hostsh; andh;, are correct and
h; and h;, both deliverm; from h; andmsy from
h;, then they do so in the same order (evehifis
Byzantine);

o Authenticity. If two hostsh; andh; are correct and
h; does not senth, thenh; does not deliver from
hs;

¢ Persistencelf two hostsh; andh; are correct, and

h; sends a message, thenh; deliversm from h;;

e FIFO. If two hostsh; and h; are correct, and;
sends a message; beforems, thenh; delivers
my from h; before deliveringns from h;.

The time diagram shows all guardsigf where onlyh 3

where (; > 3t). Each guardh; maintains a se-
guence number on behalf ofh;. Using private (MAC-
authenticated) FIFO point-to-point connectiohssends
(order-req  H(m)) to each guard, wherK is a cryp-
tographic one-way hash function. On receipt, sends
anorder certificate(order-cert i, ¢, H(m)); back to
hi, where the subscript means that; digitally signed
the message such that any host can check its origin.

As at mostt of h;'s guards are Byzantineh; is
guaranteed to receiverder-cert messages from at
leastn; — t different guards with the correct sequence
number and message hash. We call such a collection
of order-cert messages aorder proof for (¢, m).
Byzantine orderers cannot generate conflicting order
proofs (same sequence number, different messages) even

Relayguarantees that all correct guards deliver a mesif %; itself is Byzantine, as two order proofs have at least

sage if one correct guard doédrderingguarantees that ¢+ 1 order-cert

messages in common, one of which

all correct guards deliver messages from the same hoét guaranteed to be generated by a correct guzid [

in the same order. These two properties together guaran- h; deliversm locally to o and forwardsn along with
tee that the correct replicas of a host stay synchronizedin order proof to each of its guards. On receipt, a guard
even if the host is Byzantinauthenticityguarantees that %; checks that the order proof correspondsitand is
Byzantine hosts cannot forge messages of correct host®r the next message from. If so, h; deliversm to o;.
Persistenceules out a trivial implementation that does  To guarantee the Relay property,; gossips order
not deliver any messages:IFO stipulates that correct proofs with the other guards. A similar implementation
guards deliver messages from a correct host in the ordedf OARcast is proved correct irlf]. That paper also
sent. presents an implementation that does not use public key

These properties are not as strong as those for asy§ryptography, but has higher message overhead.
chronous consensudd and indeed consensus is not Figure2 shows an example of an OARcast execution.
necessary for our use, as only the host whose state [@ptimizations are discussed in Sect@nNot counting
replicated can issue updatés( there is only ongro-  the overhead of gossip and without exploiting hardware
posed. If that host crashes or stops producing updategnulticast, a single OARcast & guards uses at most
for some other reason, no new host has to be elected t@essages. Gossip can be largely piggybacked on existing
take over its role, and the entire RSM is allowed to halt agraffic.
a result. Indeed, unlike consensus, the OARcast proper-
tie_s can be realized in an asynchronous environment witIQLz Attestation
failures, as we shall show next.

The implementation of OARcast used in this paperWhile the replication protocol above guarantees that
is as follows. Say a sending hoBt € V wants to  guards of a host synchronize on its state, it does not guar-
OARcast an input message to its n; guards inV’, antee that the host OARcastslid input events, because
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Figure 3: Normal case attestation whes: 1. Here the state machine bf sends a message to the state machine
of h;. The guards oh; areh;, hi, hq, andh; itself, and each run a replica 6f's state machine. Hosts;, h;, and
hi monitor k; andh;. h; collects attestations for. and OARcasts the event to its guards. In this case bplyeeds
the attestations.

the sending host; may forge arbitrary input events. We plementation (Sectioh). Figure3 shows an example of
consider two kinds of input events: message events anthe flow of traffic when using attestations.
timer events. Checking validity for each is slightly dif-  In case of a timer event at a hdst h needs to col-
ferent. lectt additional attestations of its own guards in addition
First let us examine message sending. Say in the origto its own attestation. This preventsfrom producing
inal system hosh; € V sends a message to a host timer events at a rate higher than that of the fastest cor-
h; € V. Becausé; is a neighbor of,; it is also a guard ~ rect host. While theoretically this may appear useless in
of h;, and thus in the translated syste;r? will produce  an asynchronous environment, in practice doing so is im-
m as an input event fcmg_ Accordinglyh; OARcastsn portant. Copsider, fqr example, a system in which a host
to its guards, but the guards, not sure whether to trust  PINgS its neighbors in order to verify that they are alive.
need a way to verify the validity of before delivering ~ Without timer attestation, a Byzantine host may force a
m to local replicas. To protect against Byzantine behay-failure detection by not waiting long enough for the re-
ior of h;, we require that,; includes a proof of validity SPONse to those pings. While in an asynchronous sys-

with every OARcast in the form of a collection of+ 1 tem one cannot detect failures accurately using a ping-
attestationdrom guards of;. ing protocol, timer attestation ensures in this case that a

Because the guards af implement an RSM, each host has to wait a reasonable amount of time. Also, be-
(correct) guardi;, € V' has a replica’. of the str;lte of cause hosts only wait far attestations from more than
h. that produce;n Each guardhy, of }’: (including A, 2t guards, Byzantine guards cannot delay or block timer

andh;) sendsattest i, 7, s,;, H(m))y to h. s;; IS a events emitted by correct hosts.

sequence number for messages fridim j, and prevents

replay attacksh; has to collect of these attestations in 4.3 Credits

addition to its own and include them in its OARcast to

convinceh;’s guards of the validity ofn. Again, correct  While attestation prevents a host from forging invalid in-

guards have to gossip attestations in order to guarantgsut events, a host may still selectively ignore input events

that every correct guard receives them in case one doesand fail to produce certain output events. For example,
There are two important optimizations to this. First, in the pinging example above, a host could respond to

ash; only needg + 1 attestations, only the monitors of pings, avoiding failure detection, but neglect to process

h; andh; need to send attestations to guarantee that other events. In a multicast tree application a host could

gets enough attestations. This not only reduces trafficaccept input but neglect to forward output to its children

but the monitors are neighbors bf and thus no addi- (freeloading). Such a host could even deny wrongdoing

tional communication links need be created. Secénd, by claiming that it has not yet received the input events or

does not need the attestations until the last phase of thé&at the output events have already been sent but simply

OARcast protocol, thus,; can request order certificates not yet delivered by the network—after all, we assume

before it has received the attestations. This way orderinghat the system is asynchronous.

and attestation can happen in parallel rather than sequen- We present a credit-based approach that forces hosts

tially. Both these optimizations are exploited in the im- either to process input from all sources fairly and pro-
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Figure 4: Credit mechanism with= 1. h; andh;, are neighbors of;, each sending a messagefitp h; tries to
order the message from, while ignoring the message frof). The credit mechanism renders the OARcast illegal.

duce the corresponding output events, or to cease pro- For example, consider Figueke showing five hosts.
cessing altogether. The essence of the idea is to require; andh,, are neighbors ok;. h,; is a monitor for hosts
that a host obtain credits from its guards in order to OAR-h; and h;, while h;; is a monitor forh; and hy. As-
cast new input events, and a guard only complies if it hasumet = 1. Consider a situation in which; has not
received the OARcast from the host for previous inputyet sent any OARcasts, buf has produced a message
events. As such, credits are the flip-side of attestationsn; for h; on hostsh; andh;;, while aﬁ has produced
while attestations prevent a host from producing bad outa messagen,, for h; on hostsh;, andh;;. Each guard
put, credits force a host to either process all input or pro-of h; sends credit for the first OARcast that reflects the
cess none of it. If a host elects to process no input, imessages produced locally fby.

cannot produce output and will eventually be considered

as a crashed host by the original system.

We will exploit that a single OARcast from a host can  Now assume thdt; is Byzantine and trying to ignore
order a sequence of pending input events for its state manessages frorh; but process messages frém. h; has
chine, rather than one input message at a time. The OAReo include a credit from eithel; or h;;. Becausé; is
cast’s order certificate binds a single sequence number tByzantine and = 1, bothh; andh;; have to be correct
the ordered list of input events. We say that the OARcastnd will not collude with;. If h; tries to order onlyn,
ordersthe events in the list. as shown in the figure, receiving hosts will note that at

A credit is a signed object of the form leastone creditrequires thata message fheimas to be
(credit  j,¢,7; ;);, whereh,; has to be a guard of ordered and will therefore ignore the OARcast (and re-
hj. h; sends such a credit to; to approve delivery of port the message to authorities as proof of wrongdoing).
the ¢ OARcast message frorh;, provided a certain
ordering condition specified by; ; holds. Includinge
prevents replay attacks. The ordering constraintis a As with other credit-based flow control mechanisms,
vector that contains an entry for each state machine tha windoww may be used to allow for pipelining of mes-
h; andh; both guard. Such an entry contains how manysages. Initially, each guard @&f; sends credits for the
events (possibly 0) the corresponding state machindirst w OARcasts fromh;, specifying an empty ordering
replica onh; has produced for! . constraint. Then, on receipt of thk® OARcast, a guard

For each neighbok,, of h;, h; has to collect at least sends a credit for OARcast- w, using an ordering con-

t + 1 credits for OARcast from monitors ofh; andhy,. straint that reflects the current set of produced messages
However,h; can only use a credit for an OARcast if the for h;. If w = 1, the next OARcast cannot be issued
OARcast orders all messages specified in the credit’'s omntil it has been received by at least- 1 monitors of
dering constraint that were not ordered already by OAR-each neighbor and the new credits have been communi-
casts numbered less thanThese two constraints taken cated toh;. If w > 1 pipelining becomes possible, but
together guarantee that an OARcast contains a credét the expense of additional freedom for. In practice
from a correct monitor for each of its neighbors, and pre-we found thatw = 2 enables good performance while
ventsh; from ignoring input messages that correct mon-monitors still have significant control over the order of
itors observe while ordering other input messages. messages produced by the hosts they guard.



4.4 Epochs themselves. In response to triggers that we will describe
elow, each guard df; sends atate certificatecontain-

g the current epoch number and a secure hash of its
current state t@,;. After the guard receives an acknowl-
gdgment fromh; it is free to clean up its replica, unless
She guard ish; itself. However, in order to avoid replay
Litacks the guard needs to remember that this epoch of

ated by qualified hosts. In particular, order certlflcatesgi,S execution has terminated.

and credits have to be generated by a guard of the sen “When h; has receiveds; — ¢ such certificates (typi-

ing host of an OARcast message, and each attestation of | . o ;

. cally including its own) that correspond to its own state,
a message has to be generated by monitors of the source . o
and destination of the message. Also, the receiving hos?fi sends the collection of state certificates to the Olym-

of an OARcast has to know how many guards the sendPUS: i — t certificates together guarantee that there are

. : . “at mostt correct guards antlByzantine guards that are
ing host has in order to check that a message contains 3. : "

. . o . still active, not enough to order additional OARcast mes-
sufficient number of ordering certificates and credits.

. o : sages. Effectively, the collection certifies that the state
While Nysiad, in theory, could inspect the code of themachine ofh; has halted in the given state.

state machines, it has no good way of determining which | the Ol . -t

hosts will be communicating with which other hosts, and h response, the Llympus assigns new guards; to

so in reality even the communication gra@ih E) is ini- and creates a new epoch certificate using an mcrement(_a_d

tially unknown, let alone its guard graph. Making mat- epoch number and the state hash, and sends the certifi-

ters worse, such a communication graph often evolvegate toh;. On r.G.CEIPt'hi _sends Its 5|gn_ed state and the
new epoch certificate to its new collection of guards. Re-

over time. L - . :
In order to handle this problem, we introduce a logi- cipients ch_epk validity of the state using thg hash in the
epoch certificate and resume normal operation.

cally centralized (but Byzantine-replicatet]) trusted
certification service that we call tti@lympus The Olym-
pus is not involved in normal communication, but only in Reconfiguration

charge of tracking the communication graph and updat- o ) )

ing the guard graph accordingly. The Olympus produce@”‘? scenario |n_wh|ch the changing-of-the-guards proto-
signedepoch certificategor hosts, which contain suffi- 0! is triggered is when guards 6f produce a message
cient information for a receiver of an OARcast messagd” for another host; for the first time. Each correct
to check its validity. In particular, an epoch certificate for 9uard sends a state certificatertonvhen it produces the

So far we have assumed that the communication grap
(V, E) and itst-guard grapl{V’, E’) are static and well-

known to all hosts. This is necessary, because when
host receives an OARcast it has to check that the ord

a hosth; describes messageThe state has to be such that the messagg _
aboutto be produced, so that when the state machine is
¢ the host identifie(?); later restarted, possibly on a different guand, is pro-

duced and processed the normal wayhe state certifi-
cate also indicates that a message/fpris being pro-

the set of the identifiers of all;’s guards;

e theepoch numbefdescribed below); duced, so that the Olympus may know the reason for the
invocation.
e a hash of the final state of the host in the previous h; collectsn; — ¢ state certificates, and sends the col-

epoch. lection to the Olympus. The Olympus, now convinced

The Olympus does not need to know the protocol thatat : has produced a message for, requestsh; to

the original system uses. Initially, the Olympus assignschange its guards as well; does this by OARcasting a

3t guards to each host arbitrarily, in addition to the hostSPecialend-epoch message, triggering the changing-
itself. Each guard starts in epoch 0 and runs the stat@f-the-guards protocol at each guard in the same state.
machine starting from a well-defined initial state. Order(Should?; not respond then it is up to the Olympus to
certificates and credits have to contain the epoch numbéf€cide when to declare; faulty, block;'s guards, and

in order to prevent replay attacks of old certificates inestart;.) _ 3
later epochs. Next we describe a general protocol for ASSuming the Olympus has received the state certifi-

changing guards and how this protocol is used to handi§ates for both; andh;, the Olympus can assign new
reconfigurations. guards to each in order to satisfy the constraints of the

guard graph. The Olympus then sends new epoch certifi-
cates to botth; andh;, after which each sends its cer-
tificate to its new guards. These guards start in a state
While the Olympus assigns guards to hosts, thewhere they first produce:, which can now be processed
changing-of-the-guardgrotocol starts with the guards normally.

Changing-of-the-guards
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Olympus \ B
request state request
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Figure 5: Example of an execution of the reconfiguration protoégl, h;o, andh;s are guards of;. When the
Olympus suspects that; has failed, it requests the current epochhpfto be concluded and installs a new set of
guards, replacing;s with h;s.

The Olympus also undertakes reconfiguration when it In Nysiad, we treat external clients as trusted hosts.
determines that a guard of a host has failed. In order t@&uch hosts may crash or leave, but there is no need to
detect crash failures, the Olympus may periodically pingreplicate their state machines, nor to attest the data they
all guards to determine responsiveness. (A more scalgenerate. However, when a trusted hiossends a mes-
able solution is described i1§]. Note that while a false sage to an untrusted hosj, we do want to make sure
positive may introduce overhead, it is not a correctnesshath; treats the input fairly with respect to other inputs
issue.) Also, guards send proof of observable Byzantinghat it receives. Vice versa, whérn sends a message to
behavior to the Olympus. In response to detection of a;, h; has to collect attestations in order to verify the va-
failure of a guard of a host other than the host itself, thelidity of the message. We also want to prevéntfrom
Olympus requests the host to OARcastesud-epoch withholding messages fat;.
message to invoke the changing-of-the-guards protocol.

Figure5 shows an example. The methodology we .developed so far can be adapteo

Should a hosh; € V be detected as faulty then the to achieve these reqUI_rements. We aSSlgn the pair
Olympus sends a message to &lls guards, request- (hi, hy) 2t + 1 hf,;llf-monltors !Each half-monitor runs
ing them to block further OARcasts frofy. Once the afull replica off;’s state machine, bUt_fd“ only keeps
Olympus has received acknowledgments frem— ¢ track of the messages thiatsends. Unlike normal mon-

guards, the Olympus knows that can no longer pro- itors, h; itself does not run a half-monitor, bt does.

duce input for other hosts successfully. Whenh,; wants to send a messageéitg it sends a copy
of the message to each half-monitor using authenticated
4.5 External /10 FIFO channels. (The half-monitors gossip the receipt of

) this message with one another to ensure that either all
So far we have assumed that Nysiad translates a systeg} yone of the correct half-monitors receive the message
in its entirety. However, often such a system serves exter-

- - ) in a situation in whichh; crashes during sending.) Like
nal clients that cannot easily be treated in the same way, ,;ma| monitors, half-monitors generate attestations for

We cannot expect to be able to replicate those C"em?nessages frorh; so thath; can convince others of the

onto multiple hosts, and it becomes impossible t0 very5jigity of that input. More importantly, half-monitors

if)_/ that the olients send_ valid data using a gene_ral tech-generate credits fo; forcing /; to treath,’s messages
nique. _To wit, a _Byzantme-tolerant storage service doe?airly with respect to its other inputs.

not verify the validity of the data that it stores, nor does a

Byzantine-tolerant multicast service check the data from In a similar manner, half-monitors generate attesta-
the broadcaster. The usual assumption, from the systemtons for messages frorh; to h; so thath,; can verify

point of view, is totrust clients. the validity of those messages. Shoulditself fail to



send messages fg then the half-monitors can provide the latency of signing (done in parallel by each of the

the necessary copy. guards) and checking; — 1 certificates (executed in par-

allel as well). The more messages can be ordered by a

single OARcast, the more these costs can be amortized.
An execution of OARcast requires: (n; — 1) FIFO

In order to evaluate overheads we implemented Nysiadnessages. Sineg > 3, the minimum number of FIFO
in Java. In this section we provide details on how weMessages per OARcastis In order to further reduce

construct guard graphs and how we combine the varioudaffic, Nysiad also tries to combine messages for differ-
subprotocols into a single coherent protocol. ent OARcasts—if two FIFO messages are sent at approx-
Given a communication graph and a parameteany imately the same time between two different hosts, they
different guard graphs are often possible. For efficiency?r® combined in a manner similar to back-to-back mes-
and fault tolerance it is prudent to minimize the numberSages in the TCP protocol.
of guards per host (see Secti®)n We are not aware of an
optimal algorithm for determining such a graph. We de- .
vised the following algorithm to create.ayuard graph of 6 Case Studies
the communication graph. It runs in two phases. Inthe ) i
first phase the algorithm considers each pair of neighYVhile one cannot test if a system tolerates Byzantine
bors (h;, h;). Initially h; andh; are assigned as mon- failures, it is possible to measure the overheads involved.
itors. The algorithm then determines the hosts that ard? this section we report on two case studies: a point-to-

1 hop away from the current set of monitors, and addsPOiNt link-level routing protocol and a peer-to-peer mul-
randomly, such hosts to the set of monitors until thergticast protocol. We applied Nysiad to each and ran the
are no such hosts left or until the number of monitors had€Sult over a simulated network to measure network over-

reache@t+ 1. This step is repeated until the set of moni- heads and overheads caused by cryptographic operations.
tors has reached the required size. Note that the monitors FOr the point-to-point routing protocol we selected
are guards to both; andh;. In the next phase, the algo- Scalable Source Routing (SSR). SSRis inspired by
rithm considers all hosts individually. If a host has fewer the Chord overlay routing protoca2§l, but can be de-
than3t + 1 guards then the closest hosts in terms of hopoloyed on top of the link layer. (SSR is similar to Virtual
distance are added, randomly as before, until the desire@ing Routing B], which applies the same idea to Pastry.)
number of guards is reached. The basic idea of SSR is simple. Each host ini-
While best understood separately, the OARcast, attedially knows its own (location-independent) identifier
tation, and credit protocols combine into a single replica-and those of the neighbors it is directly connected to. The
tion protocol. Doing so reduces message and CPU overSSR protocol organizes the hosts into a Chord-like ring
heads significantly, while also simplifying implementa- by having each host discover a source route to its succes-
tion. Consider the" OARcast from some hodt;, and  sor and predecessor. This is done as follows. Initially a
assume,; has the necessary credits and has produced tHeosth; sends a message to its best guess at its succes-
messages required by those credits. At this pbjrtre- ~ SOr. Should this tentative successor host know of a better
ates arorder-req , containing a list of hashes of the successor fok;, or discover one later, then the successor
messages that it has produced but not yet ordered in préost sends a source route for the better successor back to
vious OARcasts, and sends the request to each af its i- Onreceipt:; sends a message to its new best guess at
guards. its successor, and so on. This protocol converges into the
On receipt, each guard signssimgle certificate that ~desired ring and terminates. Once the ring is established
contains the credit for OARcast+ w, an order certifi- routing can be done in a Chord-like manner, whereby
cate for OARcast, and any attestations that it can cre- @ message travels around the ring, but taking shortcuts
ate for messages in OARcast This way the signing Whenever possible. In our simulations we measure the
and checking costs of all certificate types can be amorting-discovery protocol, not the routing itself.
tized. The guard sends the resulting certificate back to The multicast protocol is even simpler. Here we as-
h;. h; awaitsn, — t certificates, which collectively are sume that the hosts are organized in a balanced binary
guaranteed to contain the necessary order certificates aiti¢e, and that each host forwards messages from its par-
attestations for completing the current OARcast, and thent to its children (if any). We call this protocol MCAST.
necessary credits for OARcas# w. We measured the overhead of sending a message from
In the third and final roundj; sends these aggregate the root host to all hosts.
certificates to its guards. On receipt, a guard has to check We considered two network graph configurations. In
the signatures on all certificates except its own. The endthe first, Tree, the network graph is a balanced binary
to-end latency consists of three network latencies, plusree. In the second, Random, we placed hosts uniformly

5 Implementation Details
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Figure 6: Message overhead factor (a) and public key signing and checking overheads (b) as a function of the number
of hosts for running SSR on a Random graph udirg 3 and varioug.

at random on a square metric space, and connected eatranslated protocol and the number of FIFO messages
host to itsk closest peers. sent in the original protocol. We call this tlreessage
We report on three configurations: overhead factgrand report the minimum, average, and
maximum over 10 executions. We ignore messages sent
» SSR/RandomThe SSR protocol on top of a Ran- o pehalf of the gossip protocol that implement the Re-
dom graph; lay property of OARcast. These messages do not require
additional cryptographic operations and contribute only
a small and constant load on the network.

e MCAST/Tree The MCAST protocol on a Tree  For measuring CPU overhead, we report only the num-
graph. ber of public key signing and checking operations per

message per guard. Such operations tend to dominate

For the evaluation we developed a simple discrete time rotocol processing overheads. We found the variance
event network simulator to evaluate message overheads. P g '

The fidelity of the simulation was kept low in order or these measurements .to.be low, the minimum and
to scale the simulation experiments to interesting sizegnaximum usually being ywthm 1 operation from the av-
While the simulator models network latency, we assume 29€ number of operations, and so we report only the
bandwidth is infinite. The public key signature opera- averages.

tions were replaced by simple hash functions. We focus !N the first set of experiments, we used the
our evaluation on the failure-free “normal case” execu->SR/Random configuration using a Random graph with
tions. We vary the number of hosts andand in the % = 3. In Figure6(a) we show the message overhead
case of the Random graph we also viayshe (minimum) factor fort = 1,2,3. As we described in Sectids an

number of neighbors of each host. In all experiments, théARcast ton guards uses at most messages, and we
credits windoww was chosen to b2 see that this explains the trends well. There is an increase

By and large, the increase in latency is close to a facin overhead as we increase the number of hosts due to an
tor of 3 for all experiments, independent of what param-increase in the average number of guards per host and
eters are chosen. (No graphs shown.) This amount of inteduced opportunity for aggregation as traffic becomes
crease was expected as the OARcast protocol consists §iSS concentrated due to the larger graph. Small graphs
three rounds of communication (see Sec&pnThis can necessitate more sharing of guards, which reduces over-
be decreased to two rounds by having the guards broadiead.
cast certificates directly to each other, but this results in a Figure6(b) reports, per guard the average number of
message overhead that is quadraticiiather than linear. public key sign and check operations per message in the

When measuring message overhead, we report on thariginal system. Due to aggregation, the number of sign
ratio between the number of FIFO messages sent in theperations message in the original system per guard is

e SSR/TreeThe SSR protocol on a Tree graph;
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Figure 7: Message overhead (a) and public key signing and checking overheads (b) as a function of the number of
hosts for the SSR protocol on a Random graph usiag? and variousk, the minimum number of neighbors per host.

always less than 1 and does not significantly depend offrom its parent). However, when multiple messages
t, as can be understood from Sect®rHowever, guards are streamed, the opportunity for message aggregation is
have to check each other’s signatures and The number @xcellent—any backlog that builds up can be combined
check operations per message per guard may eX3teed and ordered using a single OARcast operation—and thus
because a host may have more tBan- 1 guards, and, throughput is not limited by this overhead. Even if mes-
as stated above larger graphs tend to have more guardsages cannot be aggregated, order certificates, attesta-
Nonetheless, these graphs should also reach an asymiens, and credits still can, and thus signature generation
tote. and checking overheads are still good.

Next, for the same SSR/Random configuration, we fix SSR performs significantly better on the Tree graph
t = 2 and range: from 3 to 6. We show the message than on the Random graph. Because communication op-
and public key signature overhead measurements in FigPortunities are more limited in the Tree graph with fewer
ure 7. Even though is fixed, an increase in the num- neighbors to choose from, many messages can be aggre-
ber of neighbors per host requires additional monitorsgated and ordered simultaneously. For such situations
and thus the average number of guards per host tends tB€ message overhead can indeed completely disappear.
increase beyond the requir8d+ 1, causing additional Finally, note that if hardware multicast were available
message and CPU overhead. It is thus important for ovethe overhead of Nysiad could be significantly reduced
head of translation and indeed for fault tolerance to con{from 9¢ point-to-point messages for an OARcast in the
figure the original protocol to use as sparse a graph abest case t8¢ point-to-point messages and 2 multicasts).
possible. This tends to increase the diameter of the com-
munication graph, and thus a suitable trade-off has to be

designed. 7 Discussion
In the final experiments, we compare the three differ-

ent configurations fot = 1. For the Random graph we nysjad can generate a Byzantine-tolerant version of a
chosek = 3. In the case of a Tree graph, the averagesystem that was designed to tolerate only crash failures.
number of neighbors per hostis approximately 2, intemalrhis comes with significant overheads. When develop-

hosts having 3 neighbors, leaf hosts having 1 neighbofy4 5 Byzantine-tolerant file system, such overheads are
and the root host having 2 neighbors. We report resultg,aqjly masked by the overhead of accessing the disk and
in Figures. large data transfers. When applied to message routing

MCAST suffers most message overhead. This is beprotocols where there is no disk overhead and payload
cause there is no opportunity for message aggregatiosizes are relatively small, overheads cannot be masked
in the experiment—each host receives only one messages easily.
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Figure 8: Message overhead factor (a) and public key signing and checking overheads (b) as a function of the number
of hosts for various protocols and graphs using 1 andk = 3.

In practice, Nysiad may be used to generatfrst Nysiad makes strong assumptions about how many
cut at a Byzantine-tolerant protocol or distributed sys-hosts can fail using the threshold valtieBut what hap-
tem, and then apply application-specific optimizationspens if more tham guards of a host become Byzantine?
that maintain correctness. For example, if it is possibleNow the host can in fact behave in a Byzantine fashion
to distinguish the retransmission of a data packet fromand break the system. As a system becomes larger it be-
the original transmission, then it may be possible for thecomes more likely that a host has more thd@yzantine
original transmission to be routed unguarded. Doing sguards, and thussshould the chosen large enough to han-
could potentially mask most overhead of Nysiad. dle the maximum system size. M is the maximum sys-

tem size, thent should be chose®(log V) in order to

But even if such optimizations are not possible, somekeep the probability that any host in the system has more
applications may choose robustness over raw speedhant Byzantine guards sufficiently low. A48] demon-
Byzantine fault tolerance can be a part of increasing sestrates, a value for of 2 or 3 is probably sufficient for
curity, but it does not solve all security problems. Nysiadmost applications. It is also important that, as much as
is not intended to defend against intrusion, but to toleratgpossible, proofs of observed Byzantine behavior are sent
intrusions. Defense against intrusion involves authentito the Olympus immediately so that faulty hosts can be
cation and authorization techniques, as well as intrusiomemoved quickly 2§].
detection, and these are essential to guarantee that there

is sufficient diversity among guards and no more than Rerministic bugs that either cause a host to make an incor-

small fraction are compromised. In the face of a lim- - .
; . . . .~ . rect state transition or allow an attacker to compromise
ited number of successful intrusions Nysiad maintains

: . - . more thart host. The use of configuration wizards, high-
integrity and availability of a system, but it does not pro- level lanauages. and bua-finding tools mav helo avoid
vide confidentiality of data. Worse still, the replication guages, g 9 y help

. i o such problems. Similarly, Nysiad is helpless in the face
of state complicates confidentiality. Hosts cannot trust . : :
. . o . X of link-level Denial-of-Service attacks. These should be
their guards for confidentiality, and confidential data has . .
; . controlled by network-level anti-DoS techniques.

to be encrypted in an end-to-end fashion.

Nysiad exploits diversity and is defenseless against de-

Nysiad in its current form uses the Olympus, a

Another possibility is to run some of the mechanismslogically centralized service, to handle configuration
that Nysiad uses inside secured hosts that are more dithanges. Because the Olympus is not invoked during
ficult to compromise than hosts “in the field.” Such se-normal operation, the load on the Olympus is likely suf-

cured hosts may have reduced general functionality anficiently low for many practical applications. This archi-
use their resources to guard a relatively large number ofecture does not deal well with high churn, nor does the
state machines. translated protocol handle network partitions well: hosts



that cannot communicate with the Olympus are excluded [5] BAzzI, R., AND NEIGER, G. Simplifying fault-
from partipating.

Finally, we have evaluated the use of Nysiad for sys-
tems where each host has a relatively small number of
neighbors with which it communicates actively. Figlire
shows that overhead grows as a function of the number
of neighbors. In systems where hosts have many activem
neighbors the overhead of the Nysiad protocols could
be substantial. We are considering a variant of Nysiad
where not all neighbors of a host are guards in order to
contain overhead.

8 Conclusion

Nysiad is a general technique for developing scalable
Byzantine-tolerant systems and protocols in an asyn- 9]

chronous environment that does not require consensus to

be solved. Starting with a system tolerant of crash fail-

ures only, Nysiad assigns a set of guards to each host that

verify the output of the host and constrain the order in
which the host handles its inputs. A logically centralized

service assigns guards to hosts in response to churn in

(8]

the communication graph. Simulation results show tha{10]
Nysiad may be practical for a large class of distributed
systems.
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