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Abstract

In this paperwe presentCaptain Cook, a servicethat
continuouslymonitorsresoucesin the Internet,and allows
clientsto locateresoucesusingthis information. Captain
Cookmaintainsa tree-basedepresentationof all the col-
lectedresouce information. The leavesin the tree con-
tain directly measued resouce information,while internal
nodesare geneated usingcondensatioriunctionsthat ag-
gregateinformationin child nodes.We presentexamplesof
howsud informationmaybeusedfor clustermanagement,
application-levelroutingandplacemenbf serversandper
vasivecomputing Thenodesare automaticallyreplicated,
updateseingpropagatedisinga novelhierarchicalgossip
protocol. We analyzehow well this protocol behavesand
concludethat updatespropagatequidkly in spite of scale,
failed nodes,and messagdoss. We describehow Cap-
tain Cookcanbe madesecue usingPublic Key Certificates
withoutcompomisingits scalability.

1. Intr oduction

We introducethe term navigation servicefor services
that provide continuouslyupdatedinformation about re-
sourcesin the Internet, and organizethis information so
thatresourcesreeasilylocated.Besidesesourcdocation,
thenavigationservicemaybeusedfor clustermanagement,
application-level routing, sener placementyersioncontrol,
and penasive computing. A navigation servicemay store
suchinformationasload on eachmachinein the network,
which machinesun a particularservice,aswell aswhich
clientsare using particularservices. Although a directory
servicesuchasX.500[12] couldbe usedto storeandorga-
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nize resourceinformation, suchan implementationvould
not be ableto keepup with the rateof queriesandupdates
if potentiallybillions of resourceén thenetworkarereport-
ing their statuschangesandbillions of usersaretracking
thesechanges. The intention of X.500 is to map object
namesontometa-informatiorsuchaslocationswhereashe
primary goal of a navigation serviceis to locateresources
basedn resourcenformation.

In this paperwe presenthe designandimplementation
of anavigationservicecalledCaptainCook afterthefamed
explorer who mappedthe world before being clubbedto
death.Otherthanatypical directoryservice CaptainCook
hasno centralizedseners. Instead,every machineon the
networkplaysalittle partin maintainingthe entireservice.
This minimizesmanagemerandallows trivial deployment
of CaptainCook.

The monitoring information is storedin one or more
trees.Eachleaf nodein suchatreecorrespondso a partic-
ular machineandcontributespart of its local Management
Information Base(MIB) [13]. An interior nodeis genef
atedby a so-calledcondensatiorfunction (CF), which ag-
gregategheinformationof its children,andproduceg MIB
for the collection of its children. While leaf MIBs are up-
dateddirectly, aninternalMIB cannotbe updateddirectly,
but its CF canbe changedn-the-fly

The treeis distributed over the participatingmachines,
with MIBs automaticallyreplicatedon several machines.
CaptainCook usesgossipto guarantedhat updateseven-
tually propagateghroughthe entiretree. Gossipprotocols
combinethe efficiengy of hierarchicaldisseminationwith
the robustnesf flooding protocols. Although our current
implementationis not secure we believe that scalablese-
curity canbe enabledhroughthe useof public key certifi-
cates.

This paperis organizedas follows. In Section2, we
describenow CaptainCook presentghe informationbeing
monitored.Section3 thenpresentgour hypotheticalkexam-
plesto demonstratéheusefulnessf CaptainCook. Section
4 describeghe currentimplementationof CaptainCook,
andanalyzeshow quickly updatespropagateasa function
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of scale.A schemdo addsecurityto CaptainCookis sug-
gestedn Section5. We discussrelatedwork in Section6,
andconcludein Section?.

2. Presentation

The CaptainCook Service presentsits information in
oneor more Hierarchical Managementnformation Bases
(HMIBs). An HMIB is a tree of two-dimensionaltables
(seeFigure1). A nodein an HMIB represent& domain
of participatingmachines.In the caseof aleaf node,there
is arow in thetablefor eachmachinein the corresponding
domain. In the caseof aninternalnode,thereis a row for
eachchild domain.A row is like atraditionalMIB, contain-
ing suchinformationasaverageoadonthemachinesn the
domain,or the presenceof a particularresource.Because
of this, we usethetermsrow andMIB interchangeably

The columnsin a tablemakeup the catejoriesof infor-
mationusedin therows. Eachcolumnis identifiedby a de-
scriptive string,suchas“averageload”. A columnis typed,
in thatthe informationstoredin eachrow of the columnis
of the sametype (for example,a number a booleanvalue,
or anaddress).

A tableis requiredto have atleastan“ID” columnand
a “Contacts”column. EachMIB is uniquelyidentified by
a MIB ID, andthis identifier hasto be storedin the “ID”

columnof the correspondingow. The“Contacts”cateory
in arow containsalist of contactdor thatrow. In thecaseof
arow in aleaftable,eachcontactin thelist is a (Transport
Protocol, Address)pair through which the corresponding
machinemaybereachedIn thecaseof arow in aninternal
table,thelist of contactds a small, representatie subsebf
contactsn thedomaincorrespondingdo thatrow.

Eachtablehasanassociatedondensatioffunction(CF).
A CF is a function that takesa table asinput, and, deter
ministically, generategssoutputaMIB calculatedrom this
table. In otherwords,the CF aggr@atesthe informationin
the table. Typical operationdgncludetaking the minimum,
maximum,average,median,or sumof particularcolumns.
For example, if the input table hasa “Load” column, the
CF outputmay include an “AveragelLoad”, aswell asthe
“#Members” with the numberof rows in the input table.
EachCF is requiredto choosea representatie subsetof
contactsdrom theinput table (typically by choosinga con-
tactfrom eachof thefirst two or threerows).

A row in the internal nodesof an HMIB is generated
by taking the table of the correspondinghild domain,and
applyingits CF. In orderfor an HMIB to scalewell, it is
importantthat a CF reducesapproximatelythe amountof
informationin its inputtableby afactorequalto thenumber
of rowsin thetableor more.Hencethetermcondensation.



A participatingmachineonly storesthosetablesin the
HMIB thatlie on its pathto theroot of thetree. Thatis, a
machinestoresthe tableof the leaf domainthatit’ s in, and
all thetablesof theancestonodes.(As aresult,eachnode
storesthe table of the root node.) For example,in Figure
1, machinekE only storesthe Domain2andthe Roottables.
Becauseof the structureof the HMIB, andthe condensing
propertyof the CFs,the amountof information storedon
eachmachinegrows only logarithmicallywith the number
of participatingmachinesEffectively, eachmachineknows
detailedinformation of immediatepeersin the HMIB, but
thegranularity of informationaboutresourceslegradesex-
ponentially with distancen thetree.

Dependingon the structureof thetreeandthe CFscho-
sen,a machinemay zoominto more detailedinformation
startingfrom aninternalnode,eventuallylearningthe exact
location of resources While zoomingin, the machinehas
to usethe correspondingcontacts”to gettheinformation.

Therearethreesourcesf updatesn anHMIB. A par
ticipatingmachineis allowedto updateits own MIB in the
leaf domainit belongsto. Suchanupdateeventuallyprop-
agatedo the peermachinesn thatdomain. If the update
changeshe outputof the CF of thedomain,the updatealso
propagateso the correspondingow in the parentdomain.
Recursvely, theupdaten theparentdomainspreadsurther
sidevaysandupwards.

Thesecondsourceof updatess dueto machinegoining
andleaving anHMIB. A machinemayjoin into anexisting
leafdomain,orinsertanew leafdomaininto aninternaldo-
main. Machinescanalsoleave an HMIB (ceaseparticipa-
tion), eitherintentionallyor througha crash.MIBs of those
machineareremoved from the HMIB, aswell asMIBs of
domainsthatbecomeempty Thelast sourceof changein
anHMIB is dueto changingCFs.Machinescanupdatethe
CFsof thedomainsthey belongto, changinghe cateyories
of valuesthatarebeingcomputed.

Thereareno strongconsisteng guaranteesn informa-
tionin theHMIB. In theabsenc®f maliciousor Byzantine
behaior, updatesareguaranteedo eventuallypropagateo
theentireHMIB, or bereplacedy evennewerupdatesBut
machinesnayseeupdatesn differentorders.Nevertheless,
we find thatthis weakform of consisteng is sufficient for
mary applications.

3. Examples

To illustrate the useof a navigation service,we present
exampledor four importantareaf distributedcomputing:
ClusterManagementApplication-Level Routing,and Per
vasive Computing.Theexampleshave notbeenworkedout
into detail—eachexamplecould be the subjectof anentire
paperonits own (andwill beif our plansdevelop). Thein-
tentionof including theseexamplesin this paperis only to

shav thatthe HMIB is a usefultool in distributedcomput-
ing systems.

3.1.Cluster Management

A departmentwantsto run a replicatedservicecalled
“CryWolf.” The departmentvould like to run senerson
threeof theten lightliest loadedmachinesn a clustercon-
sistingof hundredf machinesmoving thesenersaround
if necessary

For this first example ,we will sketchanimplementation
using a one-level HMIB tree consistingof a singletable.
Thetableis equippedvith two columns:“Load”, and“Cry-
Wolf”. Eachmachineregularly updatests loadin thelLoad
column. Eachmachinethat runsa CryWolf sener stores
thevalue“true” in the Crywolf column. Sucha tablemight
look like this:

| ID | Contacts [ Load | CryWolf |
Amundsen| 10.0.4.1:1872| .3 true
Pizarro | 10.0.4.2:1475] 3 false
Polo 10.0.4.3:1254| O true
Frobisher | 10.0.4.4:1535 2 false

Theadministratorunsa simplescriptthattriesto make
surethattherearethreesenersrunning,andthat they are
runningonthreeof thetenmachinesvith thesmallestoads.
Thescripthasthreerules: (1) kill senersonmachinesther
thanthetenlightliestloadedones;(2) if therearemorethan
threesenersrunning,kill the sener on the machinewith
the heaviestload; (3) if therearefewer thanthreeseners
running, starta sener on the machinewith the leastload
andwhich doesnot have a sener runningalready

The seners themseles use the HMIB to locate each
other for communication. They may also createan addi-
tional columnwith versioninformationin orderto synchro-
nize. The HMIB is alsousefulto the clientsof the service:
they usethe“CryWolf” columnto locatethe seners.

3.2. Application-Level Routing

A Digital Library (DL) servicelike NCSTRL [4] repli-
catesindices of entire collectionsof articleson so-called
“index seners” atseveralsites.DL clients(runningonWeb
seners)needto chooseoneof theindex senersfor satisfy-
ing queriesfrom Web browsers. DL managersvould also
like to be ableto find “hot spots”so that they candecide
whereto placeindex seners.

For this,anhierarchicaHMIB maybecreated¢hatmim-
ics the Internethierarchyof hosts,subnets,and domains.



Rootdomain:

| ID | Contacts | Present| Load | Index1 | Index2 |
Domainl| 10.0.0.1:152610.0.0.2:1596| true 64 5 4
Domain2| 10.0.1.1:123410.0.1.2:5678| false 56 44
Domain3| 10.0.2.1:876510.0.2.2:4321| true 59 3 11
/ condensation \ \
Domaini: Domain2 Domain3
| ID | Contacts | Present| Load | Index1 | Index2 |
Africanus | 10.0.0.1:1526| false 3 0
Barentsz | 10.0.0.2:1596| true 64 0 0
Cortes | 10.0.0.3:1485| false 2 0
Magellan | 10.0.0.4:1480 false 0 4

Figure2: Thisfigureshows partof atwo-level HMIB for usein a digital library service.The servicerunstwo index seners:
Index1 onamaching(Barentsz)n Domainl,andIindex2 onamachinein Domain3.Thetablesdescribehe currentlocation
of theindex seners,theloadsontheindex seners,andtheloadthateachclientdomaincontributesto theload on eachindex
sener. Fromthisinformation,we canseethatthereis a“hot spot”in Domain2 thustheadministratomaywantto move one

of theindex senersthere.

Below, we assumehatthereis just onecollection,andtwo
levelsin thehierarchy

Eachtablein the HMIB hasa columnfor every index
sener, plustwo extra columnscalled“Present’and“Load”
(seeFigure?2). An entryin the“Present’columncontainsa
booleanvalueindicatingif the correspondinglomaincon-
tainsan index sener (or is anindex sener in casethe do-
mainis aleafin the HMIB). For aninternalMIB, anentry
in this columnis calculatedby a CF thattakesthe boolean
OR of the valuesin the “Present”columnof the input ta-
ble. The“Load” columnin leaf nodescontainsthe load on
the sener. For internal MIBs, the CF calculateghe mini-
mumload. Theindex columnscontaintheloadimposedby
clientsin the domainon the correspondingndex seners.
The CF sumsthesdoadsfor internalMIBs.

The DL managemusesthe index columnsto determine
wherethe load on theseseners originatesfrom in order
to decideif the senersare correctly placedor needto be
moved (or additionalseners created). DL clients usethe
“Present”and “Load” columnsto decidewhereto send
gueries Selectiorisrandom reverselyweightedby theload
ontheseners.

3.3.PervasiveComputing

We are currentlyworking on a systemthat allows stu-
dentsin our university to locateavailable desktops print-
ers,etc.& in labs. Studentswill have PDAs that containa
snapshobf the HMIB informationstoredat oneof the par
ticipantingmachinef the system.Studentswill beableto
updatetheir PDAs by dockingthemin oneof variousloca-
tions, or by pointing PDAs at eachotherandusingthe IR
ports.

Theinitial designof theHMIB is essentiallyathree-level
hierarchy Thereis a leaf table for eachlab, listing each
machinein thelab andtheir availability. CFscomputethe
numberof available machinesand printers,first on a per
building-level, thenon the root level that coversthe entire
university Therecanbemultiple columns sayonefor Unix
systemsone for Windows systems,one for Macintoshes,
andonefor printers.

A studentwho needsa desktopfirst checkghelocal leaf
domainto find an available machine,and,if unsuccessful,
ascendshetreeuntil s/hefindsadomainwith availablema-
chines.The studentmaythendescendnto a particulardo-
main usingthe contactinformationin the HMIB, or, more
likely, decideto walk overto thecorrespondingab or build-
ing beforetrying again.
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4. Implementation

CaptainCook appliesa gossipprotocolin orderto dis-
seminatechangego the information storedin an HMIB.
The basicideais asfollows (seeFigure 3). Eachrow is
timestampedusing the wall clock time of its last update.
Periodically eachmachinechooses randomrow in its lo-
cal tables,and, usingthe “Contacts”information storedin
thatrow, sendsa gossipmessageThe gossipmessageon-
tainsa list of (MIB ID, timestamp)pairsfor all the rows
storedat the gossiperOnreceiptof sucha messagethere-
ceiving machinecompareshis list to the informationit has
storedlocally, andcandecidewhich of the MIBs it hasare
moreup-to-datehanthe gossipers (usingthetimestamps).
It thenreturnsa list of updatesto the gossiper The gos-
sipermemgestheseupdatesnto its own HMIB. As we will
demonstratethis protocolpropagatespdatesjuite quickly
throughthe entiretree(in spiteof variousbenignfailures),
but careneedbetakento scalethe protocolproperly

More precisely eachmachinegossipsvery T o4, SEC-
onds.At suchatime,themachinepicksarandomrow in the
tableof its leaf domain.It thenpicksarandomcontactirom
the list of “Contacts”in that row to sendthe gossipmes-
sageto. (Actually, the choiceis not entirely random—itis
constrainedy theintersectiorof transportghatthe sender
andrecever support.)If the machinehappengo pick itself
asa contact,it repeatghe procesdor the parentdomain,
andsoon. (If themachinekeepspicking itself, evenwhen
it reacheghe root domain,it terminatesby not sendinga
gossipmessagat all.) Thus, on average,eachparticipant
sendsandreceves,aboutonegossipmessagevery Tyossip
seconds.

This strat@y ensureghat mostgossipexchangesarein
the local domains,andthe gossipexchangeratedecreases
exponentiallywith the distancebetweerary two participat-
ing machinedn the tree. Within ary particulardomainat
ary level in the hierarchy thereis aboutone gossipmes-
sagefrom every row to every otherrow onceevery Ty ossip

secondsTo seewhy thisis so,o0bsene thatevery machine
in adomainof m machinegwith m rowsin thecorrespond-
ing table),gossipdn its parents domainwith a probability
of 1/m (assumindor simplicity thatthereareonly two lev-
els). Sinceall m machinesarethereforegossipingat a rate
of 1/(m X Tyessip) gOssipgper secondthe combinedrate
in the parentdomainis 1/7,ssip gossipersecond.

We are assumingthat clocks are loosely synchronized
for threereasonskFirst,if asendemandareceverof agossip
messagelo nothave synchronizedlocks,therecever may
not determinecorrectly which information it hasis more
up-to-datehanthe senders. Worseyet, amachinemayre-
placenew informationwith older information. Second f
machinegyossipat widely differentrates,dueto inconsis-
tentnotionsof Ty,ssip, theanalysisof the protocolbecomes
much more comple. Finally, we will use synchronized
clocksto detectandremove failed machinesandemptydo-
mainsfrom theHMIB (Section4.2).

4.1.Analysis

We will now analyzehow fastupdategpropagaten the
face of failed participatingmachinesand occasionalmes-
sagdoss. We assumehatfailuresarebenignandstochasti-
cally independentGossipprotocolscanbe analyzedusing
epidemiologicatheory[2, 5, 3, 14]. A typicalway of doing
this is using stochasticanalysis,basedon the assumption
that the execution of the protocolis brokenup into syn-
chronousroundsduring which eachparticipatingmachine
gossipsonce. A participantthat has new information is
calledinfected For analysisjnitially only oneparticipantis
infected,andthis is the only sourceof infectionin the sys-
tem. At eachround,the probability that a certainnumber
of participantds infected,giventhe numberof participants
alreadyinfected,is calculated.

We will baseour analysison [14]. It obseresthatgos-
sip protocolsare not run in synchronougoundsin prac-
tice. Eachparticipantgossipsat regular intervals, but the
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Figure4: (a) Thedistributionof thenumberof roundsnecessaryo infectall participants{b) Theexpectedhumberof rounds
necessaryo infectall participantsasa function of the numberof participants.

intervalsarenot synchronizedvith eachother [14] subdi-

videsroundsinto micro-rounds with one micro-roundfor

eachparticipant. It assumeghat no more than f partic-

ipantsfail during the disseminatiorof the infection, and,
conseratively, thatall f participantshave failed from the

start. It alsoassumeshatthe initially infectedparticipant
doesnot fail ([14] arguesthatthe effect of this assumption
on the resultsof the analysisis negligible). Besidesbeing
morerealistic,the advantageof theseassumptionss thatin

eachmicro-roundat mostone participantcangetinfected,
greatlysimplifying theanalysis.

Initially, we ignorethe hierarchy and considera “flat”
systemof n participants.ln a micro-roundof p, p initiates
a gossipexchangewith anotherparticipantg. p is infected
only if ¢ is infectedandnot crashedp wasnotinfectedal-
ready andneithermessagén the gossipexchangegot lost.
Let k£ be the numberof infectedparticipantsand Psyccess
bethe probabilitythata gossipexchangeis successfu(i.e.,
no messages lost and the exchangecompleteswithin a
micro-round). Thenthe probability that this exchangein-
crementghe numberof infectedparticipantds:

k — f—k
- f-k
n

Punelk) = 1 @

The probability thatthe numberof infectedparticipants
in micro-roundi + 1 is k is:

X PS’UCCESS

Pk =Fk) =
+ (1-

With0 <k <n— f, P(k; =0) =0, P(ko = 1) = 1,
and(P(kg = k) = 0for k # 1).

Weareinterestedn P(k, = n — f), theprobabilitythat
all participantsare infectedasa function of the numberof

Pinc(k)) X P(kl = z)

roundsr. We have plottedthis for n is 64, 256,and 1024
participantsand f = 0 in Figure4(a). Fromtheanalysisve
canalsocalculatethe expectednumberof roundsnecessary
to infect all participants.This is shovn in Figure4(b) asa
function of the numberof participants.Upperboundanal-
ysison gossipprotocolsrevealsthatgossipslows down by
O(logn) [2, 3].

To seehow thespeedf infectiondepend®nthenumber
of failed participants,we have plotted the effect of failed
participantson the expectednumberof roundsin Figure
5(a), for 64, 256, and 1024 participants. As can be ob-
sened, gossipis quiteresilientto failed nodes.Evenif half
thenumberof participantdail, the slow down is lessthana
factorof two. Gossippropagationis alsohighly resilientto
large probabilitiesof messagéoss(Figure5(b)).

This analysiscannotbe generalizeckasilyto the hierar
chical gossipprotocol usedby CaptainCook. To seethe
effect of addinga hierarchy we have simulatedthe spread
of infectionin atwo-level hierarchy The participantsvere
spreadevenly over anumberof domainsyangingfrom one
domaincontainingall n participantdo n domainsachcon-
taining one participant. It is easyto seethatboth extreme
casegesultin behaior approximatelyidenticalto that of
“flat” gossipingbut thatthe spreacdf infectionof the con-
figurationsin betweerresultsin slower propagation.

The resultof the simulationfor 64, 256, and 1024 par
ticipants(f = 0) is shavn in Figure6(a). It plotsthe av-
eragenumberof roundsnecessaryo infect all participants
asa function of the numberof domains. The maximumis
reachedwhenthe numberof domains,andthe numberof
participantsper domain, are equal (1/n). Although worst
for performancethis balancedcases the bestchoicefrom
a scalabilitypoint of view, minimizing the maximumnum-
ber of participantsper domain. In sucha tree, the total
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numberof participatingmachinessupporteds m', where
m is the numberof participantsin a domain,and! is the
numberof levels. With 4 levels, eachhaving just 100 par
ticipants,the systenwill support100,000,00(articipating
machines.Obviously, (non-hierarchical)flat” gossipwith
100,000,00Gnachinesvould notwork. The sizeof thein-
formationstoredat eachmachineaswell asthesizeof the
gossipmessagewould betoo large,and,evenignoringthe
sizeof the gossipmessageghe load on the backbonenet-
work would betoo high.

To understandhe behaior of the slowdown dueto hier-
archy we comparedheratio betweerthenumberof rounds
necessann aflat gossipingsystemwith thatof a balanced
two-level hierarchywith thenumberof participantganging
from 1 to 1024 participants.The resultis showvn in Figure
6(b). For a 1000-foldincreasein membershipthe slow-
down dueto the hierarchyis lessthana factor of two. It
appearshatthe slovdown grows no worsethanlogarithmi-
cally with the numberof participants.

4.2.Membership

In a large distributedapplication,chancesare that ma-
chineswill bejoining andleaving at a high rate. Justlook-
ing at crashrates,the combinedrate goesup linearly with
the numberof machines.Keepingtrack of membershipn
a large distributed systemis no easymatter[14]. In Cap-
tain Cook, membershigds simplerthanin other member
ship protocolsbecausehe granularityof informationabout
membershiglegradeswith distancen theHMIB tree.That
is, participantsknow the membershipn theirlocal domain,
but typically only how mary membergherearein otherdo-
mains.(Whatmembershipnformationis availableof other
domainsdepend®n their CFs.) In this subsectionye will

first concentrateon how crashesare detectedandthenon
how new or recareringmachinesarejoinedinto the naviga-
tion service.

Theideaof failure detectionin CaptainCookis indeed
simple. A “Clock” columnis addedto eachtablein the
HMIB. Participatingmachinesipdatethis valuein theirlo-
calMIB eachtime they senda gossipmessagekor internal
tables,a CF computeghe“Clock” valueby takingthe me-
diantime in theinputtable.(In theabsenc®f Byzantineor
maliciousfailures,the maximumor minimum clock value
would work just aswell.) Whena participantnoticesthat
aclockvalueis slow by a predeterminedaluel;, it re-
movestherow from thetableit is in.

Thisalgorithmwill alwaysdetectandremore failed par
ticipantsandempty domainswithin T's,;; secondsassum-
ing thatclocksaresynchronizedHowever, setting1s; ag-
gressvely will leadto mistakenfailure detectionspecause
anupdated'Clock” valuein the HMIB may not have fully
propagatedvithin T't,;;. We canextendtheanalysisto cal-
culatethe probability that an infection hasnot propagated
throughthe entire systemafter » rounds,suchasdonein
[14]. Usingthis analysisanumberof roundsr canbe cho-
sento geta suitablelow probability of mistake,and from
that7’,; canbecalculatedo ber x Tgossip.

Either becausef true networkpartitions,or becausef
settingT'yq;; too aggressiely, it is possiblethatthe HMIB
splits up into two or more independenpieces. New and
recovering machinesthat also form independentpieces.
Whensucha machinewantsto join the HMIB, it startsout
with a degeneratedree consistingof a list of tables,each
having onerow. We needa way to gluethe piecesogether

We first look into a situationin which a singlenev ma-
chineknows aboutanexisting participantsomevherein the
HMIB. It startsby sendinga normalgossipmessag¢o that
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machine Whena participantrecevesagossipfor adomain
thatit doesnotstoreitself, but it doesknow contactdor that
domain(becauseghecorrespondingvIB ID is listedin one
of its tables),it returnsto the gossipera contactsmessage
with a list of the contactsfor that MIB ID. Thesecontacts
are‘“closer” to the gossiperin the treethanthe participant
thatreceved the gossipmessageThe gossiperon receipt
of acontactsmessageyiesagainusingoneof theincluded
contactsandwill eventuallyreachthe closestparticipantin
thetree.

For example,saythatmachineD in Figurel hasnotyet
joined,andgossipdnitially to machinek. D includesin its
gossipmessagéehe timestampdor its local versionsof the
tablesfor Domainlandthe Rootdomain. Uponreceipt,E
recognizeghatit doesnot have thetablefor Domain1,but
it doesknow contactfor Domainl(becauséehey arelisted
in theRootdomainstable).E thenreturnsthosecontactdo
D.

Now we want to generalizethis idea to the situation
wherewe may have partitionsof morethanone machine.
Partitions have no knowledge of the membershipof other
partitions. The stratgy thatwe apply is to broadcaspos-
sip messagesWe call suchgossipmessagebeaconmes-
sages Careneedbe takenthat not too mary (or too few)
of thesemessagearesent,or thattoo mary participantge-
spond.For this, eachtablein theHMIB hasan“#Members”
columnthat countsthe total numberof participantsin the
HMIB by summingthe “#Members”columnsin the child
domains.Usingthetotal numberof participantstherateof
sendingoeacormessageandresponsesanberegulated.

The currentimplementatiorof CaptainCook sendswo

kinds of beaconmessagesiP multicastmessagesentto
all participantsandIP broadcastmessageentonly onthe

local subnet. Multicast beaconmessageare sentat a rate
of approximatelyonebeacormessag@ertensecondsFor
this, every participanttossesa coin, weightedby thetotal
numberof participantsgverytensecondso decidewhether
to senda multicastor not. A broadcasbeacormessagés
sentby a participanteachtime it hasnt receved ary mes-
sagefor awhile. The“while” is choseratrandomfrom an
interval betweerb and15 secondsThesebroadcasbeacon
messageare particularlyusefulto participantsthat do not
supportlP multicast.

Upon receipt of a beaconmessagea recipienttosses
a coin, weightedby p/# M embers, to decidewhetherto
sendbackanupdateor not. This way, theexpectednumber
of updatemessagebackto the senderof the beaconmes-
sageis p, typically choserto bethreeor less.

4.3.Updating CFs

InternalMIBs cannotbeupdatediirectly, asthey arecal-
culatedby their correspondin@CF. However, CaptainCook
doesmakeit possibleto replaceCFs on-the-fly without
having to recompileandrestartthe participatingmachines.
CaptainCook’'sCFsarecodedn asafe Forth-likelanguage
[9]. Thelanguageadoesnotallow arbitrarymemoryaccess,
andalsolimits theamouniof computatiorthatmaybedone.
CaptainCookhasa built-in interpreterfor this language.

The CFsmay be storedin the HMIB itself, andthis is
the basison which they canbe updated. Eachtable hasa
“CF” columnthat contains(CF, timestamp)pairs. In leaf
nodes participantcanplacea new CF in their “CF” entry,
andthey usethe mostrecentCF for the calculationof the
parentMIB. TheCF of aninternaltableis outputby the CFs



of its children,andcanonly bereplacedy updatingthose
CFs.

5. Security

Gossipis interestingrom the perspectie of security On
thepositive side, it is hardfor anadwersaryto stoptheflow
of updatesto provoke denial-of-service. On the negative
side, it is easyto introduceand spreadinvalid updatesof
existing MIBs, or generatebogusMIBs. We wish to pre-
ventthis, yet maintainthe scalability of the CaptainCook
serviceandits immunity againstdenial-of-service We are
only concernecherewith integrity, not confidentiality of
information.

Thebasicideais to replaceeachMIB 1D by apublic key
certificate.EachMIB is assigned public/privatekey pair.
The privatekey is givento all machineghatstorethe MIB,
andthey useit to signall updatesf the MIB. A certificate
for a MIB containsthe MIB ID andits public key. The
certificatein turnis signedby acertificationauthority(CA),
which hasa well-known public key. (Note that different
HMIBs canusedifferentCAs.)

On receiptof anupdate,a machinechecksto seeif the
certificateis correctlysignedby the CA, andthe updateis
correctly signedaccordingto the public key in the certifi-
cate.If not,theupdateis ignored.

Sincethe privatekey for a MIB is givenonly to thema-
chinesthat storethe MIB, only machinescoveredby that
MIB canupdateit. Thisis a goodstart,sinceanadwersary
thatcompromises machinein atreewith constanfan-out
will only beabletoinfluenceO(1/ logn) of theinformation
storedin the HMIB. And assumingt cannotcompromise
the CA, theadwersarycannotgeneratdogusMIBs.

However, sincea compromisedmachinewill have the
privatekey for its MIB in therootdomain theadwersarycan
updatethe correspondingow in the root table. This MIB
is responsiblefor all the machinescovered by that MIB.
Worseyet, the privatekey for this MIB is replicatedon all
thosemachinesmakingit fairly easyfor an adwersaryto
obtainit.

Thereareatleasttwo approache® addressinghisprob-
lem. Thefirstis to useathresholdsignatureschemd6], re-
quiring a quorumof machinego signMIBs. Althoughthis
may be the preferredsolutionin the long run, it requires
somelimited form of agreementandwe feel thatthetech-
nologyis notquiteripe for thisapproach.

The secondapproach,and the one we have currently
taken,is to simply not give the privatekey of aMIB to all
machinesoveredby the MIB, but only to a selectfew. All
machinewill still beableto updatetheirown MIBs, andto
gossipaboutupdatef otherMIBs, but only machineghat
have the privatekey of aninternalMIB will beableto sign
the outputof the CF that was usedto calculatethat MIB.

Disadwantage®f this approactincludereducedault toler-
ance,increasednanageriatompleity, andslower propa-
gationof updates.

In addition to using cryptographictechniquesiit is a
good ideato designCFs so that they are invulnerableto
a small percentagef incorrectinput. For example,rather
thanaverageload, it is often betterto reportmedianload,
eliminatingoutlierspotentiallygeneratedy maliciouspar
ticipants.

6. RelatedWork

Much work hasbeendonein the areaof scalablemap-
ping of namef objectg(oftenmachinespntolocationand
othermeta-informatiorof the objects. The bestknown ex-
amplesare DNS [8] and X.500[12]. DNS mapsa hierar
chicalmachinenamespaceontoso-calledresourceecords.
The collection of resourcerecordsbasicallyforms a MIB,
andthereforeDNS is notunlike CaptainCook,beit thatthe
setof resourcerecordsin DNS is fixed. X.500 is a more
generaldirectoryservicethanDNS, but still focuseson ma-
chineandusernames.

The Globe system[15] is an exampleof a servicethat
mapsarbitrary object namesonto object identifiers, and
then onto location. Globe also supportslocating objects
that move around. Other projectsthat provide mobile ob-
jectlocationareLighthousel ocate[10] and Awerkuchand
Pelegy’s algorithmfor locatingcell phoned1].

AlthoughanHMIB canbeconfiguredo mapnamesonto
meta-informationthis is not the primary intentionof Cap-
tain Cook. CaptainCook monitors resourceinformation,
summarizest, andallows clientsto zoominto areasof in-
terest. In otherwords, CaptainCook mapsresourcenfor-
mationontoresourcestatherthannamesontoresourcen-
formation. Locatinga mobile objectgiving its objectiden-
tifier is not a servicethat CaptainCook provides (at least,
notin away thatscaleswith the numberof objects).

Particularly influential to the designof Captain Cook
is the Clearinghousalirectory service[5]. Clearinghouse
was a competitorto DNS, usedinternally for the Xerox
Corporatelnternet. Like DNS, it mapshierarchicalnames
onto meta-information.Unlike DNS, it doesnot centralize
the authority of partsof the namesspaceto ary particular
seners. Instead the top two levels of the namespaceare
fully replicatedandkepteventually consistentisinga gos-
sipalgorithmmuchlike CaptainCook’s. OtherthanCaptain
Cook,Clearinghousdoesnotapplycondensatiofunctions
or hierarchicalgossiping,andthusscalabilityis inherently
limited. The amountof storagegrows O(n), while the to-
tal bandwidthtakenup by gossipgrows O(n?) (becaus¢he
sizeof gossipmessagegrows linearly with the numberof
members). Clearinghouséasnever beenscaledto more
than a few hundredseners. (Neither has CaptainCook



at this time, but analysisand simulationindicatethat this
shouldnot presentary problems.)

More recentwork appliesvariantsof the Clearinghouse
protocolto databaseqe.g.,, Bayou's anti-entropyprotocol
[11] andGolding’stimestampednti-entropyprotocol[7]).
Thesesystemssuffer from the samescalability problems,
limiting scaleto perhapsa few thousand®f participants.

7.Conclusion

In this papermwe presentedCaptainCook,a scalableser
vice that continuouslymonitorsresourcedn the Internet.
The obtainedresourceinformationis aggrejatedand con-
densedandstoredin a highly replicatedtree. Effectively,
the quality of locally available resourceinformation de-
gradeswith distanceput userscan“zoomin” to particular
placesf interestandlocateresourcedasedntheresource
information. Updatesin the tree are propagatedhrougha
novel hierarchicalgossipprotocol. Sincethereareno cen-
tralizedseners— every machineplaysa smallpartin the
storageof the treeandthe propagatiorof changes— Cap-
tain Cookis easilydeployed.We have illustratedthe poten-
tial useof CaptainCookin suchareasasClusterManage-
ment,Digital Libraries,andPenasive Computing.

We have implementedCaptainCook, with the exception
of security For security theupdateswill be signedandac-
companiedy apublic key certificatesof somewell-known
CertificateAuthority thatauthorizeghe signatures\We an-
ticipatethat muchof the future work on CaptainCook will
revolve aroundsecurity

One of the most complec issuesin the deploymentof
CaptainCook is the designof the tree in which the mon-
itoring informationis to be stored,and the designof the
condensatioriunctionsthat generatethe internal nodesof
thetree. Although condensatiorfunctionscanbe dynami-
cally changedandadaptedo new uses,we anticipatethat
mostdistributedapplicationswill chooseo usea privatein-
stantiationof CaptainCook, if only for reason®of security
Anotherreasons thatdifferentapplicationamight beinter-
estedn usingdifferentmetricsof distancdor degradingthe
quality of information.

Anotherproblemto addresss scalingin the amountof
informationper MIB. If MIBs arelarge (andthey will be
if they containpublickey certificates)put updatego MIBs
aresmall,thenupdatemessagewill containalot of redun-
dantinformation.We have designedathree-wayhandshake
to reducemostof this redundang. We will implementand
analyzeits effectivenesshortly.

Acknowledgments

This work benefittedtremendouslyfrom discussions
with Yaron Minsky, Tim Clark, Ken Birman, Zhen Xiao,

Oznur Ozkasap,Mark Hayden, Lili Qui, Dexter Kozen,
Meng-JandLin, and Keith Marzullo. | would alsolike to
thankTim, Ken,andYaronfor commentson this paper

References

[1] B. AwerhuchandD. Pelay. Onlinetrackingof mobileusers.
J. ACM, 42(5):1021-10585ept.1995.

[2] N. Bailey. TheMathematicalTheoryof InfectiousDiseases
andits Applications(secondedition) HafnerPress1975.

[3] K.Birman,M. Hayden,O. OzkasapM. Budiu,andY. Min-
sky. Bimodalmulticast. TechnicalReport98-1665,Cornell
University, Dept.of ComputerScience,Jan.1998.

[4] J.Davis andC. Lagoze. The NetworkedComputerScience
TechnicalReportLibrary. Technical Report TR94-1595,
Departmenbf ComputerScience,Cornell University, July
1996.

[5] A. Demers,D. Greene,C. Hauser W. lIrish, J. Larson,
S. Shenker H. Stugis, D. Swinehart,and D. Terry. Epi-
demic algorithmsfor replicateddatabasenaintenance.In
Proc. of the SixthACM Symp.on Principles of Distributed
Computing pagesl—12,Vancouer, British Columbia,Aug.
1987.ACM SIGOPS-SIGAT.

[6] Y. DesmediandY. Frankel. Sharedgeneratiorof authenti-
catorsandsignaturesin J.Feigenbaumeditor, Advancesn
Cryptology—CRPTO 91 Proceedingsvolume5760f Lec-
ture Noteson ComputerSciencepagesA57—-469.Springef
Verlag,Aug. 1992.

[7] R.Golding.A weak-consistencarchitectureor distributed
information services. ComputingSystems5(4):379-405,
Fall 1992.

[8] P.MockapetrisTheDomainNameSystemlIn Proc.of IFIP
6.5 InternationalSymposiunon ComputefMessagingMay
1984.

[9] C. Moore. Forth: a new way to programa mini-computer
Astonomy and Astrophysics Supplement 15:497-511,
1974.

[10] S.MullenderandP Vitaryi. Distributedmatch-making Al-
gorithmica 3:367—-391,1988.

[11] K. PetersenM. SpreitzerD. Terry, M. TheimerandA. De-
mers. Flexible updatepropagationfor weakly consistent
replication.In Proc. of the SixteenttACM Sympon Operat-
ing System®rinciples page288-301 Saint-Malo,France,
Oct.1997.

[12] S.Radicati.X.500DirectoryServices:Technologyand De-
ployment InternationalThomsonComputerPress1994.

[13] W. Stallings.SNMPR SNMPv2andCMIP. Addison-Wésley,
1993.

[14] R.vanRenesseY. Minsky, andM. Hayden.A gossip-style
failure detectionservice. In Proc. of Middleware’98, pages
55-70.IFIP, Sept.1998.

[15] M. van Steen,F. Hauck, P. Homhurg, and A. Tanenbaum.
Locatingobjectsin wide-areasystems.|[EEE Communica-
tionsMagazine pagesl04-109,Jan.1998.



