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Abstract

In this paper we presentCaptain Cook, a servicethat
continuouslymonitorsresourcesin theInternet,andallows
clientsto locateresourcesusingthis information. Captain
Cookmaintainsa tree-basedrepresentationof all the col-
lectedresource information. The leavesin the tree con-
tain directlymeasuredresource information,while internal
nodesare generatedusingcondensationfunctionsthat ag-
gregateinformationin child nodes.We presentexamplesof
howsuch informationmaybeusedfor clustermanagement,
application-levelroutingandplacementof servers,andper-
vasivecomputing. Thenodesare automaticallyreplicated,
updatesbeingpropagatedusinga novelhierarchicalgossip
protocol. We analyzehow well this protocol behaves,and
concludethat updatespropagatequickly in spiteof scale,
failed nodes,and messageloss. We describehow Cap-
tain Cookcanbemadesecure usingPublicKey Certificates
withoutcompromisingits scalability.

1. Intr oduction

We introducethe term navigationservice for services
that provide continuouslyupdatedinformation about re-
sourcesin the Internet, and organizethis information so
thatresourcesareeasilylocated.Besidesresourcelocation,
thenavigationservicemaybeusedfor clustermanagement,
application-level routing,serverplacement,versioncontrol,
andpervasive computing. A navigation servicemay store
suchinformationasload on eachmachinein the network,
which machinesrun a particularservice,aswell aswhich
clientsareusingparticularservices.Although a directory
servicesuchasX.500[12] couldbeusedto storeandorga-

0 c
�

2000 IEEE. Publishedin the Proceedingsof the Hawaii Interna-
tional Conferenceon SystemSciences,January4–7,2000,Maui, Hawaii.
This work is supportedin part by ARPA/ONR grantN00014-92-J-1866,
ARPA/RADC grant F30602-96-1-0317, ARO/EPRI contractW0833-04,
andNSFgrantEIA 97-03470.

nize resourceinformation,suchan implementationwould
not beableto keepup with the rateof queriesandupdates
if potentiallybillions of resourcesin thenetworkarereport-
ing their statuschanges,andbillions of usersaretracking
thesechanges. The intention of X.500 is to map object
namesontometa-informationsuchaslocations,whereasthe
primary goal of a navigation serviceis to locateresources
basedon resourceinformation.

In this paperwe presentthedesignandimplementation
of anavigationservicecalledCaptainCook, afterthefamed
explorer who mappedthe world beforebeing clubbedto
death.Otherthana typical directoryservice,CaptainCook
hasno centralizedservers. Instead,every machineon the
networkplaysa little part in maintainingtheentireservice.
Thisminimizesmanagementandallows trivial deployment
of CaptainCook.

The monitoring information is stored in one or more
trees.Eachleaf nodein sucha treecorrespondsto a partic-
ular machine,andcontributespartof its local Management
InformationBase(MIB) [13]. An interior nodeis gener-
atedby a so-calledcondensationfunction(CF), which ag-
gregatestheinformationof itschildren,andproducesaMIB
for the collectionof its children. While leaf MIBs areup-
dateddirectly, an internalMIB cannotbe updateddirectly,
but its CFcanbechangedon-the-fly.

The tree is distributedover the participatingmachines,
with MIBs automaticallyreplicatedon several machines.
CaptainCook usesgossipto guaranteethat updateseven-
tually propagatethroughthe entiretree. Gossipprotocols
combinethe efficiency of hierarchicaldisseminationwith
the robustnessof floodingprotocols.Althoughour current
implementationis not secure,we believe that scalablese-
curity canbeenabledthroughtheuseof public key certifi-
cates.

This paperis organizedas follows. In Section2, we
describehow CaptainCookpresentstheinformationbeing
monitored.Section3 thenpresentsfour hypotheticalexam-
plesto demonstratetheusefulnessof CaptainCook.Section
4 describesthe current implementationof CaptainCook,
andanalyzeshow quickly updatespropagateasa function
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Figure1: An exampleof a two-level HMIB. Thetop-level rootdomainhassubdomainsDomain1andDomain2, eachhaving
four hostsin it. TheMIBs of hostsA–D in Domain1areplacedtogetherinto a table,andreplicatedonthosehosts.This table
is thencondensedinto a singleMIB which is placedin theroot table.Ditto for Domain2.Theroot tableis replicatedon all
hosts.

of scale.A schemeto addsecurityto CaptainCookis sug-
gestedin Section5. We discussrelatedwork in Section6,
andconcludein Section7.

2. Presentation

The CaptainCook Servicepresentsits information in
oneor moreHierarchical ManagementInformationBases
(HMIBs). An HMIB is a tree of two-dimensionaltables
(seeFigure1). A nodein an HMIB representsa domain
of participatingmachines.In thecaseof a leaf node,there
is a row in thetablefor eachmachinein thecorresponding
domain. In thecaseof an internalnode,thereis a row for
eachchild domain.A row is like atraditionalMIB, contain-
ing suchinformationasaverageloadonthemachinesin the
domain,or the presenceof a particularresource.Because
of this,we usethetermsrow andMIB interchangeably.

Thecolumnsin a tablemakeup thecategoriesof infor-
mationusedin therows. Eachcolumnis identifiedby ade-
scriptivestring,suchas“averageload”. A columnis typed,
in that the informationstoredin eachrow of thecolumnis
of thesametype (for example,a number, a booleanvalue,
or anaddress).

A tableis requiredto have at leastan “ID” columnand
a “Contacts”column. EachMIB is uniquelyidentifiedby
a MIB ID, and this identifier hasto be storedin the “ID”

columnof thecorrespondingrow. The“Contacts”category
in arow containsalist of contactsfor thatrow. In thecaseof
a row in a leaf table,eachcontactin thelist is a (Transport
Protocol,Address)pair throughwhich the corresponding
machinemaybereached.In thecaseof a row in aninternal
table,thelist of contactsis a small,representativesubsetof
contactsin thedomaincorrespondingto thatrow.

Eachtablehasanassociatedcondensationfunction(CF).
A CF is a function that takesa tableas input, and,deter-
ministically, generatesasoutputaMIB calculatedfrom this
table. In otherwords,theCF aggregatestheinformationin
the table. Typical operationsincludetaking theminimum,
maximum,average,median,or sumof particularcolumns.
For example, if the input table hasa “Load” column, the
CF outputmay includean “AverageLoad”, aswell as the
“#Members” with the numberof rows in the input table.
EachCF is requiredto choosea representative subsetof
contactsfrom theinput table(typically by choosinga con-
tactfrom eachof thefirst two or threerows).

A row in the internal nodesof an HMIB is generated
by taking thetableof thecorrespondingchild domain,and
applying its CF. In order for an HMIB to scalewell, it is
importantthata CF reduces,approximately, theamountof
informationin its inputtableby afactorequalto thenumber
of rows in thetableor more.Hencethetermcondensation.



A participatingmachineonly storesthosetablesin the
HMIB that lie on its pathto the root of the tree. That is, a
machinestoresthe tableof the leaf domainthat it’ s in, and
all thetablesof theancestornodes.(As a result,eachnode
storesthe tableof the root node.) For example,in Figure
1, machineE only storestheDomain2andtheRoottables.
Becauseof thestructureof theHMIB, andthecondensing
propertyof the CFs, the amountof informationstoredon
eachmachinegrows only logarithmicallywith thenumber
of participatingmachines.Effectively, eachmachineknows
detailedinformationof immediatepeersin the HMIB, but
thegranularityof informationaboutresourcesdegrades,ex-
ponentially, with distancein thetree.

Dependingon thestructureof thetreeandtheCFscho-
sen,a machinemay zoominto moredetailedinformation
startingfrom aninternalnode,eventuallylearningtheexact
locationof resources.While zoomingin, the machinehas
to usethecorresponding“contacts”to gettheinformation.

Therearethreesourcesof updatesin an HMIB. A par-
ticipatingmachineis allowedto updateits own MIB in the
leaf domainit belongsto. Suchanupdateeventuallyprop-
agatesto the peermachinesin that domain. If the update
changestheoutputof theCFof thedomain,theupdatealso
propagatesto the correspondingrow in theparentdomain.
Recursively, theupdatein theparentdomainspreadsfurther
sidewaysandupwards.

Thesecondsourceof updatesis dueto machinesjoining
andleaving anHMIB. A machinemayjoin into anexisting
leafdomain,or insertanew leafdomaininto aninternaldo-
main. Machinescanalsoleave an HMIB (ceaseparticipa-
tion), eitherintentionallyor throughacrash.MIBs of those
machineareremoved from the HMIB, aswell asMIBs of
domainsthatbecomeempty. The last sourceof changein
anHMIB is dueto changingCFs.Machinescanupdatethe
CFsof thedomainsthey belongto, changingthecategories
of valuesthatarebeingcomputed.

Thereareno strongconsistency guaranteeson informa-
tion in theHMIB. In theabsenceof maliciousor Byzantine
behavior, updatesareguaranteedto eventuallypropagateto
theentireHMIB, or bereplacedby evennewerupdates.But
machinesmayseeupdatesin differentorders.Nevertheless,
we find that this weakform of consistency is sufficient for
many applications.

3. Examples

To illustratetheuseof a navigation service,we present
examplesfor four importantareasof distributedcomputing:
ClusterManagement,Application-Level Routing,andPer-
vasiveComputing.Theexampleshavenotbeenworkedout
into detail—eachexamplecouldbethesubjectof anentire
paperon its own (andwill beif our plansdevelop). Thein-
tentionof including theseexamplesin this paperis only to

show that theHMIB is a usefultool in distributedcomput-
ing systems.

3.1.Cluster Management

A departmentwants to run a replicatedservicecalled
“CryWolf.” The departmentwould like to run servers on
threeof theten lightliest loadedmachinesin a clustercon-
sistingof hundredsof machines,moving theserversaround
if necessary.

For this first example,we will sketchanimplementation
using a one-level HMIB tree consistingof a single table.
Thetableis equippedwith two columns:“Load”, and“Cry-
Wolf ”. Eachmachineregularly updatesits loadin theLoad
column. Eachmachinethat runs a CryWolf server stores
thevalue“true” in theCrywolf column.Sucha tablemight
look like this:

ID Contacts Load CryWolf

Amundsen 10.0.4.1:1872 .3 true
Pizarro 10.0.4.2:1475 3 false
Polo 10.0.4.3:1254 0 true

Frobisher 10.0.4.4:1535 2 false

.

.

.

Theadministratorrunsa simplescriptthat triesto make
surethat therearethreeserversrunning,andthat they are
runningonthreeof thetenmachineswith thesmallestloads.
Thescripthasthreerules:(1) kill serversonmachinesother
thanthetenlightliest loadedones;(2) if therearemorethan
threeservers running,kill the server on the machinewith
the heaviest load; (3) if thereare fewer thanthreeservers
running,start a server on the machinewith the leastload
andwhich doesnothave a server runningalready.

The servers themselves use the HMIB to locate each
other for communication. They may also createan addi-
tionalcolumnwith versioninformationin orderto synchro-
nize. TheHMIB is alsousefulto theclientsof theservice:
they usethe“CryWolf ” columnto locatetheservers.

3.2.Application-Level Routing

A Digital Library (DL) servicelike NCSTRL [4] repli-
catesindicesof entire collectionsof articleson so-called
“index servers”atseveralsites.DL clients(runningonWeb
servers)needto chooseoneof theindex serversfor satisfy-
ing queriesfrom Web browsers.DL managerswould also
like to be ableto find “hot spots”so that they candecide
whereto placeindex servers.

For this,anhierarchicalHMIB maybecreatedthatmim-
ics the Internethierarchyof hosts,subnets,anddomains.



Rootdomain:

ID Contacts Present Load Index1 Index2

Domain1 10.0.0.1:1526,10.0.0.2:1596 true 64 5 4
Domain2 10.0.1.1:1234,10.0.1.2:5678 false 56 44
Domain3 10.0.2.1:8765,10.0.2.2:4321 true 59 3 11
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Domain3Domain1:

ID Contacts Present Load Index1 Index2

Africanus 10.0.0.1:1526 false 3 0
Barentsz 10.0.0.2:1596 true 64 0 0
Cortes 10.0.0.3:1485 false 2 0

Magellan 10.0.0.4:1480 false 0 4

.

.

.

�	�
�

Figure2: Thisfigureshowspartof a two-level HMIB for usein a digital library service.Theservicerunstwo index servers:
Index1 on a machine(Barentsz)in Domain1,andIndex2 on a machinein Domain3.Thetablesdescribethecurrentlocation
of theindex servers,theloadsontheindex servers,andtheloadthateachclientdomaincontributesto theloadoneachindex
server. Fromthis information,wecanseethatthereis a“hot spot” in Domain2,thustheadministratormaywantto moveone
of theindex serversthere.

Below, we assumethat thereis just onecollection,andtwo
levelsin thehierarchy.

Eachtable in the HMIB hasa columnfor every index
server, plustwo extra columnscalled“Present”and“Load”
(seeFigure2). An entryin the“Present”columncontainsa
booleanvalueindicatingif thecorrespondingdomaincon-
tainsan index server (or is an index server in casethe do-
main is a leaf in theHMIB). For an internalMIB, anentry
in this columnis calculatedby a CF that takestheboolean
OR of the valuesin the “Present”columnof the input ta-
ble. The“Load” columnin leaf nodescontainstheloadon
the server. For internalMIBs, the CF calculatesthe mini-
mumload.Theindex columnscontaintheloadimposedby
clients in the domainon the correspondingindex servers.
TheCFsumstheseloadsfor internalMIBs.

The DL managerusesthe index columnsto determine
where the load on theseservers originatesfrom in order
to decideif the serversarecorrectlyplacedor needto be
moved (or additionalserverscreated). DL clientsusethe
“Present” and “Load” columns to decidewhere to send
queries.Selectionis random,reverselyweightedby theload
on theservers.

3.3.PervasiveComputing

We are currentlyworking on a systemthat allows stu-
dentsin our university to locateavailable desktops,print-
ers,etc.& in labs. Studentswill have PDAs that containa
snapshotof theHMIB informationstoredat oneof thepar-
ticipantingmachinesof thesystem.Studentswill beableto
updatetheir PDAs by dockingthemin oneof variousloca-
tions, or by pointing PDAs at eachotherandusingthe IR
ports.

Theinitial designof theHMIB is essentiallyathree-level
hierarchy. There is a leaf table for eachlab, listing each
machinein the lab andtheir availability. CFscomputethe
numberof available machinesand printers,first on a per
building-level, thenon the root level that coversthe entire
university. Therecanbemultiplecolumns,sayonefor Unix
systems,one for Windows systems,one for Macintoshes,
andonefor printers.

A studentwhoneedsadesktopfirst checksthelocal leaf
domainto find an availablemachine,and,if unsuccessful,
ascendsthetreeuntil s/hefindsadomainwith availablema-
chines.Thestudentmaythendescendinto a particulardo-
main usingthe contactinformationin theHMIB, or, more
likely, decideto walk overto thecorrespondinglabor build-
ing beforetrying again.
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Figure3: Four hostsaregossipingamongeachother. Time goesfrom left to right. HostA hasanupdatedMIB. Thegossip
messagesareindicatedby solid lines,while responsesthatincludetheupdateareshown asdashedlines.Eventually, all hosts
receive theupdate.

4. Implementation

CaptainCook appliesa gossipprotocol in orderto dis-
seminatechangesto the information storedin an HMIB.
The basicidea is as follows (seeFigure 3). Eachrow is
timestampedusing the wall clock time of its last update.
Periodically, eachmachinechoosesa randomrow in its lo-
cal tables,and,usingthe “Contacts”informationstoredin
thatrow, sendsa gossipmessage.Thegossipmessagecon-
tainsa list of (MIB ID, timestamp)pairs for all the rows
storedat thegossiper. On receiptof sucha message,there-
ceiving machinecomparesthis list to theinformationit has
storedlocally, andcandecidewhich of theMIBs it hasare
moreup-to-datethanthegossiper’s (usingthetimestamps).
It then returnsa list of updatesto the gossiper. The gos-
sipermergestheseupdatesinto its own HMIB. As we will
demonstrate,thisprotocolpropagatesupdatesquitequickly
throughtheentiretree(in spiteof variousbenignfailures),
but careneedbetakento scaletheprotocolproperly.

Moreprecisely, eachmachinegossipsevery �
����������� sec-
onds.At suchatime,themachinepicksarandomrow in the
tableof its leafdomain.It thenpicksarandomcontactfrom
the list of “Contacts” in that row to sendthe gossipmes-
sageto. (Actually, thechoiceis not entirely random—itis
constrainedby theintersectionof transportsthatthesender
andreceiver support.)If themachinehappensto pick itself
asa contact,it repeatsthe processfor the parentdomain,
andsoon. (If themachinekeepspicking itself, evenwhen
it reachesthe root domain,it terminatesby not sendinga
gossipmessageat all.) Thus,on average,eachparticipant
sends,andreceives,aboutonegossipmessageevery �
�����������
seconds.

This strategy ensuresthatmostgossipexchangesarein
the local domains,andthe gossipexchangeratedecreases
exponentiallywith thedistancebetweenany two participat-
ing machinesin the tree. Within any particulardomainat
any level in the hierarchy, thereis aboutonegossipmes-
sagefrom every row to every otherrow onceevery �
�����������

seconds.To seewhy this is so,observe thatevery machine
in adomainof � machines(with � rowsin thecorrespond-
ing table),gossipsin its parent’sdomainwith a probability
of ����� (assumingfor simplicity thatthereareonly two lev-
els). Sinceall � machinesarethereforegossipingat a rate
of ��������� � ������������! gossipsper second,thecombinedrate
in theparentdomainis �����
�"�������#� gossipspersecond.

We are assumingthat clocks are loosely synchronized
for threereasons.First, if asenderandareceiverof agossip
messagedonothave synchronizedclocks,thereceiver may
not determinecorrectly which information it hasis more
up-to-datethanthesender’s. Worseyet,a machinemayre-
placenew informationwith older information. Second,if
machinesgossipat widely differentrates,dueto inconsis-
tentnotionsof � ����������� , theanalysisof theprotocolbecomes
much more complex. Finally, we will use synchronized
clocksto detectandremove failedmachinesandemptydo-
mainsfrom theHMIB (Section4.2).

4.1.Analysis

We will now analyzehow fast updatespropagatein the
faceof failed participatingmachinesandoccasionalmes-
sageloss.Weassumethatfailuresarebenignandstochasti-
cally independent.Gossipprotocolscanbeanalyzedusing
epidemiologicaltheory[2, 5, 3, 14]. A typicalwayof doing
this is usingstochasticanalysis,basedon the assumption
that the execution of the protocol is brokenup into syn-
chronousroundsduring which eachparticipatingmachine
gossipsonce. A participantthat has new information is
calledinfected. For analysis,initially only oneparticipantis
infected,andthis is theonly sourceof infectionin thesys-
tem. At eachround,the probability that a certainnumber
of participantsis infected,giventhenumberof participants
alreadyinfected,is calculated.

We will baseour analysison [14]. It observesthatgos-
sip protocolsare not run in synchronousroundsin prac-
tice. Eachparticipantgossipsat regular intervals, but the
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Figure4: (a)Thedistributionof thenumberof roundsnecessaryto infectall participants;(b) Theexpectednumberof rounds
necessaryto infect all participantsasa functionof thenumberof participants.

intervalsarenot synchronizedwith eachother. [14] subdi-
videsroundsinto micro-rounds, with onemicro-roundfor
eachparticipant. It assumesthat no more than $ partic-
ipantsfail during the disseminationof the infection, and,
conservatively, that all $ participantshave failed from the
start. It alsoassumesthat the initially infectedparticipant
doesnot fail ([14] arguesthat theeffect of this assumption
on the resultsof the analysisis negligible). Besidesbeing
morerealistic,theadvantageof theseassumptionsis thatin
eachmicro-roundat mostoneparticipantcanget infected,
greatlysimplifying theanalysis.

Initially, we ignorethe hierarchy, andconsidera “flat”
systemof % participants.In a micro-roundof & , & initiates
a gossipexchangewith anotherparticipant ' . & is infected
only if ' is infectedandnot crashed,& wasnot infectedal-
ready, andneithermessagein thegossipexchangegot lost.
Let ( be thenumberof infectedparticipants,and )*��+�,-,-.����
betheprobabilitythata gossipexchangeis successful(i.e.,
no messageis lost and the exchangecompleteswithin a
micro-round). Then the probability that this exchangein-
crementsthenumberof infectedparticipantsis:

)*�#/0,1�2( !43 (% �
%657$859(

% �:);��+�,-,-.���� (1)

Theprobability that the numberof infectedparticipants
in micro-round<4=>� is ( is:

)?�-( �A@CBD3 ( !E3 ) �#/0, �2(F5G� ! �H)I�-( �J3 (K5G� !
= ���L57) ��/M, �2( !�! �:)?�2( �J3 < !

(with NPOQ(SR>%T57$ , )I�-( �U3 N !43 N , )?�2(	V 3 � !D3 � ,
and �-)?�2(	V 3 ( !43 N for (6W3 � ).

Weareinterestedin )?�2(�X 3 %S59$ ! , theprobabilitythat
all participantsareinfectedasa functionof thenumberof

roundsY . We have plottedthis for % is 64, 256,and1024
participantsand $ 3 N in Figure4(a).Fromtheanalysiswe
canalsocalculatetheexpectednumberof roundsnecessary
to infect all participants.This is shown in Figure4(b) asa
functionof thenumberof participants.Upperboundanal-
ysison gossipprotocolsrevealsthatgossipslows down byZ �\[�]0^
% ! [2, 3].

To seehow thespeedof infectiondependsonthenumber
of failed participants,we have plotted the effect of failed
participantson the expectednumberof roundsin Figure
5(a), for 64, 256, and 1024 participants. As can be ob-
served,gossipis quiteresilientto failednodes.Evenif half
thenumberof participantsfail, theslow down is lessthana
factorof two. Gossippropagationis alsohighly resilientto
largeprobabilitiesof messageloss(Figure5(b)).

This analysiscannotbegeneralizedeasilyto thehierar-
chical gossipprotocol usedby CaptainCook. To seethe
effect of addinga hierarchy, we have simulatedthespread
of infectionin a two-level hierarchy, Theparticipantswere
spreadevenly over a numberof domains,rangingfrom one
domaincontainingall % participantsto % domainseachcon-
tainingoneparticipant. It is easyto seethatboth extreme
casesresult in behavior approximatelyidentical to that of
“flat” gossiping,but thatthespreadof infectionof thecon-
figurationsin betweenresultsin slowerpropagation.

The resultof the simulationfor 64, 256, and1024par-
ticipants( $ 3 N ) is shown in Figure6(a). It plots the av-
eragenumberof roundsnecessaryto infect all participants
asa function of thenumberof domains.The maximumis
reachedwhen the numberof domains,andthe numberof
participantsper domain,areequal( _ % ). Although worst
for performance,this balancedcaseis thebestchoicefrom
a scalabilitypoint of view, minimizing themaximumnum-
ber of participantsper domain. In such a tree, the total
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Figure5: (a) Theexpectednumberof roundsnecessaryasa functionof thenumberof failed participants;(b) Theexpected
numberof roundsnecessaryasa functionof thenumberof failedgossipexchanges.

numberof participatingmachinessupportedis �Ha , where
� is the numberof participantsin a domain,and b is the
numberof levels. With 4 levels,eachhaving just 100par-
ticipants,thesystemwill support100,000,000participating
machines.Obviously, (non-hierarchical)“flat” gossipwith
100,000,000machineswould not work. Thesizeof thein-
formationstoredat eachmachine,aswell asthesizeof the
gossipmessageswouldbetoo large,and,evenignoringthe
sizeof thegossipmessages,the loadon thebackbonenet-
work wouldbetoo high.

To understandthebehavior of theslowdown dueto hier-
archy, wecomparedtheratiobetweenthenumberof rounds
necessaryin a flat gossipingsystemwith thatof a balanced
two-levelhierarchy, with thenumberof participantsranging
from 1 to 1024participants.The result is shown in Figure
6(b). For a 1000-fold increasein membership,the slow-
down dueto the hierarchyis lessthana factor of two. It
appearsthattheslowdown growsnoworsethanlogarithmi-
cally with thenumberof participants.

4.2.Membership

In a large distributedapplication,chancesare that ma-
chineswill be joining andleaving at a high rate. Justlook-
ing at crashrates,thecombinedrategoesup linearly with
thenumberof machines.Keepingtrack of membershipin
a large distributedsystemis no easymatter[14]. In Cap-
tain Cook, membershipis simpler than in other member-
shipprotocolsbecausethegranularityof informationabout
membershipdegradeswith distancein theHMIB tree.That
is, participantsknow themembershipin their localdomain,
but typically only how many memberstherearein otherdo-
mains.(Whatmembershipinformationis availableof other
domainsdependson their CFs.) In this subsection,we will

first concentrateon how crashesaredetected,andthenon
how new or recoveringmachinesarejoinedinto thenaviga-
tion service.

The ideaof failure detectionin CaptainCook is indeed
simple. A “Clock” column is addedto eachtable in the
HMIB. Participatingmachinesupdatethis valuein their lo-
calMIB eachtime they sendagossipmessage.For internal
tables,a CF computesthe“Clock” valueby takingtheme-
diantime in theinput table.(In theabsenceof Byzantineor
maliciousfailures,the maximumor minimum clock value
would work just aswell.) Whena participantnoticesthat
a clock valueis slow by a predeterminedvalue�*c	de� a , it re-
movestherow from thetableit is in.

Thisalgorithmwill alwaysdetectandremove failedpar-
ticipantsandemptydomainswithin � c
de� a seconds,assum-
ing thatclocksaresynchronized.However, setting� c	de� a ag-
gressively will leadto mistakenfailure detections,because
anupdated“Clock” valuein theHMIB maynot have fully
propagatedwithin �
c
d1� a . Wecanextendtheanalysisto cal-
culatethe probability that an infection hasnot propagated
throughthe entiresystemafter Y rounds,suchasdonein
[14]. Usingthis analysis,anumberof roundsY canbecho-
sento get a suitablelow probability of mistake,andfrom
that � c
de� a canbecalculatedto be YP�?� �"�������#� .

Eitherbecauseof truenetworkpartitions,or becauseof
setting�
c
de� a too aggressively, it is possiblethat theHMIB
splits up into two or more independentpieces. New and
recovering machinesthat also form independentpieces.
Whensucha machinewantsto join theHMIB, it startsout
with a degeneratedtreeconsistingof a list of tables,each
having onerow. We needa way to gluethepiecestogether.

We first look into a situationin which a singlenew ma-
chineknowsaboutanexistingparticipantsomewherein the
HMIB. It startsby sendinga normalgossipmessageto that
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participantsarespreadevenly over all domains;(b) The ratio betweentheaveragenumberof roundsnecessaryto infect all
participantsusinga two-level hierarchy, andtheaveragenumberof roundsnecessaryin a one-level hierarchy.

machine.Whenaparticipantreceivesagossipfor adomain
thatit doesnotstoreitself, but it doesknow contactsfor that
domain(becausethecorrespondingMIB ID is listedin one
of its tables),it returnsto the gossipera contactsmessage
with a list of thecontactsfor thatMIB ID. Thesecontacts
are“closer” to the gossiperin the treethanthe participant
that received the gossipmessage.The gossiper, on receipt
of acontactsmessage,triesagainusingoneof theincluded
contacts,andwill eventuallyreachtheclosestparticipantin
thetree.

For example,saythatmachineD in Figure1 hasnotyet
joined,andgossipsinitially to machineE. D includesin its
gossipmessagethe timestampsfor its local versionsof the
tablesfor Domain1andtheRootdomain.Upon receipt,E
recognizesthat it doesnot have thetablefor Domain1,but
it doesknow contactsfor Domain1(becausethey arelisted
in theRootdomain’stable).E thenreturnsthosecontactsto
D.

Now we want to generalizethis idea to the situation
wherewe may have partitionsof more thanonemachine.
Partitionshave no knowledgeof the membershipof other
partitions. The strategy thatwe apply is to broadcastgos-
sip messages.We call suchgossipmessagesbeaconmes-
sages. Careneedbe takenthat not too many (or too few)
of thesemessagesaresent,or thattoomany participantsre-
spond.For this,eachtablein theHMIB hasan“#Members”
columnthat countsthe total numberof participantsin the
HMIB by summingthe “#Members”columnsin the child
domains.Usingthetotalnumberof participants,therateof
sendingbeaconmessagesandresponsescanberegulated.

Thecurrentimplementationof CaptainCooksendstwo
kinds of beaconmessages:IP multicastmessagessentto
all participants,andIP broadcastmessagesentonly on the

local subnet.Multicast beaconmessagesaresentat a rate
of approximatelyonebeaconmessagepertenseconds.For
this, every participanttossesa coin, weightedby the total
numberof participants,everytensecondsto decidewhether
to senda multicastor not. A broadcastbeaconmessageis
sentby a participanteachtime it hasn’t received any mes-
sagefor a while. The“while” is chosenat randomfrom an
intervalbetween5 and15seconds.Thesebroadcastbeacon
messagesareparticularlyusefulto participantsthatdo not
supportIP multicast.

Upon receipt of a beaconmessage,a recipient tosses
a coin, weightedby gh�1i6jQk��mlek�Yon , to decidewhetherto
sendbackanupdateor not. Thisway, theexpectednumber
of updatemessagesbackto the senderof thebeaconmes-
sageis g , typically chosento bethreeor less.

4.3.Updating CFs

InternalMIBs cannotbeupdateddirectly, asthey arecal-
culatedby theircorrespondingCF. However, CaptainCook
doesmake it possibleto replaceCFs on-the-fly without
having to recompileandrestarttheparticipatingmachines.
CaptainCook’sCFsarecodedin asafe,Forth-likelanguage
[9]. Thelanguagedoesnot allow arbitrarymemoryaccess,
andalsolimits theamountof computationthatmaybedone.
CaptainCookhasa built-in interpreterfor this language.

The CFsmay be storedin the HMIB itself, andthis is
the basison which they canbe updated.Eachtablehasa
“CF” columnthat contains(CF, timestamp)pairs. In leaf
nodes,participantscanplacea new CF in their “CF” entry,
andthey usethe mostrecentCF for the calculationof the
parentMIB. TheCFof aninternaltableis outputby theCFs



of its children,andcanonly bereplacedby updatingthose
CFs.

5. Security

Gossipis interestingfrom theperspectiveof security. On
thepositiveside,it is hardfor anadversaryto stoptheflow
of updatesto provoke denial-of-service. On the negative
side, it is easyto introduceandspreadinvalid updatesof
existing MIBs, or generatebogusMIBs. We wish to pre-
vent this, yet maintainthe scalabilityof the CaptainCook
serviceandits immunity againstdenial-of-service.We are
only concernedherewith integrity, not confidentiality, of
information.

Thebasicideais to replaceeachMIB ID by apublickey
certificate.EachMIB is assigneda public/privatekey pair.
Theprivatekey is givento all machinesthatstoretheMIB,
andthey useit to signall updatesof theMIB. A certificate
for a MIB containsthe MIB ID and its public key. The
certificatein turn is signedby acertificationauthority(CA),
which hasa well-known public key. (Note that different
HMIBs canusedifferentCAs.)

On receiptof an update,a machinechecksto seeif the
certificateis correctlysignedby the CA, andtheupdateis
correctlysignedaccordingto the public key in the certifi-
cate.If not, theupdateis ignored.

Sincetheprivatekey for a MIB is givenonly to thema-
chinesthat storethe MIB, only machinescoveredby that
MIB canupdateit. This is a goodstart,sinceanadversary
thatcompromisesa machinein a treewith constantfan-out
will only beableto influence

Z �����*[�]M^J% ! of theinformation
storedin the HMIB. And assumingit cannotcompromise
theCA, theadversarycannotgeneratebogusMIBs.

However, sincea compromisedmachinewill have the
privatekey for its MIB in therootdomain,theadversarycan
updatethe correspondingrow in the root table. This MIB
is responsiblefor all the machinescovered by that MIB.
Worseyet, theprivatekey for this MIB is replicatedon all
thosemachines,making it fairly easyfor an adversaryto
obtainit.

Thereareatleasttwoapproachesto addressingthisprob-
lem. Thefirst is to useathresholdsignaturescheme[6], re-
quiring a quorumof machinesto signMIBs. Althoughthis
may be the preferredsolution in the long run, it requires
somelimited form of agreement,andwe feel that thetech-
nologyis notquiteripe for thisapproach.

The secondapproach,and the one we have currently
taken,is to simply not give theprivatekey of a MIB to all
machinescoveredby theMIB, but only to a selectfew. All
machineswill still beableto updatetheirown MIBs, andto
gossipaboutupdatesof otherMIBs, but only machinesthat
have theprivatekey of aninternalMIB will beableto sign
the outputof the CF that wasusedto calculatethat MIB.

Disadvantagesof this approachincludereducedfault toler-
ance,increasedmanagerialcomplexity, andslower propa-
gationof updates.

In addition to using cryptographictechniques,it is a
good idea to designCFs so that they are invulnerableto
a small percentageof incorrectinput. For example,rather
thanaverageload, it is often betterto reportmedianload,
eliminatingoutlierspotentiallygeneratedby maliciouspar-
ticipants.

6. RelatedWork

Much work hasbeendonein the areaof scalablemap-
pingof namesof objects(oftenmachines)ontolocationand
othermeta-informationof theobjects.Thebestknown ex-
amplesareDNS [8] andX.500 [12]. DNS mapsa hierar-
chicalmachinenamespaceontoso-calledresourcerecords.
The collectionof resourcerecordsbasicallyforms a MIB,
andthereforeDNSis notunlikeCaptainCook,beit thatthe
setof resourcerecordsin DNS is fixed. X.500 is a more
generaldirectoryservicethanDNS,but still focusesonma-
chineandusernames.

The Globesystem[15] is an exampleof a servicethat
mapsarbitrary object namesonto object identifiers, and
then onto location. Globe also supportslocating objects
that move around. Otherprojectsthat provide mobile ob-
ject locationareLighthouseLocate[10] andAwerbuchand
Peleg’s algorithmfor locatingcell phones[1].

AlthoughanHMIB canbeconfiguredtomapnamesonto
meta-information,this is not theprimary intentionof Cap-
tain Cook. CaptainCook monitorsresourceinformation,
summarizesit, andallows clientsto zoominto areasof in-
terest. In otherwords,CaptainCook mapsresourceinfor-
mationontoresources,ratherthannamesontoresourcein-
formation.Locatinga mobileobjectgiving its objectiden-
tifier is not a servicethatCaptainCook provides(at least,
not in a way thatscaleswith thenumberof objects).

Particularly influential to the designof CaptainCook
is the Clearinghousedirectoryservice[5]. Clearinghouse
was a competitorto DNS, usedinternally for the Xerox
CorporateInternet. Like DNS, it mapshierarchicalnames
ontometa-information.Unlike DNS, it doesnot centralize
the authorityof partsof the namesspaceto any particular
servers. Instead,the top two levels of the namespaceare
fully replicatedandkepteventuallyconsistentusinga gos-
sipalgorithmmuchlike CaptainCook’s.OtherthanCaptain
Cook,Clearinghousedoesnotapplycondensationfunctions
or hierarchicalgossiping,andthusscalability is inherently
limited. Theamountof storagegrows

Z ��% ! , while the to-
tal bandwidthtakenupby gossipgrows

Z ��%
p ! (becausethe
sizeof gossipmessagesgrows linearly with thenumberof
members). Clearinghousehasnever beenscaledto more
than a few hundredservers. (Neither has CaptainCook



at this time, but analysisandsimulationindicatethat this
shouldnotpresentany problems.)

More recentwork appliesvariantsof theClearinghouse
protocol to databases(e.g., Bayou’s anti-entropyprotocol
[11] andGolding’stimestampedanti-entropyprotocol[7]).
Thesesystemssuffer from the samescalabilityproblems,
limiting scaleto perhapsa few thousandsof participants.

7. Conclusion

In this paperwe presentedCaptainCook,a scalableser-
vice that continuouslymonitorsresourcesin the Internet.
The obtainedresourceinformation is aggregatedandcon-
densed,andstoredin a highly replicatedtree. Effectively,
the quality of locally available resourceinformation de-
gradeswith distance,but userscan“zoom in” to particular
placesof interestandlocateresourcesbasedontheresource
information. Updatesin the treearepropagatedthrougha
novel hierarchicalgossipprotocol. Sincethereareno cen-
tralizedservers— every machineplaysa smallpart in the
storageof thetreeandthepropagationof changes— Cap-
tainCookis easilydeployed.Wehave illustratedthepoten-
tial useof CaptainCook in suchareasasClusterManage-
ment,Digital Libraries,andPervasive Computing.

Wehave implementedCaptainCook,with theexception
of security. For security, theupdateswill besignedandac-
companiedby apublickey certificatesof somewell-known
CertificateAuthority thatauthorizesthesignatures.We an-
ticipatethatmuchof thefuturework on CaptainCookwill
revolvearoundsecurity.

One of the most complex issuesin the deploymentof
CaptainCook is the designof the tree in which the mon-
itoring information is to be stored,and the designof the
condensationfunctionsthat generatethe internalnodesof
the tree. Although condensationfunctionscanbe dynami-
cally changedandadaptedto new uses,we anticipatethat
mostdistributedapplicationswill chooseto useaprivatein-
stantiationof CaptainCook,if only for reasonsof security.
Anotherreasonis thatdifferentapplicationsmight beinter-
estedin usingdifferentmetricsof distancefor degradingthe
qualityof information.

Anotherproblemto addressis scalingin theamountof
informationper MIB. If MIBs are large (andthey will be
if they containpublickey certificates),but updatesto MIBs
aresmall,thenupdatemessageswill containa lot of redun-
dantinformation.Wehave designedathree-wayhandshake
to reducemostof this redundancy. We will implementand
analyzeits effectivenessshortly.
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