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Abstract

Althoughbuilding systemsfromcomponentshasattractions,
thisapproach alsohasproblems.Canwebesure thata cer-
tain con�gurationof componentsis correct?Canit perform
aswell asa monolithicsystem? Our paperanswersthese
questionsfor the Ensemblecommunicationarchitecture by
showinghow, with helpof theNuprl formalsystem,con�gu-
rationsmaybecheckedagainstspeci�cations,andhowop-
timizedcodecan be synthesizedfrom thesecon�gurations.
Theperformanceresultsshowthat wecansubstantiallyre-
duceend-to-endlatencyin thealreadyoptimizedEnsemble
system.Finally, wediscusswhetherthe techniquesweused
are general enoughfor systemsother than communication
systems.

1 Intr oduction

Building systemsfrom componentshas many attractions.
First, it canbe easierto design,develop, test,andoptimize
individual componentsof limited functionality than when
the samefunctionality is embeddedwithin a large mono-
lithic system.Second,systemsbuilt from componentsmay
be more readily adaptedand tunedfor new environments
thanmonolithic systems.Third, component-basedsystems
maybeextendedatrun-timewith new components,facilitat-
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ing evolution. And componentscanbeindividually formally
speci�ed and veri�ed more easily, allowing safety-critical
applicationsto besynthesizedfrom suchcomponents.

Thecomponent-basedapproachhaslongbeenusedsuc-
cessfullyby VLSI designers.Yet, realizingthedevelopment
of anef�cient andcorrectsoftwaresystemfrom components
hasbeendif�cult. Oneproblemis thattheabstractionbarri-
ersbetweenthecomponentsimposehigh overheadsarising
from additionalfunctioncalls,poorlocality of dataandcode
(leadingto cacheandTLB misses),redundantcodethat is
notreachablein aparticularcon�gurationof thecomponents
(resulting in unused�elds in datastructuresand message
headers),andseparatecompilation(causingnon-optimaluse
of existing optimizationtechniques).

Another problem is that con�guring a system from
componentsis often muchharderthan installing a shrink-
wrappedsystem.Suchacon�gurationincludestheselection
of components,theparameterizationof the individualcom-
ponents,andthelayoutor compositionof theselectedcom-
ponents.Finally, althoughsmallercomponentsmakeit pos-
sible to prove thecorrectnessof thealgorithmsor protocols
usedin eachcomponent,the generationandveri�cation of
thecodeof thecomponentsthemselvesis still verydif�cult.

In spite of theseproblems,we have seena prolifera-
tion of component-basedsystemsin the last two decades.
Thetrendtowardscomponentizationis yieldingsystemsthat
have more functionality than ever before. But thesesys-
temsare generallynot more reliable or faster, in spite of
thetremendousimprovementsin hardwareperformanceand
compilertechnology.

In this paper, we presentencouraging,intermediatere-
sultsof a cooperationbetweentwo groupsat Cornell Uni-
versity: theEnsemblegroupcommunicationgroup,andthe
Nuprl automatedformal reasoninggroup. The projecthas
two orthogonalgoals: hardeningcommunicationprotocol
componentsandcon�gurationsof components,andimprov-
ing their ef�ciency. This is approachedby combiningtech-
nologyfrom a varietyof different�elds:

� (Communicationprotocols)Protocolsare developed
within the Ensembleframework. This architectureis
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presentedin Chapter2 of [10]. Protocolsaredecom-
posedinto micro-protocols, eachspecializedto doone
taskwell in a speci�c environment. For differenten-
vironments,the sametask is implementedin differ-
entwaysfor improvedef�ciency. A particularmicro-
protocolimplementationconstitutesa component.

� (Programminglanguages)Componentsarewritten in
Objective Caml (OCaml) [17], a dialectof ML [20].
For our project, the two important aspectsof this
choicearethat1) OCamlhasa formal semanticsthat
allowsthecodeto bemanipulatedby formal tools,and
2) OCamlcompilesto ef�cient machinecode.

� (Speci�cation) Speci�cation of the behavior of both
protocolsand micro-protocolsis doneusing I/O au-
tomata(IOA) [18]. IOA speci�cationsareaccessible
to programmersbecausetheir syntaxis closeto stan-
dardprogramminglanguagessuchasC, andthusease
thetransitionbetweenspeci�cationandcode.Further-
more,IOA speci�cationscanbe composed,andhave
formalsemantics.

� (Formalmethods)For programreasoningandtransfor-
mation we use the Nuprl [7] system. Nuprl is able
to “understand”both the IOA speci�cationsand the
OCamlcode,andcanrewrite thecodefor thepurpose
of optimization. Nuprl's proof strategies can be tai-
lored for reasoningaboutdistributedsystems,which
weusefor correctnessproofs.

Thesepartseachcontribute to the realizationof a reli-
able, high-performance,component-basedcommunication
system. By decomposingprotocols into a large number
of micro-protocolcomponents,Ensembleprovidesa highly
�e xible communicationsystem,but theimplementationhas
the usualproblems. The large numbersof modulebound-
ariesintroducesigni�cant latency, andapplication-speci�c
protocolscan be dif�cult to con�gure. We usethe formal
tools to addresstheseproblems.The OCamlprogramming
languagehasa precisemathematicalsemanticsthatwe use
asthe foundationfor formal reasoning.IOA speci�cations
provide therequirementsfor con�gurationandperformance
optimization,andwe useNuprl to automatethe optimiza-
tion. Eventually, we hopeto leverageNuprl for thecon�gu-
rationprocessaswell.

We wereableto synthesizecodefrom the original im-
plementationsautomatically, whoselatency is within 50%of
the besthand-optimizedcodegeneratedfor Ensemble.For
example,weoptimizeda 4-layerstackthatprovidesreliable
multicast.Ona300MHz SparcStation,theprocessingover-
headfor sendinga messagethroughthestackis 2 � s (down
from 13� sin theoriginalEnsemblestack),andtheoverhead
for delivery is 4 � s (down from 10 � s).

Signi�cantly morework is requiredto optimizeonepro-
tocol stackusing our formal framework than to do so by
hand. If one were to optimize a single monolithic proto-
col stack,suchasTCP/IP, it would probablymakesenseto
do soby hand.The two advantagesto our approachare(1)
theoptimizationis guaranteedto preserve correctnessof the

protocoland(2) onceinitial work hasbeendoneto prepare
eachprotocollayer, it is possibleto automatetheoptimiza-
tion of all theircombinations.ThusthefactthatEnsembleis
highly con�gurableis important.Ensembleprotocolstacks
canbecombinedin 1000's(if not more)ways.It wouldnot
befeasibleto optimizethemall by hand.

Although we have not yet completed a machine-
generatedproofof a distributedproperty(a propertythatin-
volvesmorethanoneparticipant)of a non-trivial protocol,
we have written speci�cationsof four protocolsanda man-
ual proofof thetotal orderingprotocolandits con�guration
in a virtually synchronouscommunicationstack. This led
to the discovery of a subtlebug. This effort hasalsohard-
enedandsimpli�ed con�gurationof protocolsin Ensemble,
anotherwisedif�cult anderror-proneprocess[11].

TheEnsemble,OCaml,andNuprl systemsaredescribed
in Section2. Section3 describeshow protocolbehaviorsare
speci�ed andprotocol implementationsandcon�gurations
arecheckedfor correctness.In Section4 we show how we
useNuprl in the optimizationprocess,andwe discussthe
resultingperformance.Wereview relatedwork in Section5.
Section6 discussesthe feasibility of usingour approachin
othersettings.

2 Ensemble,OCaml, and Nuprl

Ensembleis a high-performance
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Figure 1. Ensem-
ble architecture

network protocol architecture, de-
signedparticularly to supportgroup
membershipandcommunicationpro-
tocols. Ensemble's architectureis
basedon the notion of a protocol
stack. The architectureis described
in detail in Chapter2 of [10]. The
system is constructedfrom simple
micro-protocol modules,which can
be stackedin a variety of ways to
meetthecommunicationdemandsof
its applications. Ensemble's micro-
protocols implement basic sliding
window protocols,fragmentationand
re-assembly, �o w control, signing
and encryption,group membership,
messageordering, and other func-
tionality. Ensembleincludesa library
of over sixty of thesecomponents.

Eachmoduleadheresto a com-
mon Ensemblemicro-protocolinter-
face. There is a top-level and a
bottom-level part to this interface.The top-level partof the
interfaceof a modulecommunicateswith the bottom-level
partof theinterfaceof themoduledirectly on top of it. The
interfaceis event-driven: modulespassevent objectsto the
adjacentmodules.Certaintypesof eventstravel down (e.g.,
sendevents),while others(suchasmessagedeliveryevents)
travel up thestack.

Ensembleis currentlyusedin the BBN Aqua andQuo
platforms,a fault-toleranttestbedat JPL, the Adapt adap-
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tivemultimediamiddlewaresystemat LancasterUniversity,
a multiplayergameby Segasoft,and in the Alier �nancial
databasetools.

Ensembleis written in OCaml [17]. Chapter4 of [10]
explorestheimpactof building Ensemblein OCaml,includ-
ing comparisonswith Ensemble's predecessor, Horus[26],
which waswritten in C. For instance,the codefor Ensem-
ble's protocolswasfound to be about7 timessmallerthan
functionally identical codein Horus. The reasonsfor this
includeOCaml's high-level manipulationof datastructures,
automatedmemoryallocationandgarbagecollection, and
automaticmarshaling. [10] also reports that the Ensem-
ble developersfoundtheOCamlcodeeasierto developand
maintainthanC.

For our purposes,the main bene�t of OCaml is that it
hasa precisede�nition that we can useduring operations
like synthesis,veri�cation, andoptimization. If performed
manually, theseoperationscanbe tediousanderror-prone.
We use formal automationto addressboth problems—
automationmakesit possibleto re-usecommonreasoning
strategies,andformal reasoningguaranteesthe correctness
of programtransformations.

We arenot theonly onesusingOCamlfor systemspro-
gramming.OCamlis alsousedin many systems,suchasthe
Pentasoft�nancial simulationsystem,theSwitchwareactive
networkatUPenn,aMitre network�lter , anetworksupervi-
sionsystematFranceTelecom,andformalanalysisof cryp-
tographicprotocolsat StanfordResearchInternational.

In the work we presenthere,Nuprl actsasa source-to-
sourcetranslator. Unlike a compiler, every stepmadeby
Nuprl hasto be accompaniedby a proof, which often re-
quiresmanualinteraction. A semanticsfor the functional
subsetof OCaml, as well as the imperative languagefea-
tures that are requiredfor implementing�nite state-event
systems,was developedin [14]. In particular, exceptions
andsupportfor object-orientationarecurrentlynot handled
by Nuprl. Ensemble's implementationof micro-protocols
only usesthe correspondingsubset. Tools convert OCaml
codeinto thecorrespondingtermsof Nuprl'sinput language
andviceversa.Thisway, theNuprl systemcanreasonabout
OCamlexpressionsandevaluatethemsymbolically.

The resulting logical programming environment [16]
providestheinfrastructurefor theapplicationof formalver-
i�cation andoptimizationtechniquesto the actualcodeof
Ensemble.On this basis,we have developedformal tech-
niquesfor domain-speci�coptimizationsof layeredsystems
[15, 10], which supportthe optimizationof both individual
layersandwholelayerstacks.

In summary, our formal environmenthasthreeparts:1)
OCamlprovidesa precisecode-level descriptionof Ensem-
ble,2) IOA speci�cationsprovidehigh-level logicaldescrip-
tions of the micro-protocolcomponents,and 3) the Nuprl
prover provides the supportfor automatingthe reasoning
process.

3 Speci�cations and correctness

Speci�cationsserve two purposes:1) whenwedesignanew
protocol,thespeci�cationcanbeusedto guidetheselection

of micro-protocols,and2) by verifying an existing imple-
mentationagainstits speci�cation, it becomespossibleto
determineif the programis correct. We cover thesein the
next two subsections.

3.1 Speci�cation

Speci�cations of communicationsystemsrangealong an
axisfrom specifyingthebehaviorof a systemto specifying
its properties. Whenspecifyingthe behavior, we describe
how thesystemreactsto events.For example,wemayspec-
ify thatthesystemsendsanacknowledgmentin responseto
a datamessage.When specifyingproperties,we describe
logical predicateson thepossibleexecutionsof the system.
An exampleof apropertyis thatmessagesarealwaysdeliv-
eredin theorderin which they weresent(FIFO).

Both kinds of speci�cationsare important. The prop-
ertiesdescribethe systemat the highestlevel. Since the
propertiesdonot specifyhowto implementa protocol,they
areeasyto compose.Behavioral speci�cationprovidesthe
connectionto thecodeby describinghow to implementthe
properties.Behavioral speci�cationscanbeeitherconcrete
or abstract. Concretespeci�cationscanbedirectly mapped
ontoexecutablecode,while abstractspeci�cationsarenon-
deterministicdescriptionsthatuseglobalvariables,andare
thereforenot executable.Theadvantageof abstractspeci�-
cationsis thatthey aresimple,andthatglobalor distributed
propertiessuchasFIFOnesscanbeeasilyderived. Thead-
vantageof aconcretespeci�cationis thatanimplementation
canbe easilyderived from it. Below, whenusingthe term
speci�cation, we will meanbehavioral speci�cationunless
otherwisenoted.

We will now describesomeexamplesof both abstract
andconcretebehavioral speci�cationsof networksandpro-
tocols. The programmingmodel we useis that of a state
machinewith event-condition-actionrules.This is notmuch
differentfrom anabstractdatatype,or aC++or Javaobject,
exceptthatall interactionsbetweencomponentsarethrough
events. An abstractspeci�cationhasa setof variables,and
a setof eventsthat,undercertainconditions, modify these
variablesandallow interactionwith theenvironment.

SeeFigure2(a) for an exampleof anabstractspeci�ca-
tion of a FIFOnetwork,usinga variantof IOA asthespeci-
�cation language.Thestateconsistsof asingleglobalqueue
thatcontainsthemessagesthatarein transit,pairedwith the
respective destinations.The Send event speci�es the des-
tination of a messageandthe messageitself, andaddsthe
messageto thequeue.The Deliver event of a particular
messageataparticulardestinationcanonly triggerwhenthat
pair is at the headof thequeue.If so, thatpair is removed
from thequeue.No messagelossor retransmissions,nor the
fact thatthereis no sharedmemoryto implementtheglobal
queue,needsto beconsidered.This speci�cationis abstract
becauseit is notexecutable:it usesaglobalvariable,andthe
schedulingof eventsis not determined.Instead,eachevent
hasaconditionthatspeci�esunderwhichcircumstancesthe
correspondingactioncanbeevaluated.

Figure2(b)speci�es,againabstractly, anetworkthatcan
arbitrarily loseandreordermessages,aswell asdeliverthem
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Speci�cation FifoNetwork()
Variables

in-transit: queue of hAddress; Messagei
Actions

Send(dst : Address; msg : Message)
condition: true

f in-transit.append(hdst; msgi ); g

Deliver (dst : Address; msg : Message)
condition: in-transit.head() == hdst; msgi

f in-transit.dequeue(); g

Speci�cation LossyNetwork()
Variables

in-transit: set of hAddress; Messagei
Actions

Send(dst : Address; msg : Message)
condition: true

f in-transit.add(hdst; msgi ); g

Deliver (dst : Address; msg : Message)
condition: in-transit.contains(hdst; msgi )

fg

Drop(dst : Address; msg : Message)
condition: in-transit.contains(hdst; msgi )

f in-transit.remove(hdst; msgi ); g

(a) (b)

Figure 2. (a) The abstract behavioral speci�cation of a FIFO network; (b) a network that reorders, duplicates, and
loses messages.

Speci�cation FifoProtocol(p : Address)
Variables

send-window, recv-window, ...
Actions

Above:Send(dst : Address; msg : Message)
Below:Send(dst : Address; hhdr ; msgi : hHeader; Messagei )
Below:Deliver (dst : Address; hhdr ; msgi : hHeader; Messagei )
Above:Deliver (dst : Address; msg : Message)
Timer ()

Figure 3. The prototype of a concrete behavioral speci�cation of a communication protocol that retransmits mes-
sages, removes duplicates, and delivers messages in order. Each process that participates in the protocol runs an
instance of one of these.

multipletimes.In thiscasethestateconsistsof anunordered
setof messages.Send just addsa (destination,message)
pair to theset,andDeliver deliversanarbitrarymessage
in theset.Thereis a third, internaleventthatdropsarbitrary
messagesfrom thesetto modelmessageloss.

The prototype(or signature in IOA terminology)of a
concretespeci�cationof a protocolthat implementsa FIFO
networkon top of a lossynetworkis presentedin Figure3.
(Includingthespeci�cationof theactionswouldtakeuptoo
much space.) A concretespeci�cation only involvesstate
andeventslocal to a singleparticipantin the protocol. For
every eventtheconditionspeci�esif it canbeexecuted.An
instanceof this speci�cationhasto run oneachprocessthat
is a participantin the protocol. (Eachinstancehasits own
copyof thevariables.)Notethataconcretespeci�cationhas
two Send eventsandtwo Deliver events.Above.Send
is visibleonly to theapplication,while Below.Send is vis-
ible only to thenetwork.Thereis alsoaninternaltimerevent
thattakescareof retransmissions.

The differencebetweena concretespeci�cationandan
implementationis small: in an implementation,the pro-
grammeralsoneedsto detectwhichconditionsaretrue,and
specifytheorderin which thecorrespondingactionsshould

beexecuted.This doesnot affect thecorrectnessof the im-
plementation.

The relationshipbetweenabstractbehavioral speci�ca-
tions, concretebehavioral speci�cations,implementations,
andpropertiescanbepicturedasfollows:

Scheduling

Refinement Proof

Properties

Specification
Abstract Behavioral

Specification

Implementation

Concrete Behavioral

A concretespeci�cation is derived from the abstract
speci�cationby a processcalledre�nement. This involves
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designinga protocol that implementsthe abstractrequire-
ments.Ontheotherhand,thepropertiesof theabstractspec-
i�cation arederived by proof. Thealternative, to derive an
implementationdirectly from properties,or proveproperties
giventheimplementation,wouldbemuchharder.

If we wish to prove thecorrectnessof FifoProtocol,we
use an instanceof LossyNetwork,and an instanceof Fi-
foProtocol for eachparticipantin the protocol. We then
composethemby tying all Below.Sendeventsto the Send
event in LossyNetwork,andsimilarly for theBelow.Deliver
events. Two eventscanbe tied togetherby combiningthe
conditionsandactionsof thoseevents.Wethenhaveto show
thatany executionof this composedspeci�cation,which is
an abstractspeci�cation, is also an execution of FifoNet-
work. (An executionis basicallythesequenceof externally
observable eventsof a speci�cation.) A good exampleof
sucha proof, by hand,canbefound in [11], which demon-
stratesthe correctnessof oneof Ensemble's total ordering
protocols.(This exerciselocateda subtlebug in theoriginal
implementation.)

3.2 Is Ensemblecorrect?

One way to answerthis questionis to �rst comeup with
an abstractbehavioral speci�cation of a network that im-
plementsthe propertiesthat someparticularapplicationre-
quires.Then,we mustshow thatthecompositionof theab-
stractspeci�cationof theactualnetworkused,andthecon-
cretespeci�cationsof the micro-protocolsin the protocol
stack,resultsin thesameexecutionsasthatof the required
abstractspeci�cation.Sincetherearemany networks,many
applications,andmany micro-protocols,the correctnessof
Ensembleis no easymatter. But even for a singleapplica-
tion, network,andprotocolstack,thisapproachwouldbean
almostimpossibletask.

Theapproachthatwearetakinginsteadis thefollowing.
For eachmicro-protocolp, wepresenttwoabstractspeci�ca-
tions,p:Above andp:Below. p:Above speci�esthebehav-
ior thattheprotocolimplements,whereasp:Below speci�es
thebehavior thattheprotocolrequiresof thenetworkingen-
vironmentbelow it. Whenproving thecorrectnessof astack
of protocolsfor aparticularnetworkandapplication,wecan
thereforelimit ourselvesto showing that,for eachpairp and
q of adjacentprotocol layers(p below q), every execution
of p:Above is alsoanexecutionof q:Below andvice versa.
Sincewe arenow working at the level of relatively simple
abstractspeci�cations,andp:Above andq:Below will gen-
erallybeidenticalor similar, thetaskis tractable.

It wouldbeniceif, givenaparticularapplicationandnet-
work,wecouldautomaticallyselectasetof micro-protocols
and generatea correctcon�guration. A brute force solu-
tion of trying all possiblecombinationsobviously will not
work. Instead,the Ensemblesystemcontainsan algorithm
for calculatingstacksgiventhesetof propertiesthatanap-
plicationrequires.Thisalgorithmencodesknowledgeof the
protocoldesignersandappearsto work quite well, but we
cannotcurrentlybe surethat it alwaysgeneratesa correct
stack.(We couldcheckthecorrectnessafterwardsusingthe

methodologydescribedabove, but this hasnot yet beenau-
tomated.) Also, the heuristiconly knows aboutapproxi-
matelytwo dozendifferentproperties,so it cannotgenerate
stacksfor applicationswith speci�c uniquerequirements.

4 Optimization

Maintaininggoodcommunicationperformancein a layered
systemis hard,andavarietyof projectshavetriedto address
this problem. For example,the VIA Giganetinterfacepro-
vides10� sone-wayend-to-endlatency for messagesof 256
bytesor smaller[27]. A highly optimizedlayeringsystem
like Ensembleaddsabout1 to 2 � s per layer to the latency
of purelayeringoverhead,andhaving morethan10layersis
notuncommon.

Chapter3 of [10] describesthefollowingoptimizations:

1. Avoiding garbagecollection cycles. In the original
Ensemblesystem,an OCamlobjectwasallocatedfor
eachmessagesentor delivered.Theserelatively large
objectstendto beshort-lived,a scenariofor which the
OCaml garbagecollector is not optimized. The En-
sembledistribution now hasits own messagealloca-
tor, which is formedby a singleOCamlstringobject.
Ensembleis itself responsiblefor freeing messages.
Using othercarefulcodingtechniques,creatingshort-
lived objectswasavoided in the normalcase,greatly
reducinggarbagecollectionoverhead.1 In addition,by
triggeringgarbagecollectionwhenthesystemis idle, it
becamehighly unlikely thatgarbagecollectionis nec-
essaryduringstackprocessing.

2. Avoiding marshaling. Ensembleallows any OCaml
valueto besentanddelivered.As a valueis sent,each
layer encapsulatesthe valueinto anotheroneconsist-
ing of the headerof that layer andthe headersof the
layersabove it. The resultingdatastructureneedsto
be serializedbeforesendingalong with the message
payload. (Note that thereis no �x ed wire format for
headersin Ensemble.)EnsembleusestheOCamlvalue
marshalerfor this, which traversesthe datastructure,
andcopiesall thedatainto a bytestring.A similar op-
eration,copyingpartsof thestring backinto dynami-
cally allocateddatastructures,happensondelivery. In
many commoncases,theheaderscontainonly oneor
two integers,andall this generalityleadsto substan-
tial overhead.By providing specializedmarshalersfor
thesecases,andby usingtheUNIX scatter-gatherca-
pability, we canavoid thisoverhead.

3. Delayingnon-criticalmessageprocessing.For exam-
ple, a messagecan often be sentor deliveredbefore
the messageis buffered. Doing so takesthebuffering
overheadoutof theso-calledcritical path, andreduces
end-to-endmessagelatency.

1OCamlnow hasa new compactinggarbagecollectorthatmay
reducetheeffectivenessof theseoptimizations.
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4. Identifying common paths and eliminating layer
boundaries.A commontechniquefor optimizing lay-
eredprotocolimplementationsis to identify the com-
monoutcomesof if-statements,andoutlinetheuncom-
moncode(i.e., move it into adifferentsectionof mem-
ory thanthecommonpathto improve locality). Using
functioninlining, thelayerboundariescanberemoved.
The resultingcommoncodepath is compactandhas
bettercacheperformance.

5. Headercompression.Many layersneedto addsome
informationto themessageheader, andall layerscon-
tributeto someprocessingoverheadfor everymessage
that is sentor received. Fortunately, most informa-
tion in headersseldomchanges,allowing for signi�-
cantcompressionof headers,typically to just16bytes.

The �rst threestepsdo not affect the layering abstraction
itself. However, the �nal two stepsrequiregeneratingspe-
cial codefor commoncases. Finding commoncasesand
compressingheadersis far beyond the capabilitiesof cur-
rent compileroptimizationtechniques,andthereforeprevi-
ouswork [1, 2, 9, 21] involveshand-optimizationor at least
signi�cant annotationof thecode.

Both [1] and[13] reportthat this is a dif�cult anderror-
proneprocess,which is consistentwith our own experience
in trying to do so. Chapter5 of [10] shows how suchop-
timizationscan be formalizedusingpredicatesandpartial
evaluationof code,usinga 4-layerprotocolstackasan ex-
ample. In this section,we describehow we have developed
this into push-buttontechnologyusingNuprl which canbe
appliedto any protocolstack.

4.1 Formal optimization in Nuprl
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Nuprl interpretsa protocol,it is
usefulto think of aprotocolasa
function. Sucha function takes
the state of the protocol (the
collected variablesmaintained
by the protocol) and an input
event (a user operation, an
arriving message,an expiring
timer, ...), and produces an
updated state and a list of
output events. This function
can be optimizedif something
is known aboutan input event
and the state of the protocol.
We express this knowledge
by a so-calledCommonCase
Predicate (CCP): a Boolean
function on the state of a
protocol and an input event.
CCPs are speci�ed by the
programmer of a protocol,
and are typically determined
from run-timestatistics.We call the resultof optimizing a
protocola bypass.

For example,a CCPmaybetrueif theeventis aDeliver
event, and the low endof the receiver's sliding window is
equalto the sequencenumberin the event (in otherwords,
this is thenext expectedpacketto arrive,andit wasnot lost
or reordered).If a messageis received for which the CCP
predicateis satis�ed,thatmessagemaybedeliveredandthe
low endof thewindow movedup,withoutaneedfor buffer-
ing.

Bypasscode fragmentsfrom a stackof layerscan be
composedto obtain a singlebypassfunction guardedby a
singlecommon-casepredicate.ThesameCCPsthatareused
at compile-timeto generatethebypasscodearealsousedat
run-timeto decidewhetherto deliver aneventto thebypass
or to theoriginalstack,asillustratedin Figure4. (TheTrans-
port modulebelow the protocolstackprovidesmarshaling
of messages.)TheCCPfor acomposedbypassis thelogical
conjunctionof the individual CCPsfor its components.It
is necessaryto generateef�cient codefor this CCP, sinceit
will beexecutedfor every event.

Thepartialevaluationof alayerremovesall theunreach-
ablecodefor thecorrespondingCCPcondition.Often,asa
result,muchof theheaderfor thatparticularlayerbecomesa
constant,for example,becausetheCCPconditionprescribes
that thepacketis anunfragmentedDATA packet.All these
constantheader�elds in thecombinedheadersof all layers
canbe combinedinto a single,short, identi�er, thuscom-
pressingtheheaderandreducinghandlingoverhead.

4.1.1 Methodology

Therearetwo levels of formal optimizations. The �rst, or
static level, dependssolely on the code of the individual
modulesof the Ensembletoolkit. It is performedsemi-
automaticallyunder the guidanceof the programmerwho
developeda particularEnsembleprotocollayer, andan ex-
perton the Nuprl system.This optimizationmay takeany-
thing from 1/2 hour to an entireafternoonto develop. Its
result is partof theoptimizationtool that is madeavailable
to theapplicationdeveloper.

The second,or dynamiclevel, dependson the particu-
lar communicationstackthatanapplicationdeveloperbuilds
with theEnsembletoolkit andthuscannotbeprovidedapri-
ori. This level is completelyautomatedand requiresonly
the namesof the protocol layersthat occur in the applica-
tion stack.Its result,which is typically obtainedin lessthan
1/2 minute,is thecompletecodefor an optimizedprotocol
stack,thebypass.

It shouldbenotedthatoptimizationis orthogonalto ver-
i�cation. Our formal tools prove that the resultingcodeis
semanticallyequalto theoriginal protocolstackbut do not
makeany assumptionsaboutpropertiesof thestack.Ourop-
timizationtool is built within theinteractiveNuprl proofde-
velopmentsystem[7], which — dueto its expressive logic
— supportsformal reasoningnot only aboutmathematics
but alsoaboutprogramproperties,programevaluation,and
programtransformations.In the restof this sectionwe will
explain thetechnicaldetailsof theoptimizationtool.
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4.1.2 Staticoptimizationof protocollayers

In orderto beableto formally reasonaboutEnsembleandto
optimizeits protocolstacks,we �rst have to import its code
into the Nuprl proof developmentsystem.For this purpose
we havedevelopeda tool thatparsestheOCamlcodeof En-
semble's modulesandconvertsit into termsof Nuprl's log-
ical languagethat representits formal semantics(see[14]
for details). Nuprl's display mechanismallows us to give
thesetermsthe samesyntacticalappearanceas the OCaml
codethey representandthusto include“codefragments”in
formal mathematicalstatements.Thismakesit easierto un-
derstandNuprl's formal text andmakessurethat all code
transformationsaresemanticallycorrect.

The static optimizationsof the Ensembletoolkit are
basedon an a priori (beforecompilation)analysisof pos-
siblebypasspathsthrougheachindividualprotocollayer. A
bypasspath througha layer is a branchin the codeof the
layer. TheCCPof thisbranchis theconjunctionof thepred-
icatesin theconditionsof thecorrespondingif-statements.

Theoptimizationof aprotocollayerproceedsby aseries
of codetransformationsthatarebasedonthefollowingbasic
mechanisms:

� Function inlining and symbolicevaluation simpli�es
the layer's codein the presenceof constantsor func-
tion calls. Logically, this meansrewriting thecodeby
de�nition unfoldingandcontrolledpartialevaluation.

� Directedequalitysubstitutionssuchastheapplication
of distributive laws lead to further simpli�cations of
thecode.Technically, we applylemmatafrom Nuprl's
logical library. Addingadirectionto eachlemma(e.g.,
in the caseof equality, whetherthe lemmashouldbe
appliedfrom left-to-rightor viceversa)guaranteester-
minationof thisprocess.

� Context-dependentsimpli�cations help in extracting
the relevant codefrom a layer. They tracethe code
pathof messagesthatsatisfytheCCPsandisolatethe
correspondingcodefragments. Technically, we con-
sult a CCPin orderto substitutea pieceof codeby a
valueand then rewrite the result with the above two
mechanisms.

All thesemechanismspreservethesemanticsof a layer's
codeundertheassumptionof theCCPs.To controltheirau-
tomatedapplication,we restrict inlining to functionsfrom
a few speci�c Ensemblemodules. Symbolic evaluations
and distributive laws can be applied to any expressionin
the code,but the automaticstrategy choosesthe outermost
possible.The fact that thecodeof all protocollayershasa
commonouterstructureallows us to start the optimization
of a layerwith a predeterminedsequenceof controlledsim-
pli�cations.

Optimizationsfor eachlayerareinitiatedfor four funda-
mentalcases:down or upgoingevents(sendingor receiving
messages)for bothpoint-to-point sendingandbroadcasting.
TheCCPsfor thesecasesarecreatedautomaticallyandthe
EnsembleprogrammermayaddadditionalCCPsto describe
the commoncase.After applyingthe initial �x ed seriesof

simpli�cations we reacha choicepoint (e.g., a conditional)
in thecode.Thesystemthenappliescontext-dependentsim-
pli�cations for eachof the CCPsuntil the corresponding
codefragmenthasbeenisolated. All thesestepsarecom-
pletely automatedandusually the optimizationcanstopat
this point. However, we give the Ensembleprogrammer
anopportunityto invokeadditionalsimpli�cationsexplicitly
beforecommittingtheresultto Nuprl's logical library.

Performingthesestepsin a logical proof environment
guaranteesthatthegeneratedbypasscodeis equivalentto the
originalcodeof thelayerif theCCPholds.In mostcasesthis
meansthat about100-300lines of codehave beenreduced
to asingleupdateof thelayer'sstateandasingleeventto be
passedto thenext layer.

4.1.3 Dynamicoptimization of applicationstacks

In contrastto individual layers,applicationprotocolstacks
cannotbe optimizeda priori, asthousandsof possiblecon-
�gurations canbegeneratedwith theEnsembletoolkit. But
the applicationdeveloperhaslittle or no knowledgeabout
Ensemble's code. Therefore,an optimizationof an appli-
cationstackhasto be completelyautomatic. We have de-
velopeda tool for optimizing arbitrary Ensembleprotocol
stackswhichproceedsasfollows(seeFigure5).

Given thenamesof the layersin theprotocolstack,the
systemconsultstheapriori optimizationsof theselayersand
composestheminto abypass.TheindividualCCPsandstate
updatesareinstantiatedandcomposedby conjunction.This
is doneseparatelyfor eachof the four fundamentalcases
(point-to-point sendandreceive, aswell asbroadcastsend
andreceive events). Headercompression, describedbelow,
is integratedaswell. Afterwardsthe four casesare joined
into a singleprogramthatusesthe CCPasswitchbetween
thebypasscodeandthenormalstack.This programis then
exportedfrom Nuprl to the OCamlprogrammingenviron-
mentto becompiledandexecuted.

To ensurethat thegeneratedoptimizedcodeis semanti-
cally equalto the original protocolstackin all cases,these
stepsareperformedin theframework of formaloptimization
andcompositiontheorems.

An optimizationtheoremprovesthat,underagivenCCP,
a pieceof bypasscodeis semanticallyequalto theEnsem-
ble protocolstackfrom which it wasgenerated.For indi-
vidual protocol layers(i.e., 1-layer stacks)thesetheorems
arecreatedandprovenautomaticallyfrom thea priori opti-
mizationsstoredin Nuprl's library. A bypasspaththrough
Ensemble's Bottomlayer, for instance,is describedby the
following optimizationtheorem.

OPTIMIZI NG LAYER Bottom
FOR EVENT DnM(ev, hdr)
AND STATE s bottom
ASSUMINGgetType ev = ESend ^

s bottom.en able d
YIELDS EVENTS [:DnM(ev , Full nohdr(hdr) ): ]

AND STATE s bottom

This theorem formally states that, under the assump-
tion that the layer is enabled, a down-going send-event

86



equivalent to

Composition

Stack

Layers

� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �

� � � � � � � � � 	 � � � � 
 � � � �

� � � � 
 � � � � � � � � � � � � � � � � � � � � �

� � � � � � � � � � �  � � � ! � � " � � � # � 
 � � � $ $ � � 
 % � � � � � � & & � ' � � � � �

� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �

� ( � � � � � � &

� ( � � � � � � �

� ( � � ) 
 � *

� ( � � + � � #

� ( � � , % � � 


� ( � � � ( ( * 	 � � 
 �

� ( � � - � # � � � � � ! � ( ( * 	 � � 
 � � �

� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �

* � 
 � � ! � . � � � / � 
 & � � � / � 	 � � * � 0 � � � � � � � 	 � � � � 0

� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �


 � ( � & 
 � 
 � . 1

� � / % 	 / � & 
2� � � � % � / * 
 
 3 4 � � % � / * 
 
 � � / 
 � � � � � � � � � � � � � � 5

� � / % 	 & � � �2� � � � % � / * 
 
 3 4 � � % � / * 
 
 � � / 
 � � � � � � � � � � � � � � 5

� � 
 � � � � / � � 
 5

& � � � 	 6 ! � 
2� & � 7 � � � � � � � 5

& � � � 	 � � / %2� & � 7 � � � � � � � 5

! � 
 � $ * � " � 
 	 � 6 ( � / 
8� $ � � * 5

! � 
 � $ * � & � � � 	 � 6 ( � / 
 � & � 7 � � � � � � � � 
 
 5

! � 
 � $ * � � � � � * � � &9� � � % � / * 
 
 � � � � * � � & 5

! � 
 � $ * � * � � % � � " � $ � � * 5

! � 
 � $ * � � � 6 
 	 & # � � ( � � � ! � 
 
 5

! � 
 � $ * � $ * � / � � �:� $ * � / � � � 5

! � 
 � $ * � � � 	 $ * � / �9� $ � � * 5

! � 
 � $ * � � ( 	 $ * � / � 	 � � � $ � � * 5

! � 
 � $ * � � � � * � �;� $ � � * � � � � � � 
 


<

� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �

* � 
 � � � 
 & � * & � % & � .







* � 
 � � * � & & � * & � % & � 1 � ( 	 � � 
 . � ( 5 � ( � ! 	 � � 
 . � ( � ! 5 � � 	 � � 
 . � � 5 � � * ! 	 � � 
 . � � * ! 5 � � � ! 	 � � 
 . � � � ! < .




* � 
 � ( 	 � � * � � % � $ % � � . � ( � % � $ %

� � � � ( * ! 	 � � * � � % � � . ! � 
 / � " � 
 � � ( � � % # � 
 �




� � � � ( � ! 	 � � * � � % . ! � 
 / � " � 
 � � ( � � % # � 
 �




� � � � � 	 � � * � � % � $ % . ! � 
 / � " � 
 � � ( � � % # � 
 �




� � � � � � ! 	 � � * � � % . ! � 
 / � " � 
 � � ( � � % # � 
 �




� � 1 � ( 	 � � . � ( 	 � � * � 5 � ( * ! 	 � � . � ( * ! 	 � � * � 5 � ( � ! 	 � � . � ( � ! 	 � � * � 5 � � 	 � � . � � 	 � � * � 5 � � � ! 	 � � . � � � ! 	 � � * � <

* � 
 * � � " & % & . � � � � � 
 � � � � � � 
 � � * � & - � � � � � � / � * - � � � � � � � � � " & % &

* � 
 	 . � � � � � 
 � � & 
 � * * � � ! � *

� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � �

= > ? @ A B C A D > ? A C E A ? D ? F ? > G H I

J K L M N ? N F = N O > ? P > ? Q A = F R > S D T

K U

= > ? D V W ? A C I ? A C D ? F ? > G H N M

= > ? D X W E A ? I E A ? D ? F ? > G H N M

= > ? = A A C J D V W D X U J > B N ? W B N Y = U I

Z [ \ > \ > T = A A C J H \ M J J D V W D X U W > B N ? U B N Y = > G ] ^

B F ? @ P > G Q N ? P

_ ` C a J > G W B D b U ] ^

= > ? D V W > G D I ? A C J D V W ` C a J > G W B D b U U N M

= > ? J > B N ? W B N Y = U I D C = N ? c ? A C J > B N ? W B N Y = U > G D N M

J J J D V W D X U W > B N ? U W B N Y = U

_ d M a J > G W B D b U ] ^

= > ? D X W > G D I E A ? J D X W d M a J > G W B D b U U N M

= > ? J > B N ? W B N Y = U I D C = N ? c E A ? J > B N ? W B N Y = U > G D N M

J J J D V W D X U W > B N ? U W B N Y = U

U J J D V W D X U W > B N ? U B N Y =

N M

J K e \ ? > S P F M Y = > S ? F f > D F D N M b = > > G > M ? F M Y ? P > M C F D D > D N ? ? A

K F C C S A C S N F ? > = F R > S F M Y ? P > M D C = N ? D ? P > > B N ? ? > Y > G > M ? D T

K U

= > ? P Y = S I H \ M @ ? N A M

_ J J D V W D X U W d M a J > G W B D b U U ] ^

= > ? D V W > B N ? ? > Y I ? A C J D V W d M a J > G W B D b U U N M

= > ? J > B N ? W B N Y = U I D C = N ? c ? A C J Z [ \ > \ > T > B C ? R W Z [ \ > \ > T > B C ? R U

= A A C J D V W D X U J > B N ? W B N Y = U

_ J J D V W D X U W ` C a J > G W B D b U U ] ^

= > ? D X W > B N ? ? > Y I E A ? J D X W ` C a J > G W B D b U U N M

= > ? J > B N ? W B N Y = U I D C = N ? c E A ? J Z [ \ > \ > T > B C ? R W Z [ \ > \ > T > B C ? R U

= A A C J D V W D X U J > B N ? W B N Y = U

N M

J J D V W D X U W P Y = S U

Composition Theorems

Up/Linear Up/BounceUp/Split

Dn/Split Dn/BounceDn/Linear

Top Layer

Layer

Layer

Bottom Layer

(static, a priori)

Optimize Common Case

Verify Simple Compositions

Application Stack

(dynamic)

Optimize Common Case

(static, a priori)

Join & Generate Code

Stack Optimization Theorems

Layer Optimization Theorems
Up/Send             Up/Cast               Dn/Send              Dn/Cast

Up/Send             Up/Cast               Dn/Send              Dn/Cast

NuPRL

Code

OCaml Environment

Protocol Layers

Compose Function

Optimized Application Stack

Figure 5. Optimization methodology: composing optimization theorems.

does not change the state s bottom and is passed
down to the next layer, with its headerhdr extendedto
Full nohdr(hdr) .

Optimizationtheoremsfor largerstacksarecreatedfrom
thosefor singlelayersby applyingformalcompositiontheo-
rems. Thesetheoremsdescribeabstractlytheeffectof apply-
ing Ensemble'scompositionmechanismto commoncombi-
nationsof bypasspaths,suchaslinear traces(eventspasses
straightthrougha layer),bouncingevents(eventsthatgener-
atecallbackevents),andtracesplitting (messageeventsthat
causeseveral eventsto beemittedfrom a layer)— bothfor
up- anddown-goingevents([10], Chapter5).

OPTIMIZING LAYER Upper
FOR EVENT DnM(ev, hdr)
AND STATE s up

YIELDS EVENTS [:DnM(ev , hdr1):]
AND STATE s1 up

^ OPTIMIZI NG LAYER Lower
FOR EVENT DnM(ev, hdr1)
AND STATE s low

YIELDS EVENTS [:DnM(ev , hdr2):]
AND STATE s1 low

) OPTIMIZIN G LAYER Upper jjj Lower
FOR EVENT DnM(ev, hdr)
AND STATE (s up, s low)

YIELDS EVENTS [:DnM(ev , hdr2):]
AND STATE (s1 up, s1 low)

Theformal theoremabove, for instance,expressestheobvi-
ouseffect of composingdown-goinglinearbypasspaths:if
an event passesstraightdown throughthe upperlayer and
then throughthe lower one,then it passesstraightthrough

thecomposedlayers(Upper jjj Lower ) aswell. Thestate
of thecombinedlayeris updatedaccordingto theindividual
updates.

While thestatementof suchacompositiontheoremis al-
mosttrivial, its formal proof is quite complex, becausethe
codeof Ensemble's layercompositionfunctionusesa gen-
eral recursion. By analyzingthis codeabstractly, andpro-
viding the result of the analysisas a formal theorem,we
have lifted the optimizationprocessto a higherconceptual
level: we cannow reasonaboutcompositionassuchinstead
of having to go into thedetailsof thecodeof eachlayerand
of the compositionmechanism.It alsospeedsup the opti-
mizationprocesssigni�cantly: optimizingcomposedproto-
col layersis now asinglereasoningstep,while thousandsof
simpli�cation stepswould have to beappliedto thecodeof
theentirestackto achieve thesameresult.

Like the optimizationtheoremsfor individual protocol
layers,all compositiontheoremsareprovidedapriori aspart
of theoptimizationtool, asthey donotdependona particu-
lar applicationstack.As a result,theoptimizationtheorems
for a protocolstackcanbegeneratedautomatically. To cre-
atethestatementof suchatheorem,weconsultthetheorems
aboutlayer optimizationsfor the correspondingeventsand
composethem as describedby the compositiontheorems.
To prove the theorem,we �rst instantiatethe optimization
theoremsof thelayersin thestackwith theactualeventthat
will enterthem. We thenapply, step-by-step,the appropri-
atecompositiontheoremsto composethebypassthroughthe
stack.
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Theoptimizationtheoremsdonotonlydescribeabypass
througha protocolstackbut alsoprovide the meansfor an
additionaloptimizationthat cannotbe achieved by partial
evaluationor relatedtechniques.They tell usexactly which
headersareaddedto a typical datamessageby thesender's
stackandhow thereceiver'sstackprocessestheseheadersin
therespective layers.As mostof theheader�elds are�x ed
(constant)now, we only have to transmitthe header�elds
thatmayvary.

For this purpose,we generatecodefor compressingand
uncompressingheaders,and wrap the protocol stackwith
thesetwo functions. Both functions are generatedauto-
matically by consideringthe free variablesof the eventsin
the optimizationtheorems. We then optimize the codeof
thewrappedprotocolstackusingthe samemethodologyas
above. We have providedgenericcompressionanduncom-
pressiontheorems,which describetheoutcomeof optimiz-
ing a wrappedstackrelatively to resultsof optimizingareg-
ular stack,andusethem to convert the optimizationtheo-
remsfor theregularstackinto optimizationtheoremsfor the
wrappedstack.All thesestepsarecompletelyautomated.

It shouldbe notedthat integratingcompressioninto the
optimizationprocesswill alwaysleadto an improvementin
thecommoncase,becausetheoptimizedcodewill directly
generateor analyzeeventswith compressedheaders,instead
of �rst creatinga full headerandthencompressingit. Only
for thenon-commoncasetherewill beaslightoverheaddue
to compression.

All theabovestepsdescribelogicaloperationswithin the
Nuprl system.In a �nal step,their resultsareconvertedinto
OCamlcodethat canbe compiledandlinked to the restof
thecommunicationsystem.To generatethis code,we com-
posethe codefragmentsfrom the four optimizationtheo-
remsinto a singleprogram,usingtheCCPsasconditionals
thatselecteitheroneof thebypasspathsor thenormalstack.
Thisprogramis provento beequivalentto theoriginalstack
in all cases,but generallymoreef�cient in commoncases
(introducinga slightoverheadin theexceptionalcases).

Theremay be multiple bypasspathsfor eachlayer in
a stack,resultingin many possiblebypassesfor the entire
stack. We hope to elaboratethis techniqueinto one that
wouldallow usto detectcommoncombinationsat run-time,
and generatethe optimizedcodedynamically, using layer
optimizationtheoremsfor all possiblebypasspaths.We can
thenmakeuseof Ensemble's supportfor dynamicallyload-
ing layersandswitchingprotocolstackson the�y [25].

4.2 Performanceresults

We will presentandcompareperformanceresultsfor four
differentversionsof Ensemblestacks:

1. (Imperativeor IMP) This is thenormalversion.In this
case,Ensemblehasa centralevent scheduler. It in-
stantiateseachprotocol layer individually, andhands
eventsto the layersasthey comeout of thescheduler.
In the commoncasethat no othereventsare queued
in the scheduler, an outputevent is directly passedto

theappropriatelayer. Otherwise,outputeventsareen-
queuedbackinto thescheduler.

2. (Functionalor FUNC)In thiscasenocentralizedevent
scheduleris used. Composition is done basedon
the following observation: When two protocolsare
stackedon top of eachother, the result is a new pro-
tocol. Whenstackingp on top of q, oneappliesevents
going down to p, andup eventsgoing up to q. The
downeventsthat comeout of p areappliedto q, and
the up eventsthat comeout of q areappliedto p, re-
cursively. The up eventsthat comeout of p and the
down eventsthatcomeout of q aremergedtogetherto
form the outputevents. The stateof the composition
of p andq is thecombinedstatesof p andq. An entire
stackcanbecomposedonelayerata time this way.

3. (Hand-Optimizedor HAND) For particularcommon
protocol stacks, Ensembleprovides carefully opti-
mizedbypasscodefor commonpathsthroughthepro-
tocol stack. Thesepathswerecreatedmanually. The
stacksare built in the sameway as in the functional
version,but just beforeeventsaregivento thestacka
conditionis checkedto seeif theeventcanbehandled
by thebypass.Thebypasscanaccessthe stateof the
variouslayersin thestack.

4. (Machine-Optimizedor MACH) Codegeneratedfrom
the functionalcodeusingthe techniquesof theprevi-
ous section. The resultingcode is usedas a bypass
muchlike in thehand-optimizedcase.Generatingcode
from theimperative versionis muchharderfor Nuprl,
becausetheimperativecodeis harderto formalizethan
thefunctionalcode,andshouldnot resultin any bene-
�t.

(Noneof theseversionsleverageconcurrency. Ensemble
doessupportsrunningeachlayer in its own thread,but in
practicethe context switch and synchronizationoverheads
arevery large.)

It is important to note that we are optimizing already
heavily optimized code. That is, the �rst two optimiza-
tion steps,avoidinggarbagecollectionandmarshaling,have
beenappliedto all four versions.

When an applicationsendsa message,it �rst travels
down theprotocolstackto theEnsembleTransportmodule
(seeFigure4 in Section4.1). The Transportmodulemar-
shalsthemessageinto a sequenceof bytesbeforeit is sent
out ontothenetwork.At thereceiver, themessageis passed
throughthe Transportmodule,which unmarshalsthe mes-
sage.Themessagethentravelsup theprotocolstack,andis
�nally deliveredto theapplication.

In caseof thehand-optimizedversion(HAND), themes-
sagegoesthroughthe bypasscodeinsteadof the protocol
stackand the Transportmodule. In caseof the machine-
optimizedcode(MACH), thereis only a bypassfor thepro-
tocol stack,not for Transport.In bothcases,theCCPsneed
to bechecked�rst.

In our experiments,theCCPsspecifythatmessagesare
deliveredin FIFO order, arenot fragmented,andno failure
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MACH IMP FUNC
Down Stack 9 20 42
Down Transport 8 27 30
Up Transport 7 20 22
Up Stack 8 14 38
Total 32 81 132

HAND MACH IMP FUNC
Down Stack 2 2 13 14
Down Transport 4 6 4 6
Up Transport 6 7 8 9
Up Stack 2 4 10 13
Total 14 19 35 42

(a) (b)

Table 1. (a) 10-layer stack code latency in � s, for 3 different con�gurations using 4 byte messages. (b) 4-layer stack
code latency in � s, for 4 different con�gurations using 4 byte messages.
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Figure 6. Code latency (10-layer protocol stack) comparison with different sized messages for the MACH, IMP, and
FUNC con�gurations .

or othermembershipeventsoccur. In practice,thesecircum-
stancesarevery common,andin the measurementsbelow
theoutcomeof theCCPchecksis alwaysthe choiceto run
thebypasscode.In our case,checkingtheCCPstakesonly
about3 � s. Thus, even with CCPsfor situationsthat are
lesscommon,a signi�cant performanceimprovementmay
beexpected.

We ran our measurementson two UltraSparcstations
(300MHz)runningSolaris2.6,connectedby a100Mbit Eth-
ernet.For thelatency measurements,weusedSolaris'get-
timeofday() . We raneachtest10,000timesandcalcu-
latedtheaverage.Sinceour experimentsonly measurecode
latencies,anddonotrequiresystemcalls,threadswitches,or
networkcommunication,the variancein the reportednum-
bersis negligible. We usedtheOCaml2.0nativecodecom-
piler that producesgood quality optimizedmachinecode.
We chosetwo different Ensemblestacksfor our experi-
ments. Both stacksprovide reliable virtually synchronous
delivery of multicastandpoint-to-point messages.The �rst
stackuses10protocollayersandprovides,additionally, total
order, �o w control,andfragmentation/reassembly. For com-
parisonwith thehand-optimizedcodewe useda muchsim-
pler4-layerstack,dueto thedif�culty of hand-optimization.

The hand-optimizedcodecontainsan optimizationfor
the casewhena processthat is delivereda messageimme-

diatelysendsanothermessage(e.g., a response).If the �rst
messageis deliveredthroughthe bypasscode, it assumes
thatthenext messagecanbesentthroughthebypassaswell,
withoutcheckingtheCCPs.For many casesthis is true,and
leadsto a signi�cant performanceimprovement. However,
it may not be a correctassumption(e.g., the responsemay
needto befragmented),andthereforetheoptimizationcan-
not be generallysubstitutedfor theoriginal code). In order
to comparefairly betweenthehand-optimizedcodeandthe
machine-generatedcodefor the4-layercase,wehave added
the sameoptimizationprocedureto the machine-generated
code.(Thiscouldhavebeendoneby Nuprl itself, but wedid
it by hand.)

In Table 1(a), we show the codelatenciesinvolved in
both the 10-layerprotocolstackandtheTransportmodule,
for both theup anddown event handlers.The latenciesare
for 4 byte messages.The savings in the Transportmodule
aremostlydueto headercompression,resultingin lessover-
headin marshalingof headers.Most of the savings in the
Stackprocessingis dueto inlining of thecommoncodepath.
In Table 1(b), we show the codelatenciesfor the 4-layer
stack. The performanceimprovementsare naturally more
substantialfor larger stacks,but even for the small 4-layer
stacka betterthantwo-fold improvementis obtained.
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Events Original Stack Optimized Stack
data mem refs 86293122 50905331
ifu ifetch 172272565 100082695
ifu ifetch miss 3335271 1631051
itlb miss 587083 361307
l2 ifetch 11075483 5525973
inst decoder 182715118 98031212
ifu mem stall 143921523 76086051
cpu clk unhalted 348157540 199632585

10-layer stack
Layer Down Up

partial appl 684 392
total 820 1348
local 1388 1420

collect 44 2685
frag 900 144

pt2ptw 932 4899
m�o w 596 572
pt2pt 268 1040
mnak 152 428

bottom 300 5052
total size 6084 17980

MACH (from 10 layers) 3592 2108

(a) (b)

Table 2. (a) Data collected from Pentium performance monitoring counters for 10,000 send/recv rounds. (b) Object
code sizes (in bytes) of the protocol layers and the generated code. The sizes have been separated for code dealing
with down going events (such as Send), and upgoing events (such as Deliver).

These numbersdo not include the network latency,
which is about80 � s in this case(usingEthernet).For the
10-layerstack,this meansa total improvementof protocol
processingin end-to-endcommunicationfrom 50%to 29%,
while for the 4-layer stack the improvementis from 30%
down to 19%.

Theperformanceimprovementsaremoresubstantialfor
low latency networksthan for high latency ones. For our
Ethernet,using the 10-layerstack, the end-to-endlatency
improvementdueto our optimizationis 30%.OnVIA (with
10� slink latency), thiswouldbe54%.For the4-layerstack,
theimprovementis 14%onEthernet,while 36%onVIA.

The hand-optimizedcodeperforms25% betterthanthe
machinegeneratedcode.Webelieve thatthisdifferencecan
beattributedto having integratedtheTransportmoduleinto
thehand-optimizedcode.

In Figure6, we show thesameprocessingoverheadsof
the 10-layerstackfor differentmessagesizes,4, 24, 100,
and1024bytes.For eachsize,therearethreebars:from left
to right MACH, IMP, andFUNC. In eachbar, from top to
bottom,we show theoverheadsof goingdown theprotocol
stack,down thetransport,upthetransport,andup theproto-
col stack.As maybeobserved,theseprocessingoverheads
aremostly independentof messagesize.This is becausewe
avoid copyingby makinguseof thescatter-gatherinterfaces
to socketcommunication.

To get more insight of micro-performancecharacteris-
tics,wedidsomemeasurementsusingtheperformancemon-
itoring countersonaPentiumII machine[12] runningLinux
2.2.12. The machinewe usedhas 32KB internal cache
(16/16KB instructional/datacache),512KB L2 cacheand
128MBRAM.

In Table 2(a), we show someoutput from the perfor-
mancemonitoringcounters.Theresultis for 10,000rounds
of messageexchanges. In particular, we found that in a
send/receive loop, the numberof CPU cycles wasreduced

from 34816to 19963,andthenumberof TLB missesfrom
anaverageof 59down to 36.

We believe mostof this is dueto partial evaluationand
inlining of code.To show whateffect this hadon codesize,
we show, in Table2(b), theobjectcodesizesof both theup
eventhandlerandthedown eventhandlerfor eachprotocol
layer, aswell asthesizeof thegeneratedbypasshandlersfor
a 10-layerstack.

5 Relatedwork

TheCMU Fox project[3] alsousesanML dialect,anexten-
sion of StandardML, for building protocolstacks. In con-
trastto our project,Fox hasbuilt standardTCP/IPprotocol
softwareanda webserver on top of that. Thebroadergoal
of theFox projectis to investigatetheextent to which high
level languageslike ML, andparticularly their supportfor
modularity, aresuitablefor systemsprogramming.

IntegratedLayer Processing(ILP) [6] is anapproachto
reducetheoverheadof layeredprotocols[1, 4]. By combin-
ing thepacketmanipulationof eachlayer, thetotalamountof
memoryaccessesarereduced,anddatalocality is improved.
TheFilter FusionCompiler(FFC)[22] implementsILP us-
ing partial evaluation. FFC hasonly beenappliedto very
simpleprotocols,andthe codegeneratedby FFC hasto be
hand-modi�ed to get good performance. ILP is most ap-
propriatefor protocolsthatdo many “data-touching”opera-
tions(checksumcomputation,encryption,etc.)onlargedata
packets.In our setting,many packetsarequitesmall,anda
large amountof protocol latency is introducedby protocol
abstractionboundaries.

Our work presentsa techniquefor optimizing mainly
non-datatouchingoperations,similar to path-inlining [21].
Path-inliningturnsout to bedif�cult becauseof messageor-
dering constraints,and it is out of the reachof traditional
compiler optimization techniquesbecauseof the needfor
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path constraintsthat crosscomponentboundaries.Formal
toolsare ableto analyzeglobalproperties,andwe usethem
for synthesizingcommoncodepaths.

Otherworkhasappliedformaltools.Esterel[5] is anim-
perative, synchronousprotocolspeci�cation language.The
Esterelcompileris usedto convert theprotocolspeci�cation
into a sequential�nite automaton,from which ef�cient C
codeis generated. Esterelwasusedto specifya largesub-
setof theTCPprotocol,andto generateanimplementation,
but a generalproblemwith this approachis that it doesnot
scaleeasilyto arbitraryprotocolstacks.

Finding commonexecutionpathsis not alwaystrivial.
Packetclassi�ers helpanalyzingcommonpathsin commu-
nication systems[2, 9, 24]. In operatingsystemresearch
thereis relatedwork on locating and optimizing common
paths. Synthesis[19], which in�uenced systemsasScout,
Aegis, SPIN andSynthetix,usesa run-timecodegenerator
to optimizethe most frequentlyusedkernel routines. [23]
describeswork onoptimizingSynthetixkernelfunctionsby
reducingthelengthof commonpaths.

6 Conclusion

Thispaperdescribedhow correctprotocolstackscanbecon-
�gured from Ensemble's micro-protocolcomponents,and
how the performanceof the resulting systemcan be im-
proved signi�cantly usingthe formal tool Nuprl. Although
we chosea limited domain— all componentsareprotocol
layers,andall con�gurationsarestacksof these— we be-
lieve that our approachcould generalizeandscaleto more
generalcon�gurationandcomponenttypes.

Even for the limited domain,we feel that the following
ingredientswerenecessaryto makeour projectasuccess:

1. Usingsmallandsimplecomponents.Smallercompo-
nentsare easierto reasonabout. On the otherhand,
componentsshouldbe large enoughso that their con-
�gurations donot becomeoverly complex.

2. Usinganevent-driven,mostlyfunctionalimplementa-
tion of components.Imperative implementationsare
muchlesssuitableto formal analysisandtransforma-
tion.

3. Usinga well-de�ned con�guration operationon com-
ponents. The semanticsof a con�guration operation
on componentshasto have a formal meaning.(In our
case,a con�gurationof protocolcomponentscreatesa
new protocolcomponent.)

4. Usinga languagewith a formalsemantics.Languages
which do not have a formal semantics(e.g., C) do not
lend themselves to formal manipulation. (Thereis a
rich subsetof Java thathasa formalsemantics.)

5. Using I/O automataasa speci�cation language.IOA
havethelook andfeelof ordinarycomputerprograms,
and can be easily understoodby programmerswho
have nobackgroundin computersciencetheory.

6. Using a formal tool. Hand-checkingand hand-
optimizing even only a handfulof componentsis an
arduoustask. Our approachwill only scalewith ap-
propriatetoolssuchasNuprl.

7. Using in-houseexpertisefrom both systemsand for-
malgroups.NeithertheEnsemblenor theNuprl group
alonecouldhave accomplishedwhatwe have.

It shouldbe notedthat Ensemblewascreatedasa ref-
erenceimplementationof Horus[26], which waswritten in
C. That is, Ensemblewasdesignedto beveri�ed, andthere
wasinitially no plan to retire Horus. We considerit infea-
sible to verify a complex systemsuchasHoruswhich was
notdesignedfor veri�cation. Becauseof thesuccessfulopti-
mizationapproachin Ensemble(Ensembleis now generally
asfastor evenfasterthanHorus),thedevelopmentof Horus
wasstopped.We have not yet beenableto generatea ma-
chineproof of a non-trivial groupcommunicationprotocol,
but believe thatwe will completea proof of oneof Ensem-
ble's totalorderingprotocolsshortly.

We believe that it may be possibleto useour approach
in othercomplex systemssuchas�le systems,atomictrans-
actionprotocols,andmemorypaginghierarchies,andper-
hapseventuallyanentireoperatingsystemkernel. Because
of its logicalfoundationandthehighlevel of abstraction,our
optimizationtechniquesarerelatively independentfrom the
Ensembletoolkit. The methodologydescribedherecanbe
appliedto othermodularsystemswhosemodulesandcom-
positionmechanismscanbedescribedsemantically. As for
correctnessproofs,theTHE operatingsystemkernel[8] was
built from layeredcomponentsandprovencorrect,by hand,
in 1968.(THE wasalsodesignedwith veri�cation in mind.)
Webelieve it is crucialthatthesystembebuilt from compo-
nentswith well-speci�edbehaviors,andthatthecomponents
areprogrammedin a languagewith a formalsemantics.

In our experience,gettingprogrammersto write speci�-
cationsis a hardtask. (Note that this doesnot hinderopti-
mization,which is now a push-buttontechnologythatdoes
not requirespeci�cationsotherthanthecodeitself.) Westill
have a longwayto gowith writing all theabstractspeci�ca-
tionsfor theEnsemblelayers. Theprospectof writing over
60suchspeci�cationsis daunting.Fortunately, many layers
have similar speci�cations.Compare,for example,Figures
2(a)and(b). Wearedevelopinganobject-orientedtechnique
of extendingexisting speci�cations.For example,FifoNet-
work maybegeneratedfrom LossyNetworkby addingsome
stateanda few conditionsandactions.

See http://www.cs.cornell.edu/Info/Projects/NuPrland
http://www.cs.cornell.edu/Info/Projects/Ensemblefor more
information.
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