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Abstract

Evenwhena systemis provento becorrectwith respectto a specification,thereis still a question
of how completethe specificationis, and whetherit really covers all the behaviors of the system.
Coverage metricsattemptto checkwhich partsof a systemareactuallyrelevant for the verification
processto succeed.Recentwork on coveragein modelcheckingsuggestsseveral coveragemetrics
andalgorithmsfor finding partsof thesystemthatarenot coveredby thespecification.Thework has
alreadyprovento beeffective in practice,detectingdesignerrorsthatescapeearlyverificationefforts
in industrialsettings. In this paper, we relatea formal definition of causalitygiven by Halpernand
Pearl[2005] to coverage.We show that it givessignificantinsight into unresolved issuesregarding
the definition of coverageand leadsto potentiallyuseful extensionsof coverage. In particular, we
introducethenotionof responsibility, whichassignsto componentsof asystemaquantitativemeasure
of their relevanceto thesatisfactionof thespecification.

1 Intr oduction

In modelchecking, we verify thecorrectnessof a finite-statesystemwith respectto a desiredbehavior by
checkingwhethera labeledstate-transitiongraphthat modelsthe systemsatisfiesa specificationof this
behavior [Clarke,Grumberg, andPeled1999].An importantfeatureof model-checkingtoolsis theirabil-
ity to provide,alongwith a negative answerto thecorrectnessquery, a counterexampleto thesatisfaction
of the specificationin the system. Thesecounterexamplescanbe essentialin detectingsubtleerrorsin
complex designs[Clarke, Grumberg, McMillan, andZhao1995]. On theotherhand,whentheanswerto
thecorrectnessqueryis positive, mostmodel-checkingtools terminatewith no further informationto the
user. Sincea positive answermeansthat thesystemis correctwith respectto thespecification,this may
seemto bereasonableatfirst glance.

In thelastfew years,however, therehasbeengrowing awarenessthatfurtheranalysismaybenecessary
evenif a modelchecker reportsthata specificationis satisfiedby a givensystem.Theconcernis that the
satisfiabilitymay be dueto an error in the specificationof the desiredbehavior or the modellingof the
system,ratherthanbeingdueto thecorrectnessof thesystem.Two mainlinesof researchhave focusedon
techniquesfor checkingsucherrors. Oneapproachinvolvesvacuitydetection, that is, checkingwhether
thespecificationis satisfiedfor vacuousreasonsin themodel[BeattyandBryant1994;Beer, Ben-David,
Eisner, andRodeh1997;Kurshan1998;KupfermanandVardi 1999;PurandareandSomenzi2002]. One
particularlytrivial reasonfor vacuity is that thespecificationis valid; perhapsmoreinterestingarecases
of antecedentfailure or valid/unsatisfiableconstraintsin the system. For example,the branching-time
�
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specificationAG � � � 	�
 AF�
� � ��� � (every requestis eventually followed by a grant on every path) is
satisfiedvacuouslyin asystemwhererequestsarenever sent.A specificationthatis satisfiedvacuouslyis
likely to point to someproblemsin themodellingof thesystemor its desiredbehavior.

A secondapproach,which is morethe focusof this paper, useswhat is calledcoverage estimation.
Initially, coverageestimationwasusedin simulation-basedverificationtechniques,wherecoveragemetrics
areusedin orderto revealstatesthatwerenot visitedduringthetestingprocedure(i.e, not “covered”by
this procedure);see[Dill 1998;Peled2001] for surveys. In thecontext of modelchecking,this intuition
hasto be modified,astheprocessof modelcheckingmayvisit all thestatesof thesystemregardlessof
their relevanceto thesatisfactionof thespecification.Intuitively, a componentor a stateis covered by a
specification� if changingthiscomponentfalsifies� (see[Hoskote,Kam,Ho, andZhao1999;Chockler,
Kupferman,andVardi 2001]). For example,if a specificationrequiresthat AG � � � ��
 AF� � � ��� � holds
at an initial state,andthereis a path in which req holdsonly in onestate,followed by two statesboth
satisfyinggrant, then neitherof thesetwo statesis coveredby the specification(changingthe truth of
grant in eitheronedoesnot renderthespecificationuntrue).On theotherhand,if thereis only onestate
on thepathin which grant holds,thenthatstateis coveredby thespecification.The intuition is that the
presenceof many uncoveredstatessuggeststhateitherthespecificationtheuserreally desireshasmore
requirementsthanthoseexplicitly written (for example,perhapsthespecificationshouldreally requirea
correspondencebetweenthe numberof requestsandgrants),or that the systemcontainsredundancies,
and can perhapsbe simplified (for example,perhapsthereshouldbe only a single grant on the path).
This approachhasalreadyproven to be effective in practice,detectingdesignerrorsthat escapeearly
verificationefforts in industrialsettings[Hoskote,Kam,Ho, andZhao1999].

Intuitively, coverageconsidersthequestionof whatcausesthesystemto satisfythespecification. Here,
wemakethisintuition preciseby relatingaformaldefinitionof causalitygivenby HalpernandPearl[2005]
(HP from now on) to coverage.We show that it givessignificantinsight into unresolved issuesregarding
thedefinitionof coverage,andleadsto potentiallyusefulextensionsof coverage.

Thedefinitionof causalityusedby HP, like otherdefinitionsof causalityin thephilosophyliterature
going backto Hume[1739], is basedon counterfactualdependence. Essentially, event � is a causeof
event � if, had � not happened(this is the counterfactualcondition,since � did in fact happen)then
� would not have happened.Unfortunately, this definition doesnot captureall the subtletiesinvolved
with causality. (If it did, therewould be far fewer papersin the philosophyliterature!) For example,
supposethat SuzyandBilly both pick up rocksandthrow themat a bottle. Suzy’s rock getstherefirst,
shatteringthebottle.Sinceboththrows areperfectlyaccurate,Billy’ s would have shatteredthebottlehad
it not beenpreemptedby Suzy’s throw. (This story is taken dueto Hall [2004].) Thus,accordingto the
counterfactualcondition,Suzy’s throw is not a causefor shaterringthebottle. This problemis dealtwith
by HP by, roughlyspeaking,taking � to bea causeof � if � counterfactuallydependson � undersome
contingency. For example,Suzy’s throw is a causeof the bottle shatteringbecausethe bottle shattering
counterfactuallydependson Suzy’s throw, underthe contingency that Billy doesn’t throw. It may seem
that this solvesoneproblemonly to createanother. While this allows Suzy’s throw to bea causeof the
bottleshattering,it alsoseemsto allow Billy’ s throw to beacausetoo.

Why domostpeoplethink thatSuzy’s throw is acauseandBilly’ s is not?Clearly, it is becauseSuzy’s
throw hit first. As is shown by HP, in a naive model that doesnot take into accountwho hit first, both
Suzy’s throw andBilly’ s throw arein factcauses.But in a moresophisticatedmodelthatcantalk about
thefactthatSuzy’s throw camefirst, Suzy’s throw is acause,but Billy’ s is not. Onemoralof thisexample
is that,accordingto the HP definitions,whetheror not � is a causeof � dependsin part on the model
used.Event � canbethecauseof event � in onemodelandnot in another.

Like the definitionsof causality, the main definitionsof coveragein the literatureare inspiredby



counterfactualdependence.A state � is  -coveredby the specification! if, hadthevalueof the atomic
proposition beendifferentin state� , then ! wouldnot have beentrue.Theinitial definitionof coverage
[Hoskote, Kam, Ho, andZhao1999]andits generalization[Chockler, Kupferman,andVardi 2001] can
beunderstoodin termsof causality. Thevariantdefinitionof coverageusedin thealgorithmproposedby
Hoskote et al. [1999], which theauthorssayis “less formal but meetsour intuitionsbetter”,canalsobe
describedasaninstanceof causality. In fact, thevariantdefinitioncanbecapturedusingideassimilar to
thoseneededto dealwith theSuzy-Billy story. Forexample,thedistinctionmadeby Hoskoteetal.between
thefirst positionin whichaneventualityis satisfiedandlaterpositionsin which theeventualityis satisfied
is similar to thedistinctionbetweenSuzy, whoserock getsto thebottlefirst, andBilly, whoserock gets
therelater.

Coverage,like causality, is an all-or-nothingnotion. Either " is a causeor # or it is not; similarly,
eithera state� is  -coveredby a specification! or it is not. In a companionpaper, ChocklerandHalpern
[ChocklerandHalpern2004] (CH from now on) introducedan extensionof causalitycalleddegree of
responsibilitythatallows usto doa morefine-grainedanalysisof causality. Here,we show how degreeof
responsibilityleadsto usefulinsightsin theappliedin thecontext of coverageaswell.

To understandthe notion of degreeof responsibility, let us returnto SuzyandBilly, andconsidera
scenarioin which their rocksget to thebottleat exactly thesametime. Accordingto theHP definition,
bothSuzyandBilly arecausesof thebottleshattering(for example,thebottleshatteringdependscounter-
factuallyon Suzy’s throw if Billy doesnot throw). However, thereseemsto bea differencebetweenthis
scenarioandonewhereSuzyis theonly onewho throws a rock at thebottle. We would like to saythat
SuzyandBilly eachhave someresponsibilityfor thebottlebeingshatteredif they boththrow, while Suzy
bearsmoreresponsibilityif sheis theonly onethat throws a rock. And if, insteadof just SuzyandBilly,
thereare100childrenall throwing rocksat thebottle,hitting it simultaneously, we would like to saythat
eachchild is lessresponsiblefor thebottlebeingshatteredthanin thecaseof SuzyandBilly andtheir two
rocks.TheCH definitionof responsibilitycapturesthis intution.

The notion of responsibilityis quite relevant in the context of coverage. Considerfor examplethe
specificationEX . Thereseemsto bea qualitative differencebetweena systemwheretheinitial statehas
100successorssatisfying andonewherethereareonly two successorssatisfying . Although, in both
cases,no stateis  -coveredby thespecification,intuitively, thestatesthatsatisfy play a moreimportant
role in thecasewherethereareonly two of themthanin thecasewherethereare100of them. That is,
eachof thetwo successorsis moreresponsiblefor thesatisfactionof $&%' thaneachof the100successors.

According to the CH definition, the degreeof responsibilityof a state � for a specification! is a
numberbetween0 and1. A state� is coveredby specification! if f its degreeof responsibilityfor ! is 1;
thevalueof � is a causeof ! beingtrue if thedegreeof responsibilityof � for ! is positive. A degree0
of responsibilitysaysintuitively that � playsno role in making ! true; a degreeof responsibilitystrictly
between0 and1 saysthat � playssomerole in making ! true,even if � by itself failing will not make !
false.For example,if thespecificationis EX andtheinitial statehastwo successorswhere is true,then
thedegreeof responsibilityof eachonefor EX is ( ) * ; if thereareonehundredsuccessorswhere is true,
thenthedegreeof responsibilityof eachoneis ( )+( , , .

Theissueof responsibilitybecomesparticularlysignificantwhenoneconsidersthatanimportantrea-
sonthat a statemight be uncoveredis dueto fault tolerance.Here,onecheckstheability of thesystem
to copewith unexpectedhardwareor softwarefaults,suchasa power failure,a link failure,or a Byzan-
tine failure [Lynch 1996]. It is often the casethat fault toleranceis achieved by duplication,so that if
onecomponentfails, anothercantake over. Accordingly, in this analysis,redundanciesin thesystemare
welcome:a statethat is coveredrepresentsa singlepoint of failure; if thereis somephysicalproblem
or softwareproblemthat involvesthis state,thenthespecificationwill not besatisfied.To increasefault



tolerance,we want statesto be uncovered. On the otherhand,we still want statesto somehow “carry
their weight”. Thus,from thepoint of view of fault tolerance,while having a degreeof responsibilityof
1 is not good,sinceit meansa singlepoint of failure,a degreeof responsibilityof - .+- / / impliesperhaps
unnecessaryredundancy.

Anotherareain formal verificationwherethestudyof causalityhasbeenappliedis explainingcoun-
terexamples.Groceetal. introduceanotionof error explanation, basedoncounterfactualcausality[Groce,
Chaki,Kroening,andStrichman]. In their framework, a counterexamplerepresentedasa traceof a pro-
gramis comparedto a goodtracethatis closestto this errortraceaccordingto somedistancemetric.The
differencebetweentheerror traceanda goodtraceis considereda causeof theerror. Sincetherecanbe
many closestgoodtraces,it seemsthatcomputingthedegreeof responsibilityof eachchangein causinga
traceto beanerrorcancontribute to ourunderstandingof agivenerrortrace.

The restof this paperis organizedasfollows. We review the HP definition of causalityandthe CH
definitionof responsibilityin Section2, aswell asthe temporallogic CTL usedin modelchecking.The
formal definitionsof responsibilityandcausalityarea little complicated. Thus,we provide somewhat
simplerdefinitionsthatareappropriatefor Booleancircuits. This settingarisesnaturallyin theautomata-
theoreticapproachto branching-timemodelchecking,asshown in [Kupferman,Vardi,andWolper2000].
In Section3 we formally relatethedefinitionsof causalityandresponsibilityto coverageestimationand
show thatvariousdefinitionsof causalityfrom the literaturecanberelatedto variousdefinitionsof cov-
erageusedin theliterature.We considercomplexity-theoreticissuesin Section4. For a complexity class0

, FP132 4 5 6
7 8 consistsof all functionsthatcanbecomputedby a polynomial-timeTuringmachinewith an
oraclefor a problemin

0
, which on input 9 asksa total of :'; < = >&? 93? @ queries(cf. [Papadimitriou1984]).

Eiter andLukasiewicz [2002a]show that testingcausalityis ACBD -complete;CH show that theproblemof
computingresponsibilityisFPE+FG 2 4 5 6
7 8 -complete.Wefocushereonsimplerversionsof theseproblemsthat
aremorerelevant to coverage.We show thatcomputingthedegreeof responsibilityfor Booleancircuits
is FPH�I�2 4 5 6 7 8 -complete.(It follows from resultsof Eiter andLukasiewicz that theproblemof computing
causalityin Booleancircuitsis NP-complete.)Wethenconsiderspecialcasesof theproblemthataremore
tractable,andarisenaturallyin thecontext of coverage.Proofsof theoremsaregivenin theappendix.

2 Definitions and Notation

In thissection,wereview theHPdefinitionof causalityandtheCH definitionof (degreeof) responsibility.
We startwith an overview of the generalframework of causality. Then,we argue that sincemodelsin
formal verificationarebinary, it is sufficient to studythe significantlysimplerversionsof causalityand
responsibilityfor binarymodels(see[Eiter andLukasiewicz 2002b]for thesimplificationof thedefinition
of causalityfor thebinarycase).However, we stressthat the restrictionto binarymodelsis beingmade
for expositorypurposesonly; all thedefinitionsmakeperfectsensein non-binarymodels.Wealsopresent
thedefinitionsof causalityandresponsibilityfor Booleancircuitsandarguethatbinary recursive causal
modelsare equivalent to Booleancircuits. We useBooleancircuits in our algorithmsfor computing
responsibilityin modelcheckingandwe justify this choicein Section3.3. Wedefinesomebasicconcepts
from modelcheckingin Section2.3.

2.1 The generalframework of causality

In thissection,wereview thedetailsof theHPdefinitionof causalityandtheCH definitionof responsibil-
ity.
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Figure1: Therock-throwing example.

A signature is a tuple JLKNM O'P QRP SUT , where O is a finite setof exogenousvariables,Q is a setof
endogenousvariables,andthe function SWV�OYXZQ\[^] _ associateswith every variable `NabOYX�Q a
nonemptyset S�c `ed of possiblevaluesfor ` from the rangef . Intuitively, theexogenousvariablesare
oneswhosevaluesaredeterminedby factorsoutsidethemodel,while theendogenousvariablesareones
whosevaluesareultimatelydeterminedby theexogenousvariables.A causalmodelover signatureJ is
a tuple ghKNM JRP i'T , where i is a function that associateswith every endogenousvariable jkalQ a
function mon suchthat monpV3c q3rts u3S�c v&d d&q�c qtw s x�y z n|{ SZc `'d d}[~S�c jZd . That is, mon describeshow
thevalueof theendogenousvariable j is determinedby thevaluesof all othervariablesin O�XUQ . If the
rangef containsonly two values,wesaythat g is abinarycausalmodel.

We candescribe(somesalientfeaturesof) a causalmodel g usinga causalnetwork. This is a graph
with nodescorrespondingto therandomvariablesin Q andanedgefrom anodelabeledj to onelabeled
` if thefunction m w dependsonthevalueof j . Intuitively, variablescanhaveacausaleffectonly ontheir
descendantsin thecausalnetwork; if ` is not a descendantof j , thena changein thevalueof j hasno
affect on thevalueof ` . For easeof exposition,we restrictattentionto whatarecalledrecursivemodels.
Theseareoneswhoseassociatedcausalnetwork is a directedacyclic graph(that is, a graphthat hasno
cycleof edges).For acausalmodel g , acontext �� assignsto eachexogenousvariable(i.e.,variablein O )
a valuein thedomain.If g is a recursive causalmodel,thengivena context �� , thevaluesof endogenous
variablesareuniquelydeterminedby equationsin i .

Theequationsdeterminedby � mon�V�j�abQC� canbe thoughtof asrepresentingprocesses(or mech-
anisms)by which valuesareassignedto variables. For example,if monec `|P �RP v&d�KL`��Yv (which we
usuallywrite as j�KY`Y�lv ), thenif `�K\� and v�K�] , then j�K�� , regardlessof how � is set. This
equationalsogivescounterfactualinformation. It saysthat, in the context v�K\� , if ` were � , then j
wouldbe � �b� , regardlessof whatvalue j , ` , and � actuallytake in therealworld.

While theequationsfor agivenproblemaretypically obvious,thechoiceof variablesmaynotbe.For
example,considerthe rock-throwing examplefrom the introduction. In this case,a naive modelmight
have an exogenousvariable v that encapsulateswhatever backgroundfactorscauseSuzy and Billy to
decideto throw therock (thedetailsof v do not matter, sincewe areinterestedonly in thecontext where
v ’s valueis suchthatbothSuzyandBilly throw), a variableSTfor Suzythrows (ST K\� if Suzythrows,
andST K�� if shedoesn’t), a variableBT for Billy throws, anda variable �e� for bottleshatters.In the
naive model, �e� is 1 if oneof STandBT is 1.

This causalmodeldoesnot distinguishbetweenSuzyandBilly’ s rockshitting the bottle simultane-
ouslyandSuzy’s rock hitting first. A moresophisticatedmodelis theonethat takesinto accountthefact
thatSuzythrowsfirst. It mightalsoincludevariablesSHandBH, for Suzy’s rockhits thebottleandBilly’ s
rock hits the bottle. Clearly �e� is 1 iff oneof BH andBT is 1. However, now, SH is 1 if ST is 1, and
BH K�� if BT K�� andSH Kl� . Thus,Billy’ s throw hits if Billy throws andSuzy’s rock doesn’t hit. This
modelis describedby the following graph,wherethereis anarrow from variable j to variable ` if the
valueof ` dependson the valueof j . (The graphignoresthe exogenousvariable v , sinceit playsno
role.)

Given a causalmodel g�K�c JRP i'd , a (possiblyempty)vector �j of variablesin Q , andvectors ��



and �� of valuesfor the variablesin �� and � , respectively, we candefinea new causalmodeldenoted�p��|� �� over thesignature� ��\ \¡ �'¢ £�¤ �� ¢ ¥Z¦ §�¨ ��&© . Formally,
�p��|� ��  \¡ � �� ¢ ª

��C� �� © , where «
��C� ��¬

is obtainedfrom « ¬ by settingthevaluesof thevariablesin �� to �­ . Intuitively, this is thecausalmodel
thatresultswhenthevariablesin �� aresetto �­ by someexternalactionthataffectsonly thevariablesin�� ; we donotmodeltheactionor its causesexplicitly. For example,if

�
is themoresophisticatedmodel

for therock-throwing example,then
�b®
¯ �R° is themodelwhereSuzydoesn’t throw.

Givena signature�  �¡ �'¢ £&¢ ¥ © , a formulaof theform
�   ­ , for

�N±Z²
and ­ ± ¥ ¡ � © , is called

aprimitiveevent. A basiccausalformula is oneof theform ³ ´tµ·¶�¸+µ ¢ ¹ ¹ ¹ ¢ ´oºR¶�¸ º » ¼ , where

½ ¼ is aBooleancombinationof primitive events;

½ ´tµ ¢ ¹ ¹ ¹ ¢ ´ º aredistinctvariablesin £ ; and

½ ¸ ¾ ± ¥ ¡ ´�¾ © .
Sucha formulais abbreviatedas ³ �´�¶^�¸
» ¼ . Thespecialcasewhere¿  ÁÀ is abbreviatedas ¼ . Intuitively,
³ ´tµC¶N¸+µ ¢ ¹ ¹ ¹ ¢ ´oº&¶�¸ º » ¼ saysthat ¼ holdsin thecounterfactualworld thatwould ariseif ´�¾ is setto ¸ ¾ ,Â  YÃ ¢ ¹ ¹ ¹ ¢ ¿ . A causalformula is aBooleancombinationof basiccausalformulas.

A causalformula ¼ is trueor falsein a causalmodel,givena context. We write ¡ � ¢ �� © ¦   ¼ if ¼ is
true in causalmodel

�
given context �� . ¡ � ¢
�� © ¦   ³ �´p¶Ä�¸
» ¡ �   ­ © if thevariable

�
hasvalue ­ in

theunique(sincewe aredealingwith recursive models)solutionto theequationsin
�\�¬t� �Å in context ��

(thatis, theuniquevectorof valuesfor theexogenousvariablesthatsimultaneouslysatisfiesall equations

«
�¬3� �ÅÆ , Ç ± £Z¤ �´ , with thevariablesin � setto �� ). Weextendthedefinitionto arbitrarycausalformulas

in theobviousway.

With thesedefinitionsin hand,we cangive theHP definitionof causality.

Definition 2.1(Cause) We saythat ��   �­ is a causeof ¼ in ¡ � ¢
�� © if the following threeconditions
hold:

AC1. ¡ � ¢ �� © ¦  Y¡ ��   �­ ©tÈ ¼ .

AC2. There exist a partition ¡ �Çe¢ �É © of £ with ��ËÊ �Ç and somesetting ¡ �­�Ì ¢3�ÍCÌ © of the variablesin
¡ �� ¢ �É © such that if ¡ � ¢
�� © ¦   Ç  ÁÎ Ï for Ç ± �Ç , then

(a) ¡ � ¢
�� © ¦   ³ �� ¶k�­ Ì ¢ �É ¶h�Í Ì » Ð·¼ . That is, changing ¡ �� ¢ �É © from ¡ �­ ¢3�Í © to ¡ �­ Ì ¢3�Í Ì © changes
¼ from true to false.

(b) ¡ � ¢
�� © ¦   ³ �� ¶��­ ¢ �É ¶Ñ�ÍCÌ ¢ �Ç Ì ¶ �Î Ï » ¼ for all subsets �Ç Ì of �Ç . That is, setting �É to
�ÍRÌ shouldhaveno effect on ¼ as long as �� hasthe value �­ , evenif all the variablesin an

arbitrary subsetof �Ç aresetto their original valuesin thecontext �� .
AC3. ¡ ��   �­ © is minimal,that is, no subsetof �� satisfiesAC2.

AC1 just saysthat Ò cannotbeacauseof Ó unlessboth Ò and Ó aretrue,while AC3 is a minimality
conditionto prevent, for example,Suzythrowing the rock andsneezingfrom beinga causeof thebottle
shattering.Eiter andLukasiewicz [2002b]showedthatoneconsequenceof AC3 is thatcausescanalways
be taken to be singleconjuncts. The coreof this definition lies in AC2. Informally, the variablesin �Ç
shouldbethoughtof asdescribingthe“active causalprocess”from �� to ¼ . Thesearethevariablesthat



mediatebetween ÔÕ and Ö . AC2(a) is reminiscentof the traditionalcounterfactualcriterion. However,
AC2(a)is morepermissive thanthetraditionalcriterion; it allows thedependenceof Ö on ÔÕ to betested
underspecialstructural contingencies, in which the variables Ô× areheld constantat somesetting ÔØCÙ .
AC2(b)is anattemptto counteractthe“permissiveness”of AC2(a)with regardto structuralcontingencies.
Essentially, it ensuresthat ÔÕ alonesuffices to bring aboutthe changefrom Ö to Ú3Ö ; setting Ô× to ÔØRÙ
merelyeliminatesspurioussideeffectsthattendto masktheactionof ÔÕ .

To understandthe role of AC2(b),considerthe rock-throwing exampleagain.Looking at thesimple
model,it is easyto seethatbothSuzyandBilly arecausesof thebottleshattering.Taking ÔÛÁÜlÝ STÞ ßeà|á ,
considerthestructuralcontingency whereBilly doesn’t throw (BT

ÜÁâ
). Clearly ãST ä â Þ BT ä â å ßeà Üâ

and ãST äçæ Þ BT ä â å ßeà Ü æ both hold, so Suzyis a causeof the bottle shattering.A symmetric
argumentshows thatBilly is alsothecause.

But now considerthemodeldescribedin Figure1. It is still thecasethatSuzyis acausein thismodel.
Wecantake ÔÛYÜlÝ STÞ SHÞ ßeà|á andagainconsiderthecontingency whereBilly doesn’t throw. However,
Billy is notacauseof thebottleshattering.For supposethatwenow take ÔÛlÜlÝ BTÞ BH Þ ßeà·á andconsider
thecontingency whereSuzydoesn’t throw. ClearlyAC2(a)holds,sinceif Billy doesn’t throw (underthis
contingency), thenthebottledoesn’t shatter. However, AC2(b)doesnothold. SinceBH èLÔÛ , if wesetBH
to 0 (it’soriginal value),thenAC2(b)requiresthat ãBT äWæ Þ ST ä â Þ BH ä â å é ßeà Ü æ ê hold,but it does
not. Similar argumentsshow thatnootherchoiceof

é ÔÛ ÞRÔ× ê makesBilly’ s throw acause.

Thedefinitionof responsibilityrefinesthe“all-or-nothing” conceptof causalityby measuringthede-
greeof responsibilityof

Õ�Ü�ë
for the truth valueof Ö in

é ì Þ Ôí ê . We give hereonly the definition of
responsibilityfor binarymodels.

Definition 2.2(Responsibility) The degreeof responsibilityof
ÕËÜNë

for the value of Ö in
é ì Þ Ôí ê ,

denotedî ï é é ì Þ Ôí ê Þ Õ�Ü�ë Þ Ö3ê , is 0 if
Õ�Ü�ë

is not a causeof Ö andotherwiseis æ ð é ñ Ô×Lñ ò æ ê , where
Ô×^ó�ô is thesmallestsetof variablesthat satisfiestheconditionAC2 in Definition2.1.

Thus,thedegreeof responsibilitymeasurestheminimal numberof changesthathave to be madein

Ôí in orderto make Ö counterfactually dependon
Õ

. If
ÕõÜ�ë

is not a causeof Ö in
é ì Þ Ôí ê , thenthe

minimal set Ô× in Definition 2.2 is taken to have cardinality ö , andthusthedegreeof responsibilityofÕ÷ÜÁë
is
â
. If Ö counterfactuallydependson

Õ÷ÜÁë
, thenits degreeof responsibilityis æ . In othercases

thedegreeof responsibilityis strictly between
â

and æ . Notethat
ÕNÜÁë

is a causeof Ö if f thedegreeof
responsibilityof

Õ÷Ü�ë
for thevalueof Ö is greaterthan

â
.

2.2 Causality and responsibility in Booleancircuits

In thissection,weconsideranimportantsettingin whichto considercausalityandresponsibility:Boolean
circuits. A Booleancircuit is just a representationof a propositionalformula,wherethe leavesrepresent
atomicpropositionsandtheinteriornodesrepresenttheBooleanoperationsÚ , ø , and ù . Givenanassign-
mentof valuesto theleaves,thevalueof theroot is thevalueof theformula.Without lossof generality, we
assumethatpropositionalformulasarein positivenormalform, sothatnegationis appliedonly to atomic
propositions.(Convertinga formulato anequivalentformulain positive normalform at mostdoublesthe
lengthof theformula.)Thus,in theBooleancircuit, negationsoccuronly at thelevel above theleaves.We
alsoassumewithout lossof generalitythatall ø and ù gatesin aBooleancircuit arebinary.

Let ú�û Ý â Þ æ á üþý Ý â Þ æ á be a Booleanfunction on ÿ variables,andlet � be a Booleancircuit that
computesú . As usual,we saythatacircuit � is monotoneif it hasno negationgates.Wedenoteby ÔÕ the
setof variablesof � . A truthassignment� to theset ÔÕ is afunction ��û ÔÕ ý Ý æ Þ â á . Thevalueof agateØ



of � underanassignment� is definedasthevalueof thefunctionof thisgateunderthesameassignment.
Thus,we canextendthedomainof � to all gatesof thecircuit. For anassignment� andavariable � , we
denoteby �� � thetruthassignmentthatdiffersfrom � in thevalueof � . Formally, �� ��� 	�

����� 	�
 for all
	����� , and �� ��� ��

���
��� ��
 . Similarly, for aset ���� �� , ����� is thetruthassignmentthatdiffersfrom �
in thevaluesof variablesin �� .

It is easyto seethatBooleancircuits area specialcaseof binarycausalmodels,whereeachgateof
thecircuit is a variableof themodel,andvaluesof inner gatesarecomputedbasedon thevaluesof the
inputsto thecircuit andtheBooleanfunctionsof thegates.A context �� is a settingto theinput variables
of thecircuit. For theeaseof presentation,weexplicitly definethenotionof criticality in Booleancircuits,
whichcapturesthenotionof counter-factualcausaldependence.

Definition 2.3 Considera Booleancircuit � over the set �� of variables,an assignment� , a variable
�! �� , anda gate " of � . Wesaythat � is critical for " under � if �� ��� "#

���$��� "#
 .

If avariable� is critical for theoutputgateof acircuit � , changingthevalue � alonecausesachange
in thevalueof � . If � is not critical, changingits valuealonedoesnot affect thevalueof � . However,
it might bethecasethatchangingthevalueof � togetherwith severalothervariablescausesa changein
thevalueof � . Fortunately, thedefinitionsof causeandresponsibilitycanbeeasilyre-writtenfor Boolean
circuits,wheretheonly causalformulaswe consideraretheformulasof thegates.

Definition 2.4 Considera Booleancircuit � over the set �� of variables,an assignment� , a variable
�! %�� , anda gate " of � . A (possiblyempty)set ���� ��'&$( �*) makes � critical for " if ����� � "#

����� "#

and � is critical for " under �� �� . (Thevalueof) � is a causeof (thevalueof) " if there is some �� that
makes � critical for " .

Similarly, we canrewrite thedefinitionof responsibilityfor Booleancircuitsin thefollowing way.

Definition 2.5(Degreeof Responsibility) Considera Booleancircuit � over theset �� of variables,an
assignment� , a variable �+ �� , anda gate " of � . Thedegreeof responsibilityof (thevalueof) � for
(thevalueof) " under � , denoted, -.� �$/ �0/ "�/ �1
 , is 2 3.� 2�465 �� 5 
 , where ���� ���&�( �*) is a setof variables
of minimalsizethatmakes � critical for " under � .

Thus, , -.� �$/ �0/ "�/ �1
 measurestheminimal numberof changesthathave to bemadein � in orderto
make � critical for " . If no subset ��7� ���&8( �*) makes � critical for " under � , thentheminimal set
�� in Definition 2.5 is taken to have cardinality 9 , andthusthedegreeof responsibilityof � is : . If �

is critical for " under � , thenits degreeof responsibilityis 2 . In othercasesthedegreeof responsibility
is strictly between: and 2 . We denoteby , -.� �$/ �0/ �;
 the degreeof responsibilityof � for the value
of the output gateof � . For example,if � is the assignmentthat gives all variablesthe value 1, then
, -.� �=<�>?��@ / �?< / �1
A�72 3 B , while , -.� C < D DE F < � E / �=< / �1
A�'2 3G2 : : . For anotherexample,considera circuit
�6�7� ��H?	�
�>*� ��H � 
�>*� 	�H � 
�>*� ��H�I#
 . That is, eithertwo out of threevariables� , 	 , and

�
shouldbe assigned2 , or � and I shouldbe assigned2 in orderfor � to have thevalue 2 . Consideran
assignment� < thatassignsall variablesthevalue 2 . Then, , -.� ��/ ��/ � < 
8�72 3 J , sincechangingthevalue
of two outof threevariables	 ,

�
, and I doesnotaffect thevalueof � , but changingthevalueof two out

of threevariables	 ,
�

, and I togetherwith � falsifies� . Now consideranassignment� @ thatassigns	 ,�
, and I thevalue 2 , and � thevalue : . Clearly, changingthevalueof � from : to 2 cannotfalsify � ,

thus , -.� ��/ ��/ � @ 
$��: . Finally, consideranassignment� K thatassigns� and 	 thevalue 2 , and
�

and I
thevalue : . In this case,changingthevalueof � alonefalsifies� , so , -.� �$/ �0/ � K 
$��2 .



Remark 2.6 We note that while we definethe degreeof responsibilityfor a specificcircuit, in fact its
value dependssolely on the Booleanfunction that is computedby the circuit and is insensitive to the
circuit structure.Thus,degreeof responsibilityis a semanticnotion,notasyntacticone.

2.3 The temporal logic CTL: a review

Webriefly review thetemporallogic CTL here;see[EmersonandClarke1982].Givenaset L#M of atomic
propositions,the setof CTL formulasover L#M is the leastset that includes N O P�Q , R S.T U Q , and L#M , and
is closedunderpropositionalconnectives,theunarymodaloperatorsEX, andthebinarymodaloperators
L�V and W�V . We typically write L�V and W�V usinga modifiedinfix notation;thus,if X and Y areCTL
formulas,thenso are Z�X , X6[0Y , W#\�X , L�] X$V8Y
^ and W�] X$V8Y
^ . We take L8\�X , L#_#X , and W�_�X as
abbreviationsfor Z$W#\�Z�X , Z�W�] N O P�Q1V#Z�X�^ , and Z�L�] N O P�Q1V#Z$X�^ , respectively.

Wedefinethesemanticsof CTL with respecttoKripkestructures. A Kripkestructurè%a'b L#MAc d*c e�c fAg h;c i$j
consistsof a set L#M of atomicpropositions,a set d of states,a total transitionrelation elk7dnm�d ,
an initial statefAg h*o�d , anda labelingfunction i'p;dnqsr t;u . For b f�c fAv j�o�e , we saythat f8v is a
successorof f . A computationof aKripkestructureis aninfinite sequencew*a�f
x c f8y c z z z of states,such
that for all {#|'} , thestatefAg ~�y is a successorof fAg . We definethesize � `6� of a Kripke structurè as
� d�� ��� e�� . We use `0c f7� a�X to indicatethataCTL formula X holdsat statef of ` . When ` is known
from thecontext we omit it andwrite f7� a�X . Therelation � a is inductively definedasfollows.

� For all f , wehave that f'� a�N O P�Q and f7�� a�R S1T U Q .
� For anatomicproposition��o=L#M , we have f'� a*� if f ��o0iA] f#^ and f7� a�Z1� if f ���o0iA] f#^ .
� f7� a�Z�Y if f f7�� a�Y .

� f7� a�Y��0X if f f'� a�Y or f'� a�X .

� f7� a�W#\0Y if f thereexistsasuccessorf v of f suchthat f v � a�Y .

� f%� a�W#YAV#X if f thereexists a computationw�a'fAx c f8y c z z z suchthat f
x?a'f andthereis {�|7}
suchthat f
g$� a�X andfor all }������6{ , we have f$��� a�Y .

� f7� a�L8YAV#X if f for all computationsw�a�fAx c f8y c z z z suchthat fAx8a�f , thereexists {$|�} suchthat
fAg$� a�X andfor all }������6{ , wehave f$��� a�Y .

Let � X8� �'a�� ��o0`!p1] ��c � ^ � X8� � denotethesetof statesthatsatisfy X in Kripke structurè . A Kripke
structurè satisfiesa formula X , denoted̀��a�X if f X holdsin the initial stateof ` . The problemof
determiningwhether̀ satisfiesX is themodel-checking problem.

3 Coverage,Causality, and Responsibility in Model Checking

In this sectionwe show how thinking in termsof causalityandresponsibilityis usefulin thestudyof cov-
erage.In Section3.1weshow thatthemostcommondefinitionof coveragein modelcheckingconformsto
thedefinitionof counter-factualcausalityanddemonstratehow thecoverageinformationcanbeenhanced
by thedegreesof responsibilityof uncoveredstates.In Section3.2wediscussotherdefinitionsof coverage
thatarisein theliteratureandin practiceanddescribehow they fit into theframework of causality.



3.1 Coveragein the framework of causality

The following definition of coverageis perhapsthe most naturalone. It arisesfrom the study of mu-
tant coverage in simulation-basedverification[Millo, Lipton, andSayward1978;Millo andOffutt 1991;
AmmannandBlack 2001],andis a commonapproachboth in simulation-basedverificationin industry
[DeMillo, Lipton, andSayward1978;Budd1981;BuddandAngluin 1982;Bieman,Dreilinger, andLin
1996;Zhu,Hall, andMay 1997]andin formalverification[Hoskote,Kam,Ho, andZhao1999;Chockler,
Kupferman,andVardi 2001;Chockler, Kupferman,Kurshan,andVardi 2001;ChocklerandKupferman
2002; Jayakumar, Purandare,andSomenzi2003]. For a Kripke structure � , an atomicproposition � ,
anda state� , we denoteby ������ � theKripke structureobtainedfrom � by flipping thevalueof � in � .
Similarly, for a setof states� , ����� � � is theKripke structureobtainedfrom � by flipping thevalueof � in
all statesin � .

Definition 3.1(Coverage) Considera Kripkestructure � , a specification� that is satisfiedin � , andan
atomicproposition ���?�#  . A state� of � is � -coveredby � if ������ � doesnot satisfy � .

It is easyto seethatcoveragecorrespondsto thesimplecounterfactual-dependence approachto causal-
ity, where � is theonly variablein ¡ . Indeed,a state� of � is � -covered by � if � holdsin � andif �
hadothervaluein � , then � would not have beentrue in � . The following exampleillustratesthe no-
tion of coverageandshows that thecounter-factualapproachto coveragemissessomeimportantinsights
in how the systemsatisfiesthe specification.Let � be a Kripke structurepresentedin Figure2 andlet
�6¢��#£�¤ ¥ ¦ ��§¨�#©8ªG¥ « ¬;­ ® . It is easyto seethat � satisfies� . State�A¯ is ªG¥ « ¬;­ -coveredby � . On the
otherhand,states�8° , �
± , �
² , and �8³ arenot ªG¥ « ¬�­ -covered,asflipping thevalueof ªG¥ « ¬;­ in oneof them
doesnot falsify � in � . Note thatwhile thevalueof ªG¥ « ¬;­ in states�A° , �
± , and �A² playsa role in the
satisfactionof � in � , thevalueof ªG¥ « ¬�­ in �8³ doesnot.

�1´µ�1¶
· ¸ ¹ º »¸ ¼ �

��½¾�1¿µ�.ÀÁ�.Â
¸ ¼ � · ¸ ¹ º »Ã· ¸ ¹ º »Ã· ¸ ¹ º »

· ¸ ¹ º »
�;Ä

�;Å

Figure2: States�A° Æ �
± , and �A² arenot coveredby �#£�¤ ¥ ¦ ��§Ã�#©AªG¥ « ¬�­ ® , but have degreeof responsi-
bility Ç È É for its satisfaction.

Onewayto capturethisdistinctionis by usingcausalityratherthancoverage.Thefollowing definition
is obtainedby translatingDefinition 2.1to thesettingof modelchecking.

Definition 3.2 Considera Kripke structure � , a specification� that is satisfiedin � , and an atomic
proposition ���6�#  . A state � is a causeof � in � with respectto � if there existsa (possiblyempty)
subsetof states ÊË of � such thatflipping thevalueof � in ÊË doesnot falsify � in � , andflippingthevalue
of � in both � and ÊË falsifies� in � .

In Figure2, we describea Kripke structure� in which the states�A° , �
± , �A² , and �8¯ arecausesof
�#£�¤ ¥ ¦ �#§!�#©AªG¥ « ¬�­ ® in � with respectto grant,while �8³ is notacause.Thisreflectsthefactthatwhile



thevalueof grantis critical for thesatisfactionof Ì only in thestateÍAÎ , in statesÍAÏ , Í
Ð , and ÍAÑ thevalue
of grantalsohassomeeffect on thevalueof Ì in Ò . It doesnot, however, give usa quantative measure
of this effect. Suchaquantative measureis providedusingtheanalogueof responsibilityin thecontext of
modelchecking.

Definition 3.3 Considera Kripke structure Ò , a specificationÌ that is satisfiedin Ò , and an atomic
proposition Ó�Ô?Õ#Ö . Thedegreeof Ó -responsibilityof astateÍ for Ì is × Ø.Ù Ú ÛÜ Ú Ý�× Þ , where ÛÜ is a subset
of statesof Ò of minimalsizesuch that ßÒ�àá;â ã satisfiesÌ and Í is Ó -coveredby Ì in ßÒ�àá;â ã .

In theKripke structuredescribedin Figure2, statesÍ8Ï , Í
Ð , and ÍAÑ have degreeof responsibility × Ø ä
for the satisfactionof Õ#å�Ù æ ç Ó0è�Õ#éAêGæ ë ì�í Þ , stateÍ8î hasdegreeof responsibility ï , andstateÍ8Î has
degreeof responsibility × , all with respectto theatomicpropositionêGæ ë ì�í .

Assigningto eachstateits degreeof responsibilitygivesmuchmoreinformationthantheyes/noan-
swerof coverage.Coveragedoesnotdistinguishbetweenstatesthatarequiteimportantfor thesatisfaction
of thespecification,eventhoughnotessentialfor it, andthosethathavevery little influenceonthesatisfac-
tion of thespecification;responsibilitycando thiswell. This is particularlyrelevantfor specificationsthat
implicitly involve disjunctions,suchasformulasof the form EXð or EFð . Suchspecificationstypically
resultin many uncoveredstates.Usingresponsibilitygivesasenseof how redundantsomeof thesestates
really are. Moreover, aswe observed in the introduction,any degreeof redundancy in the systemauto-
matically leadsto low coverage.On theotherhand,for fault tolerance,we mayactuallywant to require
that no statehasdegreeof statehigher than,say, × Ø ä , that is, every stateshouldbe backed up at least
twice. Thus,thedegreeof Ó -responsibilityof a stateÍ for Ì refinesthebinarydefinitionof coverage:the
smallerthedegreeof responsibility, thelesscoveredthestate.In thecontext of fault tolerance,thedegree
of responsibilityindicatestheresistanceof thesystemto faults:thesmallerthedegreeof responsibilityof
anelement,themoretolerantthesystemis to its failure.

Remark 3.4 Definition3.1hasbeenextendedto capturereacherdefinitionof coverage,likecode,branch,
and assertioncoverage[Chockler, Kupferman,andVardi 2003]. The extensioninvolves the notion of
vacuitycoverage, wherea state Í is Ó -coveredif ßÒ�ñ â ã doessatisfy Ì , but it doesso in a vacuousway
[Beer, Ben-David, Eisner, andRodeh2001; KupfermanandVardi 2003]. The refinementof vacuity to
responsibilityin Definition 3.3appliesalsoto vacuitycoverage.

In thecontext of theerrorexplanation,counterfactualcausalityis usedto help in explaininganerror
[Groce,Chaki,Kroening,andStrichman]. In this context, responsibilitycanbeusedto find primary(or
“root”) causesof errors. For a given error trace ò , thedegreeof responsibilityof a line ó in thecodein
causingò to falsify thespecificationindicateshow important ó is for creatinganerror. Lineswith a low
degreeof responsibilityaremorelikely to besecondarycauses,thatis, causesthatdisappearwhentheroot
causesfor theerroraretakencareof.

3.2 Other definitions of coverage

In the previous sectionwe showed that the definition of coverageusedmostoften in the literaturecan
be capturedin the framework of causality. Thereis anotherdefinition for coveragegiven in [Hoskote,
Kam, Ho, andZhao1999] that,while basedon mutations,is sensitive to syntax.Thus,accordingto this
definition, Í may Ó -cover Ì but not Ó -cover Ì�ô , althoughÌ and Ì�ô aresemanticallyequivalentformulas.
The justificationfor suchsyntacticdependenciesis that the way a userchoosesto write a specification



carriessomeinformation.(Recallthatthesameissuearosein thecaseof Booleancircuits,althoughthere
we offereda different justificationfor it.) Thevariantdefinition given by Hoskote et al. [1999] hastwo
significantadvantages:it leadsto aneasiercomputationalproblem,andit dealsto someextentwith thefact
thatvery few statesarecoveredby eventualityformulas,which implicitly involve disjunction.Moreover,
accordingto Hoskoteet al., thedefinition“meetsour intuitionsbetter”.

Roughlyspeaking,Hoskoteetal.’sdefinitiondistinguishesbetweenthefirst statewhereaneventuality
is fulfilled andotherstateson the path. That is, if an eventuality õ is first fulfilled in a state ö in the
original systemandis no longerfulfilled in ö in themutantsystemobtainedby flipping thevalueof ÷ in
somestateø , then ø is saidto be ÷ -coveredby õ , evenif õ is still satisfiedin themutantsystem.

Thisspecialdefinitionof coverageleadsto analgorithmin whichaspecificationõ is transformedto a
new specificationù ú û ü.ý þ ÿ õ�� thatmayincludea freshatomicproposition÷ � . Then,coverageis computed
with respectto ÷ � by ù ú û üGý þ ÿ õ�� in the Kripke structure� � that extends � by defining ÷ � to be true at
exactly thesamestatesas ÷ . Wedonotgive thefull definitionof ù ú û ü.ý þ here(see[Hoskote,Kam,Ho, and
Zhao1999]);however, to give theintuition, weshow how it worksfor universaluntil formulas.Assuming
that ù ú û üGý þ hasbeenrecursively definedfor õ and � , let

ù ú û ü.ý þ ÿ ��ÿ õ����	� �	
��
� ù ú û üGý þ ÿ õ�� �������
�
� ÿ õ������	� ��ù ú û ü.ý þ ÿ �	� � �
where ù ú û ü.ý þ ÿ ÷ ��
%÷ � , for somefreshatomicproposition ÷ � , and ù ú û üGý þ ÿ ����
�� if ���
%÷ . Thus, for
example, ù ú û ü.ý þ ÿ ��ÿ ���#÷ � �	
���ÿ ���#÷ ���0ÿ ��ÿ �����$÷ � �#÷ � � . It is nothardto seethatif � satisfies��ÿ ���#÷ � ,
thenHoskoteetal. saythat ö is ÷ -coveredby ��ÿ ���#÷ � if f ö is thefirst statewhere÷ is truein somepathin
� . For example,let � beaKripkestructurethatconsistsof asinglepath ��
�ö	� � ö! � ö#" � $ $ $ , andassume
that ö	� and ö� aretheonly stateswhere� is trueandthat ö� and ö�" aretheonly stateswhere ÷ is true.
Thenthespecificationõ%
&��ÿ ���#÷ � is satisfiedin � andneither ö� nor ö#" is ÷ -coveredby õ . Notethat
õ is fulfilled for thefirst time in ö� andthat if we flip ÷ in ö� , ö� no longerfulfils theeventuality. Thus,
ö� is saidby Hoskoteet al. [1999] to be ÷ -coveredby õ .

While the intuitivenessof this interpretationof coverageis debatable,it is interestingto seethat this
requirementcanbe representedin the framework of causality. Intuitively, theeventualitybeingfulfilled
first in ö� is muchlikeSuzy’s rockhitting thebottlefirst. And justasin thatexample,thekey to capturing
theintuition is to addextravariablesthatdescribewheretheeventualityis first fulfilled. Thus,weintroduce
two additionalvariablescalledF ' (“eventualityis first fulfilled in ö� ”) andF ( (“eventualityis first fulfilled
in ö�" ”). Thisgivesusthecausalmodeldescribedin Figure3.

)�*
+ )�,-)�.

+

þ

þ
/ + 0 þ

F "

F  ) ,

Figure3: The causeof ��ÿ ���#÷ � being true in � is taken to be the first placewherethe eventuality is
fulfilled.

Hoskote et al.’s definition of coveragefor eventuality formulascanbe viewed ascheckingwhether
aneventualityformulais satisfied“in thesameway” in theoriginal modelandthemutantmodel.Only a
fragmentof theuniversalsubsetof CTL is dealtwith by Hoskoteetal.,but thisapproachcanbegeneralized
to dealwith otherformulasthat canbesatisfiedin severalways. For example,a specification�1
 EX�



is satisfiedin aKripke structure2 if thereexistsat leastonesuccessorof theinitial state3#4 labeledwith5 . If we want to checkwhether6 is satisfiedin a mutantstructure2�7 in the sameway it is satisfiedin
the original system2 , we introducea new variable 8
9 for eachsuccessor3 of 3#4 andwe assign : to
8;9 if f 3 is labeledwith 5 . Thenwe replacemodelcheckingof 6 in mutantsystemsby modelchecking
of 6 7�<>= 9�? @ A B B C 9�D EGF 9 , where F 9 is 8
9 if 8;9 < : andis H�8
9 otherwise. Clearly, a mutantsystem
satisfies6�7 if f themutationdoesnotaffect thevaluesof 5 in successorsof theinitial state.Moregenerally,
this ideaof addingextra variablesto checkthatcertainfeaturesarepreserved canbeusedto give a more
fine-grainedcontrolover whatcoverageis checkingfor.

3.3 Booleancircuits in model checking

To motivateBooleancircuitsin thecontext of modelchecking,wereview theautomata-theoreticapproach
to branching-timemodelchecking,introducedby Kupferman,Vardi,andWolper[2000]. Wefocuson the
branching-timelogic CTL. Supposethatwewantto checkwhetheraspecificationI written in branching-
time temporallogic holds for a systemdescribedby a Kripke structure 2 . We assumethat 2 hasa
specialinitial statedenoted3	J K . Checkingif 2 satisfiesI amountsto checkingif themodelwith root 3	J K
obtainedby “unwinding” 2 satisfiesI .

In theautomata-theoreticapproach,we transformI to analternatingtreeautomatonLNM thataccepts
exactly themodelsof I . Checkingif 2 satisfiesI is thenreducedto checkingthenonemptinessof the
product L;O	P M of 2 and L;M (wherewe identify 2 with the automatonthat acceptsjust 2 ). When I
is a CTL formula, the automatonL;M is linear in the lengthof I ; thus,theproductautomatonis of sizeQ
R S 2 S T S I S U .

Let V be the setof statesin 2 andlet W!X be the setof atomicpropositionsappearingin I . The
productautomatonL;O	P M canbe viewed asa graph Y�O#P M . The interior nodesof Y!O	P M arepairs Z 3;[ 6	\ ,
where 3^]_V and 6 is a subformulaof I that is not an atomicproposition. The root of Y�O#P M is the
vertex Z 3#J K�[ I�\ . The leavesof Y�O#P M arepairs Z 3N[ 5 \ or Z 3N[ H 5 \ , where 3�]`V and 5 ]aW!X . As shown
by Chockler, Kupferman,andVardi [2001] (CKV from now on), we canassumethateachinterior node
Z 3;[ 6	\ hastwo successors,andis classifiedaccordingto the type of 6 asan OR-nodeor an AND-node.
Eachleaf Z 3;[ 5 \ or Z 3N[ H 5 \ hasa value, : or b , dependingon whether5 is in the label of state3 in the
model 2 . Thegraphhasat most c TdS W!X SGTGS V S leaves. We presenta simpleexampleof sucha graphin
Figure4.

We would like to view the graph Y�O#P M asa Booleancircuit. To do this, we first replaceeachnode
labeled Z 3;[ H 5 \ by a NOT-node,andaddanedgefrom the leaf Z 3;[ 5 \ to the NOT-node.Clearly this does
not increasethesizeof thegraph.Theonly thing thatnow prevents Y�O#P M from beinga Booleancircuit is
that it mayhave cycles.However, asshown by Kupferman,Vardi,andWolper[2000], thecyclesin Y�O#P M
containonly verticesof onetype—eitherOR or AND. Thus,eachcycle canbe“collapsed”into onenode
with many successors;this nodecanthenbereplacedby a tree,whereeachnodehastwo successors.The
sizeof theresultinggraphis still

Q
R S 2 S T S I S U . Modelcheckingis equivalentto findingthevalueof theroot
of Y�O#P M given thevaluesof the leaves. That is, modelcheckingreducesto evaluatinga Booleancircuit.
Thefollowing resultis straightforward,giventhedefinitions.

Proposition 3.5 Considera Kripke structure 2 , a specificationI , and an atomic proposition e . The
followingare equivalent:

(a) thedegreeof e -responsibilityof 3 for I is : f g ;
(b) thenode

R 3;[ e U hasdegreeof responsibility: f g for
R 3#J K�[ I U in theBooleancircuit corresponding

to 2 and I ;
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Figure4: Constructionof theproductautomaton.

moduleexample(� � , � � , � � );
reg � � , � � , � � ;
initial begin
� �#��� �#��� ����� ;

end
always@(posedgeclk) begin

assign�G�!���G� ;
assign� �;��� �
� � � ;
assign� �;����� � ;

end
endmodule

Figure5: TheVerilogdescriptionof thedesign.

(c) �
��� � hasdegreeof responsibility� � � for theoutputin thecausalmodelcorrespondingto � and � .
It is almostimmediatefrom Proposition3.5 that � is � -coveredby � in theKripke structure� if f � �;� � �
is critical (i.e.,hasdegreeof responsibility1) for thevalueof � �	� ��� ��� in theBooleancircuit if f �;��� � has
degreeof responsibility1 for thevalueof theoutputin thecausalmodel.

3.4 A DetailedExample

In thissectionwedemonstratehow responsibilitycanbeusedin modelchecking.Thedesignis described
asa partof a Verilog program,a finite statemachine(FSM),anda circuit. Thedesignhasthreeregisters,
whichencodethestatespace.Thedesignis describedby meansof aVerilogprogramin Figure5. Figure6
shows theFSM(eachstateis labeledby thetruth valuesof � � � � � , and � � ) andthecircuit for thisdesign.

First, it is easyto seethatall statesin which � �	�&� areunreachable,andthushave responsibility� for



�   ¡

�   ¡

�   ¡

¢ £

¢ ¤

¢ ¥

¦ ¦ §

¦ § ¦¦ § §

§ ¦ ¦¨§ ¦ §

§ § ¦§ § §

¦ ¦ ¦

Figure6: TheFSM with threelatches.

thesatisfactionof all specificationsthataresatisfiedin thedesign.Weconsidercoverageandresponsibility
with respectto severalspecifications.Westartwith thespecification©`ª�«!¬!­�® ¯ . Thatis, © requiresthat
thevalueof ® ¯ is ° in all reachablestates.It is easyto seethatall reachablestatesof thedesignarecovered
with respectto © andmutationsof ® ¯ . Accordingly, thevalueof ® ¯ in all reachablestateshasresponsibility±

for thesatisfactionof © in thedesign.Also,noreachablestateis coveredwith respectto © andmutations
of ® ² or ® ³ . Accordingly, thevaluesof ® ² and ® ³ in all stateshave responsibility° for thesatisfactionof ©
in thedesign.

Next considerthespecification©�´�ª�«!µ!® ³ . Thatis, ©�´ requiresthatthevalueof ® ³ is
±

in at leastone
stateat eachpathof thedesignthatstartsin state° ° ° . Notethatthevalueof ® ³ is

±
in states° ° ± and ° ± ± .

Thus,sincemorethanonestatecansatisfytheeventuality, neither ° ° ± nor ° ± ± is coveredwith respectto
©�´ andmutationsof ® ³ (in fact,thereareno coveredstatesfor this specification).Responsibilityprovides
a finer measure,showing thatthevalueof ® ³ in thestates° ° ± and ° ± ± areresponsiblefor thesatisfaction
of ©�´ , while thevaluesof otherregistersandthevalueof ® ³ in otherstatesdo nothave any responsibility.
Theresponsibilityof thevalueof ® ³ in eachoneof thestates° ° ± and ° ± ± for thesatisfactionof © ´ is ± ¶ · ,
becausewe needto changethevalueof only oneregisterin onestatein orderto createa counterfactual
dependence.For example,changingthevalueof ® ³ in ° ° ± from

±
to ° createsacounterfactualdependence

of thesatisfactionof ©�´ on thevalueof ® ² in thestate° ± ± .
Thethird specificationis ©�´ ´�ª�«�¸�«!¬;¹ ® ²�º�® ³ » . Thatis, all statesreachablefrom asuccessorof ° ° °

aresuchthateither ® ² or ® ³ have thevalue
±
. While thestates° ° ± and ° ± ° arecoveredwith respectto © ´ ´

andmutationsof ® ³ and ® ² , respectively, thestate° ± ± is not covered.Indeed,both ® ² and ® ³ canchange
their value(separately)without falsifying thespecification.Again,computingthedegreeof responsibility
enablesus to distinguishbetweenthevaluesof ® ² and ® ³ in state° ± ± , which have responsibility

± ¶ ·
for

thesatisfactionof ©�´ ´ , andthevaluesof all registersin state° ° ° , whichhave responsibility° .

4 Computing the Degreeof Responsibility in Binary CausalModels

In this sectionwe examinethe complexity of computingthe degreeof responsibility. We startwith the
complexity resultfor thegeneralcaseof binarycausalmodels.Thenwe discussseveralspecialcasesfor
which thecomplexity of computingresponsibilityis muchlowerandis feasiblefor practicalapplications.



4.1 The generalcase

For a complexity class¼ , FP½�¾ ¿ À ÁGÂ Ã consistsof all functionsthatcanbecomputedby a polynomial-time
Turing machinewith an oraclefor a problemin ¼ , which on input Ä asksa total of Å
Æ Ç È É!Ê Ä�Ê Ë queries
(cf. [Papadimitriou1984]). Eiter andLukasiewicz [2002a]show that testingcausalityis Ì#ÍÎ -complete;
CH show thattheproblemof computingresponsibilityis FPÏ�ÐÑ�¾ ¿ À ÁGÂ Ã -completefor generalcausalmodels.
Eiter andLukasiewicz showed that in binarycausalmodels,computingcausalityis NP-complete.Since
the causalmodel correspondingto a Booleancircuit is binary, computingcausalityis NP-completein
Booleancircuits. We show thatcomputingthedegreeof responsibilityis FPÒ�Ó�¾ ¿ À ÁGÂ Ã -completein binary
causalmodels.We actuallyprove theFPÒ�Ó�¾ ¿ À Á Â Ã -completenessfirst for Booleancircuits. Thenwe show
thataslightextensionof ourargumentcanbeusedto provethesamecomplexity resultfor all binarycausal
models.

Formally, theproblemRESP-CIRCUITis definedasfollows: givenacircuit Ô over thesetof variablesÕÖ
, avariable

ÖØ× ÕÖ
, anda truthassignmentÙ , computeÚ ÛdÆ Ô�Ü Ö Ü Ù�Ë . Weprove thefollowing theorem.

Theorem 4.1 RESP-CIRCUITis FPÒ�Ó�¾ ¿ À ÁGÂ Ã -complete.

Theproofsof Theorem4.1andits easyextensionbelow canbefoundin AppendixA.

Theorem 4.2 Computingthedegreeof responsibilityis FPÒ�Ó�¾ ¿ À ÁGÂ Ã -completein binarycausalmodels.

By Proposition3.5, theupperboundin Theorem4.1appliesimmediatelyto computingthedegreeof
responsibiltyof a state Ý for a formula Þ . The lower boundalsoappliesto modelchecking,sinceit is
not hardto show that for every Booleanfunction Ù over the setof variables

ÕÖ
andassignment

ÕÄ there
existsa pair ß à�Ü Þ�á suchthat à is a Kripke structure,Þ is a specification,andmodelcheckingof Þ in à
amountsto evaluatinga circuit Ô thatcomputesÙ undertheassignment

ÕÄ . Indeed,let à bea single-state
structurewith aself-loopover theset

ÕÖ
of atomicpropositions,wherethesinglestateof à is labeledwithÖâ× ÕÖ

if f
Ö

is ã undertheassignment
ÕÄ . Let Þ bea propositionalformulaover thesetof variables

ÕÖ
that computesthe function Ù . Thenthegraph ä�å#æ ç is a circuit that computesÙ andevaluating ä�å#æ ç is
equivalentto evaluating Ù undertheassignment

ÕÄ .

4.2 Tractable specialcases

Theorem4.1 shows that thereis little hopeof finding a polynomial-timealgorithm for computingthe
degreeof responsibilityfor generalcircuits. The situationmay not be so hopelessin practice. For one
thing, we are typically not interestedin the exact degreeof responsibilityof a node,but ratherwant a
reportof all thenodesthathave low degreeof responsibility. This is theanalogueof gettingareportof the
nodesthatarenot covered,which is thegoalof algorithmsfor coverage.As in thecaseof coverage,the
existenceof nodesthathavealow degreeof responsibilitysuggestseitheraproblemwith thespecification
or unnecessaryredundanciesin thesystem.

Clearly, for any fixed è , theproblemof decidingwhetherÚ ÛdÆ Ô�Ü Ö Ü ÝNÜ Ù�Ë#é&ã ê è canbesolvedin time
Å
Æ Ê ÕÖ Ê ë Ë by thenaive algorithmthat simply checkswhether

Ö
is critical for Ô undertheassignmentìÙ�íî

for all possiblesets
Õï�ð ÕÖ

of sizeat most è
ñ�ã . The testitself canclearlybedonein linear time. We
believe that,asin thecaseof coverage,wherethenaive algorithmcanbe improved by analgorithmthat
exploits the fact thatwe checkmany small variantsof thesameKripke structure[Chockler, Kupferman,
andVardi 2001],therearealgorithmsthatareevenmoreefficient. In any case,this shows that for values
of è like 2 or 3, whichareperhapsof mostinterestin practice,computingresponsibilityis quitefeasible.



Thereis alsoa naturalrestrictionon circuitsthatallows a linear-time algorithmfor responsibility. We
saythat a Booleanformula ò is read-onceif eachvariableappearsin ò only once. Clearly, a Boolean
circuit for a read-onceformula is a tree. While only a small fraction of specificationsare read-once,
every formulacanbeconvertedto aread-onceformulasimplyby replacingeveryoccurrenceof anatomic
propositionby a new atomic proposition. For example, ó^ôöõ ÷aø`ù ú#û�õ ÷aøaü ú can be converted to
ó�ý�ô&õ ÷�þ�ø#ù ú ûNõ ÷�ÿGø#ü ú . Givenanassignmentfor theoriginal formula,thereis acorrespondingassignment
for theconvertedformulathatgiveseachinstanceof anatomicpropositionthesametruthvalue.While this
doesnot changethe truth valueof theformula, it doeschangeresponsibilityandcausality. For example,
underthe assignmentthat gives every atomic propositionthe value 1, ÷ is critical for ó and thus has
responsibility1 for thevalueof ó , while underthecorrespondingassignment,÷�þ hasresponsibilityonly� � �

for ó�ý . Similarly, ÷ is not a causeof thevalueof ÷;û���÷ undertheassignmentthatgivesvalue1 to ÷ ,
but ÷�þ is causeof thevalueof ÷�þ�û���÷�ÿ underthecorrespondingassignment.

If we think of eachoccurrenceof an atomicpropositionasbeing“handled” by a differentprocess,
then as far as fault tolerancegoes,the converted formula is actually a more reasonablemodel of the
situation.Theconversionmodelsthefactthateachoccurrenceof ÷ in ó canthenfail “independently”.This
observation shows exactly why differentmodelsmay be appropriateto capturecausality. Interestingly,
this type of conversionis alsousedin vacuity detectionin [Beer, Ben-David, Eisner, andRodeh1997;
KupfermanandVardi 1999;PurandareandSomenzi2002],whereeachatomicpropositionis assumedto
have asingleoccurrencein theformula.

In modelchecking,we canconvert a Booleancircuit obtainedfrom theproductof a system� with
a specificationò to a read-oncetree by unwinding the circuit into a tree. This resultsin a degreeof
responsibilityassignedto eachoccurrenceof apair � �
	 ó�� , andindeedeachpairmayoccurseveraltimes.
Thewayoneshouldinterprettheresultis thendifferentthantheinterpretationfor theBoolean-circuitcase
andhastheflavor of nodecoverage introducedby Chockleret al. [2001]. Essentially, in nodecoverage,
onemeasurestheeffect of flipping thevalueof anatomicpropositionin a singleoccurrenceof a statein
theinfinite treeobtainedby unwindingthesystem.

The generalproblemof vacuity detectionfor branching-timespecificationsis co-NP-complete;the
problemis polynomialfor read-onceformulas[KupfermanandVardi 1999]. Consideringread-oncefor-
mulasalso greatly simplifies computingthe degreeof responsibility. To prove this, we first needthe
following propertyof monotoneBooleancircuits.

Lemma 4.3 Givena monotoneBooleancircuit 
 over theset �� of variables,a variable
��� �� , a gate

� � 
 , andan assignment� , if ��õ �!ú��ô���õ � ú , then � üdõ 
�	 � 	 �
	 ��ú	ô�� .
Proof: Both functions ø and û aremonotonenon-decreasingin boththeir variables,andthusalsotheir
compositionis monotonenon-decreasingin eachoneof thevariables.Eachgateof 
 is a compositionof
functions ø�	 û over theset �� of variables,thusall gatesof 
 aremonotonenon-decreasingin eachone
of thevariablesof 
 . A gate � representsa functionover thebasis� ø�	 û�� . Theassignment� assignsthe
variable

�
avaluein � ��	 � � , and ��õ �!ú is computedfrom thevaluesassignedby � to all variablesof 
 . We

assumethat ��õ � ú
�ô���õ ��ú . Without lossof generality, let ��õ � ú�ô � and ��õ ��ú�ô�� . Assumeby way of
contradictionthat � üdõ 
�	 � 	 �
	 ��ú��ô�� . Thenthereexistsaset � "! ���# � � � suchthat $�&%' õ ��ú	ô���õ �!ú�ô��
and
�

is critical for � under $�&%' . Thus,changingthevalueof
�

from
�

to � changesthevalueof � from
� to
�
. However, this contradictsthefactthat � is monotonenondecreasingin

�
.

Thecasewhere ��õ � ú	ô�� and ��õ ��ú	ô � follows by adualargument.



Theorem 4.4 Theproblemof computingthedegreeof responsibilityin read-onceBooleanformulascan
besolvedin linear time.

Proof: We describea linear-time algorithm for computingthe degreeof responsibilityfor read-once
Booleanformulas. Sincewe have assumedthat formulasaregiven in positive normalform, we canas-
sumethat thetreesthatrepresenttheformulasdo not containnegationgates.(Theleavesmaybelabeled
with negationsof atomicpropositionsinstead.)This meansthat the circuits correspondingto read-once
formulascanbeviewedasmonotoneBooleantreess,to whichLemma4.3canbeapplied.

Considerthefollowing algorithm,which getsasinput a monotoneBooleantree ( , anassignment) ,
anda variable * whosedegreeof responsibilityfor the valueof ( underthe assignment) we want to
compute.Thealgorithmstartsfrom thevariablesandgoesup thetreeto theroot. For eachnode+ in the
tree,thealgorithmcomputestwo values:

,.- / 0 1 2 (43 *53 +63 )87 , which is thesizeof theminimal 9: suchthat * is critical for + under ;)&<= (we take- / 0 1 2 (43 *53 +63 )87�>�? if thereis no 9: suchthat * is critical for + under ;)&<= ; i.e., if * is notacause
of theformulaassociatedwith + underassignment) ); and

,.@ 2 +
3 )A7 , which thesizeof theminimal 9: suchthat 9:�B 9* and ;)&<= 2 +�7�C>�) 2 +�7 .
Note that - / 0 1 2 (�3 *�3 +
3 )A7.> DE F G HAI J�I KLI M N6O�P if Q R 2 (�3 *�3 +
3 )A7TSVU , and - / 0 1 2 (43 *53 +63 )87.>�? if
Q R 2 (43 *53 +63 )87�>�U .

For a leaf W J labeledwith * , we have @ 2 W J 3 )A7�> P and - / 0 1 2 (�3 *�3 W J 3 )A7�>�U , by Definition 2.5. For
a leaf W X labeledwith YZC>T* we have @ 2 W X�3 )87�> P and - / 0 1 2 (�3 *�3 W X�3 )A7�>�? . Supposethat + is agate
with children [ and \ , andthatwe have alreadycomputed- / 0 1 2 (43 *53 ]83 )A7 and @ 2 ]83 )A7 , for ]_^�` [L3 \�a .
Then - / 0 1 2 (�3 *�3 +
3 )A7 and @ 2 +
3 )A7 arecomputedasfollows.

1. If + is an b -gateand ) 2 +�7�>�) 2 [874>�) 2 \�74>�U , or if + is c -gateand ) 2 +�7�>�) 2 [87�>�) 2 \�74> P ,
then

(a) @ 2 +
3 )A7�> @ 2 [L3 )878d @ 2 \83 )A7 (becausewe have to changethevaluesof both [ and \ in orderto
changethevalueof + );

(b) - / 0 1 2 (43 *53 +63 )87�>Tegf h 2 - / 0 1 2 (43 *53 [L3 )A7 3 - / 0 1 2 (�3 *�3 \83 )A7 7&d @ 2 \A3 )87 .
2. If + is an b -gate, ) 2 +�7�>i) 2 [87�>�U and ) 2 \�7�> P , or if + is an c -gate, ) 2 +�76>j) 2 [87�> P , and
) 2 \�7�>�U , then @ 2 +
3 )A7�> @ 2 [L3 )A7 , and - / 0 1 2 (43 *53 +63 )87�>�? , by Lemma4.3.

3. If + is an b -gateand ) 2 +�7�>�) 2 [87�>�) 2 \�7�> P , or if + is an c -gateand ) 2 +�7�>�) 2 [87�>�) 2 \k7�>�U ,
then @ 2 +
3 )A7�>Tegf h 2 @ 2 [L3 )87 3 @ 2 \83 )A7 7 , and - / 0 1 2 (�3 *�3 +
3 )A7�>Tegf h 2 - / 0 1 2 (�3 *�3 [L3 )87 3 - / 0 1 2 (43 *53 \A3 )87 7 .

Clearlywecancompute- / 0 1 2 (43 *53 +63 )87 and@ 2 +
3 )A7 in constanttimegiven - / 0 1 2 (�3 *�3 [L3 )87 , - / 0 1 2 (�3 *�3 \83 )A7 ,@ 2 [L3 )A7 , and @ 2 \83 )A7 . Moreover, because( is a tree,it is easyto checkthat - / 0 1 2 (43 *53 +63 )87 really is the
sizeof theminimal 9: suchthat * is critical for + under ;)&<= ; theargumentusesthefactthatwecannothave
both - / 0 1 2 (�3 *�3 [L3 )876l�? and - / 0 1 2 (43 *53 \A3 )876l�? , sincethis would meanthat * is a descendantof
both [ and \ , contradictingtheread-onceassumption.As weobservedearlier, thedegreeof responsibility
of * for thevalueof node+ under ) is P m 2 P d - / 0 1 2 (43 *53 +63 )87 7 , sowe aredone.



5 Conclusion

Wehave shown thatit is usefulto think of coverageestimationin termsof causality. Thiswayof thinking
aboutcoverageestimationnotonly showsthatanumberof differentdefinitionsof coveragecanbethought
of asbeingdefinedby differentmodelsof causality, but alsosuggestshow thenotionof coveragemight
beextended,to take into accountwhich featuresof satisfactionareimportant.Thenotionof responsibility
alsoprovidesausefulgeneralizationof coverage,thatgivesamorefine-grainedanalysisof theimportance
of a statefor satisfyinga specification.Our complexity resultssuggestthat thesenotionscanbeusefully
incorporatedinto currentmodel-checkingtechniques.
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A Proofs

A.1 Proof of Theorem 4.1

First we prove membershipin FPnko�p q r s t u by describingan algorithmin FPn�o�p q r s t u for solving RESP-CIRCUIT.
Thealgorithmqueriesanoracle v�w x for membershipin thelanguageyLz , definedasfollows:

y&z|{.} ~ ��� � �g� � �k� � � �&� � � � ��� � �g� � �k� �L��� � � � �
In otherwords, ~ � � � � � � � � � � �L�
y&z if thereexistsaset �� of variablesof sizeatmost �k��� suchthat � � is critical for
��� undertheassignment��k� �� . It is easyto seethat yLz&� NP. Indeed,givena set �� of sizeat most �8��� , thecheckfor

whether�g� is critical for ��� under ��k� �� canbeperformedin time linear in thesizeof ��� . Giveninput � �8� �
� ��� , the
algorithmfor solvingRESP-CIRCUITperformsa binarysearchon thevalueof � � � �8� �
� ��� , eachtime dividing the
rangeof possiblevaluesfor � � � �8� �
� ��� by � accordingto theanswerof v�w x . Thenumberof possiblecandidates
for � � � �8� �
� ��� is thenumberof variablesthatappearin � , andthusthenumberof queriesto v�w x is atmost � � � �|��� ,
where� is thesizeof theinput.

We now prove FPnkoAp q r s t u -hardnessby a reductionfrom the problemCLIQUE-SIZE, which is known to be
FPnkoAp q r s t u -complete[Papadimitriou1984; Krentel 1988; Papadimitriou1994]. CLIQUE-SIZE is the problemof
determiningthesizeof thelargestcliqueof aninput graph   . Thereductionworksasfollows. Let  .{�~ �¡ � �¢ � be
a graph.We startby constructinga circuit �k£ , wherethevariablesarethenodesin �¡ , andtheoutputof thecircuit
is � if f thesetof nodesassigned¤ formsacliquein   . Thecircuit �k£ is �k£�{�¥�¦ § ¨ ©6ª «¬ ­ � ¡5®6¯ � . It is easyto see
thatthevalueof �k£ underanassignment� is � if f thereareedgesbetweenall pairsof nodesthatareassigned¤ by� . In otherwords,thesetof nodesassigned¤ by � formsa cliquein   .

Now let � be a variablethat doesnot appearin �k£ . Considerthe circuit �.{���°g�k£ , andan assignment±
that assigns¤ to all variablesin

¡
andto � . It is easyto seethat the valueof � under

±
is ¤ , andthat for an

assignment� thatassigns� thevalue � , � outputsthevalueof �k£ undertheassignment� restrictedto
¡

. Weclaim
that � � � �|� �g� ± �L{T� � �L²�¤ if f thesizeof themaximalcliquein   is ³ ¡ ³ ����´�� , and � � � �|� �g� ± �L{_¤ if f thereis
no cliquein   .

We startwith the“if ” direction.Let � � � �|� �g� ± �L{�� � �&²5¤ . Thenthereexistsa set ��Tµ �¡ of size �8�5� such
that �± �� � �A�|{_¶ �± ���· ¸ ¹�º � �A� . Since �± �� � ���|{�¤ , we alsohave �± �� � �8�8{�¤ , andthus �± ���· ¸ ¹�º � �8�8{.� . Therefore,the

valueof �k£ undertheassignment�± �� restrictedto �¡ is � . Thus,thesetof variablesassigned¤ in �± �� formsa clique

in   . Theassignment�± �� differsfrom
±

preciselyonthevaluesit assignsto variablesin �� ; thus,thesetof variables

assigned¤ by �± �� is �¡.» �� . We know that ³ �� ³k{��L�5� , therefore ³ �¡_» �� ³�{�³ �¡ ³ ���A´.� . On the otherhand,by

thedefinitionof thedegreeof responsibility, for all sets ��.µ_¡ of size ¼
½5�|��� we have �± �� � �A�L{T¶ �± ���· ¸ ¹�º � �A� .
Thus,thevalueof �k£ undertheassignment�± �� restrictedto �¡ is ¤ . Thus,for all sets ��.µ �¡ of size ¼
½5�8��� , we

have that �¡5» �� is not acliquein   . Therefore,themaximalcliquein   is of size ³ �¡ ³ ���k´�� .
For the“only if ” direction,let �¾�µ �¡ of size ³ �¡ ³ ����´�� bethemaximalcliquein   . Thenthevalueof �k£ is� undertheassignment�± �§8¿ �À . Therefore, �± ¦ �§8¿ �À ª · ¸ ¹�º � �A��{�� , while �± �§8¿ �À � �8�&{ ± � �A��{T¤ . Thus, � is critical

for � undertheassignment�± �§8¿ �À , andtherefore� � � �|� �g� ���&��� . On theotherhand,since �¾ is maximal,for all sets

�� of size ³ �¡ ³ �
¼ for ¼
½5�8��� , we have that �� is not a cliquein   , thusthevalueof �k£ is ¤ undertheassignment�± �§8¿ �� . Therefore, �± ¦ �§8¿ �� ª · ¸ ¹�º � �8�|{_¤�{Á�± �§8¿ �� � �A� , andthus � is not critical for � undertheassignment�± �§8¿ �� . It
follows that � � � �|� �g� ± �&Â�� . Since � � � �8� �
� ���L��� , wegetthat � � � �8� �
� ± �|{�� .

If � � � �|� �g� ± �L{_¤ , thenfor all sets ��.µ �¡ , we have �± ���· ¸ ¹�º � �A�L{ �± �� � �A�L{_¤ , andthus �± �� � �k£|�L{_¤ . Thus,
thereis no clique in   . For theconverse,assumethat thereis no clique in   . For theotherdirection,assumethat
thereis no clique in   . Thenfor all �¾�µT¡ , we have �± �§8¿ �À � �k£8��{T¤ , thus �± ¦ �§8¿ �À ª · ¸ ¹�º � �8��{V�± �§8¿ �À � �A��{T¤ . It
follows that � � � �|� �g� ± �|{5¤ .



A.2 Proof of Theorem 4.2

Thelowerboundfollowsfrom thelowerboundin Theorem4.1.For theupperbound,weusethefollowing observa-
tion madeby Eiter andLukasiewicz: for binarycausalmodels,theconditionAC2 canbereplacedby thefollowing
condition(to getanequivalentdefinitionof causality):

AC2Ã . Thereexist a partition ÄkÅÆ�Ç ÅÈ.É of Ê with ÅËiÌ ÅÆ andsomesetting Ä ÅÍ Ã Ç ÅÎ Ã É of thevariablesin Ä|ÅË�Ç ÅÈ.É such
thatif Ä Ï Ç ÅÐ É&Ñ Ò_Æ�Ò�Ó Ô for

Æ_Õ ÅÆ , then

1. Ä Ï Ç ÅÐ É�ÑÒ�Ö ÅË�× ÅÍ Ã Ç ÅÈØ× ÅÎ Ã Ù Ú|Û .

2. Ä Ï Ç ÅÐ É�ÑÒ�Ö ÅË�× ÅÍ Ç ÅÈÜ× ÅÎ Ã Ç ÅÆ�× ÅÓ Ô Ù Û .

That is, for binarycausalmodelsit is enoughto checkthatchangingthevalueof ÅÈ doesnot falsify Û if all other
variableskeeptheiroriginalvalues.Thus,givenapartition Ä�ÅÆ4Ç ÅÈ.É andasetting Ä ÅÍ Ã Ç ÅÎ Ã É wecanverify that Ä Ë�Ò Í É
is anactivecausein polynomialtime: bothconditionsin AC2Ã areverifiableby evaluatingaBooleanformulaunder
a given assignmentto its variables. Thuscheckingcausalityin binary modelsis in NP. Therefore,the following
languageÝ|ÃÞ is alsoin NP.

ÝLÃÞ Ò.ß à Ä Ï Ç ÅÐ É Ç á&Ç Ä Ë�Ò Í É Ç â ãLä�å æ ç&è ç é ê ç çLë ì8ê ç í îkë ï í ð ñ ð ò ð å ó�ë ì Ä Ë�Ò Í Éì ë ê|á�ð ï�å æ ç�ô ë ï å ç õ å Ä Ï Ç ÅÐ ÉAð íLö å8ò ç ö í åL÷ ø â ù ú
Indeed,membershipof

à Ä Ï Ç ÅÐ É Ç á�Ç Ä Ë�Ò Í É Ç â ã in Ý|ÃÞ is verifiablein polynomialtimesimilarly to thecausalitycheck
with theadditionof measuringthesizeof witness ÅÈ , which hasto beat most

â8û�÷
. Thealgorithmfor computing

thedegreeof responsibilityof Ä ËjÒ Í É for thevalueof
á

in thecontext Ä Ï Ç ÅÐ É performsa binarysearchsimilarly
to the samealgorithmfor Booleancircuits, eachtime dividing the rangeof possiblevaluesby ü accordingto the
answerof anoracleto theNPlanguageÝLÃÞ . Thenumberof queriesis boundedby ý ò ë é|þ�ÿ , where

þ
is thesizeof the

input, thustheproblemis in FP�
��� � � � � �

.


