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Abstract

Classic information flow systems conservatively define the security label
associated with a derived value to be at least as restrictive as the security la-
bel on any input to that derivation. Because restrictions on information flow
do not necessarily change monotonically over time, this definition requires
programmers to invoke downgrading operations. A reactive information flow
(RIF) specification for a value v gives (i) allowed uses for v and (ii) the RIF
specification for any value that might be directly or indirectly derived from v.
RIF specifications thus specify how transforming a value might alter how the
result may be used, and that is more expressive than existing approaches for
controlling downgrading. We implement a type system for RIF specifications
by extending Jif, a dialect of Java that supports a form of classic information
flow. By implementing the JRIF language and compiler, we show how a
classic information-flow type system can be easily replaced with a more ex-
pressive RIF type system. We built example applications with JRIF, and we
provide insights into the benefits of RIF-based security labels.

1 Introduction

Many security policies of interest can be formulated in terms of information flow.
A confidentiality policy specifies what information may propagate to various prin-
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cipals; an integrity policy specifies what principals have influenced certain pieces
of information. The classic implementation is in terms of labels (e.g. [27, 139} 15}
21,110,137, 32]]), which ultimately are interpreted in terms of sets of principals. For
confidentiality, we might associate label {p, q,r, ...} with a piece of information v
to assert that only principals {p, q,r, ...} may read v, as well as all values derived
from v. For integrity, this label would assert that v, and all values derived from v,
can be trusted only if {p, q,r, .. .} can be trusted.

Schemes involving labeled information typically have some means to synthe-
size labels for results of computations. Moreover, the appropriate label for x after
executing x := F'(y, z), might be less restrictive or more restrictive than the labels
on y and z, depending on F'—for example, statistical aggregation might produce
information with a less-restrictive confidentiality label. For x := F'(y, z), having
the label on x be more restrictive than the labels of y and z is certainly safe. But
now labels become ever more restrictive, creating a mismatch between the label of
x and the expected security policy for the result of F'.

Programming languages have been developed to support labels through a type
system (starting with Volpano et al. [38]]). The type of a variable defines a label
that is associated with any value that variable stores. Languages (starting with
Myers [26]) have included explicit operations for programmers to assert that the
output of a computation is less restrictive than its inputﬂ For instance, by writing
code like

winner := declassify(majority(xp, Xq, Xr, ...), public)

the label associated with winner allows the majority of xp, Xq, Xr, ... to flow to any
principal, even if variable x, say, has a label that allows the stored value to flow
only to principal r.

The need for an explicit reclassification operation can be seen as a weakness
in the language of labels. The set of principals a label denotes needs to be able
to evolve as a computation proceeds, consistent with the computation history of
the labelled value. A more expressive label language would specify not only al-
lowed uses of a value, but also appropriate labels to associate with derived values.
Prior work restricts downgrading [18}, 23] 130, 131} [14] or enforces information era-
sure [[12f], but these approaches cannot specify an arbitrary label for a value based
on the history of operations deriving the value.

This paper describes a type system that supports Reactive Information Flow
specifications [20]], which express changes in confidentiality or integrity that are

'For confidentiality, the output is allowed to flow to more principals than the inputs, and for
integrity, the output is trusted more than the inputs.



instigated by operations that derive new values. A new Java dialect, JRIF, extends
Java to support RIF specifications by modifying the Jif compiler and runtime. Ex-
periences with using JRIF as compared to Jif [25) 28], which supports explicit
operations for declassification and endorsement, are discussed. A public release of
the source code for the JRIF compiler and runtime, along with example applica-
tions, will be available soon.

Section [2] defines RIF automata, finite-state automata that represent RIF spec-
ifications. In Section [3] we present JRIF, which has a type system based on RIF
automata, and we discuss the security condition that type correctness implies. Sec-
tion [4] demonstrates the practicality of JRIF through two real programs, and ex-
plores the advantages of JRIF compared to a classic labelled type system like Jif.
Our modifications to Jif that are likely to generalize to other RIF implementations
are discussed in Section [5} and Section [6] gives comparisons of JRIF to related
work including other language-based models for controlling declassification and
endorsement.

2 RIF Specifications as Automata

A RIF specification maps a sequence of operations on a value to a set of principals.
For confidentiality, these principals are authorized to read the value. For integrity,
these principals must be trusted in order for the value to be trusted; they may have
directly or indirectly influenced the computation of the value.

Many operations have equivalent effects on the information content of their
inputs.We assume that operations of interest to a programmer are annotated with
identifiers that represent one of those classes of equivalent operations. We call
these identifiers reclassifiers since the confidentiality or integrity of the outputs of
the associated operations might differ from that of the inputs. For example, in the
assignment

z:= [x mod y|p

reclassifier F' identifies a class to which modulo belongs. A sequence of operations
may be represented by a sequence F of reclassifiers. Our RIF specifications map
sequences of reclassifiers to sets of principals.

One representation for RIF specifications uses RIF automata, finite-state au-
tomata whose states are mapped to sets of principals and whose transitions are
directed by reclassifiers. For a value v tagged with RIF automaton p, the set of
principals .A(p) in the initial state of p restricts the use of v.



Each value deriving from v with a history of reclassifiers F is also associated
with a RIF automaton. Specifically, these derived values are associated with p after
performing the indicated transitions in F'. We write this derived RIF automaton as
T(p, F). So, if F is the sequence of reclassifiers involved in deriving v from v,
then A(T (p, F')) is the set of principals that restricts the use of v/

Finite-state automata are attractive because they compactly represent mappings
from a possibly infinite number of sequences of reclassifiers to sets of principals.
The number of states in a RIF automaton could be large but we have found in prac-
tice that relatively small RIF automata are capable of representing many policies
of practical interest.

Formally, a RIF automaton p is defined to be a 5-tuple (Q, 3, J, go, A), where:

Q is a finite set of states,

> is a finite set of reclassifiers,

d is a total, deterministic transition function () X > — @,

qo is the initial state ¢g € @, and
— A is a function from states to sets of principals.

So, functions A and T can now be defined as:

A(p)
T(p, F)

lI>

Aqo)
<Q7 %, 57 5*(6107 ﬁ)? )‘>

(1>

where §* is the transitive closure of §.

To specify both confidentiality and integrity, a value is tagged with a c-automaton
pc and an i-automaton p;. A pair (p., p;) of these automata forms a RIF labelE] If
a sequence Fis applied to a value tagged with (p., p;), then the resulting value is
tagged with the RIF label

- -

(T(pe; F), T(pi, F))

Changes to the confidentiality or integrity of a value have straightforward de-
scriptions using RIF automata.

— For confidentiality, a reclassifier triggers a declassification when it causes
a transition whose ending state is a superset of the principals contained in

>When the type of an automaton is clear from context, we will omit these subscripts.



its starting state. A reclassifier triggers a classification when it causes a
transition whose ending state is a subset of the principals contained in its
starting state.

— For integrity, these same two conditions imply that a reclassifier triggers a
deprecation (a superset must be trusted) and an endorsement (a subset must
be trusted), correspondingly.

— A reclassifier triggers a reclassification when the sets of principals in the
starting and ending state of the corresponding transition have an arbitrary
relation: one or more principals contained in the starting state might be ex-
cluded from the ending state, and/or one or more principals not contained in
the starting state might be included in the ending state.

We illustrate how reclassifications are expressed using simple examples. Focusing
on confidentiality, consider the following command, which assigns paper titles to
reviewers, for a conference program committee, using a function match, which the
programmer has annotated with the reclassifier Mtch.

RevAsgn := [match(Titles,Revs)], ;.. (1)

Let A be the set of authors whose papers belong to the list Titles, and let R be
the set of reviewers whose names appear in the list Revs. A possible policy for
Revs is the c-automaton pp, in Figure[I] This automaton indicates that the value in
Revs can be read initially by both the authors and the reviewers, but if an operation
identified by reclassifier Mtch is applied, then the resulting value (e.g., produced
by match in (I))) may only be read by reviewers (so authors cannot learn reviewer
identity).

Titles might be tagged with c-automaton p7 in Figure[2] Then, the value in
RevAsgn may be read by A(T (pr, Mtch)) N A(T (pr, Mtch)), which is R. So,
a reclassification occurred—indeed, a classification. Notice, reclassifier Mtch has
different effect on the c-automata of Revs and Titles.

Now suppose that a publisher p receives a document doc that everyone trusts.
The publisher is expected to publish doc in its entirety, but she is not supposed to
publish an excerpt of do say by executing the following command since impor-
tant context might be missing:

exc := [excerpt(doc)] k., (2)

3This example is inspired by TruDocs [36].
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Figure 1: Automaton pp. Initially, authors (A) and reviewers (R) are allowed to read, but
after an operation identified as Mtch, the result is allowed to be read only by reviewers.

Figure 2: Automaton p7. Read by authors (A) and reviewers (R) is allowed for this value.

The i-automaton in Figure [3]illustrates the desired integrity specification for doc.
Initially, no principal must be trusted for doc to be trusted; but the result of isolating
an excerpt out of doc is only as trusted as p. Here, reclassifier Xrpt triggers a
deprecation. Notice that, according to this i-automaton, if a publicize operation is
instead applied to doc, then no principal must be trusted for the result to be trusted.

Restrictiveness Relation

Whenever a value will be stored into a variable, the RIF automaton that tags this
variable should be at least as restrictive as the RIF automaton of the value. For
c-automata, we say that pl, is at least as restrictive as p., denoted p. C. pl., if for
all possible sequences of reclassifiers, the principals allowed to read the resulting
value according to p., are also allowed by p.. Relation C. is formally defined as
follows:

pe Eepl & (VF: A(T (pe, F)) 2 A(T (s, F))) 3)

For i-automata, p) is at least as restrictive as p;, denoted p; T; pf, if for all

Xrpt

@ Do

Figure 3: Automaton pr of the document doc. When the excerpt operation (annotated
with Xrpt) is applied, the result is deprecated to p.



possible sequences of reclassifiers, the principals that must be trusted according to
p} include those that must be trusted according to p;. So, relation C; is defined as
follows:

pi G & (VF: A(T(pi, F)) € A(T (0}, F)) ()

We extend these restrictiveness relations to RIF labels by comparing compo-
nents pointwise:

(pes pi) T {pes pi) = pe Ce pl. A pi i py.

A unique supremum of two RIF automata always exists, because RIF automata
and the restrictiveness relation form lattices. The set of c-automata and relation
C. define a lattice with bottom pp, a one-state automaton on the set P (everyone
can read), and top py, a one-state automaton on the empty set (no one can read).
Join operator L. denotes the supremum of two c-automata. If p. is c-automaton
(@,%,0,q0, Ac), and pl, is c-automaton (@', X', &', ¢{), \.), then:

Pec Cpc - <QXQ EUE 5><7<q07q0> )\ >
where dx and A are defined for (g, ¢')€eQ x Q' as

0x({g:4"), F) = (d(q, F), &'(d', F))
Mg, q')) = Ae(g) N AL(d)

The intersection (N) in defining A\« means c-automaton p. L. p/. allows principal p
to read the corresponding result only if p is allowed to do so by both p. and p...

For integrity, the lattice is inverted: the top element is pp (everyone must be
trusted), and the bottom element is py (no one must be trusted). This makes sense
because a value tagged with py can be safely considered to be tagged with pp (i.e.,
pp C pp), but not vice versa. The join operation LJ; is identical to L. except for
function \y:

A (g, q')) = Nilg) U Ni(¢')

Here, union (U) in defining Ay implies that, for every sequence of reclassifiers and
all principals p, p must be trusted according to i-automaton p; L; p; whenever p
must be trusted according to either p; or p,.

The set of RIF labels and the restrictiveness relation T also define a lattice,
with top (pg, pp) (no one may read, everyone must be trusted), bottom (pp, py)
(everyone may read, no one must be trusted), and with join operator U defined
pointwise:

(pe, piy U {pL, P}y = (peUpl, pidpy)



Suppose z has label (p., p;) and y has label (p., p;). Then to obtain a label for
the expression = 4 y, we can compute the supremum of the c-automata and the
t-automata and use the resulting automata to tag the expression.

3 JRIF

Jif [251 28] extends Java’s types to incorporate information flow labelsf_f] Jif handles
information flows introduced by features of Java, including exception handling as
well as allocation and updating of heap locations. Methods in Jif are annotated
with labels to support compositional type checking and separate compilation. Jif
also supports class declarations with label parameters and with a limited form of
dependent types, which permits dynamic labels to be used for type checking. The
Jif solver automatically infers the labels of local variable types, reducing the anno-
tation burden on the programmer.

JRIF (Jif with Reactive Information Flow) replaces the labels in Jif with RIF
labels. Our implementation preserves almost all of the abstractions provided by Jif,
including label parameters, dependent label types, and label inference. Program-
mers tag fields, variables, and method signatures with RIF labels, and the JRIF
compiler checks whether the program satisfies these specifications.

3.1 Syntax of RIF Labels and Annotated Expressions

The JRIF syntax of a RIF label L is given in Figure @ Using this syntax, the
c-automaton in Figure [5a)is coded as in Figure [5b] Reclassifications that are not
specified in the syntax of a RIF label are taken to be transitions whose starting and
ending states are identical.

JRIF programmers can annotate any expression with a reclassifier. The process
of annotating expressions is relatively simple, and the type system quickly reveals
mismatched assumptions between labels and reclassifiers. An alternative would be
for the language definition to provide reclassifiers for all basic operations. How-
ever, this alternative would likely result in larger and harder to understand RIF
automata and would be difficult to extend to user-defined functions. Thus, for
honest-but-clumsy programmers, our approach seems like the best alternative. For
simplicity of presentation, we continue to write [£]; when expression £ is anno-
tated with reclassifier F' even though the actual JRIF syntax is slightly different.

“Because Jif extends Java 1.4, it does not support Java Generics, introduced in Java 1.5.



L n= {Ag A}

A. = ¢ [ListOfTerms]

A; =1 [ListOfTerms]

ListOfTerms == T | T, ListOfTerms

T = State | InitialState | Transition
State = ID : {ListOfPrincipals}
InitialState  ::= IDx : {ListOfPrincipals}
Transition w= ID:ID — ID

Figure 4: Syntax for labels, where ID represents an alphanumeric string.

_'{FvF,} *

F/

(a)
c [gox:{p1}, q1:{P1, P2}, @2:{}s Frgo— a1, F':q0— qo)

(b)

Figure 5: Syntactic representation of a c-automaton



RIF labels are more expressive than Jif labels, so it is not surprising that RIF
labels tend to be longer. Changes to confidentiality and integrity specified in RIF
labels are not included in JIF (instead, additional code is required). Thus, reclas-
sifications in JRIF have a concise description, whereas declassifications and en-
dorsements in Jif are more verbose since they have a target label and, sometimes,
must include the source label as well. Finally, a single JRIF reclassifier can trigger
both a change in confidentiality and integrity; Jif requires a separate declassify
and endorse to effect that same change.

3.2 Type checking

The JRIF type system infers the types of expressions and annotated expressions
from the types of variables. The type of an expression £ is the join of the RIF
labels of all variables in £. The type of an annotated expression [£] is the RIF
label of £ after performing an F' transition.

Information flows may be explicit or implicit. An explicit flow occurs when
information flows from one variable to another as in the assignment

x = [€] . 5)

An implicit flow occurs when assignment takes place because of a conditional
branch, as in the if-statement

if €], thenx := [£'] , elsex:= [£"] . (6)

Fl

Knowing the value of x implies whether the £ evaluates to true or false.

JRIF, like other static information flow languages, controls implicit flows using
a program counter (pc) label to represent the confidentiality and integrity of the
control flow of the program. Assignment (3)) is secure if both the pc label and the
type of [€]  can flow to the type of x. In other words, the RIF label of x is at least
as restrictive as the pc label and the label of [£] ;. When control flow branches, as
in (6), the pc label increases to be at least as restrictive as the current pc label and
the label of [£] ;. This ensures that assignments in either branch are constrained to
variables with RIF labels at least as restrictive as the label of [£] .

3.3 What Type Safety Enforces

The RIF automaton associated with a variable specifies which principals may ac-
cess that variable. A c-automaton restricts readers; an ¢-automaton restricts writers.
But information flow control goes beyond such access control. In its general form,

10



it concerns whether changes to values in a certain set of variables can cause changes
to values in another set of variables—so-called noninterference [16]. For confiden-
tiality, noninterference requires that changes to values in variables that principal
p cannot read initially do not cause changes to values in variables that p can read
during program execution. Equivalently, if the initial states of two program execu-
tions agree on values in variables that principal p can read, then these executions
agree on the values that get assigned to variables that p can read. For integrity,
noninterference requires that variables whose trust initially depends on trusting p
do not cause changes to values in variables whose trust does not depend on p dur-
ing program execution. Obviously, these conditions must hold for each principal
p.

Reclassifications complicate a definition of information flow by changing what
values are of concern during an execution. For example, if a reclassifier causes
a transition that permits p to read the result of an operation on secret variables,
then classic noninterference is violated, even though the RIF specifications of the
variables are not. To accommodate reclassification in defining information flow,
it suffices to partition execution into segments that each satisfy noninterference.
Segments are delimited by reclassifications relative to a single principal pE]

Piecewise Noninterference (PWNI) for a principal p. A piece is an inter-
val of a program’s execution beginning with the initial state or a reclassifica-
tion and ending with a declassification, endorsement, or termination.

— If two pieces start at the same point of execution with states that agree
on variables that p can read and on newly declassified values, then these
pieces agree on the values that get assigned to variables that p can read
throughout execution.

— If two pieces start at the same point of execution with states that agree
on variables whose trust does not depend on p and on newly endorsed
values, then these pieces agree on the values that get assigned to vari-
ables whose trust does not depend on p throughout execution.

To better understand what PWNI provides, consider the following command:
z:= [x mod 4] ; z :=x mod 2 (7)

Assume z is tagged with the c-automaton in Figure[6a] and x is tagged with the c-
automaton in Figure[6b] This sequence of commands satisfies PWNI for principal

3> A more careful definition of Piecewise Noninterference is found in [20].
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(a) p is allowed to read (b) p is allowed to read after F'

Figure 6

p. This is because if two pieces start with states that agree on the declassified value
of x mod 4, then these states will also agree on the value of x mod 2. Thus, the
two pieces will agree on both value being assigned to z. Notice, PWNI would not
be satisfied if, for instance, the second assignment was z := x mod 8, because
x mod 8 leaks more information to p than what is allowed to be declassified in
x mod 4.

3.4 Dynamic labels and label parameters

Sometimes an information flow specification will become known only at execution
time. It is also desirable to reuse code for multiple information flow specifica-
tions. Jif provides dynamic labels and class declarations parameterized with label
parameters for that purpose. Label parameters are reified: each instance of a pa-
rameterized class definition contains runtime values for its label parameters. In
most cases, dynamic labels and label parameters may be used interchangeably.

We adapted Jif’s support for dynamic labels and label parameters to support
RIF labels. Thus, RIF labels in JRIF may be instantiated as runtime values: they
may be constructed programmatically, passed as method arguments, stored in fields
and variables, and compared dynamically. Furthermore, the labels of static type
declarations may range over label parameters and label-valued fields and variables.

Since the actual RIF label that a dynamic label or label parameter denotes is
not known at compile time, the JRIF type system requires the programmer to in-
sert checks that would prevent unsafe flows at runtime. JRIF programmers can
compare the restrictiveness (§2)) of dynamic RIF labels at runtime using expres-
sions similar to those comparing dynamic Jif labels. In JRIF, it is also necessary to
reason dynamically about transitions on RIF labels. For example, consider

y =[x mod 4] (8)

12



where x is tagged with dynamic label ¢;, and y is tagged with dynamic label /5.
This assignment statement is secure only when 7 (¢1, F') C /3 holds, which de-
pends on the values of ¢; and /5.

To ensure that 7 (¢1, F') C ¢, the programmer would code

if 7(¢1,F) C {5 theny := [x mod 4] )

At compile time, this constraint provides the type system with the necessary infor-
mation about ¢; and /5. Specifically, the type system may assume 7 (¢1, F') C /o
holds when the then clause starts executing since that code is executed only if the
dynamic check succeeds. To execute the check, the runtime system constructs the
automaton that results from an F transition on ¢1 and checks whether ¢ is at least
as restrictive.

In Jif, a declassification has the same effect on all labels. So in the Jif assign-
ment

y := declassify(x mod 4, {3)

any value stored in x will be declassiﬁecﬂ To achieve the same effect as (9) in Jif,
the programmer must use an auxiliary variable, say d, to control whether x mod 4
should be declassified.

if d then y := declassify(x mod 4, (s) (10)

Notice that it is the programmer’s responsibility to ensure that d is inspected before
any declassification of x; the type system provides no assistance about that. This is
error-prone, compared with (9), where an error from the JRIF type system would
alert the programmer that a dynamic check is necessary.

Dynamic labels and label parameters also relieve some of the annotation burden
of writing and rewriting long JRIF labels as the functionality of a program evolves
during development. With dynamic labels and label parameters, programmers can
specify only the properties of RIF labels that are required for a given method or
class to be secure. This in turn reduces the number of classes that must be modified
when RIF labels change to accommodate new functionality.

3.5 Constraints

To reduce the need for redundant dynamic checks, a JRIF programmer may de-
clare relationships between labels that must hold when the method is called. These

Robust downgrading places restrictions on the label, but they are orthogonal to this discussion.
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relations are called where-constraints. Consider the method

int{lo} mod ({l1} x) where{T (I, F) C Io}{

return [x mod 4] ;

}

for /1 and [5 dynamic labels or label parameters. The constraint where{7 ({1, F') C
lo} permits the type system to assume 7 (I1, F') C o while type checking the body
of method mod4. To ensure modj executes only when 7 (1, F) C Iy holds,
the type system need only check that the where-constraint holds at every call site
naming mod4. For instance, the expression [x mod 4] in (9) could be replaced
by a call to mod4.

4 Program Examples using JRIF

4.1 Battleship

The Jif distribution [28] includes an implementation of the Battleship game. Bat-
tleship is a good example because confidential information must be declassified
over the course of the game. Integrity is important here, too. Ship coordinates
are initially fixed and secret, but revealed when opponents guess their coordinates
correctly. Also, players must not be able to change the position of their ships after
the initial placements. Confidentiality or integrity policies in this game prevent a
player from cheating.

We found that simple c-automata were expressive enough to specify confiden-
tiality policies for the ship-coordinates of each player. That policy is:

— Values derived from the ship-coordinates selected by player p; should be
read only by p;, because opponent player p, is not allowed to learn the
position of p;’s ships.

— The result of whether a ship of p; has been hit by the opponent player p,
may be read by everyone, including ps.

A c-automaton that expresses this policy appears in Figure [7, where @ is the re-
classifier for the operation that checks whether an opponent’s attack succeeded.
The integrity policy of ship-coordinates can be expressed using a simple i-
automaton, too. Once p; selects the coordinates of her ships, they are as trusted as
p;. After ship-coordinates are chosen, they may not be changed during the game.

14
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Figure 7: A c-automaton for ship-coordinates.

-A *

Figure 8: An ¢-automaton for ship-coordinates.

So, before the game actually starts, there is a game operation whose reclassifier
raises the integrity of all ship-coordinates so that neither player can make changes.
An j-automaton that expresses this policy is presented in Figure [§] where A is the
reclassifier annotating the operation that accepts the initial coordinates.

The implementation of Battleship in JRIF was derived by making just a few
modifications to the Jif implementation. We replaced Jif labels with RIF labels,
and we replaced declassification or endorsement commands with reclassifications.
Interestingly, methods in the Jif implementation that involved only label parame-
ters and dynamic labels could be used without any modification in the JRIF imple-
mentation. We conjecture that any program written in Jif can be easily ported into
JRIF.

Compared to Jif, JRIF provides better separation between program logic and
information flow policies. Suppose a programmer decides some input value—
the player’s name, for instance—should not be declassified. In JRIF, this change
involves modifying the RIF label declaration on any field storing the player’s name.
Specifically, the c-automaton of the updated label would be inspected and edited
S0 it contains no transitions to automaton states that contain additional principals.

In contrast, to accommodate this change in Jif, the programmer must not only
remove all declassification commands that involve the name field explicitly, but
also must remove all declassification commands that involve any expressions to
which it flows. Getting these deletions is error prone since the programmer must
reason about the flow of information in the code.

We found the compilation and execution time of the JRIF version of Battleship
to be comparable to the Jif version . On an Intel Core i5 (Intel Core i5 CPU
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M 460 @ 2.53GHz x 4) processor with 4G of RAM, 7 seconds are required for
compiling each version of Battleship (Jif version is ~ 615 LOC, and JRIF version
is ~ 628 LOC). To measure the execution time, we ran a scripted Battleship game
1000 times in a loop. The Jif version executed 1000 games in 7 seconds while the
JRIF version required 21 seconds. The increase is mostly due to the overhead of
creating dynamic labels in JRIF, which currently requires more method calls than
Jif’s dynamic labels.

4.2 Shared Calendar

To further explore the expressive power of RIF labels, we developed a shared cal-
endar application from scratch in JRIF. All four different kinds of reclassifications
(declassification, classification, endorsement, and deprecation) are required in this
application. Also, users may choose dynamic RIF labels to associate with val-
ues, so the same reclassifier could have different effects on values with different
specifications.

Operations involved in our shared calendar include:

Create a personal or shared event.

Invite a user to participate in a shared event.

— Accept an invitation to participate in a shared event. Reclassifier: Accept

Cancel a shared event. Reclassifier: Cancel

Publish/hide an event date and time. Reclassifiers: PubSlot and HideSlot

Check and announce a conflict between personal events (not cancelled events)
and an invitation for a new shared event. Reclassifier CheckConflict.

Figure [J] illustrates some c-automata for events created by principal p,. The c-
automaton in Figure [Oa| permits a full declassification triggered by the reclassifier
CheckConflict, whereas the c-automaton in Figure [9b| does not. Figure [10] gives
an z-automaton for the events of p;. Once an event with this RIF automaton is
accepted, the event has top integrity since all of the attendees have agreed to par-
ticipate (no one is able to modify this event thereafter). However, if the event is
cancelled, it should still remain in the records of the user, but it should be treated
with low integrity, because it should not influence the functionality of the user’s
calendar, say the result of CheckConflict operation.
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CheckConflict

) HideSlot PubSlot
HideSlot PubSlot

(b) A c-automaton that does not
permit declassification for conflict-
checking.

(a) A c-automaton that permits de-
classification for conflict checking.

Figure 9: Two RIF automata for event confidentiality.

Accept Cancel

Figure 10: An ¢-automaton for an event. The self-loops are omitted; for instance, the result
of applying CheckConflict to a canceled event has low integrity.

if (7 (1blEvt,C) C {c[q0x : P|;i[qlx : 0]}
&& T(1blCal,C) C {c[q0x* : PJ;i[glx: 0]})

then if ([cal.hasConflict(event, 1blEvt,1blCal)].)
then result := true; //Conflict detected
else result := false; //No conflict

Figure 11: Checking if the conflict is allowed to be declassified and endorsed, where C
corresponds to reclassifier CheckConflict. Here, 1blEvt is the dynamic label of the re-
quested shared event event, 1b1lCal is the dynamic label of events in the calendar cal,
against which the conflict will be checked, and method hasConflict returns true if a
conflict is detected.
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We use dynamic labels and label parameters extensively in the shared calendar
application. The event class has label parameters that are typically instantiated by
dynamic labels. These RIF labels tag components of events, such as the time, date,
duration, and description. Since events have parameterized types, the methods that
manipulate events are also either parameterized or make use of dynamic labels
in their type declarations. Figure|l1|excerpts from the conflict-checking method.
Here, the label of the event is dynamically checked to see whether it permits the
check to be declassified and endorsed before performing the conflict check.

A user’s events may be tagged with different dynamic labels. For example,
a user might pick the c-automaton in Figure [9a] for some events but pick the c-
automaton in Figure Ob] for others. Events can have different i-automata, too. Un-
shared events have the i-automaton in Figure[I0] but accepted events can be treated
with higher integrity and thus tagged with the i-automaton denoted by taking the
Accept transition. Additionally, the time slot of some events could be either hidden
or public. To accommodate these heterogeneously labeled events, we store events
in a data structure that makes it easier to aggregate events with different labels.
The data structure has two fields: one is an event, and the other is a label. Before
processing an event, its label is checked to prevent unspecified flows. Such data
structures are common in Jif programs, and they are studied formally in [40].

S Extending the Jif Compiler

Our strategy for extending Jif should extend to compilers for other information flow

languages. This should not be so surprising: RIF labels expose the same interface

to a type system as the native labels do. The difference is in how RIF labels evolve.
Our strategy for building JRIF involved three steps:

1. Add syntax for RIF labels and for annotating expressions with reclassifiers.
2. Add typing rules for annotated expressions (according to §3.2)).
3. Modify the type checker to handle this more expressive class of labels:

(a) implement the restrictiveness relation (§2)) on RIF labels,

(b) add an axiom stiputating that this relation is monotone with respect to
transition relation 7T,

Item (3b) is essential for supporting our richer language of label comparisons and
where-constraints. For example, if a programmer introduces where-constraint
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lo C Iy (or equivalently, checks dynamically that this relation holds), then the
type checker should be able to deduce that 7 (I3, F') T T ({1, F') holds for every F.

In total, we added 6k lines of code to Jif (which is a total of 230k LOC), in order
to get one compiler for JRIF. Out of the 494 Java classes used in Jif, we modified
only 31 and added 48 new classes. Of these new classes, 37 are extensions of Jif
classes; primarily abstract syntax tree nodes for labels, confidentiality and integrity
policies, and code generation classes. Thus most of the effort in building JRIF
focused on extending Jif’s functionality rather than on building new infrastructure.

Some features of Jif are orthogonal to enforcing RIF labels, and we have ig-
nored them for the time being. For instance, Jif uses authority and policy ownership
to constrain how labels may be downgraded. Since RIF labels are concerned with
what operation is applied to what value, authority and ownership is orthogonal to
the enforcement of RIF specifications. As discussed below in §6.1] future versions
of JRIF could extend the type system to support these constraints on downgrading
as a complement to security guarantees offered by RIF specifications.

6 Related work

Expressive structures, like automata, have been used in prior work to represent
information flow specifications. Program dependence graphs [[17, [19], which rep-
resent data and flow dependencies between values have been used to specify de-
classifications that are allowed. Also, Rocha et al. [30, [31]] employ policy graphs
to specify sequences of functions that cause declassifications. However, these ap-
proaches do not handle arbitrary reclassifications; they handle only declassifica-
tions.

Declassifications are usually caused by tfrusted processes [4], which are per-
mitted to violate noninterference. Several approaches that control declassification
(e.g., [18]]) employ some notion of trusted processes or code. Early versions of
Jif used selective downgrading [29]], which refines this idea with policies that are
owned [9]] by principals who may differ in which code they trust. These systems
enforce a form of intransitive flow policy [33]] since direct flows that do not involve
the declassifying operation are prohibited.

Many models have been proposed for expressing and enforcing policies that
permit principled disclosures of sensitive information, but PWNI is the first to con-
sider classifications and protect the new secrets that classifications yield. Gradual
release (GR) [2l] requires that designated declassifications be the only points where
an attacker’s knowledge about initial secret variables increases. GR does not spec-
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ify what secret values can be declassified. This is expressed in: conditional gradual
release (3], delimited release 34], and relaxed noninterference [22].

Chong and Myers [[14] introduce information flow specifications that use con-
ditions on program state as a basis for deciding when a value may be declassified
or should be erased[] RIF automata can be modified to express such specifications,
by associating reclassifiers with conditions on states in some simple predicate lan-
guage. Such an approach would generalize the policies expressible by Chong and
Myers [14] since downgrading and erasure policies permit only linear sequences
of conditions whereas automata admit more general structures.

Sabelfeld et al. [35] introduce a four-dimension categorization (what, where,
who, when) of declassification. In JRIF, a reclassifier that causes a declassification
indicates “what” will be declassified and “where” in the program.

Broberg et al. [8] characterize dynamic policies based on a three-level hierar-
chy of control. Using the authors’ terminology, the components of RIF automata
are described as follows: automata states are Level O controls, function A is a Level
1 control (a determining function), function 7 is a Level 2 control (a meta policy).
However, whereas Broberg et al. [8] consider these controls to be the same for all
values in a program, in JRIF this hierarchy is different for each RIF automaton.

6.1 RIF and Robustness

Another approach to enforcing principled disclosures is robust downgrading [13]]
used in Jif [28] and Fabric [24} [1]. Robust downgrading requires that downgrades
occur only in high-integrity contexts, preventing untrusted principals from influ-
encing what (and whether) sensitive information is disclosed. A significant advan-
tage of robust downgrading is that, unlike selective downgrading, it provides an
end-to-end security guarantee: an untrusted principal cannot cause a robust pro-
gram to disclose information.

JRIF enforces an end-to-end security guarantee distinct from, and orthogonal
to, robust downgrading. Whereas robust downgrading ensures attackers cannot
control the decision to downgrade or (in the case of declassification) the informa-
tion being declassified, JRIF guarantees that disclosed values are produced only
by specified sequences of operations. However, RIF specifications are compatible
with robust downgrading. JRIF’s type system could be extended with a robust en-
forcement mechanism to enforce RIF specifications and robustness simultaneously.
There are two options.

"Chong and Myers [[11]] also proposes extension to operations other than declassification and
erasure.
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One option is to extend JRIF’s type system to restrict where reclassifiers may
appear. To enforce robust downgrading, a reclassifier that causes a declassification
to p or an endorsement of p would be restricted to code where control flow integrity
does not require trust in p. In other words, p should not be able to control whether
the operation associated with the reclassifier occurs. Furthermore, in the case of
declassification, the integrity of the value being declassified should also not require
trust in P. These constraints are a straightforward adaptation of Jif’s rules for robust
downgrading that use the starting and ending state of a RIF automaton transition to
identify declassifications or endorsements.

Another option further generalizes robust downgrading but preserves the first
option as a special case. Rather than implicitly identifying transitions that trigger
declassification and endorsement, RIF automata could be extended by requiring
each transition to be annotated with a set of principals that may influence the re-
classification. The JRIF type system would restrict each reclassifier to appear in
code whose control flow integrity is higher than the integrity specified in all tran-
sitions that reclassifier triggers. Furthermore, the integrity of the inputs to the op-
eration the reclassifier annotates should be higher than the integrity specified in all
transitions the reclassifier triggers in c-automata. The Jif-style approach from the
first option can be implemented by specifying that the integrity on all declassifying
or endorsing transitions are based on which principals are included or excluded.
The extra expressiveness of the second approach seems as though it might have
interesting applications, but we leave exploration of these to future work.

6.2 Capability-based systems

Many recent systems for information flow control are based on capabilities, in-
cluding Flume [21]], HiStar [39], Asbestos [[15], Aeolus [10], Laminar [32], and
LIO [37]. We focus our discussion on Flume, but a similar approach should apply
to other systems.

Flume extends standard operating system abstractions with information flow
control. Confidentiality and integrity policies are represented in Flume with un-
forgeable tokens, called rags. System resources are annotated with labels, which
are collections of tags. Each process has an associated process label, which con-
servatively tracks the confidentiality and integrity policy on the process’s memory.
When a process performs input operations on sensitive data, the restrictiveness of
the process label is raised by adding that resource’s tags to the label. Output oper-
ations are constrained to affect resources with labels that are at least as restrictive
as the current process label. For instance, if a process reads a secret file, any sub-
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sequent attempt to write to a public file will receive an error.

This mechanism alone is usually too restrictive; certain outputs of a program
might not actually depend on any secret data, or the purpose of the program may
actually be to release secret data in a controlled way. Thus, Flume also assigns to
each process a set of capabilities that specify which tags it is permitted to add or
remove from its process label. For instance, to add or remove a tag ¢, a process
must have capability ¢t or ¢, respectively. Removing a tag from the process label
is equivalent to declassification or endorsement.

Consider the following scenario. Alice has two files: diary.txt, where she
keeps a personal journal, and pwds.db, where she stores passwords. Both files
contain very sensitive information, so she adds a tag, secret, to their labels. She
gives her editor the secret™ capability, but not secret™. This capability enables
the editor to read diary.txt, but prevents it from outputting its contents to the
network or to a file lacking the secret tag. In order to read the password file, she
gives her password manager the secret™ capability, but also the secret ™ capability
so that the passwords can be used to log in to remote hosts.

Unfortunately, this gives the password manager more power than Alice may
have intended since it may both read file diary.txt and export it to the network.
In Flume, Alice’s only option is to create separate tags for each file to distinguish
secrets that should never be exported and to carefully assign capabilities to pro-
cesses accordingly.

Extending Flume with RIF specifications would provide a better option. As in
Jif, we can replace Flume labels with RIF automata, but where the states of these
automata are sets of tags. Thus, each system resource is associated with a RIF
automaton, and the process label is a RIF automaton that is at least as restrictive
as the current process’s memory. Instead of permitting processes to directly add
or remove tags, processes receive capabilities for performing transitions on the
process label’s RIF automaton. Output operations are constrained to resources
whose RIF automata are at least as restrictive as the process label.

RIF specifications for Flume would allow Alice to express her policies more
directly. For diary.txt, she assigns a RIF automaton with a single state: secret.
For pwds.db, she assigns an automaton with two states, secret and public, and
a transition between them called login. Then granting the login capability to her
password manager does not allow it leak diary.txt, because that file’s automaton
remains in the secret state after the login transition.
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6.3 Paragon and Paralocks

The Paragon [7]] programming language has information flow control based on
Paralocks [6} 15]. Paragon policies are expressed in terms of information sources
and sinks called actors and guarded by predicates called locks.

Paragon policies determine whether a flow of information to an actor is permit-
ted. When a lock is open, flow is permitted. Paragon uses a type-and-effect system
to track lock state at each program point, and the compiler statically verifies that
all flows are permitted. While Paragon policies can express simple sequences of
operations, Paragon’s policy language is not expressive enough to encode arbitrary
finite-state automata. Furthermore, encoding sequences directly as Paragon poli-
cies is somewhat cumbersome and detracts from the otherwise elegant declarative
policy language Paragon provides. Thus, extending Paragon with RIF specifica-
tions would provide more expressive information flow specifications to developers.

One could extend Paragon’s policy language so that the initial state of a RIF
automaton defines the lock currently being enforced. Locks specify the set of actors
to which information may flow. A transition in a RIF automaton would cause
a new lock to be enforced. This design composes the enforcement of policies
based on lock-state with the enforcement of RIF specifications in an interesting
way. It allows developers to express policies that permit the lock predicates that
are enforced to evolve based on the sequence of operations that derived the labeled
value.

7 Conclusion

We defined JRIF, a Java dialect and compiler that implements Reactive Information
Flow specifications based on finite-state automata. RIF labels specify the allowed
uses of the values they are associated with, along with the RIF label to associate
with a derived value. JRIF was a straightforward extension of the Jif compiler
and runtime, demonstrating that RIF specifications are easily applied to existing
languages that did not anticipate them, but do support information flow types.
JRIF’s type system is more expressive than classic information flow type sys-
tems. JRIF allows programmers to specify rich policies based on the sequence of
operations used to derive a value. Existing systems can emulate such policies in
the state and control flow of a program, but doing so makes the code more com-
plex and provides few security guarantees. In contrast, JRIF’s type system enforces
end-to-end security guarantees that ensure a value derived from inputs is protected
according to a policy that corresponds to the sequence of operations involved in
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this derivation.

We evaluated JRIF by programming two examples: an implementation of Bat-
tleship, and a shared calendar application. Our implementation of Battleship demon-
strates that applications developed with Jif may be ported easily to JRIF; the shared
calendar demonstrates separation between policies and program logic that JRIF en-
ables.
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