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Abstract

To reason about information flow based on beliefs, a new model idatea
that describes how attacker beliefs change due to the attacker’s atisemnf the
execution of a probabilistic (or deterministic) program. The model esatnen-
positional reasoning about information flow from attacks involving saqee of
interactions. The model also supports a hew metric for quantitative iatiom
flow that measures accuracy of an attacker’s beliefs. Applying thismetric re-
veals the inadequacies of traditional information flow metrics, which assedan
reduction of uncertainty. The new metric can also be used to reasoh raixin-
formation; deterministic programs are shown to be incapable of proglugisin-
formation. In addition, programs in which nondeterministic choices amenhy
insiders, who collude with attackers, can be handled.

1 Introduction

Qualitative security properties, such as noninterferd2g typically either prohibit
any flow of information from a high security level to a lowevég, or they allow any
information to flow provided it passes through some releaseh@nism. For a program
whose correctness requires flow from high to low, the formeperty is too restrictive
and the latter can lead to unbounded leakage of informa@oiantitative flow policies,
such as “at most bits leak per execution of the program”, allow informaticows but
at restricted rates. Such policies are useful when anajygingrams whose nature
requires that some—but not too much—information be leakedniftes of these pro-
grams include guards, which sit at the boundary betweetethad untrusted systems,
and password checkers.
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Quantifying information flow is more difficult than it migheem. Consider a pass-
word checkeP W ( that sets an authentication flagfter checking a stored password
p against a (guessed) passwgrglupplied by the user.

PWC: ifp=gthena:=1elsea:=0

For simplicity, suppose that the password is eithe3, or C. Suppose also that the
user is actually an attacker attempting to discover thevpagt and he believes the
password is overwhelmingly likely to bd but has a minuscule and equally likely
chance to be eitheB or C. (This need not be an arbitrary assumption on the attacker’s
part; perhaps the attacker was told by a usually reliablerinént.) If the attacker
experiments by executing W (' and guessingl, he expects the outcome to be that
equals 1. Such a confirmation of the attacker’s belief doemde convey some small
amount of information. But suppose that the informant waengr the real password is
C. The outcome of this experiment hasqual to 0, from which the attacker infers that
Ais not the password. Common sense dictates that his nevf isdliat B andC' each
have a 50% chance of being the password. The attacker's batigreatly changed—
he is surprised to discover the password is Aetso this outcome of his experiment
seems to convey a larger amount of information than the pusvbutcome. Thus, the
information conveyed by executil@WC' depends on what the attacker believes.

How much information flows fronp to a in each of the above experiments? An-
swers to this question have traditionally been based ongehanuncertainty [7, 29,
13, 2, 23, 3, 25]: information flow is measured by the redurctiouncertainty about
secret data. Observe that, in the case where the passwOrdhs attacker initially is
quite certain (though wrong) about the value of the passwaodiafter the experiment
is rather uncertain about the value of the password; thegehitom “quite certain” to
“rather uncertain” is an increase in uncertainty. So adogrtb a reduction in uncer-
tainty metric, no information flow occurred, which flatly deedicts our intuition.

The problem with metrics based on uncertainty is twofoldsti-they do not take
accuracy into account. Accuracy and uncertainty are oghabproperties of the at-
tacker’s belie—being certain does not make one correct—arhdeapassword check-
ing example illustrates, the amount of information flow degee on accuracy rather
than on uncertainty. Second, uncertainty-based metres@mncerned with some un-
specified agent’s uncertainty rather than an attacker’s.urtspecified agent is able to
observe a probability distribution over secret input valbat cannot observe the par-
ticular secret input used in the program execution. If thacker were the unspecified
agent, then there would be no reason in general to assuméthatobability dis-
tribution the attacker uses is correct. Because the attagk@bability distribution is
therefore subjective, it must be treated as a belief. Betied thus an essential—though
until now uninvestigated—component of information flow.

This paper presents a new way of measuring information flaset on these in-
sights. Section 2 gives basic representations and nosatrbeliefs and programs.
Section 3 describes a model of the interaction betweenkafts.@and systems; it also
describes how attackers update beliefs by observing érecoft programs. Section 4
defines a new quantitative flow metric, based on informati@oty, that characterizes
the amount of information flow due to changes in the accurd@nattacker’s belief.



The model and metric are formulated for use with any programgianguage (or even
any state machine) that can be given a denotational sera@aticpatible with the rep-
resentation of beliefs, and Section 5 illustrates with aipalar programming language
(while-programs plus probabilistic choice). Section 6 extendsniodel to programs
in which nondeterministic choices are resolvedisiderswho are allowed to observe
secret values. Section 7 discusses related work, and 8é&ctioncludes.

2 Incorporating beliefs

A beliefis a statement an agent makes about the state of the worladnaenied by
some measure of how certain the agent is about the trutisilokthe statement. We
begin by developing mathematical structures for reprasgibeliefs.

2.1 Distributions

A frequency distributiors a functions that maps a program state tfraquencywhere
a frequency is a non-negative real number. A frequencyiligion is essentially an
unnormalized probability distribution over program statie is easier to define a pro-
gramming language semantics using frequency distribsitioan using probability dis-
tributions [30]. Henceforth, we write “distribution” to raa “frequency distribution”.
The set of all program states $&ate and the set of all distributions Bist. The
structure ofStateis mostly unimportant; it can be instantiated accordinchreeds
of any particular language or system. For our examplegstaap variables to values,
whereVar andVal are both countable sets.

v € Var
o € State £ Var — Val
5 e Dist £ State— Rt

We write a state as a list of mappings; e(g.— A, a — 0) is a state in which variable
g has valued anda has valug.
Themassn a distributions is the sum of frequencies:

loll = 32, (o)

A probability distribution has mass 1, but a frequency distion may have any non-
negative mass. Aoint massgs a probability distribution that maps a single state to 1.
It is denoted by placing a dot over that single state:

& £ o .if o/ = o thenl else0

2.2 Programs

Execution of progran$ is described by a denotational semantics in which the mganin
[S] of S is a function of typeState — Dist. This semantics describes the frequency
of termination in a given state: [iSJoc = ¢, then the frequency of, when begun in



o, terminating ino’ should bey(¢’). This semantics can be lifted to a function of type
Dist — Dist by the following definition:

[s]s = 3, d(0)-[Sle

Thus, the meaning of over a distribution of inputs is completely determined by
the meaning ofS given a state as input. By defining programs in terms of how the
operate on distributions we permit analysis of probaliiligtograms. Section 5 shows
how to build such a semantics.

Our examples usehile-programs extended with a probabilistic choice construct.
Let metavariables, v, E, and B range over programs, variables, arithmetic expres-
sions, and Boolean expressions, respectively. Evaluatic@xpressions is assumed
side-effect free, but we do not otherwise prescribe thaitasyor semantics. The syn-
tax of the language is:

S == skip|v:=FE]|S;S|if BthenS elseS
| whileBdoS|S ,[]S

The operational semantics for the deterministic subsehisflanguage is standard.
Probabilistic choices; , || S2 executesS; with probability p or Ss with probability

1—np.

2.3 Labels and projections

We need a way to identify secret datanfidentiality labelserve this purpose. For
simplicity, assume there are only two labels: a lab#hat indicates low-confidentiality
(public) data, and a label that indicates high-confidentiality (secret) data. Assume
thatStateis a product of two domainState;, andState, which contain the low- and
high-labeled data, respectively. |&w stateis an element;, € Stater; ahigh statels
an elementy € Statey. The projection of state € State onto State;, is denoted
o | L; this is the part ob visible to the attacker. Projection onftatey;, the part ofo
not visible to the attacker, is denoted H.

Each variable in a program is subscripted by a label to inditee confidentiality of
the information stored in that variable; for exampie, is a variable that contains low
information. For convenience, let varialilbe labeledl and variable: be labeledH .
Var 1, is the set of variables in a program that are labdledoState;, = Var; — Val.
Thelow projectiono | L of stateo is:

oL = JleVarg.o(v)

Statess and o’ arelow-equivalent written o =, ¢, if they have the same low
projection:
o~po 2 (o|L) = (0 L)

Distributions also have projections. LEbe a distribution and;, a low state. Then



(6 | L)(oy) is the combined frequency of those states whose low projectio
SIL & MopeStater. Y, (1) =0y 0(0)

High projection and high equivalence are defined by reptpoccurrences of. with
H in the definitions above.

2.4 Belief representation

To be usable in our framework, a belief representation mugpart certain natural
operations. Leb andd’ be beliefs ranging over sets of possible worléisand W',
respectively, where world is an elementary outcome about which beliefs can be held.

1. Belief productz combinesd andd’ into a new belieh ® &’ about possible worlds
W x W', whereW andW’ are disjoint.

2. Belief updateb|U is the belief that results whehis updated to include new
information that the actual world is in s&t C W of possible worlds.

3. Belief distanceD (b — ¥’) is a real number > 0 quantifying differences be-
tweenb andb’.

4. Belief transform[S]b is the belieft’ (about output values) that results from run-
ning programs with beliefd (about input values).

While the results in this paper are, for the most part, inddpehof any particular
representation, the rest of this paper uses distributmnsgresent beliefs. High states
are the possible worlds for beliefs, and a bebief Belief is a probability distribution
over high states, i.d|b|| = 1. Whereas distributions correspond to positive measures,
beliefs correspond to probability measures. Probabiligasures are well-studied as
a belief representation [17], and they have several adgaathere: they are familiar,
guantitative, support the operations required above, dndta programming language
semantics (as shown in Section 5). There is also a nice aatdn for the numbers
they produce: roughlyy(o) characterizes the amount of money an attacker should be
willing to bet thato is the actual state of the system [17]. Other choices of bede
resentation could include belief functions or sets of philitg measures [17]. While
these are more expressive than probability measures, ibie tomplicated to define
the required operations for them.

For belief productz, we employ a distribution product of two distributionsd; :

A — R*T andd, : B — RT, with A and B disjoint:

01 ® O £ )\(01,0’2)EAXB.(Sl(O'l)'ég(O'Q)

It is easy to check that if andd’ are beliefsp ® v’ is too.

Formulax, ¢ p | r P is a quantification in whick is the quantifier (such agor X), z is the variable
that is bound inR and P, D is the domain ofz, R is the range, and is the body. We omiD, R, and even
x when they are clear from context; an omitted range méans true.



For belief updaté, we usedistribution conditioning
SlU £ No.ifoe Uthen&, else0
2grer 9(07)

For belief distance) we userelative entropyan information-theoretic metric [19]
for the distance between distributions.

D —1b) 2 3, bo)-log 22

The base of the logarithm if» can be chosen arbitrarily; we use base 2 and \igite
indicatelog,, making bits the unit of measurement for distance. Theivela@ntropy
of bto v/’ is the expected inefficiency (that is, the number of addéidmits that must be
sent) of an optimal code that is constructed by assumingaturate distribution over
symbolsb’ when the real distribution i&[19]. Like an analytic metricD(' — b) is
always at least zero and(b’ — b) equals zero only wheh= v’ .2
Relative entropy has the property thab{t-) > 0 andd’(c) = 0, thenD(d' —

b) = oco. An infinite distance between beliefs would cause difficultyneasuring
change in accuracy. To avoid this anomaly, beliefs may buired) to satisfy certain
admissibility restrictions For example, an attacker’s beliefmight be restricted such

that:
1

‘" |State | H]
for somee > 0, which ensures thdtis never off by more than a factor efrom a uni-
form distribution. Another possible admissibility restion is to require the attacker’s
belief to be a maximal entropy distribution [6] with respéxiattacker-specified con-
straints. Other admissibility restrictions may be subgtid for these when stronger
assumptions can be made about attacker beliefs.

Finally, program semantidsS]d instantiates belief transforfi6]b.

(min,, b(og)) >

3 Experiments

We formalize as aexperimenhow anattacker an agent that reasons about beliefs,
revises his beliefs from interaction wittsgsteman agent that executes programs. The
attacker should not learn about the high input to the prodranis allowed to observe
(and perhaps influence) low inputs and outputs. Other agerstgstem operator, other
users of the system with their own high data, an informantugbich the attacker
relies, etc.) might be involved when an attacker interadgth & system; however, it
suffices to condense all of these to just the attacker and/ters.

We are chiefly interested in the progra#mwith which the attacker is interacting,
and conservatively assume that the attacker knows theesoade ofS. For simplicity
of presentation, we assume th&talways terminates and that it never modifies the
high state. Section 3.4 discusses how both restrictionbedifted without significant
changes.

2Unlike an analytic metricD does not satisfy the triangle inequality. However, it seemreasonable
to assume that the triangle inequality holds for beliefs;aiih can be easier to rule out a possibility from a
belief than to add a new one, or vice-versa.



An experiment = (S,by, on, o) results from the following.
1. The attacker chooses a prebeligfabout the high state.

2. (a) The system picks a high statg
(b) The attacker picks a low statg, .

3. The attacker predicts the output distributiof: = [S](6L ® by)

4. The system executes the progr&nwhich produces a staté € T'(¢’) as outpult,
whered’ = [S](6.®5 ). The attacker observes the low projection of the output
state:o =o' | L.

5. The attacker infers a postbeliéf;, = (0/4]0) | H

Figure 1: Experiment Protocol

3.1 Experiment protocol

Formally, an experimer# is described by a tuple:
&= <S7bH>UHaUL>

where S is the programpy is the attacker’s beliefy; is the high projection of the
initial state, andr, is the low projection of the initial state. The protocol fotperi-
ments, which uses some notation defined below, is summarnzedure 1. Here is a
justification for the protocol.

An attacker'sprebelief describing his belief at the beginning of the experiment
(step 1), may be chosen arbitrarily (subject to the admilggilbequirement in Sec-
tion 2.4) or may be informed by previous experiments. In &sasf experiments, the
postbelieffrom one experiment typically becomes the prebelief to tet.nThe at-
tacker might even choose a prebeligf that contradicts his true subjective probability
distribution for the state, and this gives our analysis @oldil power by allowing the
attacker to conduct experiments to answer questions suti'lzast would happen if |
were to believéy ?”.

The system choosesy (step 2(a)), the high projection of the initial state, and th
part of the state might remain constant from one experingetite next or might vary.
For example, Unix passwords do not usually change frequemtit the output dis-
played on an RSA SecurlID token changes each minute. We s@tisety assume that
the attacker chooses all ef, (step 2(b)), the low projection of the initial state, since
this gives additional power in controlling execution of twgram® The attacker’s
choice ofoy, is likely to be influenced by, but for generality, we do not require
there be such a strategy.

3More generally, both the system and the attacker might dari&itoo;,. But since we are concerned
only with confidentiality—not integrity—of information, wdo not need to distinguish which parts are
chosen by what agent.



Programs is executed (step 3) only once in each experiment; multipde@ions
are modeled by multiple experiments. The meaning @iven inputé; ® &g is an
output distributiony’:

= [[S]](&L X C}H)

From ¢’ the attacker makes awbservation which is a low projection of an output
state. Probabilistic programs may yield many possible wuspates, but in a single
execution of the program, only one output state is actualbdpced. So in a single
experiment, the attacker is allowed only a single obsesuatiThe choice of a state
from a distribution is modeled byamplingoperatorT’, whereI'(§) generates a state
o (from the domain of) with probability 6(c)/||6]]. To emphasize the fact that the
choice is made randomly, assignment of a sample is writterl*(¢), usinge instead
of =. The observation resulting fromé’ is:

0eT() L

The formula the attacker uses for postbeligfinvolves two operations. The first
is to use the semantics Sfalong with prebelieby as the distribution on high input.
This “thought experiment” allows the attacker to generateealiction of the output
distribution (step 4). We define predictiéf to correlate the output state with the high
input state:

&y = [S](6r ® bu)
The second operation is to incorporate any additional @rfees that can be made

from the observation by conditioning predictiofy on observatioro. The result is
projected taH to produce the attacker’s postbeligf (step 5):

= (04lo) I H

Here, conditioning operatdris a specialization of distribution conditioning operator
0|U. The specialization removes all mass in distributiothat is inconsistent with
observatiorv, then normalizes the result:

Slo & §|{o’ |0’ | L =0}
Mo.if (o | L) = othen% else0

3.2 Password checking as an experiment
Adding confidentiality labels to the password checker oftiBacl yields:

PWC : if pg=grthenar :=1elsear :=0

An analysis ofPIWWC' in terms of our experiment model allows the informal reasgni
in Section 1 to be made precise, as follows.

The attacker starts by choosing prebeligf, perhaps as specified in the column
labeledby of Table 1. Next, the system chooses initial high projectign and the
attacker chooses initial low projectiary,. In the first experiment in Section 1, the
password wasd, so the system chooseg; = (p — A). Similarly, the attacker



Table 1: Beliefs abouyty

probability
b bu ‘ b}{l ‘ ble
A | 0.98 1 0
B | 0.01 0| 0.5
C || 0.01 0| 0.5

Table 2: Distributions o WC output

p g al 84| o1 | d4loz
A A0 0 0 0
A A 1] 0.98 1 0
B A 01001 0 0.5
B A1 0 0 0
C A 0]l0.01 0 0.5
c A1 0 0 0

0 0 0

choosesr;, = (g — A,a — 0). (The initial value ofa is actually irrelevant, since
it is never used by the program ands set along all control paths.) Next, the system
executesP W(C'. Output distribution’’ is a point mass at the staié = (p — A, g —
A,a — 1); the semantics in Section 5 will validate this intuitionn& ¢’ is the only
state that can be sampled frath the attacker’'s observation iso’ | L = (g —
Aja—1).

Finally, the attacker infers a postbelief. He conducts aidfimd experiment, pre-
dicting an output distributiod’y = [PWC] (61 ® bu), given in Table 2. The ellipsis
in the final row of the table indicates that all states not shbave frequency 0. This
distribution is intuitively correct: the attacker believthat he has a 98% chance of
being authenticated, whereas 1% of the time he will fail taabthenticated because
the password i#3, and another 1% because it(s The attacker conditions prediction
', on observatiom;, obtainingd’y |01, also shown in Table 2. Projecting to high yields
the attacker’s postbeliéf,,, shown in Table 1. This postbelief is what the informal
reasoning in Section 1 suggested: the attacker is certaintth password idl.

The second experiment in Section 1 can also be formalizedhl®xperiment. In
it, by ando, remain the same as before, layt becomegp — (). Observatioro,
is therefore the point mass @t — A, a — 0). The predictiory’, remains unchanged,
and conditioned om- it becomesy, |o2, shown in Table 2. Projecting to high yields
the new postbeliet’;, in Table 1. This postbelief again agrees with the informal
reasoning: the attacker believes that there is a 50% chawtefer the password to be
BorC.



3.3 Bayesian belief revision

The formula the attacker uses to infer a postbelief in ste@B iapplication oBayesian
inference which is a standard technique in applied statistics for inglinferences
when uncertainty is made explicit through probability misd&1]. The attacker there-
fore reasons rationally, according to Halpern’s ratidgadixioms [16, Section 2.2],
though the literature on human behavior shows that thistisheosame as human rea-
soning [20, 21].

Let belief revision operataoB yield the postbelief from an experimefit

BE) £ (([SI(6r @bm)lo)) | H
where & = (S,by,0m,0L)
o eT(8) L
o' =[S](6r ® o)

Because it useE, operator5 produces values by sampling, so we wiite € B(E).
To select a particuldry; from B, we provide observation

B(&,0) = (([S)(6L ®br)lo)) | H

The fundamental Bayesian method of updating a hypothégisbased on an ob-
servationobs is Bayes’ rule

Pr(Hyp)Pr(obs| Hyp)
>ty Pr(Hyp)Pr(obs|Hyp')

In our model, the attacker’s hypothesis is about the valfibgb states, so the domain
of hypotheses iState | H. ThereforePr(Hyp), the probability the attacker ascribes to
a particular hypothesigy, is modeled by (o). The probabilityPr(obs| Hyp) the
attacker ascribes to an observation given the assumeddrathypothesis is modeled
by the program semantics: the probability of an observatigiven an assumed high
inputoy is ([S](6L ® o) | L)(0). Given experimenf = (S, by, o, o), instanti-
ating Bayes rule on these probability models yieRIE, o), which isPr(og|o):

b (ow) - ([S](62 ® 6m) | L)(0)
2y, br(o) - (IS)(6L ® 67) T L)(0)

With this instantiation, we can show that an attacker uplhie belief, using the ex-
periment protocol, according to Bayesian inference.

Pr(Hyplobs) =

B(&,0) =

Theorem 1
B(&,0)(cn) = B(E,o0)

Proof. In AppendixB. O
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3.4 Mutable high state and nontermination

Section 3.1 invokes two simplifying assumptions about progs: it never modifies
high input, and it always terminates. We now dispense wigséhmostly minor tech-
nical issues.

To eliminate the first assumption, note thabifvere to modify the high state, the
attacker’s predictiod’, would correlate high outputs with low outputs. However, to
calculate a postbelief (in step B), must correlate highnputswith low outputs. So our
experiment protocol requires the high input state be pvesein §’,. Informally, we
can do this by copying the high input state and requiring tih@tcopy be immutable.
Thus, the copy is preserved in the final output state, andtthekar can again estab-
lish a correlation between high inputs and low outputs. el details are given in
Appendix A.

To eliminate the second assumption, note that prog¥amust terminate for an at-
tacker to obtain a low state as an observation when execStifigpere are two ways to
model the observation in the case of nontermination, ddpgrah whether the attacker
can detect nontermination. If the attacker has an oracledingides nontermination,
then nontermination can be modeled in the standard deootdtstyle with a state
that represents the divergent state. Details of this apprage given in Appendix A.
An attacker that cannot detect nontermination is more ditfio model. At some point
during the execution of the program, he will stop waitingtfoe program to terminate
and declare that he has observed nontermination. Howegamdy be incorrect in
doing so—leading to beliefs about nontermination and i$ibn timings. The in-
teraction of these beliefs with beliefs about high inputsdmplex; we leave this for
future work.

4 Measuring information flow

The informal analysis oP W (' in Section 1 suggests that information flow corresponds
to an improvement in the accuracy of an attacker’s belieta¢hat the more accurate
belief b is with respect to high stat&y, the less the distancB(b — 54). We use
change in accuracy, as measured by distance, to quantifynation flow.

4.1 Information flow from an outcome

Given an experimerl = (S, by, on,0y,), anoutcomds a pair(€, by;) such that; €
B(&). The accuracy of the attacker’s prebeligfin outcome(€, V) isD(by — du);
the accuracy of the attacker’'s postbeltéf in that outcome isD(by; — dr). We
define the amount of information flo@ caused by&, b;) as the difference of these
two quantities:

QU b)) & D(byg —6m)— Dby — o)

Thus the amount of information flow (in bits) @ corresponds to the improvement in
the accuracy of the attacker’s belief.

11



With an additional definition from information theory, a reawonsequential char-
acterization ofQ is possible. LefZ;(F') denote thenformationcontained in evenf’
drawn from probability distribution:

Ig(F) é —lgPr(;(F)

Information is sometimes called “surprise” becadseneasures how surprising an
event is; for example, when an event that has probability dus; no information
(i.e. 0 bits) is conveyed because the occurrence is coniplateurprising.

For an attacker, the outcome of an experiment involves twamowns: the initial
high statery and the probabilistic choices made by the program.dket [S] (6L ®
ér) | L be the system’s distribution on low outputs, @nd= [S](5.®by) | L be the
attacker’s distribution on low output%; , (o) measures the information containecin
about both unknowns, bdj;, (o) measures only the probabilistic choices made by the
program* For programs that make no probabilistic choicgs,contains information
about only the initial high state, ani} is a point mass at some statesuch that
o | L = o. So the amount of informatiofis, (o) is 0. For probabilistic programs,
Zs, (o) is generally not equal to O; subtracting it removes all tHerimation contained
inZs , (o) that is solely about the outcomes of probabilistic choilgssing information
about high inputs only.

The following theorem states th@tmeasures the information about high inpuit
contained in observation

Theorem 2
QU&€,b)) = Tsa(0) —Zss(0)
Proof. In AppendixB. O

As an example, consider the experiments involviti/ C' in Section 3.2. The first
experiment; has the attacker correctly guess the passwirsbo:

& = <PWCabH7(pHA)a(gHA7aHO)>

whereby (and the other beliefs about to be used) is defined in Tablenly @e out-
come, (&1, by, ), is possible from this experiment. Calculatigf(&:, bY;,)) yields a
flow of 0.0291 bits from the outcome. The small flow makes sense becauseuthe o
come has only confirmed something the attacker alreadyedlit® be almost certainly
true. In experimeng, the attacker guesses incorrectly.

E = (PWC,by,(p— C),(g— A,a— 0))

Again, only one outcomé&,, by,,) is possible from this experiment, and calculating
Q((&2,by5)) yields an information flow 06.6439 bits. This higher information flow
makes sense, because the attacker’s postbelief is muadr ¢bosorrectly identifying

4The technique used in Section 3.4 for modeling nonterminatitures thai , anddg are probability
distributions. ThusZs , andZs are well-defined.

12



the high state. The attacker’s prebeligf ascribed a.02 probability to the event
[p # A], and the information of an event with probability)2 is 5.6439. This suggests
that Q is a reasonable measure for the information about high iopatained in the
observation.

The information flow 05.6439 bits in experimeng, might seem surprisingly high.
At most two bits are required to store passwpiid memory, so why does the program
leak more than five bits? Here, the greater leakage occuesibedhe attacker’s belief
is not uniform. A uniform prebelief (ascribinty 3 probability to each password, B,
andC) would, in a series of experiments, cause the attacker to etotal oflg 3 ~ 1.6
bits. However, belieby is more erroneous than the uniform belief, so a larger amount
of information is required to correct it.

An uncertainty-based definition for information flow doe$ pduce a reasonable
leakage for this experiment. Let the attacker’s belief leeitiput distribution over high
inputs. The attacker’s initial uncertainty abquis H(by) = 0.1614 bits, whereH is
the information-theoretic measure @fitropy or uncertainty, in a probability distribu-
tion 4.

HE) = =3, d(o) - 1gd(o)

In the second experiment, the attacker’s final uncertaibbutp is H(by2) = 1. The
reduction in uncertainty i8.1614 — 1 = —0.8386. An uncertainty-based analysis, such
as Denning’s [7], would interpret this negative quantityaasabsence of information
flow. But this is clearly not the case—the attacker’s belie haen guided closer to
reality by the experiment. The uncertainty-based analgsisres reality by measuring
by andby, against themselves only, instead of against the high state

4.2 Interpreting the distance metric

According to Theorem 2, distance met@tcorrectly measures the amount of infor-
mation flow, in bits. But what does it mean to leak one bit obmfiation? The next
theorem states thatbits of leakage correspond tacefold doubling of the probability
that the attacker ascribes to reality.

Theorem 3 Let€ = (S, by, om,0L).
Q&) =k = Uylow)=2" bu(on)

Proof.  In AppendixB. O

Suppose an attacker were to guess what reality is by samiptinghis beliefby;
the probability he guesses correctlyjs(o ). Thus, by Theorem 3, one bit of leakage
makes the attacker twice as likely to guess correctly. Tehisals an interesting analogy
with the uncertainty-based approach. One bit of leakagkahapproach corresponds
to the attacker becoming twice as certain about the high,dtadugh he may, as the ex-
ample in Section 4.1 shows, become certain about the wraigdtate. However, one
bit of leakage in our accuracy-based approach correspantetattacker becoming
twice as certain about treorrecthigh state.
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I More certain |
by = (0.5,0.5) by = (0.5,0.5)
Less accurate More accurate
by = (0.99,0.01) by = (0.01,0.99)
o= (1) o=(1~0)
il Less certain v

Figure 2: Effect ofFLIP on postbelief

Table 3: Analysis ofF'LIP

Quadrant h I Il [ v
by : 0 0.5 0.5 0.99 0.01

1 0.5 0.5 0.01 0.99
0 (l—0) ]| (I—1)|U—~1) | (0
by - 0 0.99 0.01 0.5 0.5

1 0.01 0.99 0.5 0.5
Increase in accuracy +0.9855 | —5.6439 | —0.9855 | +5.6439
Reduction in uncertainty +0.9192 | +0.9192 | —0.9192 | —0.9192

4.3 Accuracy, uncertainty, and misinformation

Accuracy and uncertainty are orthogonal properties ofefglias depicted in Figure
2. The figure shows the change in an attacker’'s accuracy acettamty when the
program

FLIP : l:=h 0499” l:=-h

is analyzed with experimerf = (FLIP,by,(h — 0),(l — 0)) and observation
o is generated by the experiment. The notatign = (z,y) in Figure 2 means that
bH(h — 0) =X ande(h — 1) =Y.

Usually, FLIP setsl to beh, so the attacker will expect this to be the case. Execu-
tions in which this occurs will cause his postbelief to be enaccurate, but may cause
his uncertainty to either increase or decrease, dependitisgrebelief; when uncer-
tainty increases, an uncertainty metric would mistakealytbat no flow has occurred.

With probability0.01, FLIP produces an execution that fools the attacker and sets
[ to be—h, causing his belief to become less accurate. The decreaseunacy results
in misinformation which is a negative information flow. When the attacker'sptief
is almost completely accurate, such executions will make imiore uncertain. But
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when the attacker’s prebelief is uniform, executions teatlt in misinformation will
make him less uncertain; when uncertainty decreases, antaimty metric would mis-
takenly say that flow has occurred. Table 3 demonstratepti@somenon concretely.
The quadrant labels refer to Figure 2. For each quadrangttheker’s prebelief,;,
observatiorp, and the resulting postbeliéf; is given in the top half of the table. In
the bottom half, increase in accuracy is calculated usiegrtformation flow metric
Q((&€,b%)), and reduction in uncertainty is calculated using the diffiee in entropy
H(bu) — H(by).

The probabilistic choice inFLIP is essential for producing misinformation, as
shown by the following theorem. Lddet be the set of syntactically deterministic
programs, i.e., programs that do not contain any probéibitihoice. Because they lack
a source of randomness, these programs cannot decreasetinaecs of an attacker’s
belief.

Theorem 4
SecDet = V&, eBE).QUE bY)) >0
Proof. In AppendixB. O

The amount of leakage does not reveal the proportion of ttedtate that is leaked
in either approach, uncertainty or accuracy. That is, oheflleakage may be a small
amount of leakage or a large amount, depending on the totaliaihof leakage that
is possible. In the worst case, the uncertainty approactaescthat this total is the
maximum possible entropy for the high state, whickgitStatey |; this is the number
of bits necessary to store the high state. However, as empat€, shows, this dec-
laration is valid only if the attacker’s prebelief is no manaccurate than the uniform
distribution. Thus the uncertainty approach makes an itpistriction on attacker
beliefs that our accuracy-based approach does not.

4.4 Emulating uncertainty

The accuracy metric built in the last two sections genegalizncertainty metrics. In-
formally, this is because uncertainty metrics recognizly tmo distributions (belief
[sic] before and after execution), whereas our framework reieegnthese plus one
additional distribution (reality). By ignoring reality,uo framework can produce the
same results as many uncertainty metrics. Here we show hemtidate the metric of
Clark, Hunt, and Malacaria [5]. Their metric states thataheunt of information flow
L from high inputH;,, into low outputL ., given low inputL,, is:

£(H'm7Lin7Lout) é H(Hzn|L'm) _H(Hin|Lin7Lout)

whereH is the generalization of the entropy function from Sectich# conditional
entropy [6]°

5Their metric more generally allows the measurement of informatiw into any subset of the output
variables. The approach we give here can similarly be garedal
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First, to special case our framework to that of Clark et a¢ farce our framework
to ignore reality by introducing an admissibility restiist (cf. Section 2.4): prebeliefs
must be identical to the system’s chosen high input digtidbu This means that prebe-
liefs must be correct; there can be no error in the attackstisnate of the probability
distribution on high inputs.

Second, we adjust the definition of belief. The uncertainbdet of Clark et al.
calculates information flow as an expectation over a prdipaliistribution on both
low and high inputs. We could model this using the technicalexut to be introduced
in Sections 4.5 and 4.6, but because of the admissibilitiricéen just made, it is
equivalent and simpler to allow beliefs to range over lowestss well as high state.
As before, we assume that high state remains constant umngppying technique of
Section 3.4. Since beliefs now include low state, we must afsply this technique
to assure that the initial values of low variables are pre=skin the state. Let the low
input component of the state be denotétl Assume that the attacker’s prebelief
ranges ovel.’ U H?, whereas his postbeliéf ranges over.’ U H° UL U H.

We want to establish that accuracy met@gyields the same result as uncertainty
metric £ for any outcome. Recall tha® is defined in terms of distance functidn.
Our previous instantiation @b as relative entropy yielded an accuracy metric. Now
we reinstantiaté) using (non-relative) entropy:

Db—V) = HOBI(LUL'UH®)-HOb T (LULY)

Observe that this instantiation—as it should—ignores arguiiigthe belief represent-
ing reality. This yields that amount of information flo@ is the same as uncertainty
metric L.

Theorem 5

Q(g,b/) = E(HinaLinvLout)

Proof. In Appendix B. O

4.5 Expected flow for an experiment

Since an experiment on a probabilistic progrdnean produce many outcomes, it is
reasonable to assume that quantitative information flovpgmies could characterize
expected flow over those outcomes. So we define expectedflpaver all outcomes
from experiment:

S, (1 L)(0)
L QUE, (IS](61 ® bir)lo) | H)))

Qr(&) = Eoeé’[L/[Qr“g B(€,0)))]
(

whered’ = [S](6L®d ) gives the distribution on outcomes aBg[ X | is the expected
value of an expressioN with respect to distribution.
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Table 4: Leakage oPWC and FPWC

€ 0 QU(¢,B(£,0))) | QE(€)

& | (ar—1) 0.0291 | 0.0291
(a—0) impossible

EF(am—1) 0.0258 | 0.0018
(a— 0) —0.2142

& | (a—1) impossible| 5.6439
(a —0) 5.6439

EFl(a—1) —3.1844 | 2.3421
(a — 0) 2.9561

Expected flow is useful in analyzing probabilistic prograntSonsider a faulty
password checker:

FPWC(C : if p=gthena:=1elsea := 0;
a:=-a o.1[ skip

With probability 0.1, FPWC inverts the authentication flag. Can this program be
expected to confound attackers—daBBW (' leak less expected information than
PW(C? This question can be answered by comparing the expectedriowrP W C

to the flow of PW(C'. Table 4 gives information flows frolPWC for experiments
EF and&l’, which are identical t&; and&, from Section 4.1, except that they execute
FPWC instead ofPWC. Outcomeg &Y, (a — 0)) and(£L, (a +— 1)) correspond to
an execution where the value @fs inverted. The flow for these outcomes is negative,
indicating that the program is giving the attacker misinfation.

Observe that, for both pairs of experiments in Table 4, theeted flow ofFPWC
is less than the flow o WC. We have confirmed that the random corruptionuof
makes it more difficult for the attacker to increase the amcyiof his belief.

Expected flow can be conservatively approximated by candiig on a single dis-
tribution rather than conditioning on many observationnditioningd on é;, has
the effect of making the low projection a@f identical toéy,, while leaving the high
projection ofé unchanged.

5(0)
(0 TL) ol L)
A bound on expected flow is then calculated as follows.

86 & Ao or(o [ L)

Theorem 6 Let:

E = <S,bH,(TH,O'L>
6" = [Sl(6L®6m)
e = (([SN(6r®@bm))|(8" I L)) | H

Then:
Qp(€) < Q¢ en))
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Proof. In AppendixB. O

4.6 Expected flow over all experiments

Uncertainty-based metrics typically consider the exmktiormation flow over all ex-
periments, rather than the flow in a single experiment. Anyaig like ours, based on
single experiments allows a more expressive language afigeproperties in which
particular inputs or experiments can be tested. Moreowgranalysis can be extended
to calculate expected flow over all experiments.

Rather than choosing particular high and low input statgsando,, the system
and the attacker may more generally choose distributignanddy, over high and low
states, respectively. These distributions are sampledouge the initial input state.
Taking the expectation i@ p with respect tary, o, ando then yields the expected
flow over all experiments.

This extension also increases the expressive power of heriexent model. A
distribution over low inputs allows the attacker to use almnized guessing strategy.
His distribution might also be a function of his belief, tlybuwe leave investigation
of such attacker strategies as future work. A distributisarchigh inputs could be
used, for example, to determine the expected flow of the pasiehecker when users’
choice of passwords can be described by a distribution.

4.7 Maximum information flow

System designers are likely to want to limit the maximum paesnformation flow.
We can characterize the maximum amount of information float gfrogramS can
cause in a single outcome as the maximum amount of flow fronpatgome of any
experiment = (S, by, 0, 0r) ONS:

Omax(S) 2 maxep: v, ene) Q(E, V)

Consider applyin®.,,.x(S) to PWC'. Assuming thaby satisfies the admissibility
restriction in Section 2.4 and that the attacker guessascanrect password yields that
PWC can leak at most-lg(e - “=1) bits per outcome, where is the number of
possible passwords. H = 1, the attacker is forced to have a uniform distribution
over passwords, representing a lack of belief for any paerosalue for the password.
Additionally, if n = 2% for somek, then we obtain that fok-bit passwordsP WC can
leak at mosk — 1g(2* — 1) bits in a outcome; fok > 12 this is less than.0001 bits,
supporting the intuition that password checking leakklitiformation.

4.8 Repeated experiments

Nothing precludes performing a series of experiments. Thstiimteresting case has
the attacker return to step 2(b) of the experiment protacBigure 1 after updating his
belief in step 5; that is, the system keeps the high inputeoptiogram constant, and
the attacker is allowed to check new low inputs based on thateeof previous exper-
iments. Suppose that experimehtfrom Section 4.1 is conducted and then repeated
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Table 5: Repeated experiments Bil/C

Repetition # 1 2
by - Al 0.98 0
B 0.01 |05
C 0.01 |05
or(g) A | B
o(a) 0 0
v, Al 0 0
B 0.5 0
C 0.5 1
Q((E, V) 5.6439 | 1.0

with o7, = (¢ — B). Then the attacker’s belief about the password evolves@sgrsh
in Table 5.

Summing the information flow for each experiment yields altotformation flow
of 6.6439. This total corresponds to wh& would calculate for a single experiment,
if that experiment changed prebeligf to postbelieft’,,, whereb’,, is the attacker’s
final postbelief in Table 5:

D(by — 61) — D(byy — 65) = 6.6439 —0
= 6.6439

This example suggests a general theorem stating that thieetie from a series
of experiments, where the postbelief from one experimeobimes the prebelief to the
next, contains all the information learned during the seriet; = (S, by,,0m,0L1,)
be thei* experiment in the series, and let = (&i,bY,) be an outcome frong;.
Letr,...,r, be a series of. outcomes in which prebeliéfy, in experiments; is
postbeliefy}; | from outcome — 1. Letd}; = by, be the attacker’s prebelief for the

entire series.
Theorem 7

D(bp, — o) — Dby, —6m) = 25| 1<i<n i)
Proof. In AppendixB. O

4.9 Number of experiments

Attackers conduct experiments to refine their beliefs. Bhiggests another measure-
ment of the security of a program: the number of experimesgsired for an attacker
to revise his belief to within some distance of reality. Fon@icity, assume that pro-
grams is deterministi€, and thus that belief revisiafi (from Section 3.3) is a function

61f program S is probabilistic,3(£) is instead a random variable giving the probability with efhthe
attacker holds a postbelief. This allows the definition & ¢lxpectechumber of experiments to achieve a
distance from reality.
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[skiplo = &
[v:i=FE]Jec = 6&lv— E|
[S1:S2]0 = [Sa]*([Si]o)
[if BthenS; elseS;]Joc = if [B]o then[S:]o else[Sz]o
[while BdoS] = fix(\d: State— Dist.

Ao .if [B]o thend*([S]o) elsed)
[S1 p[l S2lo = p-[Si]o+ (1 —p) - [S2]o

Figure 3: Semantics of programs in states

from experiments to postbeliefs. Let : Belief — State, be the attacker'strategy
for choosing low inputs based on his beliefs. Defineitfigteration of B asB':

Bi(SvAvaHabH) £ B(<SvA(b}J)vJH’b/H>)
whereb), = B7H(S, A, om, by)
Bl(S,A,UH,bH) é B(<S7.A(bH),O'H,bH>)

Then the number of experimems needed to achieve a postbelief within distanoé
reality is:

A . .
N(S, A om,bg) = Mg p(Bi(s,A,0m,bx)—om)<c

As discussed in Section 4.2, when an attacker’s beligfligs distant from reality,
the probability he ascribes to the correct high staté/&*. If the attacker were to
“guess” a high state by sampling from his belief, he would¢fme guess correctly
with probability 1/2¢ after V" experiments.

If a metric M on Statey is available, then the attacker may approximate reality by
establishing a high certainty on a state near to the corigbtstate. For example, if
the high state is a Cartesian coordinate, we may wish to lediahe security policy
that the attacker should never have a high degree of certainthe correct coordinate
nor any coordinates within some Cartesian distancebdiéto ;) be all the high states
within distancey of o g:

ball(o) = {oyy | M(oy — om) <7}

Then the number of experiments needed to achieve some chstéom some bally
around reality is:

A . .
N(S;A,om,bg) = Mg o1 (o1 cbali(on) A DB (S, A0m.bm)—ol)<c i

5 Language semantics
The last piece required for our framework is a semarit&Jsin which programs are

functions that map distributions to distributions. Herebwéd such a semantics in two
stages. First, we build a simpler semantics that maps statistributions. Second, we
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[skip]6 = o
[v:=E]6 = 6v— E]
[S1:52]6 = [S2]([51]9)
[if BthenS; elseS;]6 = [S1](d|B)+ [S2](d|—-B)
[while BdoS] = fix(\d : Dist — Dist. A5 .d([S](6 | B)) + (6 | ~B))

[S1 o0 S2]6 = [Si]p- 6+ [S2l(1—p)-0o
Figure 4: Semantics of programs in distributions

lift the simpler semantics so that it operates on distringj as suggested by Section
2.2.

Our first task then is to define the semanfj§$ : State — Dist. The semantics is
given in Figure 3. We assume some semaritick: State — Val that gives meaning
to expressions, and a semantjé3] : State — Bool that gives meaning to Boolean
expressions.

The statementskip, if, andwhile have essentially the same denotations as in the
standard deterministic caéeState updater[v — V], whereV € Val, changes the
value ofv to V' in 0. The distribution updatéjv — E] in the denotation of assignment
represents the result of substituting the meaning ér v in all the states oé:

5[U = E] £ Ao . (Zg/ | o'lv—[E]o’]=0c 5(0—/))

The semantics ofhile and sequential compositidfy ; S> use lifting operatot, which
lifts functiond : State — Dist to functiond* : Dist — Dist:

& £ X. Y, 6(0) d(o)
= X.Xo.)Y ., 6(d’)-d(d')(o)

where the equality follows from-reduction, and and+ are used as pointwise opera-
tors:
p-o Ao .p-d(o)
51+52 )\0.51(U)+62(0)

Lifted d* is thus the expected value (which is a distributiony efith respect to distri-
butioné. The semantics of sequential composition applies liftipgrator* to semantic
function[S].

The final program construct is probabilistic choiég, [ S2, where0 < p < 1.
The semantics multiplies the probability of choosing a sidevith the frequency that
S,; produces a particular output staté Since the same staté might actually be
produced by both sides of the choice, the frequency of itsimence is the sum of
the frequency from either side:- ([S1]o)(o’) + (1 — p) - ([S2]o)(c’), which can be
simplified to the formula in Figure 3.

L
L

"To ensure that the fixed point farile exists, we have to verify thaist is a complete partial order with
a bottom element. To do so, we strengthen the definfiistto be{d | § € State— [0,1] A ||5]| < 1}.
This makes distributions correspond to subprobability messswand it is easy to check that the semantics
produces subprobability measures as output.
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To lift the semantics in Figure 3 and defifi§] : Dist — Dist, we again employ
lifting operator*:

[S]6

[S]*6

= Ao. ) 0(0’) - ([S]0") (o)
Interpreting this definition, note there are many statds which S could begin execu-
tion, and all of them could potentially terminate in stateSo to computg[.S]d)(o),
we take a weighted average over all input statesThe weights aré(c’), which de-
scribes how likelys’ is to be used as the input state. Withas input,S terminates in
stateo with frequency([S]o’) (o).

Applying this definition to the semantics in Figure 3 yie|[d§4, shown in Figure 4.
This lifted semantics corresponds directly to a semanfiengoy Kozen [22], which
interprets programs as continuous linear operators onunesisOur semantics uses an
extension of the distribution conditioning operatdo Boolean expressions. Whereas
distribution conditioning produces a normalized disttibn, Boolean expression con-
ditioning produces an unnormalized distribution:

§|B £ \o.if [B]o thend(o) else0

By producing unnormalized distributions as part of the nirgguwof if andwhile state-
ments, we track the frequency with which each branch of estent is chosen.

6 Insider Choice

The experiment protocol in Section 3 involved two agents gtiacker and the system.
Consider a third agent called thresider, whose goal is to help the attacker learn secret
information. The insider and attacker may initially comroate to establish a strategy
to achieve this goal. Once execution begins the insiderataginectly communicate
with the attacker, but the insider is able to observe andénfie the execution of pro-
grams. He can observe both the high and low components ofrtggean state. His
ability to influence execution is modeled by a new progranghiamguage construct,
insider choicedenotedS; [ Sa:

S o= S ] S

The insider, rather than the system, is the entity who exsanis kind of choice. The
insider chooses eithéf; or .S; and execution continues with the chosen program.
As an example of insider choice, consider program

L1: h:=hmnod?2;
l:=0]1:=1

The first line of L1 performs a bitwiseand operation omi. The second line allows
the insider to choose between two values for varidbiince the insider is allowed to
observe the high component of the state, he can observe titye gfah and choose to
set/ equal to it, thus leaking the parity &f

The insider in this example made a deterministic choice.emnerally, insiders
may also make probabilistic choices. For example, an insideld flip a fair coin then
choose the left side on heads or the right side on tails.
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6.1 Insider functions

Formally, an insider is a functioh € Insider where:
Insider £ State— [0..1]

The value ofl (¢) is the probability with which the left-hand side of the insicthoice
is taken. For example, insider functidp; leaks the value of in program/L1:

Iri(0) = if (o(h)=0)thenl elsed

In a program with multiple syntactic occurrences of insideoice, a single insider
function can encode different probabilities for each sumtuorence, assuming that the
program state encodes the program counter.

Insider functions are able to model a range of powers thatsideér might have, if
those powers can be encoded into the program state. For éxanmgders can make
decisions using past state if the operational semantidseofainguage guarantees that
for every variabler, the previous value of (that is, the value that was assigned to it
before its current value was assigned) is preserved in ablari. This is similar to
the idea otistory variableq1]. In the following program, the insider leaks the initial
parity of h.

The insider function that accomplishes this is:
Ipp(o) = if o(h) = 0 then1 else0

Note that without access to history variahethe insider is unable to leak the initial
parity of h because this information is removed from the state whenassigned the
value 0. Similarly, insiders who can predict the values afalges in the future are
modeled by the addition gfrophecy variable§l].

Insiders with limited computational resources can be nemtlély further restrict-
ing Insider. For example, suppose that insiders are allowed only patyaictime to
make a choice. Then insider functions could be replaced bynpmial-time Turing
machine&, where the input to the machine is the inputo the insider function, and
the output of the machine is used as the output of the insigetibn.

6.2 Semantics and experiments

Formal semantic$S] : Insider — State — Dist is given in Figure 5. The only place
in the semantics that the insider function is used is in theesgics ofS; [ Sz, and the
semantics never modifies the insider function. Due to thieise-class nature of insider
functions, and for improved readability, we use a subsargiaition for the insider

8That is, a Turing maching/ accompanied by a polynomigl If M exceeds(n) steps on input of size
n, it is halted and some arbitrary output is produced.

23



[[Skip]][O' = ¢
[v:= E]ro v FE]
[S1; Sa]ro A" 3 ([S1]r0)(0") - ([Sal10")(0”)
[if BthenS; elseSs] o if [B]o then[S1] o else[Sz] o
[while Bdo S]; = fix(\d : State— Dist.
Ao .if [B]o thend*([S] o) elsed)

[S1 p[ Selic = p-[Silio+ (1 —p)-[S2]i0
[S1 ] S2lro = I(o) - [Si]io + (1 —1(0)) - [S2]i0

Figure 5: Insider semantics

[skip];0 = &
[v:=FE];1d = 6[v— E]
[S1; 52010 = [S2]([51]9)
[if BthenS; elseSs]d = [Si]:(6|B) + [S2]1(6|—B)
[while Bdo S]; = fix(\d : Dist — Dist.
A6 d([S]:(6] B)) + (6] -B))
[S1 50 S2i6 = [Si]lip- 6+ [S2]: (1 —p) -0

[Sy [ Salzd6 = [Si]rI(6) + [S2]r1(5)

Figure 6: Insider semantics in distributions

An experiment = (S, by, o, 0, I) is conducted as follows.
1. The attacker chooses a prebeligfabout the high state.

2. (a) The system picks a high statg
(b) The attacker picks a low statg, .

3. The attacker predicts the output distributiéf: = [S]; (6L @ by)

4. The system and insider execute the progéanvhich produces a staté € I'(¢")
as output, wheré’ = [S];(d1 ® o). The attacker observes the low projection
of the output stateo = ¢’ | L.

5. The attacker infers a postbeliéf;, = (0/4]0) | H

Figure 7: Experiment protocol with explicit insider
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function I in semanticqS];. We can lift the semantics to operate on distributions as
shown in Figure 6. This lifting requires that the insiderdtian also be lifted:

1(9)
1(3)

Mo .1(o)-d(o)
Ao.(1—=1I(0))- (o)

L
L

Finally, the experiment protocol in Section 3.1 can be ed¢elto include insiders,
as shown in Figure 7. Note that the attacker uses insidetitmtwhen conducting the
thought-experiment. This function thus encodes choicasttie insider and attacker
have agreed upon in advance.

6.3 Security conditions

Observational determinisij28, 31, 39] is a security condition for nondeterministic
systems that generalizes noninterference [12]. We cam atptobabilistic generaliza-
tion of observational determinism that is applicable toiosider model. Let the set of
programs satisfying observation determinism be denGtasDet A program$ satis-
fies observational determinism exactly wheibehaves as a function from a low input
state to a low output distribution, with respect to any iesidnd high input.

ObsDet £ {S‘VIVO’LH(SLVO'H[[S]][(&L@&H)FL:(SL}

Observational determinism is equivalent to zero infororatilow in the insider
model. That is, a prograrfi satisfies observational determinism exactly when all ex-
periments ovel leak exactly 0 bits of information.

Theorem 8
S € ObsDet = V& by € BE). QUE, b)) =0
Proof. In AppendixB. O

This theorem provides evidence that observational detgsmiis the right absolute
security condition for nondeterministic systems. (On ttreeohand, this theorem also
shows that observational determinism is too strong to bdicgye to programs that
require information flow, such aBW(C'.)

Other nondeterministic security conditions, such as gdizedd noninterference
(GNI) [24], are already known to allow leakage of informatif84]. Our model of
insider choice allows this leakage to be quantified, whidtthier demonstrates the
weakness of such security conditions. For example, a prograatisfies GNI whery
behaves as a relation on a low input state and low outpuildisibns, with respect to
any insider and high input. We can state GNI as:

GNI £ {S|VO‘LHALV0‘HU([[S]][(O’LQ@UH)[L):AL}
I

Consider prograni H, which can be shown to be BNI:
LH: l:=h ] (=0]1l:=1)

25



Using insider functior/ 5 (o) = 1, this program always leaks the value/ofUnless
the attacker already has a perfectly accurate belief abdhis is a positive (and non-
zero) amount of leakage. So even though the program is sacaceding taGNI, an
insider can refine the program to be insecure. This weakaés®ivn as theefinement
paradox[31]. Insiders therefore introduce a kind of nondeternmmibat is not secure
under refinement.

7 Related work

We believe the work reported herein is the first to addressshod the importance of
attacker beliefs in quantifying information flow. Perhalps earliest published connec-
tion between information theory and information flow is Dangn[7], which demon-
strates the analysis of a few particular assignmentifastdtements by using entropy to
calculate leakage. Millen [29], using deterministic statchines, proves that a system
satisfies noninterference exactly when the mutual infolondtetween certain inputs
and outputs is zero. He also proposes mutual informationnastéc for information
flow, but he does not show how to compute the amount of flow foggams.

Wittbold and Johnson [38] introduagondeducibility on strategiesan extension
of Sutherland’snondeducibility{32]. Wittbold and Johnson observe that if a program
is run multiple times and feedback between runs is alloweeh information can be
leaked by coding schemes across multiple runs. A systemighaindeducible on
strategies has no noiseless communication channels behigfeinput and low output,
even in the presence of feedback. Our insider framework gantiy the leakage due
to strategies that are encodable as insider functions.

The flow model (FM) is a security property first given by McLg&d] and later
given a quantitative formalization by Gray [13], who callethe Applied Flow Model.
The FM stipulates that the probability of a low output may elegh on previous low
outputs, but not on previous high outputs. Gray formalibésin the context of prob-
abilistic state machines, and he relates noninterferamtkeet rate of maximum flow
between high and low. Browne [2] develops a novel applicatibthe idea behind
the Turing test to characterize information flow: a systesspa Browne’s Turing test
exactly when for all finite lengths of time, the informatioovil over that time is zero.

Volpano [33] gives a type system that can be used to estabksbecurity of pass-
word checking and one-way functions such as MD5 and SHAL.ilNerference does
not allow such functions to be typed, so this type system isrgmmovement over pre-
vious type systems. However, the type system does not allgenaral analysis of
guantitative information flow. Volpano and Smith [35] giveather type system that
enforcesrelative secrecywhich requires that well-typed programs cannot leak confi-
dential data in polynomial time.

Weber [36] defines:-limited security which allows declassification at a rate that
depends, in part, on the sizeof a buffer shared by the high and low projections of a
state. Lowe [23] defines thaformation flow quantityof a process with two userd
and L to be the number of behaviors éf that L can distinguish. When there ane
such distinguishable behaviod, can use them to transnij n bits to L. These both
measure the size of channels rather than accuracy of belief.
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Halpern and Tuttle [18] introduce a framework for reasorabgut knowledge and
probability based on three kinds of adversaries: adversario make nondeterministic
choices, adversaries who represent the knowledge of thenepp, and adversaries
who control timing. Our insiders can be seen as an instémiaf this framework. The
insider choice and insider function constitute an advegnaduo makes nondeterministic
choices, and each of the models of the insider's power ini@eét1 correspond to
an adversary representing the knowledge of the opponerdy &rd Syverson [14]
apply the Halpern-Tuttle framework to reason about qualiasecurity of probabilistic
systems. They relate their security condition to probstidinoninterference [13] and
information theory. Halpern and O’Neill [15] construct arfnework for reasoning
about secrecy that generalizes many previous results diagiva and probabilistic,
but not quantitative, security. Their framework, like guises subjective probability
distributions.

Di Pierro, Hankin, and Wiklicky [8] relax noninterferenaeapproximate noninter-
ferencewhere “approximate” is a quantified measure of the sintifari two processes
in a process algebra. Similarity is measured using the suorenorm over the differ-
ence of the probability distributions the processes creatmemory. They show how
to interpret this quantity as a probability on an attackeidlity to distinguish two
processes from a finite number of tests, in the sense oftgtatieypothesis testing.
Finally, the paper explores how to build an abstract ineggion that allows approxi-
mation of the confinement of a process. Their more recent {@eneralizes this to
measuring approximate confinement in probabilistic ttamnssystems.

Clark, Hunt, and Malacaria [4] apply information theory teetanalysis ofvhile-
programs. They develop a static analysis that providesd®an the amount of infor-
mation that can be leaked by a program. The metric for inftiondeakage is based
on conditional entropy; the analysis consists of a datafloalyeis, which computes a
use-def graph, accompanied by a set of syntax-directexkeimée rules, which calculate
leakage bounds. In other work [3], the same authors inwastigther leakage metrics,
settling on conditional mutual information as an appradgriaetric for measuring flow
in probabilistic languages; they do not consider relativieapy. Mutual information is
always at least 0, so unlike relative entropy it cannot regmémisinformation.

Mclver and Morgan [25] calculate the channel capacity of@ypm using condi-
tional entropy. They addemonic nondeterminisas well as probabilistic choice to the
language ofvhile-programs, and they show that the perfect security (0 bitsadfage)
of a program is determined by the behavior of its deternimisfinements. They also
consider restricting the power of the demon making the ntmdenistic choices, such
that it can see all data, or just low data, or no data.

Evfimievski, Gehrke, and Srikant [10] quantifyivacy breaches data mining. In
their framework, randomized operators are applied to cenfidl data before the data
is released. A privacy breach occurs when release of thenizdd data causes a large
change in an attacker’s probability distribution on a proypef the confidential data.
They use Bayesian reasoning, based on observation of rarelbiiata, to update the
attacker’s probability distributions. Their distributi® are similar to our beliefs, but
have a strong admissibility restriction: the attackershmlief must be the same distri-
bution from which the system generates the high input. Thsy show that relative
entropy can be used to bound the maximum privacy breach fondomized operator.
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8 Conclusion

This paper presents a model for incorporating attackeefseiinto analysis of quanti-
tative information flow in programs. Our theory reveals timatertainty, the traditional
metric for information flow, is inadequate: it cannot sategbrily explain even the
simple example of password checking. Information flows wéreattacker’s belief be-
comes more accurate, but an uncertainty metric can midtakezasure a flow of zero
or less. Inversely, misinformation flows when an attackbetief becomes less ac-
curate, but an uncertainty metric can mistakenly measuestiye information flow.
Hence, in the presence of beliefs, accuracy is the corretiafier information flow.

We have shown how to use an accuracy metric to calculate ,exxgoected, and
maximum information flow. A formal model of experiments elesbprecise, compo-
sitional reasoning about attackers’ actions and beliefs héve instantiated the model
with a probabilistic semantics and have shown that prolsiichoice is essential to
producing misinformation. An extension to the model enalalealysis of information
flue due to insiders who collude with attackers. Several @@sdemonstrate applica-
tion of the model and metric to the measurement of infornmetiow.
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A Relaxing restrictions on programs

To allow mutable high inputs, as discussed in Section 3t4hé&enotatiorh}, mean the
same distribution ay, except that each state of its domain has a 0 as a superscript.
So, ifby ascribes probability to the stater, thenb?, ascribes probability to the state
a%. We assume that cannot modify states with a superscript 0. In the case thtast
map variables to values, this could be achieved by definth¢p be the same state
aso, but with the superscript 0 attached to variables; for edemipo(v) = 1 then
a%(v%) = 1. Note thatS cannot modifyo? if did not originally contain any variables
with superscripts.

Using this notation, the belief revision operator is exthtb3', which allowsS
to modify the high state in experimeéit= (S, by, o0m, 0L).

B(€) = (([S1(6L ®bu @ bYy)lo)) | H

whereo € I'(§') | L
&' =[S)(6L ® &)

In the first line of the definition, the high input state is me&d by introducing the
product withb?,, and the attacker’s postbelief about the input is recovieyaestricting
to H?, the high input state with the superscript 0.

To allow nonterminating programs, |&tate, £ Stateu {1}, and L | L £
L. Nontermination is now allowed as an observation, leadingrt extended belief
revision operato3'*:

BL(E&) & (outy(S,6r @by @bY)|o) | H®
whereo € I'(§') | L
0 = OUtl(S,é'L ®(5’H)
Functionout (S, ) produces a distribution that yields the frequency $ha&trmi-
nates, or fails to terminate, on input distributi@n
out) (S,6) = \o:State, .if o = L

then||o|| —[I[ST4]

else([S]6)(o)
If S does not terminate on some input state$ithen output distributior]Sé will

contain less mass thanotherwise|d|| will equal ||[S]4]|. Missing mass corresponds
to nontermination [30, 26], sout; maps the missing mass o
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B Proofs

Theorem1 Let& = (S,by,om,0L).
B(&,0)(cy) = B(&,0)

Proof.
B(&,0)
( Definition of B )
br(om) - ([S](62 © 6n) I L)(0)
201, buloy) - ([S](6L ® 63) T L)(0)
( Definition of § | L, apply distribution tw )
br(on) - (g | o10=0 (191(61 © 51r)(0))
2oty 0H(OH) - (2| grr=0 (IS](02 © 5)(0))
= (Lemma1.1)
bu(on) - (g | o10=0 (19161 © 51r)(0))
ZU’ | o’/ L=0 [[S]] ((}L ® bH)(OJ)
= ( Distributivity, one-point rule)
o|olL=oAclH=0y Zg;{ bu(on)-[S[(6L@6u)(0)
2ot | o' L= S1(6L @ br)(0")
= (Lemma 1.1)
20 | olL—o A ol Heom [S1(6L @ br) (o)
2ot | o' 1n=o 1S](6L @ by)(0”)
= ( Distributivity )

S [S](6L®bm) (o)
o|olL=oAolH=0opy Ea’ | o/ [ L=0 [S1(62@br) (o)

= ( Definition of 6 | L )
Ea | ol H=0pn (([[S]](é-L ® bH))‘O)(O')

= ( Definition of § | H, applying distribution tery )
(([SI(6L @ bm))lo) I H)(on)

= ( Definition of B(E, 0) )
B(&,0)(on)

Lemmal.l Leto | L =o.

[S1(6L @ bm)(o) = >_,,, bulom) [S](6L @ dm)(o)

Proof.
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[S1(6z @ bm)(o)
= ( Definition of [S]d )
2o (6L ®@bm)(0") - ([S]0") ()
= ( Definition of point mas$
2ot ot tL=0y, OH (0" 1 H) - ([S]0")(0)
= (Leto = (o, 0p), nesting, one-paint rule
Yoy buom) - [S1(6r @ 6m)(0)

Theorem 2 Let& = (S,by,0m,0L).
Q(<gv blH>) = I5A (0) - I5s (O)

Proof.
Q((&, b))
( Definition of Q )
= ( Definitions of D and point mas$
—lgbu(om) +1gby(on)
= (Lemma 2.1, properties & )
—1gPrs, (0) +1gPrs, (o)
= ( Definition of Z )
Ls, (O) —Zss (O)

O
Lemma 2.1
/ 55(0)
b =b .
ulon) =bu(on) 54(0)
Proof.
by (om)

( Definition of B )
(([S1(6L ® bu)lo) | H)(ow)

( Definition of § | H )
Zo | olH=0n (HS]](UL ® bH)|O)(U)
= ( Definition of §|o )
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[S](6L ® br)(o)
Za | olH=0u N olL=0 ([[S]](&L % bHﬁqr L)(O)
= { One-point rules = (0,01) )
[S](61 ® bu) ({0, 011))
([SI(6r @ bw) T L)(o)
= ( Definition of § 4 )
5200~ 1516 @ brr) ({0, o))
= ( Definition of [S]4 )
5 Lo (6L @bu)(0") - ([S]0") (6@ Gn)
= ( Definition of ®, point mass
i) Lot | ot Loy, br (0" T H) - ([S(61® (6" [ H)))(0® bn)
= ( High input is immutablé
6A1(o) : EU’ | o/l L=0or AN o'|H=0n bH(OJ r H)
([SI(6L @ (6" | H)))(6® 6n)
= ( One-pointrules’ = (o, 01) )
i bu(on) - ([S)(6L @ 63)) (6 ® 1)
= ( High input is immutable, Definition of | L )
ot bu(on) - ([S1(6L @ 7)) 1 L) (o)
= ( Definition of 65 )

baton) 355

Note that the immutability of high input can be dispensedwiing the technique
of Section 3.4

Theorem 3 Let& = (S,by,0n,0). Then:
Q& Wy) =k = Uylon)=2" bu(ow)
Proof.
Q(E,by) = k
( Definition of Q )
( Definition of D )
~(gbu(om) — gy (om)) = k
= ( Arithmetic, properties ofog )
Vy(om) = 2" b (om)

O

Theorem 4
SeDet = VY& by eBE).QUE Vy)) >0
Proof.  AssumeS € Detand let&, b/, be arbitrary.
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Q(E,by) > 0
= ( Definition of Q, arithmetic)
Dby — 6u) > D(Vy — 6n)
= ( Definition of D, arithmetic)
lgb(ow) <lgb'(on)
= ( Lemma 4.1]g is monotonic on(0, 1], admissibility ofb )
true

Lemma4.1 AssumeS € Detand let€, b/, be arbitrary. Then:

b(UH) S b/(O'H)

Proof. Let o be the observation producirig. It is straightforward to check
that if S € Det, then[S]o is the point mass at’, whereo’ is the state produced by
the standard denotational semanticsvbile programs, such as Winskel’s [37]. So the
output of[S] (o x o) is the point mass at x opy.

b'(om)
( Definition of b’ )

([S1(6r @ bu)lo | H)(ow)
= ( Definition of [ H, application tor 7, one-point rule)
>q, ([S1(6L @ bu)lo)(oy, X om)
= ( Definition of |, one-point rule)
[S1(6L®bm)(0oxXoH)
([SI(6L®bm)IL)(0)
= ( High input is immutable
b((TH)'[[S]]((TLXbH)(OXUH)
(ISIGGL®bm)IL)(0) .
= ( Output of S is a point mass as argued above aldte the denominator
b(O'H)l

x

> ( Admissibility of b impliesz € (0, 1], arithmetic)
b(on)

O

Theorem 5
Q(g;b/) = £(Hin7Lin7Lout)

Proof.
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Q(&, 1)
( Definition of Q )
Db —6p) — D" — &)
( Definition of D )
Hb | (LULOUH®) —H(b | (LU L)
= (M T (LUL°UH?)) = H(' [ (LUL))
( Definition of domain ofb )
H(b | (L°UHO) —H(b | L)
— (RO [ (LULY UH®) —HY | (LUL)))
( Definitions of H;y,, L, Lout;
admissibility restriction makels an output distribution
H(Hina Lin) - H(Lm) - (H(Hin7 L'L'n7 Lout) - H(Li'ru Lout)
( Definition of conditional entropy
H(Hin|Lin) — H(Hin|Lin, Lout)
( Definition of £ )
E(HinaLinzLout)

Theorem 6 Given experimenf = (S,by,on,0L), let:

¢ = [S](6L®cm)
en = (([SI(6z®@bm))|(0" 1 L)) I H
Then:
Qr(&) < Q& em)
Proof.
Qr(€)

IN

( Definition of Q )
Eoes [L [Q(<‘€v B(gv 0)))]

( Definition of Q, letd; = B(E,0))) )
Eoes1[D(by — 61) — D(Vy — 1)

( Linearity of E' )
D(bg — ) — Eoes1[D(by — 6m)]

( Jensen’s inequality and convexity b, see [6])
Dby — 61) — D(Eoco L[] — 1)

(Lemma 6.1)
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D(byg — 6n) — D(eg — &)
= ( Definition of Q )
Q((€,en))
O

Lemma6.1 Leté&,d’, ey be defined as in Theorem 6. L8y = B(E, o) and assume
the range ob is alwaysd’ | L. Then:

Eo{bsﬁl] = €H

Proof.  (by extensionality)

Eo[by](om)

= ( Definitions of £, b )
(326 (6" T L)(0) - B(€,0) (o)

= ( Definition of B(€,0) )
>0 (0" T L)(0) - ([S](62 @ brr))|o) | H)(on)

= ( Definition of 6 | H, applying distribution targ )
2601 D)0) (X | ori=ary (([S1(61 @ br))l0)(0"))

= ( Definition of §|o, applying distribution ta’ )
) ([S](6L ® br))(o’)
20 (6" TL)0) (Yo | o/t H=om A o'1 =0 (US}](&L% bHI)LIrL)(O))
= ( One-point rule)
/ ([5](6L ® br)) ({0, 0m))
2, (9 'f _L')<0>' ([[5]](§L®5H) Do)
= ( Definition of § | L, applied too )
, . ([81(62 ® bu))((0.01))
o (1D} g o e S @)
= ( Leto = (0,0), change of dummyo := o, definition of~, )
/ ([S](51 @ brr))()
o [ ttien 0 1D)0) - 5~ 151+ @ b))

o' |o'~Lo

= ( Definition of 6|41, applied too )

Zcr | olH=0n ([[S]](UL ® bH)'((s/ f L))(U)
= ( Definition of § | H, applied tooy )

((IS1(6z © bu)|(8" T L)) T H)(on)
= ( Definition of ey )

eH(O'H)
O

Theorem 7
D(bg, = ) — Dby, —dou) = >, Qri)

Proof.
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Zi | 1<i<n Q(r:)
( Definition of Q )

Ei | 1<i<n D(by, — on) — D(b}{i — )
(Lemma7.1)

D(by, — o) — D(byy, — 6m)

Lemma 7.1 Assume forf and f’ thatV; | 1<;<, f(i) = f'(i —1),n > 2, and
f(1) = f/(0). Then:
(i 1<icn F(O) = /() = f(1) = f'(n)
Proof.
2i1<i<n J(0) = f(0)
= (O =rG-1))
S 1eien £ —1) = F(0)
= ( Distributivity )
(Zi | 1<i<n f/(l - 1)) - Zz’ | 1<i<n f/(Z)
= ( Change of dummyi :=i—1)
(Z | 0<i<n—1 f ()) Zz | 1<i<n f,(Z)
= ( Split off term,n > 2)
F0)+ i 1<icna1 (D)) = i |1<icn— F'(@) = f'(n)
= ( Arithmetic, f(1) = f/(0) )
fQ) = f'(n)
]

Theorem 8
S c ObsDet = V&, by € B(E). Q(E,bly)) =

Proof. By mutual implication.
(=) AssumeS € ObsDet Let& = (S,or,0m,by,I) andby € B(E) be
arbitrary.
QUE, b)) =
= ( Definition of Q, arithmetic)
D(bH —> JH) = D(bg_[ —> O’H)
( Definition of D, arithmetic)
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br(on) = by (on)
= (Lemma 8.2)

true

This concludes the forward directios() of the proof.
(<) By contrapositive. Assumg& ¢ ObsDet We need to show:

€ = <S, O'L,O'H7bH,I>,b}{ S B(g) . Q(<(€,b}{> 7é 0

We calculate:
S ¢ ObsDet
( Definition of ObsDet)
ﬁVI,O'LaéLVO'H . [[S]][(O‘L ®(3'H) FL = (5[,
= ( Predicate calculus, change of duminy
,6,¥6: 36w . [S]j(6L®@6m) I L#6  (81)

Make the following definitions:

I =1
oL = 0L
oy = arbitrary

0 = [Sli(6r®c'n)
0, = oL
og = &H

6 = [Sli(6L®ém)
o = oL

And letby be the belief mappingy to 1/2 ando’; to 1/2.
We have now defined all the variables in experim&ribut we need to defing,;
B(€). To that end, we calculate the attacker’s predictign
da
( Definition of prediction)
[S]:(6L ® brr)
( Definition of [S]4 )
1/2-[Sl(ér ®6m) +1/2- [S](6L @ 6)
( Definition of §,6" )
1/2-(6+9)
To definel/,, we also need an observationNote that, by formula (8.1, # §7,
so there is some low statg, such that.(c}) # 87 (o]). Assume, without loss of
generality, thad;, (o},) > 07,(c7,). Leto beo’ . Butin order foro to be an observation,
it must be thab € T'([S](5. ® &x)), which implies tha{S](5. ® 51)(0) > 0. This
is guaranteed by the fact thét (o) > 07 (o), and thav’, (o) > 0.
We can now calculat®,:
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Uy
( Definition of B ')
dalo 1 H
( Definition of 54 )
1/2-(6+ )0 H
With all these definitions, we can prove the desired result:
Q(E,by) #0
( Definition of Q, arithmetic)
D(bH —> O'H) 7& D(b}{ —> O’H)
= ( Definition of D, arithmetic)

bu(on) # Vy(on)
( Lemma 8.4)
true

]

Lemma 8.1
S € ObsDet = VI .Vor .30 .Yy. ||5H|| =1 = [[S]][(O’L(@C.TH) [L:6L

Proof.  AssumeS € ObsDet Let I, o, be arbitrary. Let;, be the distribution
guaranteed to exist by the definition©bsDet Letdy be arbitrary with||d || = 1.

[S]:(6L®6m) | L
( Definition of [S]4 )
(Xoy, Omlon) [Sli(or x om)) I L
= ( | L distributes over, - )
Y Sn1(ow) - [STi(on x osr) | L
= (S € ObsDet, definition ofdy, )
Yooy Oml(om) 0L
= ( Distributivity, definition of||d]| )
oL - |16x |l
= ( Assumed|ég| =1)
or,

O

Lemma 8.2 AssumeS € ObsDet Let& = (S,oL,0m,by,I) andt, € B(E) be
arbitrary. Then:
by = by

Proof. Letdoyq = [[S]][((')'L ®bH). Leto € F([[S]][(&L ®(.TH)) [ L.
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by
= ( Definition of B )

(Galo) I H
= ( Definition of | H )

Aoq - Za/ | o'l H=0n (6A|O)(0/)
= ( Definition of §|o )

AOH - 2o | o1 =gy 1 (07 [ L) = othen% else0
= (Lemma 8.1)

AOH - D0 | ot H=0y I (0" [ L) = othen 561(&)) else0
= ( One-point rule)

da(oxo

AOH . 7“5&?0)}1)

= (Lemma 8.3)

br(om)-61(0)
)\UH.%
= ( Arithmetic, n-reduction)

b

Lemma 8.3 Assume the definitions in Lemma 8.2 and its proof. Then:
5A(OXCTH) = bH(UH)'5L(O)

Proof.
da(ox og)
( Definition of § 4 )
[S]:(6L @ b )(o % om)
= ( Definition of [S]4 )
Yoo (6@ bu)(0") - ([S]10")(0 x or)
= ( Definition of ®, one-point rule
>0, bu(oy) - ([Sli(or x o)) (0 x on)
= ( Immutable high input, one-point rule
ba(on) - ([Sli(oL X om))(0 X o)
= ( Immutable high input, definition of L )
bu(om) - (([Sli(or x om)) I L)(0)
= (S € ObsDet, definition ofdy, )
bH(O'H) . 5L(0)
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Lemma 8.4 Assume the definitions in the contrapositive proof of Theo8 Then:
bu(on) # Vylon)

Proof.  First we calculaté’, (o ):

Vy(ow)
( Definition of b/, )
(6alo [ H)(ow)
= ( Calculation ofé 4 in Theorem 8
(1/2-(6+0")|o | H)(om)
= ( Definition of § | H, one-point rule D defined below
S, (1/2- (6 +8)o) (oL x o11)/D
= ( Definition of 5o, one-point rule)
1/2-(6+ ) (o xon)/D
= ( Definition of 4 for distributions)
1/2-(0(o x o) + 8" (0o x 0ly))/D
( Definition of §’, immutability of H input)
1/2-6(ox og)/D

whereD = 1/2-(6(o x o)+ 6" (0 % o%;)). Similarly, we can calculat&; (o) =
1/2-6(o x %)/ D. Also, we calculaté, (0):

oz (o)

= ( Definition of 6, and projection
EUH 0o x og)

= ( Definition of §, immutability of high input, one-point rule
d(ox om)

Similarly, 67, (o) = ¢’ (o x o’;). By the definition ofo we havei, (o) # §7 (o), thus
d(ox om) # ' (0 x oly). Thus:

V(o)

= ( Calculated value o, (o) )
1/2-6(o x o%)/D

# ( Above inequality)
1/2-8(o x op)/D

= ( Calculated value o, (o) )
Vy(om)

Finally, note that by the immutability of high input, the griligh states with non-
zero mass i, arecy ando’y. If by (o) = 1/2, then because the mass in a belief
must sum tol, we would be forced to concludg, (¢%,) = 1/2. But this would
contradict the previous calculation. 8g (o) # 1/2. Thus, sincéy (o) = 1/2,
we concludé g (o) # by (og). O
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