Breaking-in Research

hould the application of known attacks
to compromise the security of actual
systems be funded by research grants, as now
seems to be happening? Should such work be
eligible for inclusion in academic conferences
or in the scientific literature? (There seems to
be a trend in this direction.) Should a tried
and true method of attack against yet another
instance of some well-known vulnerability be
considered research in the academic sense—
work that is expected to remain relevant for a
long time and concern a broad set of systems?
There are clear instances where retargeting
extant types of attacks to today’s systems does
constitute research. These include

= work that shows the need for new kinds of
defenses (and, ideally, new defenses would
be proposed along with the attacks),

work that illustrates new classes of vulnera-

bilities (perhaps due to new properties that
need to be satisfied),
work that enhances our understanding of

the applicability for a class of attacks or
defenses (acknowledging that researchers
are not always diligent about describing
applicability when proposing attacks or
defenses), and

work where the effort to retarget involves
novel insight that itself will be valued as
research.

So, there are certainly situations where attack-
ing systems serves cybersecurity research in
much the same way that building artifacts
serves engineering research.

Even when it isn’t research, breaking-in—
identifying and reporting vulnerabilities—
can be a valuable activity. Today’s deployed
systems are not secure. Moreover, our gov-
ernments and other public institutions have
failed to create incentives to change that real-
ity. Stories in the popular press are one of the
tew ways for compelling software producers
to fix vulnerabilities and for convincing them
not to deploy new functionality that could be
easily compromised.

Some technologies already have organiza-
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tions whose mission is to evaluate artifacts for
dangerous weaknesses. Underwriters Labora-
tories is a well-known example. But an orga-
nization like this doesn’t exist for computer
security. As a result, university professors join
the ranks of consultants (who call themselves
“researchers” but do not engage in what we
call research) in the quest to uncover vulnera-
bilities that might be important to society but
are not novel.

Although somebody does need to be
uncovering these vulnerabilities, we should
be careful not to portray the activity as
“research” When we do, that mislabeling
allows researchers and research funding to be
diverted into activities that cannot move the
field beyond its current reactive mode. Yet,
absent an alternative engine for finding the
vulnerabilities in today’s systems, it would
be socially irresponsible to ban such inves-
tigations by academic researchers. Research
and vulnerability-finding are both important
activities. So the real question is about incen-
tives and funding.

A good starting point would be to clar-
ify our expectations for academic research-
ers. First, we might revisit the mandate from
research-funding agencies that a grant recipi-
ent not only undertake research but also
engage in complementary activities to pro-
mote “broader impact” for the research. Why
not accept the identification and reporting of
vulnerabilities as a form of “broader impact”?
This categorization would establish that
breaking-in is subsidiary and complementary
when it is not also research.

Second, public agencies whose mandate
includes security for computing systems
should take responsibility for funding faculty
whose focus is on retargeting extant types
of attacks to real systems. This would free
research funds for use by those who really are
engaged in research. We might even contem-
plate a further step, taking a cue from the pro-
fessional schools. There, besides traditional
faculty who engage in teaching and research,
we find faculty whose primary responsibilities
do not include the mandate to do research.
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UNIVERSITY OF WATERLOO
Canada Excellence Research Chair
In Security & Privacy

We invite expressions of interest for the position of Canada Excellence Research
Chair (CERC) in Security and Privacy for the New Digital Economy, to be held at the
tenured full professor or associate professor level in the David R. Cheriton School of
Computer Science at the University of Waterloo https://cs.uwaterloo.ca

The CERC program awards world-class researchers up to $10 million over seven years
to establish ambitious research programs at Canadian universities. Further details are
offered at www.cerc.gc.ca. An overall package worth more than twice this amount will
fund the CERC, additional faculty and staff, and their required infrastructure.

The mandate of this CERC is to create novel solutions for usable security and
privacy-enhancing technologies, in an environment that is increasingly connected
through the use of mobile devices (such as smartphones and tablets) and social net-
working. Included is a focus both on producing highly talented graduates and on
launching research that will drive solutions for tomorrow’s organizations and individu-
als. The Chair’s research will build on strengths in the University of Waterloo’s Faculty
of Mathematics in the areas of cryptography, security, privacy, mobile devices, networks
and distributed systems.

The applicant will be an unequivocally outstanding researcher, well-recognized as
exceptional within the subfield of security and privacy. It will also be essential for the
candidate to demonstrate remarkable promise in leadership and the mobilization of
talents of others to deliver successful outcomes. In particular, we are looking for an
individual who is expert in security solutions for networked and mobile environments
and who also has a critical appreciation for how the topic of privacy is intricately linked
to the required solutions. The CERC needs to align with the hallmark of the Univer-
sity of Waterloo’s computer science researchers: demonstrating exceptional talent in
conducting research that leads to industrially-relevant practical applications. As it will
be important to engage both organizations and citizens in adopting the novel techno-
logical solutions that are developed, the CERC must also have an aptitude in working
well with public policy experts. The leadership qualities of the applicant will include
an essential talent in seeing through to completion a dramatic vision for the training of
students and postdocs, who will emerge with a unique skillset to become tomorrow’s
leaders of industry, government and academia.

Applications received by May 30, 2013 will receive full consideration. Selection of the
candidate is subject to final oversight by the government’s CERC Selection Committee.

The University of Waterloo encourages applications from all qualified individuals,
including women, members of visible minorities, native people and persons with dis-
abilities. We are especially proud to offer organizations for Women in Computer Sci-
ence (cs.uwaterloo.ca/~wics) and Women in Mathematics (women.math.uwaterloo.ca)
as well as an AccessAbility Services Office for persons with disabilities (uwaterloo.ca/
disability-services) that serve to offer a progressive, welcoming environment. All quali-
fied candidates are encouraged to apply; Canadians and permanent residents will be
given priority.

The University of Waterloo has been rated as the most innovative university in Can-
ada for the 21st year in a row. We offer an enlightened intellectual property policy, which
vests rights with the inventor; this policy has encouraged the creation of many spin-off
companies. Located 100km from metropolitan Toronto, the University of Waterloo is in
the region of Waterloo with a population of 500,000. The area is in the heart of Canada’s
technology triangle and offers a wealth of outdoor and indoor recreational activities, as
well as an extensive performing arts community.

To apply, send a cover letter and a curriculum vitae by e-mail:
deanmath@uwaterloo.ca or by regular mail:

Ian Goulden
Dean, Faculty of Mathematics
200 University Avenue West
University of Waterloo
Waterloo, Ontario, Canada N2L 3G1
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Titles such as “clinical professor,”
“professor of the practice,” and
“extension faculty” are often given
to those who fill such positions. If
faculty dedicated to breaking-in
(that is, not research) are moved
out of positions where research is
expected, then they could engage
in their art with impunity. And oth-
ers, who would do research, could
be hired into the vacated traditional
faculty slots.

Policies about what is accepted
for publication and for presenta-
tion at our conferences provide
another opportunity for creating
the right incentives. Conferences do
exist (Black Hat and DEFCON) for
accounts of vulnerabilities and their
exploitation. Academic research con-
ferences could defer to such venues
and simply reject submissions that
describe the deployment of known
attacks for compromising the secu-
rity of actual systems. Or, if that’s too
drastic to imagine, then our academic
research conferences should label as
such any papers that were accepted
not for their research contribution
but for the broader impact of expos-
ing vulnerabilities in actual systems.

Great research, by definition,
will have valuable impacts. But
just because an activity is under-
taken by a researcher and has valu-
able impacts does not make it
great research—or even research.
Breaking-in might have valuable
impacts, but it isn’t always research.
And the academic research commu-
nity needs to adjust for that reality.
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