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Preface

Recently, we were asked by the Wiley Publishing Company to write survey
articles covering some of the important concepts in operating systems for
‘ their forthcoming Handbook of Electrical and Computer Engineering. The three
brief articles that comprise this report are the results of those efforts.
The first was written by Schneider, the latter two by Andrews. We have col-
lected thea here in the hope that some may find them of interest. The first
article discusses concurrent programming, which is an underlying concern in
cost operating systems. The use of a kernel or nucleus in constructing an
orerating system is described in the second article, Lastly, in the third
article the notion of hierarchical organization is developed and some of the

alvantages of this approach dre presented.

Our thanks to Professor A. J. Bernstein of the editorial board for the
Bandbook for his comments on earlier drafts of these papers.
G. R. Andrews

F. B. Schneider
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I. Synchronization and Concurrent Programming
1. Iatroduction

A sequential program consists of some variables and a sequentially exe-
cuted list of statements; its execution is called a gequential process [4&].
Alternatively, a program that involves execution of more than onme statezent at
a time is called a non sequential process. Of particular interest are those
programs that involve execution of more than ome sequential process at a tize.
They are called concurrent programs. A concurrent program is often a useful
wvay to formulate a computation. For example, an airline reservation systes
that involves processing transactions from many terminals would have a ratural
specification as a concurrent program--each terminal would be monitored by a

sequential process.

Even wvhen simultaneous execution of processes is not intended (or
involved), it is often easier to structure a system as a collection ¢f
cooperating processes than as a single sequential program. This approach fre-
quently finds application in operating systems and database management sys-
tems. For example, a simple operating system could be viewed in teras of
three concurrent processes: a cardreader process, a job manager process and
an output process. The cardreader process reads cards from the cardreader 2ad
places card images in an input buffer. The job manager process reads card
images from the input buffer and processes them, generating line images that
are stored in an output buffer. The output process obtains line images from
the output buffer and writes them to the-lineptinter. One advantage of this
structure is that the effects of speed variations of each process can be
damped, as long as the average rate that images are stored in a buffer is the

same as the average rate they are removed, The amount of speed variatiom that
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cac be smoothed depends on the size of the buffer used. This sort or producer

- consuzer relationship appears frequently in concurrent programs.

Oce way to execute a concurrent program is to use a multiprocessor. Each
process is executed on a separate processor, and any shared variables are kept
in a store that is accessible to all processors. A more common way to execute
a concurren: program is to time multiplex the concurrent processes on one (or
zore) processors. A process executes for some length of time om a processor.
T-ec, the processor state (i.e., the values of the processor registers) is
saved ard another process is selected and executed, Whenever execution of a
process is resumed, the state information for that process is restored to the
appropriate processor registers. This creates the illusion that processes are
executing on a "variable speed™ processor, as opposed to being periodically

suspended and resuced.

Coroutines provide a mechanism that allows the programmer explicit con-
trol over this process switching [9]. Recall that the subroutine gcall
icstruction always causes control to be transferred to the first instruction
of the named routine. The coroutine resume instruction, like the call
instruction, causes control to be transferred to the named routine. However,
the reswu=e instruction causes execution to coomence at the instruction follow-
icz the last resuze instruction in that routine. This is illustrated in Fig-

ure 1.

CUsually, process switching is not under control of the programmer, but is
im;leuentéd by the kernel or lowest level of an operating sygtem. Process
switchicg may occur periodically -- in responmse to timer interrupts -- or ran-
dozly, in response to other. events that cause the kernmel to receive control.

It may be assumed that each process will progress at some finite speed;
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routine A: "’,”"””,/—ijjjiig; B:
Iesume B3

—
mx:/

Figure 1 Coroutines

however, no assumption can be made about that speed and its relation to the
speeds of other processes. Consequently, processes executing in this manrcer
are referred to as asynchronous. Furthermore, since process switchicg =3y 1i-
general occur between any two instructions, the programmer may not assume thkat
high level language statements are necessarily executed as indivisidle

actions,
2. Expressing Concurrency

Numerous language constructs have been proposed to allow specification of
concurrent computations. The constructs differ primarily in the level of
implementation detail to which the programmer is exposed. Three comcon coc-

structs are described below.

foxk/join (9]

A fork statement is like a gall statement -~ it specifies that executicn
of a designated routine should commence. However, in a fork statement execu-
tion of the statements following the fork (i.e., the invoking routice) and the
invoked routine proceed concurrently. (In a gall statement the caller is
suspended until the invoked routine terminates,) For example in Figure 2, the

fork statement causes concurrent execution of Program2 with the statements



fcllowing LO in Programl.

The join statement causes the invoker to be suspended until the previ-
ously "forked™ routine terminates. In Figure 2, Programl can not progress

bevond L1 until Program2 terminates.

Preograml: cee Program2: e
10 : fork Program 2; ces
eee xeturns
L1 : join;

Figure 2 fork/join

schegin (2]

The g_c_bmn statement is a structured way to denote the concurrent execu-
tion of a set of statements. Thus,
sobegin §, // S5 /1 «es /1 S, soend
results in an arbitrary interleaving of the execution of Sy» Sp0 eees S
Each of the Si's may be any statement (including cobegin). Execution of gcobe-
£ia terminates only when each of the Si's has terminated. Execution of each

§; can be vieved as a process,

szacess (3]

Large programs are often structured as a collection of sequential rou-
tines (modules or subroutines): one routine initially receives control and
icvoxes other routines, as required. A process declaration identifies a rou-
tine that executes concurrently with its caller. Activation of a process is
accocplished by execution a start instruction. Using this, a concurrent pro-

gTan can be structured as a collection of processecs, and a main routine that
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initially receives control and grarts these processes. For example, Figure 3
shows the program outline for the simple operating system discussed earlier in

terms of processes.

main: gtart cardreader_process;
start job_manager_process;
start output_process;

cardreader_process: Drocess;
yar card : gardimaze;

do forever

read card from cardreader;
store card in input_buffer;
end;
output_process: Drocess;
yar line : lineimage;
do forever
begin
obtain line from output_buffer;
print line on lineprinter;
end;
job_manager_process: process;
var card : cardipaze;
line : lineinage;
da forever
-begin
obtain card from input_buffer;
process card generating line;
store line in output_buffer;

Figure 3 A system composed of three processes
3. Synchronization

To cooperate in performing a task, processes need some means to commuci-
cate. Shared variables (variables accessible to more than one process) are
often used for this purpose. MHowever, certain problems may occur when execu-
tion of processes that access shared variables is interleaved in an arbitrary

manner. To illustrate this, consider the following program.
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(1) A := a; i
conezin
R: A = A+1;
//
Q: A :=A+1;
Pnn-d
Priat(4)

Note that the statement ™A := A + 1% might be implemented in machine language
as follows:
Load Reg,A
Add Reg,"1"®
Store Reg, A
One possible interleaving that might result from execution of the gobegin
‘statenent in (I) is shown in Figure 4. In that description, ™a" represents
the initial value of variable A. Note that in this case, the final value of A
is a+l, not a+2 as might be expected. Furthermore, this seemingly pathologi-
cal behavior is purely a consequence of the interleaving of the Load instruc-

tion in process Q and the Store instruction in process R.

ProcessR: ProcessQ: Descriprion:

Load Regl,A Regl=a

Add Regl,l Regl=a+l
Load Reg2,A Reg2=a
Add Reg2,1 Reg2=a+tl
Store Reg2,A A=a+tl

Store Regl,A A=a+]

Figure 4 Interleaved Execution

Often, execution of a sequence of statements must be made indivisible.
For example, the manipulation of a complex data structure may be in terms of
operations that are implemented by sequences of statements. If processes con-
currently perform operations on the same shared data object, them pathological
results like those described earlier might be observed due to interlesving of

the execution of those operations. A sequence of one or more statements that



should be executed as an indivisible actionm is called a critical section. The

mutual exclusion problem is concerned with preventing the interleaving of
processes executing in critical sections. Clearly, if all accesses to a giver
shared data structure are made from statements within critical sections, and

execution of critical sections is mutually exclusive, then the I ntegrity of

shared data objects will be preserved.

Another situation where it is necessary to coordinate execution of con-
current processes occurs when a shared data object is nmot in a state conducive
to execution of a particular opetation.i A process attempting such an opera-
tion should be delayed, since the state (i.e., value of the variables ttat
comprise the object) of the data object may subsequently change, as a resuit
of operations performed by other processes. This is called gondificn syo-
chronjzation. An example of this appears in the simple operating systes dis-
cussed earlier. In that system, the cardreader process must be delayed when
it attempts to store a card image in the input buffer if all of the bufier
frames are full. (This might happen if the cardreader process was readicg
cards faster tham the job manager process was using them.) Thus, a process
executing a store operation c;n a buffer must be delayed if there was no space
in that buffer. Similarly, & process attempting to remove a card image frco

the buffer should be delayed if there is nothing in the buffer to remove.

Synchronization mechanisms are used to restrict the possible interleav-
ings of concurrently executing processes. In .the sequel, a number of comzon
mechanisms will be discussed. They provide a convenient way for a progrimcer
to regulate access to shared data. In particular, they facilitate the defini-
tion of critical sections and mutual exclusion, as well as provide ways to

prescribe other constraints on interleavings in the execution of concurrent
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prograzs. Note that it is possible to coordinate execution of concurrent
processes solely by use of shared variables because of the atomic nature of a
mezory reference. Unfortunately, programs that use only shared variables to
izplexent synchronization tend to be complex. hence difficult to understand
and formally verify. Typically, these programs set and repeatedly test the
value of a shared variable, waiting until that variable has a certain value.
waitirs is accomplished by performing the test operation in a tight (short)
loop. Ttus, in order to delay itself, a process may cause the processor to

busy yair (also known as spinning) =-- execute instructions for no purpose

other than tc pass time. Clearly, this is wasteful of CPU cycles.
Ssmasbores

A segcaphore is a data‘type that assumes non-negative integer values on
which two operations are defined: P and V [4). If s is a semaphore, then V(s)
causes & to be incremented by onme in an atomic action. P(s) causes s to be
decrecented by one in an atomic¢ action, provided s will remain non-negative.
If the decrezent operation would cause s to become negative, then execution of
the P operation is delayed. Semaphore implementations are expected to exhibit
fairopss. This means that no process delayed while executing a P operation on
a secaphore s will remain suspended forever if V operations are performed on s
by other prccesses. The notion of fairnmess is required since a number of
processes may be simultaneously delayed, all attempting to execute a P opera-
ticn on the same semaphore. Clearly, a choice exists as to which one will be
allowed to proceed when a V is ultimately performed. A simple way to ensure
fairness is to awaken processes in the order they were suspended, as V opera-

tions are performed.

Implenmentation of critical sections that mutually exclude each other in
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execution is possible using semaphores. Each sequence of statemerts that :s
to be a critical section is preceded by a P operation on a secaphore and fol-
lowed by a V operation on the same semaphore. All mutually exclusive critical
sections use the same semaphore, which is initialized to one. Below, progrec
(I) has been modified to ensure that statements R and Q are each exectted :zs

atomic actions.

(11) S :=1;
A := a;
P(S): R: A := A+ 1; Vv(S)
l/
P(S); Q: A := A+ 1; V(S)
soend
Print(A)

The pathological interleaving described earlier can not occur here because of
the semantics of P and V. Thus, program (II) always establishes the truth of

the assertion: A=a+2,

It is sometimes mnecessary to coordinate execution of a nucber of
processes 80 that at most k processes can be executing in critical sections at
any time. When k=1 this is the mutual exclusion problem, for which a soluticn
has already been given. A solution for the case when k>1 can be obtained by

changing the initialization of the mutual exclusion semaphore from 1 to k.

Semaphores can also be used to solve mutual exclusion problems when t:te
critical sections are partitioned into sets, and execution must be constraiced
80 that no two members of the same set are executed concurrently, althouzgh
execution of critical sections in different sets can be interleaved. (Presiz-
ably, the critical sections in a given set all involve references to the szze
shared variables.) This is illustrated in Figure 5 where initially S1=S2=],

Execution of <CS2> and <CS3> is mutually exclusive. However, concurrent exe-
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cution of <CS3> and <CS4> is permitted.

Programl: process: Program2: process: Program3: process;
. P(s1); .
P(Sl1); <CS3> P(s2);
<CS1> v(s1); <CS4>
v(s1); . v(s2);
P(s2);
<CS2>
v(s2);
Figure 5

A system of processes with multiple critical sections

Semaphores can be used to implement condition synchronization, as well as
various types of mutual exclusion, V operations are used to signal occurences
of events, and P operations to cause process execution to be delayed if an
eveat has not yet occurred. This use of semaphores can be seen in Figure 6, a
sczewhat expanded version of the simple operating system illustrated in Figure

3.

NAZ input _mutex, output_mutex, mo_cards, no_lines,
free_input., free_output : semaphore:

wmain: input_putex := 1; output_mutex = 1}
no_lines := 0; no_cards := 0;
free_input := input_buffer_size;
free_output := output_buffer_size;
- - atart cardreader_process;
sLart job_manager_process;
ALAIL output_process;

cardreader_process: process;
yar card : gardimage;
dn forever

begin
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read card from cardreader;
P(free_input);
P(input_mutex);
store card in input_buf fer;
V(input_mutex);
V(no_cards);
end:
end;
output_process: pPIrocesss;
yar line : lipeimage;

do forever

P(no_lines);
P(output_mutex);
obtain line from output_buffer;
V(output_mutex);
V(free_output);
write line on lineprinter:
end;
end
job_manager_process: process;
var card : cardimage;
line : lineinmage;

da forever

P(no_cards); .
P(input_mutex);

obtain card from input_buffer;
V(input_mutex);
V(free_input)
process card, generating line;
P(free_output);
P(output_putex);

store line in output_buffer;
V(output_mutex);
V(no_lines);

end;

Figure 6 Synchromization using semaphores

The input_mutex and output_mutex semaphores are used to iwplement cutual

exclusion of operations on input_buffer and output_buffer, respectively. Eou-
. d .

ever, an operation on input_buffer éay proceed concurfently with an operaticz

on output_buffer. The no_cards and no_lines sémaphores are used to ersure

that processes do not attempt to obtain values from empty buffer frames. V

operations are performed on these semaphores after each store in a buifer, and
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P operations prior to removal of information from the buffer. Lastly, the
free_input and free_output semaphores are employed to delay a process attempt-
ing to store an item in a buffer. if that buffer is already full. It is
assuzed  that the input_buffer is of size input_buffer_size, and the

cutput_buifer of size output_buffer_size.

Semaphores can be implemented by using a test-and-set instruction, which
i foucd on most modern day computers (for exactly this reason). The opera-
tion of the test-and-set instruction is as follows:
TS(x,y) : As an atomic action do3
x = y3
y := true;

end;

Usually, y is a shared variable, and x is local to the invoking process.

A d»ipary segaphore is a semaphore that is always either 0 or 1. Using
test-and-set, the operations on a binary semaphore P, and Vp can be imple-
—ented as follows:

Pb(s): yar slocal : boolean:

L: TS(slocal,s);
iAf slocal then go to L3

Vb(s): s := false;
it is possible to implement a general semaphore sem (i.e., a semaphore with no
upper bound onm its value) by using an integer variable VALUE, a binary sema-
rhore MUTEX for mutual exclusion, and a binary semaphore DELAY to delay pro-
cess execution., MUTEX is initialized to 1; DELAY to 0; and VALUE to the ini-

tial value of semaphore sem.



-14 -

P(sem): P, (MUTEX);
VALUE := VALUE - 1;
if VALUE < 0 then do begin

vb(rm'rx-:x);
pb(nzuw);
end;

elae vb(mm:x);
V(sem): P, (MUTEX);
VALUE := VALUE + 1;
if VALUE < 0 then V, (DELAY);
vb(msx);

Notice that busy waiting is used to delay process execution.

In a single-processor system with a kernmel, P and V operations can be
implemented as kermel calls that do not involve busy waiting. Recall tkLat the
kernel implements the process abstraction. To do this, the kernel maintaics a
queue of all processes that are eligible to run on the processor. This quete
is called the ready list. The kernel switches the processor acong these
processes. In addition, the kernel maintains a queue of the processes that
are suspended on each semaphore. Processes are not executed while they are oc
these queues. Execution of a V operation moves a waiting process from the
corresponding semaphore queue to the ready list, thereby making that process
eligible for execution. Execution of a P operation may or may not recove the
executing process from the ready list, depending on the value of the sema-
phore. Crucial to the correctness of this implementation is that the kerzel
not be interrupted while performing these operations. This is because the
ready list and semaphore queues are shared data objects, and therefore ardi-
trary interleaving of comcurrent accesses (by invoking processes and interrupt
handlers) might yield pathological results., Thus, execution in the kerzel
occurs with interrupts masked off (disabled). Comsequently, each kerzel
operation is atomic. Such a technique is not suitable in nultiple processcr

systems, and busy waiting may be required to ensue the integrity of the reacy
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list aad semaphore queues. This is because it may become necessary to delay a
processor that is attempting to access one of these queues, if that queue 1s
coz:urrently beinz manipulated by another processor. Furthermore, no other
;rczess could be executed by that processor because access to the ready list

would be required to run such a process.
Mozirors (3]

Althouzh semaphores cam be used to program any synchronizatiom problem, P
aad V are rather unstructured primitives. It is therefore easy for a program-
wer to make coding errors when using semaphores. For example, the programmer
=ight forget to include all statements that access shared variables in criti-
cal sections, or might perform operations on the wrong semaphore. Mopitors
prcvide a somewhat more structured synchronization mechanism. When using mon-

itors, macy of these problems then can be avoided, or detected by a compiler.

The popitaor enforces a very disciplined use of shared variables. Conse-~
Guently, it is easy to write concurrent programs using monitors, although the
azouct of concurrency in such programs may be somewhat restricted. A monitor
is essentially an abstract data type or module extended for use in amn asyn-
cktronous envirooment. It consists of a collection of permanent variables and
a set of procedures, which are used to manipulate these variables. The valuél

of

the permanent variables are retained between activations of momitor pro-
cedures, and zay be accessed only from within those procedures. The permanent
variables are generally related, and they are referred to as a resource. For
exaaple, a buffer can be implemented in terms of an array and two pointer
variables., These three variables comprise the buffer -- a resource. The syn-

tax of a zonitor is shown in Figure 7, Generally, each monitor procedure

izplements an operation on the resource defined by the permanent variables of
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the monitor. A procedure is invoked by coding:

£all <monitor_name>.<procedure_name> (...argument list...):
Execution of monitor procedures is guaranteed to be mutually exclusive. Thus,
at most one process can be executing in a given monitor at any time. This
ensures the integrity of the permanent variables in the monitor. Notice that
a monitor is really just a grouping of all the critical sections that refer-

ence a set of shared variables.

<wmonitor_name> : monitor:
¥AL ... define permanent variables ...

procedure entry <operation_1> (... parameters ...):

Y3r ... define local variables ...
begin

ess code to implement <operation_l> ...

procedure entry <operation_n> (... parameters ...);
Y3r ..o define local variables ...

ese code to implement <operation_pn> ...
end;
eee initialization ...
end;

Figure 7 Monitor syntax

The use of monitors allows a programmer to ignore the implementatica
details of a resource when using it, as he need only be concerned with tue
monitor procedure interfaces. Similarly, the circumstances surrounding i:e
use of the resource may be ignored when the monitor is being coded. as leong as

the implementation satisfies its interface specification,

Within a monitor, gondition variables are used to delay a process when

the values of the permanent variables of the monitor are not comducive to con-
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tinued‘ execution by that process. Two operations are defined on condition
variables: send and wait. If cond is a‘condition variable, then cond.yait
¢auses the invoker to be suspended and to relinquish control of the monitor.
-Cond.scnd causes the invoker to be suspended, and a process currently delayed
on cord is reactivatede A process suspended due to a send operation is reac-
t:vated when control of the monitor has‘ been relinquished. A new process is
g-anted enlry into a monitor procedure only if there are no processes delayed
as a result of having performed a send operation and there is no process

aztively executing in the monitor.
Figure 8 is the operating system example programmed using monitors.

inbuff: ponitor;
var no_cards : integer:
in_full, in_free : gondition;

«es Other variables to represent input_buffer ...

procedure entry deposit ( ¢ : gcardimage);
bici .
Af no_cards = input_buffer_size then in_free.wait;
.es code to store ¢ in input_buffer ...
no_cards := no_cards +1;
in_full.send
end;

begin (*initializationw)
no_cards := 0;
eee initialization of other variables ...

end;

outbuf £ ponitor;
var no lines : integer;
out_full, out_free : gcondition:

ess Other variables to represent output_buffer ..,

procedure entry deposit (c : lineimage):
begin
iAf no_lines = output_buffer_size fhen out_free.yail;
.es code to store ¢ in output_buffer ,..
no_lines := no_lines + 1;
out_full.send;
end;

procedure entry retrieve (yar c: lineimage);
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if no_lines = 0 ghen out_full,.wait;

ees code to remove a lineimage from output_buffer
and place it in ¢ <o

no_lines := no_lines - 13

out_free.send;

end

begin (*initialization#)
no_lines := 0;
eee initialization of other variables ...

end;

main: start cardreader_process;
start job_manager_process;
£fart output_process;

cardreader_process: process:
var card : cardimage;

dao forever

read card from cardreader;
call inbuff.deposit(card);
end:

end;

output_process: DProcess;
¥ar lime : lineimage;
da forever
begin
call outbuff.retrieve(linme);
write line on lineprinter;
end;
end:

job_manager_process: process;
yar card : gcardimage:
line : lineimage;
da forever
begin
call inbuff.retrieve(card);
process card, generating line}
call outbuff.deposit(line);
end3
end;

Figure 8 Use of Monitors
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vessage 2assizg [2] [1]

Tre sycchrorization mechanisms described thus far involve the explicit
use of shared variables to implement interprocess communication and pynchroni-
zation. A second approach to the coordination of concurrent processes uses
zessage passicg for this. The programmer defines logical communications chan-
ceis betweea processes that must communicate. Two operations are defined on a
c-ancel: gsexcd and receive. The send primitive causes a message to be
traas=itted on the designated chanmel. The receive primitive removes a mes-
saze from the designated channel. It may delay the invoker until a message

zas been sen: on that channel.

Alttough shared memory can be used in the implementation of méssage pass-
iz, it is not required. This makes such a synch;onization mechanism suitable
for distriduied processing and network applications, where there is no shared
—e=ory. rurtieroore, since there need not be any shared variables, there is
zo need fcr the progranmer to be concernmed with mutual exclusion and critical
secticzs. A consequence of this is that it is easy to understand in isolation
each of the processes that comprise the concurrent program. The message pass-
icg priz=itives designate the only places in that code that can be affected by

executive of other processes.

Yessage passing can be organized in a number of different ways. It may
be reguired that a channel connect exactly ene sender and receiver. Alterna-
tively, ccre than one receiver and/or sender may be associated with each chan-
cel, Secczdly, a channel may or may net have the capacity to buffer messages.
If it does, then a send eperatien will delay the invoker oaly if the capacity
of tie buifer has beem exhausted by messages that have beem sent, but not yet

atcepted by a receiver. There are good reasons to require that a channel have
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no buffering capacity, a finite buffering capacity, or an infinite bufferinz
capacity. Note that if the channel has no buffering capabilities. then a
send-receive pair defines a synchronization point in the execution of the

invoking processes.,

The use of message passing for synchronization is illustrated in Figure
9. There, the operating system example has been coded using typical cess.:e
passing primitives. The following primitives are used:
send(x,m) -- send to process x message m.
receive(x,m) -- receive from process x message m.
Note that the buffer capacity of the channels has no effect on the correctrcss

of this particular program.
4, Synchronization Mechanisms and System Structure

A system can be viewed as a collection of objects and tasks, The tasks
use the objects to perform a computation. Shared objects may be icplezmented
in one of two ways. In the following these two approaches are discussed, snd

their implications are explored.

In the passive model of objects, each shared object 1is represented in a
portion of shared memory, perhaps with some procedures to facilitate acccss
and manipulation of the abstraction implemented by the object. In order to
perform an operation on an object, a task invokes one of these preocclurcs,
Thus, objects are manipulated directly by the process that requires the sc:-
vice. Since objects are subject to concurrent processes, the progrscmer =ust
be concernmed with defining critical sections and arranging for their cutusl

exclusion.

The active model of objects associates a process with each shared obje:t.
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main$ atart cardreader_process;
atart output_process;
start job_manager_process;

cardreader_process: process;
yar card : gcardimage;
da forever

begin

read card from cardreader;
send(job_manager_process, card);
end;

end;

output_process: DIocess
var line : lineimage
dao forever
begin .
receive( job_manager_process,line);
vrite line on lineprinter;

job_ranager_process: process;

yar card : cardinmage:
line : lineimage:

do forever

hegin

receive(cardreader_process,card);
process card, generating linme;
send(output_process,line);
ead:

Figure 9 Synchronization using message passing

This "caretaker™ process performs all operations on its object. When a pro-
¢ess requires that an operation be performed on an object, a message is sent
to the caretaker for that object., The caretaker performs the actual opera-
tion, and may respond with a completion message when the operation has been
performed. Thus, objects are never directly manipulated by tasks, as was the
case in the passive model. Furthermore, although concurrent processes interact
ard in fact may be synchronized through the use of these shared objects, the

ebjects are never actually subject to concurrent access. Rather, operations
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are performed on objects by the caretaker process on behalf of other

processes.

3. Deadlock (9]

Deadlock or deadly embrace is a phenomenon that can be ezbibited by cco-
current programs. It occurs (in its simplest form) when oce process waits for
an action to be performed by another process, while this secorcd process is
wvaiting for an action to be performed by the first process. Clearly, in that
case neither process can progress., In more complicated situatiors, deadlc:k
may result in some interleavings of a concurrent program's executiorc, but cct
in others. Clearly, when writing a concurrent program it is necessary 2o
ensure the absence of the possibility of deadlock for all possible interleav-

ings. Techniques to accomplish this are described in (2] [9].



II. Kernel Systems
L. XNature of a Kerpel

An operating system contains the software that manages and provides
access to the hardware resources of the machine on which it is implemented.
In particular, it contains modules that manage memory, schedule the
processor(s), control IO devices, and implement a file system, The organiza-
tion of an operating system can be based upon either of two conc.epu: a monol-

ithic monitor or a kermel.

In a systex based on a ponolithic monitor. all the operating system
zodules are grouped into one large program that provides the means for all
interactions between user programs and the hardvare. Each module consists of
a collection of procedures together with large tables that record the status
of each system resource and user program. In order to avoid timing errors
that could result froo asynchroneus interrupts, moniter medules are executed
with interrupts inhibited or employ complex imterrupt stacking and state sav-

icg protecols.

By contrast, in a system based on a kernel there is a small monitor,
called the Xkerpel or puclens, that implements processes, and provides an
icterface to the hest machine. All other eperatiag system modules are moved
froo the momitor to distinct, unimterruptable processes. The role of the ker-
zel is te support multiprogramming, namely the comcurremt execution of wore
thin one systes er user program. It provides a virtual (abstract) wmachinme
that is more attractive than the bare machine since it implements processes,
bazdles interrupts, and provides mechamisms for process commumication. The

advantages of a kernel based system relative te a monolithic monitor are that
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system programs can execute concurrently with each other as well as with uscr
programs, system modules are more cleanly separated, interrupt processing :is

more efficient, and fewer large tables are required.

2. SComponents of a Kernel

To support multiprogramming on any contemporary machine, all kermels coz-

tain the following components:

(1) Interrupt handlers, which receive hardware interrupts from 10 decu-

ices and relay status information to device handling processes.

(2) Primitive operations, which implement the mechanisms used to cre:zte
and destroy processes and to synchromize process execution, :Icr

example to allow processes to send and receive messages.

(3) A process scheduler or dispatcher, which allocates the processor to

executable processes.
To support the other hardware management functiens of an operating svs-

tem, a kernel may also contain:
(4) Input/output routines, which initiate I0 on peripheral devices on

command from device handling processes.

(5) Memory managemeamt routines, which allecate and manage the ca:in

memory used by precesses.

(6) Pretection mechanisms, which comtrel access to memory and files

Iaput/output reutines are sometimes imcluded since IO requires the use of
special machine instructions executable only by the kermel, Memory maragecent

routines are included if memory mapping information, such as page tables, are
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=aintained by the kernel. Protection mechanisms are included for systems
where the security of stored data is of concern. (Such a kernmel is often
c¢3lled a security kernel). It should be noted that the kernel merely provides
m2chanisms that support 1/0, memory management, or security; the modules that
:=plemient these functions usually reside within processes outside of the ker-
mele. TFor example, in a kermel based system there is typically one I0 driver

;rocess for each device; each driver process employs the kermel implemented

"

rchanisns to comrunicate with other processes, initiate 10, and wait for

hardware interrupts.

1. Izzlementarion of a Kernel

The relation in a typical system between a kernmel, the host hardvare, and
the system and user processes is shown in Figure 1. Also shown is the flow of
control into and out of the kernel as well as the kernel's internal organiza-

ticn.

The kernel is always entered through the interrupt handlers. There is
cre handler for each kind of interrupt that cam occur. Each handler saves the
state of the executing process in the process' descriptor thea handles the
izterrupt. To illustrate the functions of the interrupt handlers, the IBM 370
zachine will be considered. (Other machines are similar at this level eof

df:ail.)

The 370 has five kinds of interrupts: supervisor call, I0, clock,
cecory, and program check. A supervisor call is used to invoke a kernel prim-
itive such as "create a process™; the appropriate kernel primitive is there-
fcre executed. An IO interrupt signals the completion of an IO operation; the

appropriate 10 process is notified, usually by sending it a message. A clock
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Kernel Organizatien

interrupt signals that 8 clock has reached a specified value.(usually zero);
the clock handler notifies the kermel scheduler or an appropriaste system or
user process. A memory fault interrupt signals an addressing exception; the
appropriate memory management function of the kermel is notified either ty
sending it a message (if it is implemented as a process) or by branchicg to it

(if it is implemented as a procedure). Program check interrupts sigral jro-
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Zcaa exceptions such as overflow or division by zero; the appropriate trap
tazdler, which is generally a special routine in the offending process, then

receives coatzol.

Thke prizitives coasist of the routines that implement process management
acd syackroaization, and, if included in the kermel, the routines that imple-
zezt 10, wez=cry ranagecent, or protection mechanisms. These primitives are
izvoked by the interrupt handler, execute the appropriate program, and then

call the scheduler.

Thte scheduler (sometimes called a dispatcher) selects a process to run
aad tten loads the machine registers and program counter with the appropriate
inforzation, which was stored in the process' descriptor when the process was
created or last interrupted. The selected process may be the one that was
interrupted, or it may be another process. The scheduler may employ amy number
of CPT scheduling algorithms. (An altercative kernel organization that is
sczetizes exployed is to have the interrupt handlers call the primitives as
yrocedures, then call the scheduler if necessary, and then load the state eof

tte interrupted or newly scheduled process.)

Mcst cachines distinguish betweem (at least) two modes of executien:
supervisor mede, im which acy machine instructiom may be executed, and user or
¢7coblex mode, im which only the non-privileged instructions may be executed.
The kernel executes im privileged mode; all processes, except possibly for 10
drivers, execute in user mode. In this way the kermel is the only software
=ocdule that ©y affect hardware status registers. Another distinctien betweeam
tse kernel and the processes is that the kernel executes with interrupts inhi-
tited whereas processes may be interrupted. The kernmel wmust be non-

icterruptable (unless great care is taken) since it maintains critical status
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tables, such as process descriptors. Processes may be interrupted, however,
because the kernel ensures that asynchronous interrupts are correctly s=--

chronized with the recipient process.

4, Examples and Referencesg

One of the first operating systems to be based on a kermel was the T,Z.:Z.
system developed at the Technological University of Eindhoven under t:e
leadership of Dijkstra [5]. The T.H.E. system kermel implements processcs a=d
semaphores. All other system modules are implemented as processes that svo-

chronize by means of semaphores.

A brief, classic description of a nucleus (kermel) is given in [1], whi:a
describes the RC4000 multiprogramming system developed for a Danish cachice by
Brinch Hansen. The RC4000 nucleus provides primitives for process macagecent
and message passing. Using the message passing primitives, user processes caa

communicate with IO and file processes.

The components of & kermel, their i-plenengation. and their relatior o
the other parts of the system are described iam the book by Holt, et.al. [é&l.
A cemplete description of a .comprehensive nucleus (kermel), which iccluics
protectioen and memory management mechanisms, is included in the book by Shuow

[9l.
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I11. HKHierarchical Organization

l. BRazic Cozcepts

A soitvare system consists of a number of modules, each of which defines
sc=e aYsiraction and provides operations to manipulate that abstraction. For
e¢xazrle, a file system typically contains several modules. A file management
izes file directories and provides operations to create or open a
file. A file access codule defines the structure of files and provides read
snd write cperations for accessing them, A buffer management module imple-
ze¢ats buifer storage and provides operatioms for requesting amd releasiamg
Yuifers., Finally, device drivers defime IO devices and provide reutines for

reading and wriling those devices.

When iz;lénenting one module, it is often comvenient to make use of the
creraticns provided by another module. Thus a file access module might use a
éevice driver module., If one module, Ml, uses the operatioms of amother, M2,
ther we say Ml depends on M2. The dependency gxaph of a system is the graph
ttat is obtained from all depends on relatiens betweem modules. (It has one

code for each module amd a directed arc frem node Hi to nede “j if module Hi

dcpends on module Hj.) A system is hierarchically organized if its depeadency

‘re

raph is acyclic. By contrast, a system has circular depemdencies if some

dule depends directly or indirectly on itself.

The sicplest hierarchical organization is a linear one im which the
=cdules are connected in a chain, More common are a tree-structured organiza-

s.2ns in which the dependency graph forms a tree, or a level-structured organ-
azatiszs irn which the dependency graph consists of two or more levels of nodes

(such a graph is called a series-parallel graph). These three types of
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hierarchical organizations are illustrated in Figure 1. In 8 level-structured

(a) Chain or Linear Structure Hl
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Figure 1
Examples of Hierarchical Organizations

organization, each level can be thought of as a virtual (abstract) mackice
vhose modules provide operations used by higher levels and use operations gro-
vided by lower levels. (The lowest level imterfaces to the physical machice.)

Nete that trees amd chains are special cases of level structures.
2. Implementation ef Hierarchies

Software systems are typically eorgamized in-a hierarchical fastion
because a hierarchically organized system can be implemented one level at a
time, starting with the lowest level (the one closest to the machine). Once a
level is correctly implemented, the next higher level can be implemerted.

This is repeated until the entire system has been constructed,
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There are three important benefits that result i{rom this approach,
First, it enable; a system to be constructed one module at a time since each
level can use the operations of the lower levels without concern for how they .
vere actually implemented, Secondly, it makes it possible to change the
izplenentation of ome module without affecting any other module as long as the
operation interfaces remain unchanged. Thirdly, it aids debugging, since once
a level hLas been correctly implemented no errors in the implementation of

higher levels can affect its correctness.

The highest level of a hierarchy is generally implemented by having one
process for each module. for exaomple one process for each user of a file sys-
tem. Tke other levels can be implemented using procedures, processes, or mon-
itors. The choice depends on the amount of concurrency desired and the need
for protecting shared cata from simultaneous access. A module is implemented
as a process if one wants to ensure that its local data can only be accessed
by one process and also wants to allow the module to execute concurrently with
the processes that use it. A module is implemented as a monitor if one wants
to ensure that its data is accessed by at most one process at a time and wants
to delay a user of an operation from proceeding until the operation has been
completed. A module is implemented as a procedure if one wants to allew it to

be concurrently used by more than one other module.
3. Exazples

Two examples of hierarchically organized systems will illustrate the
abeve cencepts. The T.H.E. system is am operating system developed at the
Techmelegical University of Eisdhevea im the mid 1960's by a greup led by E.

W. Dijkstra [5]. The system consists of the following levels:
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Level 4 - User Programs

Level 3 - Input/Output Controllers
Level 2 - Message Interpreter
Level 1 - Segment Controller
Level 0 Processor Allocation

Level 0 is a monitor that defines processes, and provides semaphore operat}c:s
vhich are used for process synchronization. (Level 0 is a kernel.) Level 1
manages a8 drum and implements virtual segments. Leval 2 manages the console
keyboard and provides facilities for user processes to communicate with t-e
operator. Level 3 contains controllers for each peripheral device that icrlc-
ment IO access and buffering operations. Level 4 consists of the processes
that manage and execute user programs. Each level, except Level 4, defincs
and implements an abstractiongthat is used by the higher levels, For exazpic,
above Level 0 each module is implemented as a process and synchronizes with

other modules by using semaphores. In [5), Dijkstra describes the levels in

detail and discusses the advantages of organizing the system hierarchicaliv.

As mentioned earlier, a file system typically contains seversl codulces
and is usually organized hierarchically. An excellent descripticn of the
bierarchical approach to file system design is contained in [7]. A speciiic
example is the file system imn Unix, a timesharing system develcped in the
early 1970's by D. Ritchie and K. Thompsen at Bell Laboratories [8]. 1In Unix,
there is at least one process for each active user at a terminal, FEsch user
process executes comnands or programs, which may use the file system. At the
top level of Unix, therefore. there are several processes that use the Zile
system, At the top level of the file system itself is the {ile cazi:zcr
module, which defines directories and implements operations such as create und
open., Omce a file is epened, a user precess can use the file access module's
operations such as read and write. The file access module is logically beclow

the file manager in the file system since it is also used by the file marna:cr,
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for exanple to search directories. To the csller of a file-access operation
such as read, input appears to be unbuffered and synchronous (immediately
after the completion of read, the data is available). Actually, the file

access module depends on another level that implements a fairly complex

24

vifering mechanism. The buffering mechanism in turn employs the lowest level
file modules, which schedule and actually perform 10 tramsfers. The resulting
structure is surmarized in Figure 2, Most of the Unix file modules are imple-
zezted as procedures to allow the greatest possible amount of comcurrent exe-
cution. Only the modules that perform IO, buffer management and other criti-

cal operations such as directory manipulation are implemented as monitors.

User Process « o User Process
| e
Level 3 \\\\\\\\5 File Manager
oy
Level 2 File Access
File System Level 1 Buf fer Management
l
Level 0 Device 10 and Scheduling

Physical Devices

Figure 2

Unix File System Structure
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