
COM S 687 Introduction to Cryptography September 19, 2006

Lecture 8: Trapdoors and Pseudo-Randomness
Instructor: Rafael Pass Scribe: Wei-Lung Dustin Tseng

1 Review

Last lecture, we discussed two number theoretic operations modulo n that is one way:

1. RSA - a one way permutation (OWP)

2. Rabin - just a one way function (OWF)

These two one way functions share a special property: if the factorization of n is known,
then it is no longer hard to invert them. This spawns the idea of trapdoor permutations,
first conceived by Diffie and Hellman, as illustrated in the following diagram:

Easy

Hard

Easy with trapdoor information

x f(x)

2 Trapdoor Permutations

The following definition formalizes the concept of trapdoor permutations:

Definition 1 A family of functions F = {fi : Di → Ri}i∈I is a collection of trapdoor
permutations if ∀i ∈ I, fi is a permutation and

1. Easy to sample function. ∃ p.p.t. Gen s.t.

Gen(1k)→ (i, t), i ∈ I

(t is trapdoor info).
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2. Easy to sample domain. ∃ p.p.t. machine that given input i ∈ I, samples uniformly
in Di.

3. Easy to evaluate. ∃ p.p.t. machine that given input i ∈ I, x ∈ Di, computes fi(x).

4. Hard to invert. ∀ p.p.t. A, ∃ negligible ε s.t.

Pr[(i, t)← Gen(1k); x ∈ Di; y = f(x); z = A(1k, i, y) : f(z) = y] ≤ ε(k)

5. Easy to invert with trapdoor information. ∃ p.p.t. machine that given input (i, t)
from Gen and y ∈ Ri, computes f−1(y).

Now we show two examples of trapdoor permutations:

2.1 RSA Collection

Define the following:

I = {n | n = pq, p, q primes with |p| = |q|}.

Gen(1k)→ [(n, e), (p, q)], where n = pq, e ∈ Z∗
ϕ(n), and p, q are random k-bit primes.

fn,e(x) = xe mod n.

inverse map is as before.

Then, this makes RSA a trapdoor permutation.

2.2 Rabin Collection

Rabin originally is not a permutation, so we make some adjustments.

I = {n | n = pq, p, q primes with |p| = |q|, p ≡ q ≡ 3 mod 4}.

Gen(1k)→ [n, (p, q)], where n = pq, p, q are random k-bit primes > 2, with p ≡ q ≡ 3
mod 4.

fn : Qn → Qn, where Qn is the quadratic residues in Z∗
n, with fn(x) = x2.

the inverse map takes the square root that is also a square (i.e. in Qn).

As we’ll show in future homeworks, each square in Qn has four square roots, but only
one of the roots is also a square. This makes Rabin a (trapdoor) permutation.
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3 Uniform v.s. Non-Uniform Algorithms

From now on, we will start using non-uniform machines in our assumptions and proofs.
Below is an informal definition of non-uniform p.p.t. machines.

Definition 2 A non-uniform p.p.t. machine is a machine whose description size is
polynomial on input length, and runs in p.p.t.

We also provide an alternative definition.

Definition 3 A non-uniform p.p.t. machine is a p.p.t. machine that receives an advice
string for each input. The advice string has length polynomial in the input.

From now on we’ll mostly use non-uniform machines in class for assumptions and proofs.
For example, we now assume that factoring is hard even for non-uniform p.p.t. machines.
The primary motivation for switching to non-uniformity is to make proofs cleaner. With
non-uniformity, we don’t have to worry about cases such as when the input string itself
is a (possibly great) factoring algorithm.

As an aside, the current literature is still debating on whether it is enough for a cryp-
tographic scheme to guard against only uniform p.p.t. adversaries, or should we also
account for non-uniform p.p.t. adversaries?

4 Randomness and Pseudo-Randomness

Recall the OTP (one time pad) encryption scheme that is perfectly secure (Enck(m) =
m⊕ k, |k| ≥ |m|). The main drawback of the scheme is that the key (the one time pad)
needs to be as long as the message itself. What if we can use a smaller key to generate
a longer, “random enough” sequence? Wouldn’t that make OTP feasible again?

So, we ask the question: What kind of bit strings are random enough? Here are some
possible answers:

• Roughly as many 0 as 1

• Roughly as many 00 as 11

• Each particular bat is roughly unbiased

• Given any prefix, it is hard to guess the next bit.
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All of the above answers are specific statistical tests. For specific simulations, it may
be enough for the randomly generated sequences to fool some specific statistical tests.
However, for cryptography, random sequences need to fool all statistical tests in order to
fend off all adversaries.

4.1 Kolomogorov Complexity

We need a framework for measuring “randomness”. We start with:

Definition 4 The K-complexity of string s ∈ {0, 1}k is the length of the shortest program
that outputs s. A string s is K-random if K-complex(s) ≥ |s|/2

Theorem 1 Except with negligible probability, a random n-bit string is K-random. That
is, ∃ negligible function ε s.t.:

Pr[x← {0, 1}n : K-complex(x) ≤ n

2
] ≤ ε(n)

Proof. number of programs of length n
2

= 2
n
2 .

⇒ number of n-bit strings not K-random ≤ 2n/2.
⇒ Probability that a random string is K-random is

≥ 2n − 2
n
2

2n
= 1− 2−

n
2

However, K-randomness is really too strict, as shown below:

Proposition 1 Let G : {0, 1}n → {0, 1}4n be a deterministic function computable by a
Turing machine. Then, for sufficiently large n, Pr[G(Un) is K-random ] = 0, where Un

is the uniform random variable over {0, 1}n

Proof. For all x, it holds that

K-complex(G(x)) ≤ |x|+ |G|+ O(1)

Since |G| is constant, we have for sufficiently large n = |x|,

K-complex(G(x)) < 2|x|
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4.2 Statistically Close to Random

Let us make a more relaxed definition of “randomness”.

Definition 5 A distribution is statistically close to random if its statistical difference
from the uniform distribution is negligible.

Definition 6 Let {Xn}n∈N , {Yn}n∈N be ensembles where Xn, Yn are probability distribu-

tions over {0, 1}n. Then, {Xn} is statistically close to {Yn} (written {Xn}
S
≈ {Yn}) if:

∀ distinguishers D, ∃ negligible function ε(n) s.t.

∀n,
∣∣ Pr[t← Xn : D(t) = 1]− Pr[t← Yn : D(t) = 1]

∣∣ ≤ ε(n)

However, this is still too strict as shown below:

Proposition 2 Let G : {0, 1}n → {0, 1}n+1 be a deterministic function. Then:

{x← {0, 1}n : G(x)}
S

6≈
{
x← {0, 1}n+1}

We provide two proofs. Proof 1:

Proof. If not, then whenever the key space is half of the message space, we can get
statistically secure encryption by using OTP, since the above allows us to double the key
to the ful message length. This contradicts an earlier proof that whenever an encryption
scheme has half as many keys as messages, it can be no better than 1

2
-statistically secure.

Proof 2:

Proof. Define

D(y) =

{
1, if ∃ x s.t. G(x) = y

0, otherwise

Then, for half of the strings y ∈ {0, 1}n+1, D(y) = 0. Thus, D can distinguish between
the output of G(x) from truly random n + 1-bit strings with probability ≥ 1

2
.
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