
COM S 687 Introduction to Cryptography November 9, 2006

Lecture 19: More ZK Protocols
Instructor: Rafael Pass Scribe: Wei-Lung Dustin Tseng

This lecture we explore the meaning of a protocol being zero knowledge, and show that
the proof for graph isomorphism last time is zero knowledge.

1 Review

Last lecture, we defined what an interactive proof is.

Definition 1. (P, V ) is said to be an interactive proof for L if V is p.p.t. and:

• Completeness: ∀x ∈ L, ∃y ∈ {0, 1}∗ such that

Pr[Outv[P (x, y)↔ V (x)] = 0] = 1

• Soundness: there exists negligible ε such that for all x /∈ L, Turing machine P ∗,
and y ∈ {0, 1}∗,

Pr[Outv[P
∗(x, y)↔ V (x)] = 0] ≥ 1− ε(|x|)

We make two comments about the definition:

1. It is enough for P ∗ to be a Turing machine, this allows P ∗ to enumerate through
all possible messages to find the best one to give V .

2. For practical cryptography, we would like P to be efficient as well. Here is an
informal definition:

Definition 2. Let (P, V ) be an interactive proof for language L ∈ NP with witness
relation RL. (P, v) is an interactive proof with efficient prover if P is p.p.t., and the
completeness property holds for all (x, y) ∈ RL.

2 Introduction

Recall the interactive proof we gave last class for graph isomorphism. Given graph G0, G1,
and a permutation σ such that G1 = σ(G0), the proof goes as follows
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P (x = (G0, G1), y = σ) V (x = (G0, G1))

¬ Choose a random permutation
π, and let H = π(G0). This
makes H a random isomorphic
copy of G.

H
GGGGGA

· b← {0, 1}
b

DGGGGG

® Let γ =

{
π, if b = 0

π ◦ σ−1, if b = 1
γ

GGGGGA

¹ Check if γ(Gb) = H.

To satisfy the soundness condition, repeat the process independently |G| times, so that
the probability of accidently accepting a pair of non-isomorphic graphs as isomorphic
drops to a negligible 1

2|G| .

Clearly, this is an interactive proof. However, it also has the nice property that the
verifier, V , does not learn any information about G1 and G2 other than that they are
isomorphic. In particular, V did not learn σ. Let us formalize this notion.

Definition 3. (P, V ) is an honest verifier perfect zero-knowledge proof for L with witness
relation RL, iff there exists a p.p.t. simulator S such that:

∀(x, w) ∈ RL, V iewV [P (x, w)↔ V (x)]
D
= S(x)

where V iewV includes the random coins used by V and all the messages received by V ,

and
D
= stands for identical in distribution.

Intuitively, the definition says whatever V “saw” in the interactive proof could have been
simulated “by itself”. To further clarify what V can do “by itself”, we gave the simulator
the ability to:

• generate randomness

• perform polynomial time computation

This definition is not entirely satisfactory. It ensures that when the verifier V follows the
protocol, it gains no additional information. But what if V is malicious? We would still
like V to gain no additional information.
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3 ZK Interactive Proofs

We present a definition for perfect zero-knowledge proofs, and discuss the various possible
modifications.

Definition 4 (Perfect Zero-Knowledge Proofs). (P, V ) is a perfect zero-knowledge proof
for L with witness relation RL if for all p.p.t. V ∗, there exists a simulator S such that

∀(x, w) ∈ RL,∀z ∈ {0, 1}∗ , V iewV ∗ [P (x, w)↔ V ∗(x, z)]
D
= S(x, z) (*)

where
D
= stands for identical in distribution, and z is introduced to represent any a priori

information that V ∗ knows.

We can weaken the above definition as follows:

• If we only require the LHS and RHS of (*) to be statistically close, then we have
the definition for Statistical Zero-Knowedge

• If we only require the LHS and RHS of (*) to be computationally indistinguishable,
then we have the definition for Computational Zero-Knowedge

An alternate definition for zero-knowledge focus on what V ∗ can do. That is, whatever
V ∗ can do after going through the proof, V ∗ could have done it before the proof. The
formal definition for this concept merely changes V iewV ∗ to OutputV ∗ in (*), and the
two definitions are equivalent.

Finally, we note that S can be changed to a expected p.p.t. machine, and the definition
would not be affected.

4 Blackbox Zero-Knowledge

Some prefer an even stronger definition of zero-knowledge proofs.

Definition 5 (Blackbox Zero-Knowledge Proofs). (P, V ) is a perfect black box zero-
knowledge interactive proof for L with witness relation RL iff there exists an expected
p.p.t. simulator S such that
∀ p.p.t. V ∗, (x, w) ∈ RL, z ∈ {0, 1}∗, random tape r ∈ {0, 1}∗, it hols that

V iewV ∗ [P (x, w)↔ V ∗
r (x, z)]

D
= SV ∗

r (x,z)(x) (†)

We give S the ability to restart V ∗
r (x, z) with the same random coins, as fixed by r.
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Note that we can modify the definition of blackbox zero knowledge proofs by changing (†)
in the same way we modified the definition of perfect zero knowledge proofs by changing
(*).

Theorem 1. There exists a perfect black box zero knowledge proof for graph isomorphism

Proof. We will show that the interactive proof we showed for graph isomorphism earlier
is black box zero-knowledge.

We construct S as follows:

Machine 1 S(x = (G0, G1)) :

pick b′ ← {0, 1}, π ← random permutation
let H = π(Gb′)
give H → V ∗, and let b be the response of V ∗

if b = b′ then
output H, π

else
restart

end if

We need to show that

• the expected running time of S is polynomial

• the output distribution of S is correct

Let us start with a lemma

Lemma. H has the same distribution as π(G0), and Pr[b′ = b] = 1
2
.

Proof. Since G0 is an isomorphic copy of G1, the distribution of π(G0) and π(G1) is the
same for random π. Thus, the distribution of H is independent of b′. In particular, H
has the same distribution as π(G0).

Furthermore, since V ∗ takes only H as input, its output, b, is also independent of b′.
Originally, b′ was chosen at random from {0, 1}, thus, Pr[b′ = b] = 1

2
.

From the lemma, since S is 1
2

probability of outputing a value per trial, the expected
number of trials before terminating is 2. Since each round takes polynomial time, S runs
in expected polynomial time.

Also from the lemma, H has the same distribuion as π(G0). Thus, if we were always
able to output the corresponding π, then the output distribution of S would be the same
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as in the actual protocol. However, we only output H if b′ = b. Fortunetly, since H is
independent from b′, that does not change the output distribution. Thus we’re done.
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