
COM S 687 Introduction to Cryptography October 24, 2006

Lecture 17: Constructions of Public-Key Encryption

Instructor: Rafael Pass Scribe: Muthu

1 Secure Public-Key Encryption

In the previous lecture, we defined Public-Key Encryption system. We now proceed to
define security in these systems. Intuitively, we would like the encryptions of different
messages to be indistinguishable, even when the public key is known by the adversary.

Definition 1 Let (Gen, Enc, Dec) be a Public-Key Encryption system over the message

spaceM. (Gen, Enc, Dec) is said to be secure, if for all p.p.t. A there exists a negligible

function ǫ(n) such that, ∀m0, m1 ∈M, |m0| = |m1| = n it holds that

∣

∣Pr[(pk, sk)← Gen(1k) : A(pk, Encpk(m0)) = 1]

− Pr[(pk, sk)← Gen(1k) : A(pk, Encpk(m1)) = 1]
∣

∣ < ǫ(k)

Theorem 1 If One-Way Trapdoor permutations exist, we can construct 1-bit secure

Public-Key Encryption system.

Proof: In Lecture 11, it was shown that if OWP exist, then we can construct a OWP with
a hard-core bit. Therefore, (fi, ti)i∈I be a family of One-Way trapdoor permutation and
let bi be the hard-core bit corresponding to fi. Let GenTDP be the p.p.t that samples from
I. We construct a Public-Key Encryption as follows. The message spaceM = {0, 1}.

• Gen(1k) : (i, t)← GenTDP (1k). Output (pk = i, sk = (i, t)).

• Encpk(m) : r ← {0, 1}n. Output (fpk(r), b(r)⊕m).

• Decsk(y, c) : r = f−1(y). Output b(r)⊕ c.

We claim that (Gen, Enc, Dec) is a secure Public-Key Encryption system. To show that
we need to show that

{(pk, sk)← Gen(1k) : Encpk(0)} ≈ {(pk, sk)← Gen(1k) : Encpk(1)}
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We define the following distributions.

ENC0 = {(pk, sk)← Gen(1k) : Encpk(0)}

= {(pk, sk)← Gen(1k) : r ← {0, 1}n : (fpk(r), b(r)⊕ 0)}

ENC1 = {(pk, sk)← Gen(1k); r ← {0, 1}n; : (fpk(r), b(r)⊕ 1)}

H1 = {(pk, sk)← Gen(1k); r ← {0, 1}n : (fpk(r), b(r))}

H2 = {(pk, sk)← Gen(1k); r ← {0, 1}n; r′ ← {0, 1} : (fpk(r), r
′)}

H3 = {(pk, sk)← Gen(1k); r ← {0, 1}n; r′ ← {0, 1} : (fpk(r), r
′ ⊕ 1)}

We need to show that ENC0 ≈ ENC1. We shall prove using hybrid arguments.

ENC0 = H1: This is because b(r)⊕ 0 = b(r).
H1 ≈ H2: This follows from the definition of hard-core bits.
H2 = H3: {r

′ ← {0, 1} : r′} = {r′ ← {0, 1} : r′ ⊕ 1} is the uniform distribution over
{0, 1}.
H3 ≈ ENC1: This follows from the definition of hard-core bits.

Therefore, by the Polynomial Jump Lemma, we have that ENC0 ≈ ENC1.

2 Key Exchange Protocols

Informally, Alice and Bob want to exchange messages and agree upon a common key
without an eavesdropper learning the key. We first present a scheme to achieve this
based on the Discrete Logarithm Assumption, that asserts that there is no p.p.t that
given a prime p, a generator in Z∗

p and a random element in y ∈ Z∗

p , “finds” x ∈ Z∗

p such
that gx = y mod p.

2.1 Diffie-Hellman Key Exchange

A prime p and a generator g ∈ Z∗

p is published and is public information. Using this,
Alice and Bob exchange messages to agree on a common key. Alice picks a random
element a ∈ Z∗

p and sends ga mod p to Bob. Bob picks a random element b ∈ Z∗

p and
sends gb mod p to Alice. The protocol is shown in Figure 2.

Now Alice computes the key K = (gb)a and Bob computes K = (gb)a. An eavesdropper,
Eve sees ga and gb. Intuitively, to compute gab, Eve needs either a and b which is hard
to compute given the Discrete Logarithm Assumption.

Informally, we would like to say this protocol is “secure” if there exists no p.p.t. A that
knows g, p, ga, gb and can guess K = gab efficiently. It is not known if this protocol is
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Alice Bob

(g, p)

a← Z∗

p

ga mod p

b← Z∗

p

gb mod p

K = (gb)a K = (ga)b

Figure 1: Diffie-Hellman Key Exchange

secure unconditionally. It is believed to be so.

Definition 2 (Computational Diffie-Hellman assumption (CDH)) For all p.p.t

A, there exists a negligible function ǫ(n) such that,

Pr[A(p, g, ga, gb) = gab] ≤ ǫ(k)

where the probability is over a random k-bit prime p, g ∈ Z∗

p and a, b ∈ Z∗

p and the random

coin tosses by A.

Assuming the CDH assumption, it is easy to see that the Diffie-Hellman key exchange
protocol is “secure”. It guarantees that no ppt can guess the key K with non-negligible
probability.

We now consider a stronger notion of security. We would like Eve not to learn anything
about the key. Hence, in a key-exchange protocol, we would like the key to be indistin-
guishable from a random element, i.e. gab should be indistinguishable from a random
element gc ∈ Z∗

p .

Formally, for all distinguishers D, there exists a negligible function ǫ(n) such that
∣

∣Pr[D(p, g, ga, gb, y) = 1]− Pr[D(p, g, ga, gb, gab) = 1]
∣

∣ ≤ ǫ(k)

Unfortunately, the Diffie-Hellman Key exchange protocol does not satisfy this stronger
definition of security. We can construct a distinguisher that can distinguish with prob-
ability 1

4
. The distinguisher checks if y is quadratic residue (recall from Homework 3,

problem 1 that this can be checked efficiently when p is prime) and outputs 1, if yes and
0 otherwise.

The probability that D outputs 1 when given a random key is

Pr[D(p, g, ga, gb, y) = 1] =
1

2
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whereas the probability that D outputs 1 when given a key generated in the Diffie-
Hellman key exchange is

Pr[D(p, g, ga, gb, gab) = 1] =
3

4

This is because gab is a quadratic residue whenever a or b is even and this happens with
probability 3

4
.

2.2 Diffie-Hellman KE with indistinguishable security

We modify the Diffie-Hellman KE scheme from the previous section to achieve indistin-
guishable security. Instead of working in Z∗

p we restrict to the elements of the subgroup
QRp. The operations will be performed modulop, only that the elements will be from
QRp. We further restrict our primes p to be of the form 2q+1 where q is prime too. Such
primes are p are called safe primes and the corresponding q is called a Sophie Germain

prime.

Let p be a safe prime. Then QRp, the group of quadratic residues is of order q and has a
generator. If y is a generator for QRp, then ye = ye mod q mod p. Hence, we shall restrict
the index to elements in Zq.

Alice Bob

(y, p)

a← Zq

ya mod p

b← Zq

yb mod p

K = (yb)a K = (ya)b

Figure 2: Diffie-Hellman Key Exchange

Note that, the difference of this scheme from the previous scheme is that y is a generator
or QRp and the exponents a and b are chosen from Zq. To argue indistinguishability,
we first note that it is necessary that we have the CDH assumption, since otherwise,
the adversary can compute yab from ya and yb. This is not enough though, we need a
stronger assumption since we are restricting our elements to a subgroup of Z∗

p .

Definition 3 (Decisional Diffie-Hellman assumption (DDH)) For all p.p.t A, there

exists a negligible function ǫ(n) such that,

Pr[A(p, y, ya, yb) = yab] ≤ ǫ(k)
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where the probability is over a random k-bit prime p, a generator y of QRp and a, b ∈ Zq

and the random coin tosses by A.

Again, with this assumption it is easy to see that the above key-exchange scheme is
indistinguishably secure.

We have made three different assumptions so far: DLA, CDH and DDH. They are listed
in the increasing order of strength. To see this, we note that the adversary needs to
compute the discrete logarithm in the case of DLA, find gab, given ga and gb in the case
of CDH and decide if a number is gab given ga and gb. Hence, if discrete logarithm can
be solved, we can solve CDH and if we can solve CDH, then we can solve DDH.

3 El-Gamal Public Key Encryption scheme

We now construct a Public Key Encryption scheme based on the DDH assumption.

• Gen(1k): Pick a safe prime p = 2q+1 of length k. Choose h a generator from QRp.
Choose a← Zq. Output pk = (p, h, ha mod p), sk = (p, h, a).

• Encpk(m): Choose b← Zq. Output (hb, hab ·m mod p).

• Decsk(c = (c1, c2): Output c2(c
a
1
)−1 mod p.

This is secure assuming the DDH assumption because hab is indistinguishable from a
random element and hence hab ·m is indistinguishable from a random element too.
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