
COM S 687 Introduction to Cryptography Oct 17, 2006

Lecture 15: Stronger Attacks
Instructor: Rafael Pass Scribe: Huijia(Rachel) Lin

1 Introduction

In the last lecture, we introduced many message security, constructed one encryption
scheme that is many message secure, and introduced different attack models including:
ciphertext only attacks, known plaintext attacks, chosen plaintext attacks(CPA), and
chosen ciphertext attacks(CCA1 and CCA2).

In this lecture, we will go deeper into those stronger attacks. What’s more, we will show
that the many message secure encryption scheme constructed last class is CPA and CCA1
secure but not CCA2 secure. We give out a new secure encryption scheme and prove it
is CCA2 secure at last.

2 CPA/CCA1/CCA2

First recap the definition of CPA/CCA1/CCA2 security.

Let π = (Gen,Enc, Dec) be a cryptography scheme. Define INDO1,O2

b (π,A, n) to be
the following experiment:

k ← Gen(1n)

m0, m1, state ← AO1(k)(1n)

c ← Enck(mb)

Output AO2(k)(c, state)

Then we say π is CPA/CCA1/CCA2 secure if ∀ n.u. PPT A:
{

INDO1,O2

0 (π, A, n)
}

n∈N
≈

{
INDO1,O2

1 (π, A, n)
}

n∈N

where O1 and O2 are defined as:

CPA [Enck; Enck]

CCA1 [Enck, Deck; Enck]

CCA2 [Enck, Deck; Enck, Deck]

Additionally, in CCA2 attack, we require that A never asks to decrypt the challenge c.

15-1



3 CPA/CCA1 Secure Encryption Scheme

Last time, we constructed the many message secure encryption scheme π:

Gen(1n) : k ← {0, 1}n

Enck(m) = r||m⊕ fk(r), r ← {0, 1}n

Deck(r||c) = c⊕ fk(r)

where
{
fk : {0, 1}|k| → {0, 1}|k|} is a family of PRF.

Theorem 1 π is CPA and CCA1 secure.

Proof. we give proof sketch only.

Consider the encryption scheme πRF = (GenRF , EncRF , DecRF ), which is derived from
π by replacing PRF fk in π by truly random function. πRF is CPA and CCA1 secure.
Because the adversary only has access to encryption oracle after chosen m0 and m1. The
only chance adversary can differentiate Enck(m0) = r0||m0 ⊕ f(r0) and Enck(m1) =
r1||m1 ⊕ f(r1) is that the encryption oracle happens to have sampled the same r0 or r1

in some previous query, or additionally, in CCA1 attack, the attacker happens to have
asked decryption oracle to decrypt ciphertext like r0||m or r1||m. All cases have only
negligible probabilities.

Given πRF is CPA and CCA2 secure, then so is π. Otherwise, if there exists one distin-
guisher D that can differentiate the experiment results ( INDEnck;Enck

0 and INDEnck;Enck
1

in case of CPA attack, while INDEnck,Deck;Enck
0 and INDEnck,Deck;Enck

1 in case of CCA1
attack) then we can construct another distinguisher which internally uses D to differen-
tiate PRF from truly random function.

4 CCA2 Secure Encryption Scheme

However, the encryption scheme π is not CCA2 secure. Consider the attack: in experi-
ment INDEnck,Deck;Enck,Deck

b , given ciphertext r||c = Enck(mb), the attacker can ask the
decryption oracle to decrypt r||c + 1. As this is not the challenge itself, this is allowed.
Actually r||c + 1 is the ciphertext for message mb + 1, as

Enck(mb + 1) = r||(mb + 1)⊕ fk(r) = r||mb ⊕ fk(r) + 1 = r||c + 1

Thus the decryption oracle would reply mb + 1. The adversary can differentiate which
message’s encryption it is given.
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We construct a new encryption scheme that is CCA2 secure. Let {fs} and {gs} be
families of PRF on space {0, 1}|s| → {0, 1}|s|.
π′ = (Gen′, Enc′, Dec′):

Gen′(1n) : s1 ← {0, 1}n, s2 ← {0, 1}n

Enc′s1,s2
(m) = c1c2, c1 = r||m⊕ fs1(r), c2 = gs2(c1)

Dec′s1,s2
(c1c2) =

{
Decs1(c1) if c2 = gs2(c1)
⊥ otherwise

Now we show that:

Theorem 2 π′ is CCA2 attack secure.

Proof. The main idea is to prove by contradiction. In specific, if there is an CCA2
attack on π′, then there is an CPA attack on π, which would contradict with the fact
that π is CPA secure.

A CCA2 attack on π′ is a PPT machine A′, s.t. it can differentiate
{

INDEnck,Deck;Enck,Deck
0

}

and
{

INDEnck,Deck;Enck,Deck
1

}
. Visually, it works as that in figure 1(a). The attacker A′

needs accesses to the Enc′k and Dec′k oracles. To built an CPA attack on π, we want to
construct another machine A as depicted in figure 1(b). To leverage the CCA2 attacker
A′, we simulate A as in figure 1(c) which internally uses A′.

Formally, the simulator works as follows:

• Whenever A′ asks for an encryption of message m, A asks its own encryption
oracle Encs1 to get c1 = Encs1(m). But A′ expects encryption c1||c2, requiring s2

to evaluate gs2(c1), which A has no access to. Thus Let c2 ← {0, 1}n, and reply
c1||c2.

• Whenever A′ asks for a decryption c1||c2. If we previously gave A′ c1||c2 to answer
an encryption query of some message m, then reply m, otherwise reply ⊥.

• Whenever A′ outputs m0, m1, output m0, m1.

• Upon receiving c, feed c||r, where r ← {0, 1}n to A′.

• Finally, output A′’s output.

Consider encryption scheme π′RF = (Gen′RF , Enc′RF , Dec′RF ) which is derived from π′

by replacing every appearance of gs2 with a truly random function.

Note that the simulated Enc′ is just Enc′RF , and Dec′ is very similar to Dec′RF . Then A′

inside the simulator is nearly conducting CCA2 attack on π′RF with the only exception
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(a) (b)

(c)

Figure 1: (a) The CCA2 attack to π′. (b) The CPA attack to π. (c) Simulation of CPA
attack to π using the CCA2 attack to π′

when A′ asks an c1||c2 to Dec′ which is not returned by a previous encryption query and
is a correct encryption, in which case Dec′ falsely returns ⊥. However, this only happens
when c2 = f(c1), where f is the truly random function. Without previous encryption
query, the attacker can only guess the correct value of f(c1) w.p. 1

2n , which is negligible.

Thus we reach that: if A′ breaks CCA2 security of π′RF , then it can break CPA security
of π. The premise is true as by assumption A′ breaks CCA2 security of π′, and that PRF
is indistinguishable from a truly random function.
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