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Till this point in the course we have learnt how to define secrecy and how to construct
tools like one way functions, pseudorandom generators and pseudorandom functions. We
will now use the concepts we learnt to construct a secure encryption scheme. In this class
we propose a few intuitive definitions for the security of an encryption scheme, show their
equivalence and then show a simple construction of an efficient encryption scheme using
pseudorandom generators.

1 Secure Encryption Scheme

Definition 1 (Secure Encryption - Indistinguishability) Let (Gen, Enc, Dec) be an
encryption scheme over message space M and key space K. The encryption scheme
(Gen, Enc, Dec) is said to be single message secure if ∀ non uniform p.p.t A, ∃ a negli-
gible function ǫ(n) such that ∀m0, m1 ∈M, |m0| = |m1| it holds that

|Pr[k ← Gen(1n) : A(Enck(m0)) = 1]− Pr[k ← Gen(1n) : A(Enck(m1)) = 1]| ≤ ǫ(n)

The above definition is based on the indistinguishability of the distribution of cipher texts
created by encrypting two different messages. The above definition does not, however,
explicitly capture any a priori information that an adversary might have. Later in this
lecture we will see a definition which explicitly captures any a priori information that
the adversary might have and in fact show that the indistinguishability definition is
equivalent to it.

Although the above definition based on indistinguishability seems to match our intuition
regarding what a secure encryption should be, we really would like to say that an en-
cryption scheme is secure if anything the adversary can compute using the ciphertext
can also be computed without using it. The following definition, based on simulation,
captures this very intuition.

Definition 2 (Secure Encryption - Simulatable) An encryption scheme (Gen, Enc, Dec)
over message spaceM and key space K is simulatable if ∃ a p.p.t simulator S such that
∀ non uniform p.p.t D, ∃ a negligible function ǫ(n), such that ∀m ∈M, |m| = n it holds
that,

|Pr[k ← Gen(1n) : D(Enck(m)) = 1]− Pr[D(S(1n)) = 1]| ≤ ǫ(n)
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Though the definition based on simulation seems to be much stronger than the definition
based on indistinguishability, we can show that for all the encryption scheme we will be
interested in, the definitions are equivalent.

Definition 3 (Feasible Encryption Schemes) An encryption scheme (Gen, Enc, Dec,M,K)
is feasible if

• Gen(1n) is p.p.t computable.

• Enck(m) is p.p.t in the length of the message |m|, for every key k ∈ Gen(1|m|).

• Deck(c) is p.p.t in the length of the ciphertext |c|, for every key k.

• Can index n-bit long messages in M in p.p.t.

Theorem 1 (Equivalence of Indistinguishability and Simulatability Definitions)
A feasible encryption scheme is secure if and only if it is simulatable.

Proof. First suppose the encryption scheme is secure by the indistinguishability defini-
tion. Consider the following simulator S:

• Input: 1n.

• Pick m′ ← the first n-bit long message M.

• Pick k ← Gen(1n).

• Output: Enck(m
′).

We claim that S(1n) is such that for every non uniform p.p.t D, there exists a negligible
function ǫ such that for every message m ∈M, |m| = n it holds that

|Pr[k ← Gen(1n) : D(Enck(m)) = 1]− Pr[D(S(1n)) = 1]| ≤ epsilon(n)

Assume, for the sake of a contradiction, that ∃ a non uniform p.p.t D0, ∃ polynomial
function p(n), such that for infinitely many n, ∃m ∈M such that

|Pr[k ← Gen(1n) : D0(Enck(m)) = 1]− Pr[D0(S(1n)) = 1]| ≥
1

p(n)

However,
Pr[D0(S(1n)) = 1] = Pr[k ← Gen(1n) : D0(Enck(m

′)) = 1]
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Hence, there exist two messages m1 and m2, a non uniform p.p.t distinguisher D0, and
a polynomial function p(n) such that

|Pr[k ← Gen(1n) : D0(Enck(m)) = 1]− Pr[k ← Gen(1n) : D0(Enck(m
′)) = 1]| ≥

1

p(n)

This contradicts the assumption that the encryption scheme satisfies the indistinguisha-
bility definition.

To show the other direction, we show that if the encryption scheme is not secure then it
is not simulatable. Suppose that the encryption is not secure according to the indistin-
guishability definition. Then there exist two messages m1 and m2, a p.p.t distinguisher
D and a polynomial function ǫ(n) such that

|Pr[k ← Gen(1n) : D(Enck(m1)) = 1]− Pr[k ← Gen(1n) : D(Enck(m2)) = 1]| ≥
1

p(n)
(1)

Consider any simulator S(1n). By the Polynomial Jump Lemma, there is a polynomial
function q(n) such that, Equation ?? implies one of the following two is true.

|Pr[k ← Gen(1n) : D(Enck(m1)) = 1]− Pr[D(S(1n)) = 1]| ≥
1

q(n)
(2)

|Pr[k ← Gen(1n) : D(Enck(m2)) = 1]− Pr[D(S(1n)) = 1]| ≥
1

q(n)
(3)

Hence, the encryption scheme is not simulatable.

Simulatability is a very recent approach to defining the security of an encryption scheme.
Originally, the security was defined in terms of semantic security.

Definition 4 (Secure Encryption - Semantic Security) An encryption scheme
(Gen, Enc, Dec,M,K) is semantically secure if ∀ non uniform p.p.t A, ∃ a p.p.t S such
that ∀ (potentially inefficient) functions f , there is a negligible ǫ(n) such that for every
m ∈M, |m| = n and every z ∈ {0, 1}poly(n),

|Pr[k ← Gen(1n) : A(Enck(m), z) = f(m)]− Pr[S(1n, z) = f(m)]| ≤ ǫ(n)

Theorem 2 (Equivalence of Indistinguishability and Semantic Security) A fea-
sible encryption scheme is semantically secure iff it is secure.

Proof. Consider a secure encryption scheme. Again, consider the following simulator S:

• Input: 1n, z.

• Pick m′ ← the first n-bit long message M.
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• Pick k ← Gen(1n).

• Output: A(Enck(m
′), z).

Assume, for a contradiction, there is a non uniform p.p.t A, there is a function f and a
polynomial p(n), such that for infinitely many n, there exists a message m ∈ M, |m| = n

and a string z ∈ {0, 1}poly(n) such that

|Pr[k ← Gen(1n) : A(Enck(m), z) = f(m)]− Pr[S(1n, z) = f(m)]| ≥
1

p(n)

In this case, we construct a non uniform p.p.t distinguisher D which distinguishes the
encryptions of m from the encryptions of m′. D gets m, f(m) and z as non uniform
advice and proceeds as follows on the input ciphertext c

• Run A(c, z).

• If the output is f(m), D outputs 1.

• If the output is not f(m), D outputs 0.

Clearly,

Pr[k ← Gen(1n) : D(Enck(m)) = 1] = Pr[k ← Gen(1n) : A(Enck(m), z) = f(m)]

and Pr[k ← Gen(1n) : D(Enck(m
′)) = 1] = Pr[S(1n, z) = f(m)]

Hence, D is the required distinguisher.

To show the other direction, suppose there is a non uniform p.p.t distinguisher D and a
polynomial p(n), such that for infinitely many n, D can distinguish between encryptions
of m0 ∈ M, |m0| = n and encryptions of m1 ∈ M, |m1| = n with probability greater
than 1

p(n)
.

Let f be the function such that

f(m) =







0 m = m0

1 m = m1

2 otherwise

Let A be the non uniform p.p.t algorithm which on input ciphertext c and string z, runs
D on the ciphertext c. We get that

Pr[k ← Gen(1n) : D(Enck(m1)) = 1] = Pr[k ← Gen(1n) : A(Enck(m1), z) = f(m1)]

Pr[k ← Gen(1n) : D(Enck(m0)) = 1] = Pr[k ← Gen(1n) : A(Enck(m0), z) = f(m1)]
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Hence, |Pr[k ← Gen(1n) : A(Enck(m1), z) = f(m1)]

−Pr[k ← Gen(1n) : A(Enck(m0), z) = f(m1)]| ≥
1

p(n)

Consider any simulator S. Consider the following distributions

• H1 : {k ← Gen(1n) : A(Enck(m1), z) = f(m1)}.

• H2 : {S(1n, z) = f(m1)}.

• H3 : {k ← Gen(1n) : A(Enck(m0), z) = f(m1)}.

There is a p.p.t distinguisher which can tell apart H1 and H3. Hence, by the Polynomial
Jump Lemma, there is a non uniform p.p.t A, a function f and a polynomial q(n), such
that for every simulator S and for infinitely many n, there is a m1 ∈ M, |m1| = n such
that

|Pr[k ← Gen(1n) : A(Enck(m1), z) = f(m1)]− Pr[S(1n, z) = f(m1)]| ≥
1

q(n)

Hence, if an encryption scheme is not secure then it is not semantically secure.

2 Construction of an Encryption Scheme with Short

Keys

Recall that we constructed an encryption scheme using one time pads. However, we
proved that to be able to prove perfect secrecy, the one time pad needed to be as large
as the message. Can we construction encryption schemes using smaller keys which are
secure under the new definitions we saw today? The idea is to use pseudorandomness
instead of pure randomness. Since we know how to take a small seed and construct a
long pseudorandom sequence, we can perform encryption with smaller keys.

More precisely, consider the following encryption scheme. Let G(s) be a length doubling
pseudorandom generator.

• Gen(1n): s← {0, 1}
n

2 .

• Enck(m): Output m⊕G(s).

• Deck(c): Output c⊕G(s).
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Theorem 3 (Gen, Enc, Dec) is secure.

Proof. Consider any two messages m0 and m1, and a distinguisher D. Consider the
following distributions:

• H1 (real with m0): {s← Gen(1n) : m0 ⊕G(s)}.

• H2 (OTP with m0): {r ← {0, 1}
n : m0 ⊕ r}.

• H3 (OTP with m1): {r ← {0, 1}
n : m1 ⊕ r}.

• H4 (real with m1): {s← Gen(1n) : m1 ⊕G(s)}.

By the secrecy of OTP, there is no distinguisher D that can tell apart H2 and H3. Since
G(s) is pseudorandom, for every non uniform p.p.t distinguisher D, there is a negligible
function ǫ such that for every n,

|Pr[s← {0, 1}
n

2 : D(G(s)) = 1]− Pr[r ← {0, 1}n : D(r) = 1]| ≤ ǫ(n)

Therefore, since f(x) = m⊕ x is a p.p.t computable function, for any m, it holds that

|Pr[s← {0, 1}
n

2 : D(m⊕G(s)) = 1]− Pr[r ← {0, 1}n : D(m⊕ r) = 1]| ≤ ǫ(n)

Hence, there is no distinguisher which can tell apart H1 and H2 by more than a negligible
function. Also, there is no distinguisher which can tell apart H3 and H4 by more than a
negligible function. Therefore, by the Polynomial Jump Lemma, there is no distinguisher
which can tell apart H1 from H4 by more than a negligible function.

Wat we just showed is that for all non uniform p.p.t distinguisher D, there is a negligible
function ǫ, such that for all messages m1 ∈M, |m1| = n and m2 ∈M, |m2| = n ,

|Pr[k ← Gen(1n) : D(Enck(m1)) = 1]− Pr[k ← Gen(1n) : D(Enck(m2)) = 1]| ≤ ǫ(n)

Hence, (Gen, Enc, Dec) is secure.

3 Summary

In this lecture, we defined secrecy of the encryption for single messages in three different
ways and showed that for efficient encryption schemes, all the notions of secrecy are
equivalent. We also showed a simple scheme for encryption using any length doubling
pseudorandom generator. In the next class, we will extend our definitions of secrecy to
multiple messages and construct efficient encryption schemes which guarantee secrecy of
multiple messages.
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