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Abstract

Despite their limited put/get interface, simple hosted
storage services are becoming very popular. Many com-
panies and individuals are using them to store and backup
data. Recent work has demonstrated that it is even possible
to build file systems on top of such abstractions. However,
the available API lacks some features that could prove bene-
ficiary in building distributed storage systems on top of such
services. In this project I investigated extending the inter-
face of Amazon’s S3 storage service to allow for more pow-
erful capabilities such as locking, multi-key transactions,
and ensuring data integrity.

1 Introduction

Hosted storage services, such as Amazon’s S3, provide
consumers with a storage service that is highly available,
scalable, reliable, fast, and relatively inexpensive. Such ser-
vices often provide a simple put/get interface that allows
users to place and retrieve data ranging from a few bytes to
gigabytes in size.

Amazon’s S3 service exposes a hashtable-like interface
to its users: data is stored in key-value pairs, and pairs are
grouped together into named buckets. S3 provides reliabil-
ity and availability by replicating data to many servers that
could be geographically dispersed. Although updates on a
single key are atomic, only eventual consistency is guaran-
teed. Fetching a key’s value might return stale data. Addi-
tionally, S3 does not support neither locking nor multi-key
atomic updates or transactions. These shortcomings could
present obstacles for multi-user settings where key-value
pairs on S3 might be constantly edited. Furthermore, S3
provides little tangible guarantees that data retrieved on a
particular read faithfully corresponds to the last put opera-
tion on that key (data integrity).

To exemplify these problems, imagine a scenario where
a company uses S3 to store internal files that are shared
between multiple employees. Employees may retrieve and
edit any number of files, some of which might also be ed-

itable by others. In order to maintain a serializable view
of the file system, users must ensure that they are dealing
with the latest version of a file when modifying it. Serial-
izability also requires the use of locks to prevent simulta-
neous conflicting updates to a single file. Furthermore, as
for many modern file systems, transactions are necessary to
group multiple updates and be able to rollback undesired
outcomes. Multi-key locks and transactions are also neces-
sary since a single file operation might span multiple key-
value pairs for data and meta-data. Finally, file system users
need the integrity of their data to be preserved.

In this project I built a system that extends S3’s inter-
face and provides these missing capabilities to its clients.
Key locking is implemented by the use of a locking service
[4,5]. The clients and lock server track the latest key-hash
pairs in order to preserve data integrity and avoid staleness.
Multi-key transactions came as an immediate consequence
of implementing locking and has been integrated into the
provided API as well.

2 Related Work

Many network file systems such as NFS [1] have been
designed, analyzed, and discussed in literature. These sys-
tems rely on a centralized server to manage the updates.
The situation is similar to some extent in GFS [2] as well,
but both are different than the case here. In this instance S3
manages the data however it has no knowledge of the struc-
ture of the data and so can not provide consistent views of
the network file system if it were to be built on top of it.

Systems like Bayou [3] manage updates in weakly con-
sistent settings. However, different from our scenario,
Bayou clients communicate with servers that themselves
can be disconnected. Amazon does indeed manage S3 be-
hind the scenes and ensures the availability of its data. Ad-
ditionally, the disconnected nature of Bayou meant that a
locking service can not be used, and thus update conflicts
can arise and in fact users had to be aware of these conflicts
when using Bayou. In comparison, SILT uses a locking
service so that conflicting updates are avoided when possi-
ble by using locks. The end user has to manage conflicts



only if the locking service crashed during operation as will
be shown. A locking service ensures that at most one pro-
cess has access to a particular key at any time and it can be
implemented via a centralized lock server that easily man-
ages locks locally, or via a distributed locking service like
Google’s Chubby [4] or Yahoo’s Zookeeper [5]. In this
project I chose to implement a centralized locking service
that shares its state with the clients of the system so it can
reconstruct its state after a crash.

Data integrity and serializability have been explored in
systems such as SUNDR [6]. There, a server was assumed
to be untrusted and capable of equivocating to clients, and
the goal was to provide fork consistency for clients. This
was achieved by having the server log the read/write opera-
tions it encounters along with the signatures of the users that
issued these operations. Clients keep track of their latest in-
teraction with the server and the log as they saw it. Clients
reconstruct the status of the file system by redoing the oper-
ations from the log. Because clients keep track of the status
as of their last interaction with the server, this allows a client
to detect if a server has omitted something from its log that
the client has already seen in a previous interaction. How-
ever, this does not allow clients to detect whether the server
is presenting a different, yet consistent, branch of the log to
them, and thus only fork consistency is achieved. However,
since we can not modify S3’s public API, using a technique
like SUNDR does not apply here.

3 Design Overview

There are three main aspects of the system, integrity,
locking, and transactions. I will discuss them as well as
failure recovery in the following sub-sections.

3.1 Data Integrity

In distributed storage systems with multiple readers and
writers, it is important for clients to verify that a particular
value read from the system corresponds to the latest writ-
ten version. The ability to read and operate on the latest
written values is important to achieve a consistent view of
the data across the system. If clients could read and operate
on stale versions of the data, then the system can reach an
inconsistent state.

Verifying that read values correspond to latest writes is
also important if the storage infrastructure is not controlled
by the users (owners of the data) but is rather out-sourced
to a third-party like Amazon S3. In that case, we can imag-
ine a malicious data store that answers client requests with
incorrect data.

Fortunately, verifying data integrity and freshness can
both be done with the use of hashes. By maintaining the
hash of the latest written value to a particular key, clients

can compare a retrieved value against that hash to check
if their read corresponds to the most recent version of the
key value , and that its integrity has not been compromised.
SUNDR uses a similar technique to verify not only the lat-
est version of a file block, but also the entire history of that
file. Finally, since the data store can be malicious, value
hashes must not be stored in the data store along with the
data, but are rather externally on the clients.

In SILT , whenever a client writes a value to a particular
key on S3, it computes a hash of the new value. A times-
tamp for that hash is obtained from a centralized server.
The client then gossips this key-hash-timestamp triplet to
other clients in anti-entropy[7] style. Clients discard key-
hashes if they receive a gossip message with a newer hash
for that key. When a client reads a key value from S3, it
compares the obtained value with the latest known hash of
that value. If the value doesn’t match the expected hash,
this could either be due to S3’s eventual consistency char-
acteristics which could cause stale versions of the data to be
returned on a request, or it could be due to a malicious data
store. The client tries to retrieve the data a bounded number
of times before reporting an error back to the user.

Relying on pure gossip to spread key hashes could still
result in a situation where the client has a stale version of the
key hash, and it retrieves a stale version from the data store
that matches this hash. However, this concern is addressed
in the next section.

3.2 Locking

To coordinate simultaneous or overlapping reads and
writes, a locking service is used. In SILT , a centralized
lock server grants locks on keys for the different clients.
This server is also responsible for issuing hash timestamps
as mentioned in the previous section. The system issues
read or read/write locks. Locks can be issued on a single
key or a collection of keys.

When a client wants to interact with S3, it first acquires
a lock from the lock server by sending a lock request to the
server. This request specifies the keys that the client wants
to acquire the lock on, and the latest hash and timestamp
that the client knows for each of these keys. If the requested
keys do not overlap with existing write-locked keys, then
the server replies back to the client with a lock grant mes-
sage specifying the latest hashes it knows about for each of
these keys. At this point the client now owns the lock on the
keys it requested.

Once the client is done with a key lock, it releases it by
sending a release request message to the server specifying
the key it is releasing along with that key’s hash value. The
server acknowledges the release of the key via a grant mes-
sage as before.

If the client had modified the key’s associated value, then



Figure 1. Interaction between a client and the
lock server. Hash and timestamp information
are piggybacked on lock-related messages.

it sends the new value’s hash in its release message along
with the timestamp of the grant message that it received
from the server when it acquired the lock on that key. Upon
receiving the new hash value, the lock server issues a times-
tamp for that hash value and sends it back to the client pig-
gybacked on the release grant message. The new key-hash-
timestamp triplet is then spread to the rest of the clients in
the system via anti-entropy gossip by the client and the lock
server.

There are several consequences to these design choices:

• The lock server always has the latest version of
key-hash-timestamp triplets. Thus by piggybacking
hash and timestamp information on lock requests and
grants, a client can be sure that the hash value it is us-
ing to verify read data corresponds to the latest hash
known by the server.

• Clients can aggregate multiple keys in a single request
which will only be granted when all the keys are avail-
able to be locked. However, key locks can be released
individually even if they had been requested in groups.

• Clients only interact with the server in the context of
acquiring/releasing locks and time-stamping key-hash
values. All clients and the lock server gossip key-
hash information, but that is not in the critical path
of accessing data on S3. Additionally, after acquir-
ing a lock on a set of keys, clients interact with S3

Figure 2. A high-level view of SILT . Here the
different clients interact with a central lock
server to acquire/release locks before being
able to put/get data from S3. Additionally, the
clients and the lock server gossip latest key-
hash pairs amongst each other.

directly until that lock is released. After acquiring a
lock, clients do not refer back to the server to verify
data hash even keys were read/written multiple times.
Since hash/timestamp information is piggybacked on
top of lock-related messages, this reduces the commu-
nication overhead on the server and allows it to scale
with the number of clients. The experimental section
verifies this claim.

• Gossiping key-hash information allows the server to
reconstruct its state in case of a crash. This is discussed
in a later section.

Figure 1 shows the messages exchanged between a client
and the lock server to acquire/release a lock as well as re-
trieve/update a key’s hash information. Figure 2 shows a
high-level view of the system, here multiple clients can
be interacting with the server at once to acquire or release
locks, additionally clients with locks interact with S3 di-
rectly, and the entire system disseminates key information
via gossip.

3.3 Transactions

Multi-key locks allow us to implement transactions on
top of S3’s public interface. In addition to the traditional



lock(), release_lock(), read(), write()
interface, SILT provides a separate transaction API. A
client begins a transaction by specifying a list of keys
that are involved in the transaction. The SILT client
acquires a read/write lock on these keys and returns to
the client a new transaction id. To read/write data in the
context of a transaction, the client invokes specialized
transaction_read(), transaction_write()
functions. In the context of a transaction, when a client
writes to a key, SILT translates that write to a new inter-
mediate key. This allows a transaction to be safely aborted
without affecting the values of the original keys. Naturally,
reads in a transaction are routed to the intermediate keys.

A client can decide to either commit() or abort() a
transaction. Committing a transaction to S3 involves writ-
ing the latest value of the intermediate keys to their corre-
sponding keys. Since S3 guarantees availability and atomic
updates on single keys, a client can repeatedly try to write
to all the transaction keys to finish a transaction. This con-
sequently means that a transaction can not be aborted once
a commit has been issued even if the commit did not finish.
Transaction aborts do not require additional processing be-
sides releasing the acquired locks since all writes were to
intermediate keys that do not affect other clients.

This design choice can result in an inconsistent state if a
client crashes while committing a transaction. Failure tol-
erance and crash recovery are discussed in the following
section.

3.4 Failure Tolerance

As other distributed systems, SILT must handle the fail-
ure of some of its nodes. Client failure can be troublesome
because a failed client could have been holding some locks.
Even worse, a failed client could have updated a key-value
on S3 before releasing its write lock and updating the key’s
hash on the timeserver. Additionally, the lock server might
fail and we need a way to recover the latest per-key hashes
as well as handle existing locks when the server comes back
up.

Byzantine failure and malicious behavior are not ad-
dressed in the scope of this project. Similar to the design
of Chubby, the locks in SILT are advisory simply because
the S3 API is accessible without SILT . So a malicious or
Byzantine client can just corrupt the data on S3 directly, and
thus such behavior is not discussed any further in this work.

3.4.1 Client Failure

To handle client failures, locks are issued with leases. When
a client requests a lock, it can specify a lease period. The
lock server enforces a maximum allowed lease period on all
locks. If a lock lease expires before the client releases it, the

server will send send an expiry notice to the client and re-
lease the expired locks. If the expired locks were read/write
locks or a transaction, it could be the case that the client
had modified the data on S3 before the lock expired. For
that reason, the lock server tags the keys in expired locks as
possibly inconsistent. When a client attempts to lock any
of these in subsequent interactions, it will be notified that
these keys are possibly inconsistent. It is then left up to the
library user to handle possibly inconsistencies.

If the server were able to detect that a client has crashed
(fail-stop), then it expires all its locks. If a client crashed but
the server was somehow unable to detect its failure (crash
failure), the locks held by that client will eventually be ex-
pired by the server when their leases run out. This prevents
a failed client from halting the progress of the system as a
whole.

3.4.2 Lock Server Failure

Handling clients’ failures is presumably easier than server
failure; after all, the server holds information about which
keys are locked by which clients. I assume that a failed
server is eventually restarted by a third-party. This could be
either by human intervention, or a simple cron job. When
a lock server restarts after failure, it has to restore the latest
key-hash information, as well as handling existing locks.

A restarted lock server restores its key-hash information
via gossip and the key-hash information piggybacked on in-
coming lock requests. If the server erroneously grants an
incoming lock request with an old hash value, it later ex-
pires that lock if it learns about a newer hash for that value.
If an erroneous lock had been granted and released, the key-
hash information for that referred to by this lock are tagged
as possibly inconsistent in subsequent requests by clients so
that the end user can fix any possibly inconsistencies.

Restoring previous locks by a restarted server is done in
a similar fashion. A server grants lock requests for avail-
able keys. If the server later receives a release message
for a lock that it had not granted, and that release request
conflicts with an existing granted lock, it checks the times-
tamp associated with that request. As mentioned previously,
the timestamps in release requests refers to the timestamp
of when the lock was granted. This timestamp allows the
server to distinguish between locks that have been granted
before the server crashed from messages that have just been
delayed by the network. Using this timestamp, the lock
server expires granted locks that conflict with the released
keys if the keys in the release request have an earlier lock
grant timestamp.

Restoring the state at a server depends on having hon-
est and non-Byzantine clients. As mentioned previously,
Byzantine or malicious behaviors are not considered within
the scope of this project.



4 Implementation

A prototype of SILT has been implemented in Ruby and
evaluated. Besides the lock server and the client library, a
simple global node tracker was implemented to introduce
nodes to each other when they start. The functionality of
the tracker can be replaced by IP Multicast, but a tracker
was implemented instead because the evaluation environ-
ment (Amazon EC2) does not allow IP Multicast.

Applications written against this library invoke the
public SILT interface to acquire/release locks, be-
gin/commit/abort transactions, and do reads and writes.

5 Evaluation

The SILT prototype has been evaluated on a local sys-
tem and on 15 machines on Amazon EC2. 15 machines
were used because that was the maximum allowed number
of instances I could create at the time of evaluation. There
are two main things I focused on in the evaluation; through-
put of the system as the number of nodes increases, and the
time it takes a restarted lock server to restore its missing
state.

5.1 Throughput

As mentioned in the design section, clients are required
to obtain locks on keys before reading or writing to them.
This experiment measured the latency experienced by the
SILT clients as the total number of clients varied. The
experiment had 15 clients in total running on 15 EC2 ma-
chines with a new client joining every minute. Each client
ran a program that did the following steps in a continuous
loop:

1. Pick a random key from a fixed set of 100 keys

2. Acquire a read/write lock on that key

3. Write a random value to that key

4. Read the value of that key on S3

5. Release the lock

The two graphs in figure 3 show the total latency experi-
enced per loop iteration per client. To put the numbers into
context, the baseline latency for reading and writing to S3 is
also measured. The top graph in figure 3 shows the results
of running the experiment on EC2. Accessing S3 from EC2
to do a write then read took about 0.2 seconds on average.
The top graph shows that most of the requests incurred little
extra overhead by acquiring a lock first, and the addition of
extra clients did not hurt the overall performance. A few
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Figure 3. Total time required to acquire a lock,
write data to a key, read that data back, then
release the key evaluated as the number of
clients varies.

requests incurred extra delays, these correspond to clients
blocking on a lock that is held by other clients. As one
would expect, the number of lock blocks increases as the
number of clients increases since in each iteration clients
choose a key to lock at random.

For comparison, the experiment was repeated on my lo-
cal machine, there it took on 0.6 seconds on average to write
then read from S3. The behavior experienced locally mim-
icked that on EC2 with the latencies shifted up as expected.

5.2 Restoring Server State

The following experiment tested how long does it take a
server to rebuild its knowledge of the key-hash information
and existing locks. This experiment highlights the advan-
tages gained by piggybacking the key-hash information on
lock messages. To start this experiment, a set of clients ini-
tialized a fixed set of 100 keys with random values such that
each key was written to by all the clients, and each client
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Figure 4. Time required to rebuild a restarted
lock server’s key/lock state.

holds the latest writes for a random subset of the keys. Af-
ter initialization, the lock server is killed and restarted.

The graph in figure 4 shows the time it took the new
server to restore the old state with and without piggyback-
ing hash info on lock requests, and with a varied number of
nodes. The gossip epoch in this experiment was 0.5 seconds
(nodes picked a random peer and exchanged key informa-
tion with it every epoch), and the client lock requests were
issued in a loop program similar to that used in the pre-
vious experiment. As the graph shows, using gossip only,
the server restores its state in longer time than with piggy-
backed hash info. Also, as expected, we get the typical gos-
sip “S graph” for the propagation of new hash information
through the system.

When key-hash information were propagated via lock
messages, the server was able to restore its pre-crash state
noticeably faster. This highlights the benefit of piggyback-
ing key-hash info on lock messages.

6 Conclusion

In this project I investigated building a service to wrap
Amazon S3’s API and provide data integrity, locking, and
transactional features on top of S3. By using a simple lock
server and disseminating key-hash information amongst the
clients, multiple end users can coordinate using shared S3
keys and detect when the integrity of their data has been
compromised. A prototype of my system has been imple-
mented and evaluated. The evaluation showed that requir-
ing clients to check with the server only when acquiring and
releasing locks reduces the overhead of the system and al-
lows it to scale with the number of clients. Additionally,
piggybacking key-hash information on lock-related mes-
sages resulted in speedy server recovery after failure.
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