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number of clients to access public, read-only data se-curely. Read-only data can have high performance,availability, and security needs. Some examples in-clude executable binaries, popular software distribu-tions, bindings from hostnames to addresses or pub-lic keys, and popular, static Web pages. In manycases, people widely replicate and cache such data toimprove performance and availability|for instance,volunteers often set up mirrors of popular operat-ing system distributions. Unfortunately, replicationgenerally comes at the cost of security. Each replicaadds a new opportunity for attackers to break inand tamper with data, or even for the replica's ownadministrator to maliciously serve modi�ed data.People have introduced a number of ad hoc mech-anisms for dealing with the security of public data,but these mechanisms often prove incomplete and oflimited utility to other applications. For instance,binary distributions of Linux software packages inRPM [28] format can contain PGP signatures. How-ever, few people actually check these signatures, andpackages cannot be revoked. In addition, when pack-ages depend on other packages being installed �rst,the dependencies cannot be made secure (e.g., onepackage cannot explicitly require another package tobe signed by the same author). As another exam-ple, names of servers are typically bound to publickeys through digitally signed certi�cates issued by atrusted authority. These certi�cates are distributedby the servers they authenticate, which naturally al-lows scaling to large numbers of servers. However,this approach also results in certi�cates having along duration, which complicates revocation to thepoint that in practice many systems omit it.To distribute public, read-only data securely, wehave built a high-performance, secure, read-only �lesystem designed to be widely replicated on untrustedservers. We chose to build a �le system because of



the ease with which one can refer to the �le names-pace in almost any context|from shell scripts to Ccode to a Web browser's location �eld. Thus, the�le system can support a wide range of applications,such as certi�cate authorities, that one could notordinarily implement using a network �le system.Each read-only �le system has a public key associ-ated with it. We use the naming scheme of SFS [17],in which �le names contain public keys. Thus, userscan employ any of SFS's various key managementtechniques to obtain the public keys of �le systems.In our approach, an administrator creates adatabase of a �le system's contents and digitallysigns it o�-line using the �le system's privatekey. The administrator then widely replicates thedatabase on untrusted machines. There, a simpleand e�cient server program serves the contents ofthe database to clients, without needing access to the�le system's private key. DNS round-robin schedul-ing or more advanced techniques can be used to dis-tribute the load between multiple replicas. A trustedprogram on the client machine checks the authentic-ity of data before returning it to the user.The read-only �le system avoids performing anycryptographic operations on servers and keeps theoverhead of cryptography low on clients. We ac-complish this with two simple techniques. First,blocks and inodes are named by handles, which arecollision-resistant cryptographic hashes of their con-tents. Second, groups of handles are hashed recur-sively, producing a tree of hashes. Inodes containthe handles of a �le's blocks. Directory blocks con-tain lists of �le name to handle bindings. Using thehandle of the root inode of a �le system, a clientcan verify the contents of any block by recursivelychecking hashes.The protocol between the client and server con-sists of only two remote procedure calls: one to fetchthe signed handle for the root inode of a �le system,and one to fetch the data (inode or �le content) fora given handle. Since the server does not have tounderstand what it is serving, its implementation isboth trivial and highly e�cient: it simply looks uphandles in the database and sends them back to theclient.We named the �le system presented in this paperthe SFS read-only �le system because it uses SFS'snaming scheme and �ts into the SFS framework.The server-side of the �le system consists of two pro-grams: sfsrodb for creating signed databases o�-line, and sfsrosd for serving signed databases from

untrusted machines. The client-side software con-sists of a daemon, sfsrocd, that queries databasesthrough sfsrosd processes, veri�es the results, andtranslates them into a �le system.A performance evaluation shows that sfsrosd cansupport 1,012 short-lived connections per second ona PC (a 550 Mhz Pentium III with 256 Mbyte ofmemory) running FreeBSD, which is 26 times betterthan a standard read-write SFS �le server and 92times better than a secure web server. In fact, theperformance of the read-only server is limited mostlyby the number of TCP connections per second, notby the overhead of cryptography, which is o�oadedto clients. For applications like sustained downloadsthat require longer-lived connections, sfsrosd cansupport 300 concurrent sessions while still saturatinga fast Ethernet.The rest of this paper is organized as follows. Sec-tion 2 relates our design to previous work. Section 3details the design of the read-only server. Section 4describes its implementation. Section 5 presents theapplications of the read-only server. Section 6 evalu-ates the performance of these application and com-pares them to existing approaches. Section 7 con-cludes.2 Related WorkWe are unaware of a read-only (or read-write) �lesystem that can support a high number of simultane-ous clients and provide strong security. Many sitesuse a separate �le system to replicate and exportread-only binaries, providing high availability andhigh performance. AFS supports read-only volumesto achieve replication [22]. However, in all thesecases replicas are stored on trusted servers. Some�le systems provide high security (e.g., the SFS read-write �le system [17] or Echo [2]), but compared tothe SFS read-only �le system these servers do notscale well with the number of clients because theirservers perform expensive cryptographic operationsin the critical path (e.g., the SFS read-write serverperforms one private-key operation per client con-nection, which takes about 24 msec on a 550 MhzPentium III).Secure DNS [8] is an example of a read-only dataservice that provides security, high availability, andhigh performance. In secure DNS, each individualresource record is signed. This approach does not



work for �le systems. If each inode and 8 Kbyte-block of a moderate �le system|for instance, the635 Mbyte Red Hat 6.2 i386 distribution|had tobe signed individually with a 1,024-bit key, the sign-ing alone would take about 36 minutes (90; 000 �24 msec) on a 550 Mhz Pentium III. A number ofread-only data services, such as FTP archives, are100 times bigger, making individual block signingimpractical|particularly since we want to allow fre-quent updates of the database and rapid expirationof old signatures.Secure HTTP servers are another example ofservers that provide access to mostly read-only data.These servers are di�cult to replicate on untrustedmachines, however, since their private keys have tobe on-line to prove their identity to clients. Further-more, private-key operations are expensive and arein the critical path: every SSL connection requiresthe server to compute modular exponentiations aspart of the public-key cryptography [11]. As a re-sult, software-only secure Web servers achieve lowthroughput (with a 1,024-bit key, IE and Netscapeservers can typically support around 15 connectionsper second).Content distribution networks built by companiessuch as Adero, Akamai, Cisco, and Digital Island arean e�cient and highly-available way of distributingstatic Web content. Content stored on these net-works is dynamically replicated on trusted cachesscattered around the Internet. Web browsers thenconnect to a cache that provides high performance.The approach described in this paper would allowread-only Web content to be replicated securely tountrusted machines and would provide strong dataintegrity to clients that run our software. For clientsthat don't run our software, one can easily con�gureany Web server on an SFS client to serve the /sfsdirectory, trivially creating a Web-to-SFS gatewayfor any Web clients that trust the server.Signed software distributions are common in theopen-source community. In the Linux community,for example, a creator or distributor of a softwarepackage can sign RPM [28] �les with PGP or GNUGPG. RPM also supports MD5 hashes. A persondownloading the software can optionally check thesignature. Red Hat Software, for example, publishestheir PGP public key on their Web site and signs alltheir software distributions with the correspondingprivate key. This setup provides some guarantees tothe person who checks the signature on the RPM �leand who makes sure that the public key indeed be-longs to Red Hat. However, RPMs do not provide

an expiration time or revocation support. If userswere running the SFS client software and RPMs werestored on SFS read-only �le servers, the server wouldbe authenticated transparently and the data wouldbe checked transparently for integrity and recent-ness.The read-only �le system makes extensive use ofhash trees, which have appeared in numerous othersystems. Merkle used a hierarchy of hashes for ane�cient digital signature scheme [18]. In the con-text of �le systems, the Byzantine-fault-tolerant �lesystem uses hierarchical hashes for e�cient statetransfers between clients and replicas [5, 6]. Thecryptographic storage �le system [12] uses crypto-graphic hashes in a similar fashion to the SFS read-only �le system. Duchamp uses hierarchical hashesto e�ciently compare two �le systems in a toolkitfor partially-connected operation [7]. TDB [16] useshash trees combined with a small amount of trustedstorages to construct a trusted database system onuntrusted storage. Finally, a version of a network-attached storage device uses an incremental \Hashand MAC" scheme to reduce the cost of protectingthe integrity of read tra�c in storage devices thatare unable to generate a MAC at full data transferrates [14].A number of proposals have been developed tomake digital signatures cheaper to compute [13, 20],some involving hash trees [27]. These proposal en-able signing hundreds of packets per second in ap-plications such as multicast streams. However, ifapplied to �le systems, these techniques would in-troduce complications such as increased signaturesize. Moreover, because the SFS read-only �le sys-tem was designed to avoid trusting servers, read-only servers must function without access to a �lesystem's private key. This prevents any use of dy-namically computed digital signatures, regardless ofthe computational cost.3 SFS read-only �le systemFigure 1 shows the overall architecture of the SFSread-only �le system. In a secure area, an admin-istrator runs the SFS read-only database generator(sfsrodb), passing as arguments a directory of �lesto export and a �le containing a private key. Theadministrator replicates this database on a numberof untrusted machines, each of which runs a copy ofthe SFS read-only server daemon (sfsrosd). The
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Figure 1: The SFS read-only �le system. Shaded boxes show the trusted computing base.read-only server is a simple program that looks upthe data for a given handle in the replica's databaseand returns the data to the client.Most of the actual �le system is implemented bythe SFS read-only client daemon (sfsrocd), whichruns on the client's machine. It handles �le sys-tem requests from the local operating system andresponds to them. The read-only client understandsthe format of inodes and directories. It parses path-names, searches directories, looks up blocks of �les,etc.In order to respond to requests from the local op-erating system, the client retrieves data from one ofthe servers that has a replica of the database. DNSround-robin scheduling or more advanced techniques(e.g., [15]) can be used to select a replica that pro-vides good performance. Since the replica may runon untrusted hardware, the client must verify thatany data sent by the server was indeed signed by adatabase generator with the appropriate private key.The SFS read-only �le system assumes that an at-tacker may compromise and assume control of anyread-only server machine. It therefore cannot pre-vent denial-of-service from an attacker penetratingand shutting down every server for a given �le sys-tem. However the client does ensure that any dataretrieved from a server is authentic, no older than a�le system-con�gurable consistency period, and alsono older than any previously retrieved data from thesame �le system. The read-only �le system does notprovide con�dentiality. Thus, data on replicas doesnot have to be kept secret from attackers. The keysecurity property of the read-only �le system is in-

Operation Cost (�sec)Sign 68 byte fsinfo 24,400Verify 68 byte fsinfo 82SHA-1 256 byte iv+inode 17SHA-1 8,208 byte iv+block 406Figure 2: Performance of base primitives on a550 Mhz Pentium III. Signing and veri�cation use1,024-bit Rabin-Williams keys.tegrity.Our design can also in principle be used to providenon-repudiation of �le system contents. An admin-istrator of a server could commit to keeping every�le system he ever signed. Then, clients could justrecord the signed root handle. The server wouldbe required to prove what the �le system containedon any previous day. In this way, an administra-tor could never falsely deny that a �le previouslyexisted.Figure 2 lists the cryptographic primitives thatwe use in the read-only �le system. We chose theRabin public key cryptosystem [26] for its fast sig-nature veri�cation time. The implementation is se-cure against chosen-message attacks (using the re-dundancy function proposed in [1]). As can be seenfrom Table 2, computing digital signatures is some-what expensive, but verifying them is takes only82 �sec|far cheaper than a typical network roundtrip time, in fact.SFS also uses the SHA-1 [9] cryptographic hashfunction. SHA-1 is a collision-resistant hash functionthat produces a 20-byte output from an arbitrary-length input. Finding any two inputs of SHA-1 that



struct FSINFO {sfs_time start;unsigned duration;opaque iv[16];sfs_hash rootfh;sfs_hash fhdb;};Figure 3: Contents of the digitally signed root of anSFS read-only �le system.produce the same output is believed to be computa-tionally intractable. Modern machines can typicallycompute SHA-1 at a rate greater than the local areanetwork bandwidth. Thus, one can reasonably hashthe result of every RPC in a network �le system pro-tocol.The rest of this section describes how we use theseprimitives to e�ciently provide authenticity and re-centness of data.3.1 SFS read-only ProtocolThe read-only protocol uses two RPCs: getfsinfoand getdata. getfsinfo takes no arguments and re-turns a digitally signed FSINFO structure, depictedin Figure 3. The SFS client veri�es the signatureusing the public key embedded in the server's name.The getdata RPC takes a 20-byte hash value as anargument and returns a data block producing thathash value. The client uses getdata to retrieve partsof the �le system requested by the user, and veri-�es the authenticity of the blocks using the FSINFOstructure.Because read-only �le systems may reside on un-trusted servers, the protocol relies on time to enforceconsistency loosely but securely. The start �eld ofFSINFO indicates the time (in seconds since 1970) atwhich a �le system was signed. Clients cache thehighest value they have seen to prevent an attackerfrom rolling back the �le system to a previous ver-sion. The duration �eld signi�es the length of timefor which the data structure should be consideredvalid. It represents a commitment on the part of a�le system's owner to issue a newly signed �le sys-tem within a certain period of time. Clients rejectan FSINFO structure when the current time exceedsstart + duration.The �le system names arbitrary-length blocks ofdata with �xed-size handles. The handle for a

data item x is computed using SHA-1: H(x) =SHA-1(iv; x). iv, the initialization vector, is ran-domly chosen by sfsrodb the �rst time the admin-istrator creates a database for a �le system. It en-sures that simply knowing one particular collision ofSHA-1 will not immediately give attackers collisionsof functions actually used by SFS �le systems.rootfh is the handle of the �le system's root di-rectory. It is a hash of the root directory's inodestructure, which through recursive use of H spec-i�es the contents of the entire �le system, as de-scribed below. fhdb is the the hash of the root of atree that contains every handle reachable from theroot directory. fhdb lets clients securely verify that aparticular handle does not exist, so that they can re-turn stale �le handle errors when �le systems change.fhdb will not be necessary in future versions of thesoftware, as described in Section 3.4.3.2 SFS read-only inodeFigure 4 shows the format of an inode in theread-only �le system. The inode begins with somemetadata, including the �le's type (regular �le, exe-cutable �le, directory, opaque directory, or symboliclink), size, and modi�cation time. Permissions arenot included because they can be synthesized on theclient. The inode then contains handles of succes-sive 8 Kbyte blocks of �le data. If the �le containsmore than eight blocks, the inode contains the han-dle of an indirect block, which in turn contains han-dles of �le blocks. Similarly, for larger �les, an inodecan also contain the handles of double- and triple-indirect blocks. In this way, the blocks of small �lescan be veri�ed directly from the inode, while inodescan also indirectly verify large �les|an approachsimilar to the on-disk data structures of the UnixFile System [19].3.3 Database generatorTo export a �le system, a system administratorproduces a signed database from a source directoryin an existing �le system. The database contains�le data blocks and inodes indexed by their hashvalues. In essence, it is analogous to a �le system inwhich inode and block numbers have been replacedby cryptographic hashes.The database generator utility traverses the given�le system depth-�rst to builds the database. The
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Figure 4: Format of a read-only �le system inode.leaves of the �le system tree are �les or symboliclinks. For each regular �le in a directory, thedatabase generator creates a read-only inode struc-ture and �lls in the metadata. Then, it reads theblocks of the �le. For each block, sfsrodb hashes thedata in that block to compute its handle, and theninserts the block into the database under the handle(i.e., a lookup on the handle will return the block).The hash value is also stored in an inode. When all�le blocks of a �le are inserted into the database, the�lled-out inode is inserted into the database underits hash value.When all �les in a given directory have been in-serted into the database, the generator utility insertsa �le corresponding to the directory itself. The �leblocks of a directory contain lists of hname; handleipairs; the directory's inode contains hashes of thoseblocks (and possibly indirect blocks) as for regu-lar �les. Directories are sorted lexicographically byname. Thus, clients can avoid traversing the entiredirectory by performing a binary search when look-ing up �les in very large directories (e.g., a directorythat contains all names in the .com domain). Thisproperty also allows clients to verify inexpensivelywhether a �le name exists or not, without having toread the whole directory.Each directory also contains its full pathnamefrom the root of the �le system. The client usesthe pathname to evaluate the �le name \.." locally,using it as a reference for any directory's parent.(Since a directory inode's handle depends on thehandles of all subdirectories, a circular dependencymakes it impossible to create directory entries of theform h\.."; parent's handlei.) Clients verify that adirectory contains the proper pathname when �rst

looking it up. This is not strictly necessary|an ad-ministrator signing a bad database should expectunde�ned interpretations by clients. However, thesanity check reduces potentially confusing behavioron clients of malformed �le systems.Inodes for symbolic links are slightly di�erentfrom the one depicted in Figure 4. Instead of con-taining handles of blocks, the inode directly containsthe destination path for the symbolic link.To avoid inconveniencing users with large direc-tories, server administrators can set the type �eldin an inode to \opaque directory." When userslist an opaque directory, they see only entries theyhave already referenced|somewhat like Unix \au-tomounter" directories [4]. Opaque directories arewell-suited to giant directories containing, for in-stance, all names in the .com domain or all name-to-key bindings issued by a particular certi�cateauthority. If one used non-opaque directories forthese applications, users could inadvertently down-load hundreds of megabytes of directory data by typ-ing ls or using �le name completion in the wrongdirectory.After the whole directory tree has been insertedinto the database, the generator utility �lls out anFSINFO structure and signs it with the private keyof the �le system. For simplicity, sfsrodb storesthe signed FSINFO structure in the database undera well-known, reserved key.The database generator stores inodes, directories,and �le block data in the database in XDR mar-shaled form [24]. Using XDR has three advantages.First, it simpli�es the client implementation, as the



client can use the SFS RPC and crypto libraries toparse �le system data. Second, the XDR represen-tation clearly de�nes what the database contains,which simpli�es writing programs that process thedatabase (e.g., a debugging program). Finally, it im-proves performance of the read-only server by savingit from having to do any marshaling.3.4 Updating �le systemsThe biggest challenge in updating read-only �lesystems is dealing with data that no longer existsin the �le system. When a �le system changes, theadministrator generates a new database and pushesit out to the server replicas. Files that persist across�le system versions will keep the same handles. How-ever, when a �le is removed or modi�ed, clients canend up requesting handles no longer in the database.In this case, the read-only server replies with an er-ror.Unfortunately, since read-only servers (and thenetwork) are not trusted, clients cannot necessar-ily believe \handle not found" errors they receive.Though a compromised server can hang a client byrefusing to answer RPCs, it must not be able to makeprograms spuriously abort with stale �le handle er-rors. Otherwise, for instance, an application lookingup a key revocation certi�cate in a read-only �le sys-tem might falsely believe that the certi�cate did notexist.We have two schemes to let clients securely deter-mine whether a given �le handle exists: the currentscheme uses the fhdb �eld of the FSINFO structureto verify that a handle no longer exists. fhdb is theroot of a hash tree, the leaf nodes of which contain asorted list of every handle in the �le system. Thus,clients can easily walk the hash tree (using getfs-info) to see whether the database contains a given�le handle.The fhdb scheme has advantages. It allows �lesto persist in the database even after they have beendeleted, as not every handle in the database need bereachable from the root directory. Thus, by keepinghandles of deleted �les in a few subsequent revisionsof a database, a system administrator can supportthe traditional Unix semantics that one can continueto access an open �le even after it has been deleted.Unfortunately, fhdb has several drawbacks. Evensmall changes to the �le system cause most of the

hash tree under fhdb to change (making incrementaldatabase updates unnecessarily expensive). Further-more, in the read-only �le system, because handlesare based on �le contents, there is no distinction be-tween modifying a �le and deleting then recreatingit. In some situations, one doesn't want to have toclose and reopen a �le to see changes. (This is al-ways the case for directories, which therefore needa di�erent mechanism anyway.) Finally, under thefhdb scheme, a server cannot change its iv withoutcausing all open �les to become stale on all clients.To avoid these problems, future versions of thesoftware will eliminate fhdb. Instead, the client willtrack the pathnames of all �les accessed in read-only �le systems. When a server FSINFO structureis updated, the client will walk the �le namespaceto �nd the new inode corresponding to the name ofeach open �le. Those who really want an open �lenever to change can still emulate the old semantics(albeit somewhat inelegantly) using a symbolic linkto switch between the old and new version of a �lewhile allowing both to exist simultaneously. Onceclients track the pathnames of �les, directories needno longer contain their full pathnames: clients willhave enough state to evaluate the parent directoryname \.." on their own.The read-only inode structure contains the mod-i�cation and \inode change" times of a �le. Thus,sfsrodb could potentially update the database in-crementally after changes are made to the �le sys-tem, recomputing only the hashes from changed �lesup to the root handle and the signature on theFSINFO structure. Our current implementation ofsfsrodb creates a completely new database for eachversion of the �le system, but we plan to supportincremental updates in a future release.3.5 Incremental transferWe built a simple utility program, pulldb, thatincrementally transfers a newer version of a databasefrom one replica to another. The program fetchesFSINFO from the source replica, and checks if the lo-cal copy of the database is out of date. If so, theprogram recursively traverses the entire �le system,starting from the new root �le handle, building onthe side a list of all active handles. For each handleencountered, if the handle does not already exist inthe local database, pulldb fetches the correspondingdata with a getdata RPC and stores it in database.After the traversal, pulldb swaps the FSINFO struc-ture in the database and then deletes all handles no



longer in the �le system. If a failure appears beforethe transfer is completed, the program can just berestarted, since the whole operation is idempotent.3.6 Read-only serverThe server program sfsrosd is a trivial|only 400lines of C++. sfsrosd knows nothing about thestructure of the �le system it serves; it simply getsrequests for handles, looks up the handles in thedatabase, and returns their values to the client. Italso �elds getfsinfo and SFS connect RPCs, to whichit replies with two static data structures cached inmemory.3.7 Read-only clientThe client program constitutes the bulk of thecode in the read-only �le system (1,500 lines ofC++). The read-only client behaves like an NFS3 [3]server, allowing it to communicate with the oper-ating system through ordinary networking systemcalls. The read-only client resolves pathnames for�le name lookups and handles reads of �les, directo-ries, and symbolic links. It relies on the server onlyfor serving blocks of data, not for interpreting or ver-ifying those blocks. The client checks the validity ofall blocks it receives against the hashes by which itrequested them.We demonstrate how the client works by ex-ample. Consider a user reading the �le /sfs/sfs.mit.edu:bzcc5hder7cuc86kf6qswyx6yuemnw69/README, where bzcc5hder7cuc86kf6qswyx6yuemnw69 is the representation of the public keyof the server storing the �le README. (In practice,symbolic links save users from ever having to see ortype pathnames like this.)The local operating system's NFS client will callinto the protocol-independent SFS client software,asking for the directory /sfs/sfs.mit.edu:bzcc5hder7cuc86kf6qswyx6yuemnw69/. The client willcontact sfs.mit.edu, which will respond that it im-plements the read-only �le system protocol. At thatpoint, the protocol-independent SFS client daemonwill pass the connection o� to the read-only client,which will subsequently be asked by the kernel tointerpret the �le named README.The client makes a getfsinfo RPC to the serverto get the �le system's signed FSINFO structure. It

veri�es the signature on the structure, ensures thatthe start �eld is no older than its previous valueif the client has seen this �le system before, andensures that start + duration is in the future.The client then obtains the root directory's in-ode by doing a getdata RPC on the rootfh �eld ofFSINFO. Given that inode, it looks up the �le READMEby doing a binary search among the blocks of the di-rectory, which it retrieves through getdata calls onthe block handles in the directory's inode (and pos-sibly indirect blocks). When the client has the di-rectory entry hREADME; handlei, it calls getdata onhandle to obtain README's inode. Finally, the clientcan retrieve the contents of README by calling get-data on the block handles in its inode.4 ImplementationAs illustrated in Figure 5, the read-only �le sys-tem is implemented as two new daemons (sfsrocdand sfsrosd) in the SFS system [17]. sfsrodb is astand-alone program.sfsrocd and sfsrosd communicate with SunRPC over a TCP connection. (The exact messageformats are described in the XDR protocol descrip-tion language [24].) We also use XDR to de�ne cryp-tographic operations. Any data that the read-only�le system hashes or signs is de�ned as an XDRdata structure; SFS computes the hash or signatureon the raw, marshaled bytes.sfsrocd, sfsrosd, and sfsrodb are written inC++. To handle many connections simultaneously,the client and server use SFS's asynchronous RPClibrary. Both programs are single-threaded, but theRPC library allows the client to have many out-standing RPCs.Because of SFS's support for developing newservers and sfsrosd's simplicity, the implemen-tation of sfsrosd is trivial. It gets requestsfor data blocks by �le handle, looks up pre-formatted responses in a B-tree, and responds to theclient. The current implementation uses the Sleep-ycat database's B-tree [23]. In the measurementssfsrosd accesses the database synchronously.The implementations of the other two programs(sfsrodb and sfsrocd) are more interesting; we dis-cuss them in more detail.
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Figure 5: Implementation overview of the read-only �le system in the SFS framework.4.1 sfsrodbThe implementation of sfsrodb is simple. It isa short stand-alone C++ program. It walks downthe given �le system and builds a database with �lesystem data indexed by the cryptographic hash ofthe data. After building the database, it creates anFSINFO structure and signs it with the private keyof the �le system.The disadvantage of storing the data in marshaledform is that physical representation of the data isslightly larger than the actual data. For instance,an 8 Kbyte �le block is slightly larger than 8 Kbyte.The Sleepycat database does not support values justover a power of 2 in size very well; we are develop-ing a light-weight, asynchronous B-tree that handlessuch odd-sized values well.A bene�t of storing blocks under their hash is thatblocks from di�erent �les that have the same hashwill only be stored once in the database. If a �lesystem contains blocks with identical content amongmultiple �les, then sfsrodb stores just one block un-der the hash. In the RedHat 6.2 distribution, 5,253out of 80,508 �le data blocks share their hash withanother block. The overlap is much greater if onemakes the same data available in two di�erent for-mats (for instance, the contents of the RedHat 6.2distribution, and the image of a CD-ROM contain-ing that distribution).4.2 sfsrocdsfsrocd implements four caches with LRU re-placement policies to improve performance by avoid-ing RPCs to sfsrosd. It maintains an inode cache,an indirect-block cache, a small �le-block cache, anda cache for directory entries.

sfsrocd's small �le-block cache primarily opti-mizes the case of the same block appearing in mul-tiple �les. In general, sfsrocd relies on the localoperating system's bu�er cache to cache the �le con-tents. Thus, any additional caching of �le contentswill tend to waste memory unless a block in appearsmultiple places. The small block cache optimizescommon cases|such as a �le with many blocks ofall zeros|without dedicating too much memory toredundant caching.Indirect blocks are cached so that sfsrocd canquickly fetch and verify multiple blocks from a large�le without refetching the indirect blocks. sfsrocddoes not prefetch because most operating systemsalready implement prefetching locally.5 ApplicationsTo demonstrate the usefulness of the SFS read-only �le system, we describe two applications thatwe measure in Section 6: certi�cate authorities andsoftware distribution.5.1 Certi�cate AuthoritiesCerti�cate authorities for the Internet are serversthat publish certi�cates binding hostnames to publickeys. On the Web, for instance, the certi�cate au-thority Verisign certi�es server keys for Web servers.Verisign signs the domain name and the public key ofthe Web server in an X.509 certi�cate, and returnsthis to the Web server administrator [10]. Whena browser connects to the Web server with secureHTTP, the server responds with the certi�cate. Thebrowser checks the validity of the certi�cate by ver-ifying it with Verisign's public key. Most popular



browsers have Verisign's key embedded in their bi-naries. One bene�t of this approach is that Verisigndoes not have to be on-line when the browser con-nects to a certi�ed Web server. However, this comesat the cost of complicating certi�cate revocation tothe point that in practice no one does it.In contrast, SFS uses �le systems to certify publickeys of servers. SFS certi�cate authorities are noth-ing more than ordinary �le systems serving sym-bolic links that translate human-readable names intopublic keys that name �le servers [17]. For ex-ample, if Verisign acted as an SFS certi�cate au-thority, client administrators would likely createsymbolic links from their local disks, for instance/verisign, to Verisign's self-certifying pathname|a pathname containing the public key of Verisign's�le system. This �le system would in turn containsymbolic links to other SFS �le systems. For exam-ple, /verisign/NYU might be a symbolic link to aself-certifying pathname for an SFS �le server thatVerisign calls NYU.Unlike traditional certi�cate authorities, SFS cer-ti�cate authorities get queried interactively. Thissimpli�es certi�cate revocation, since revoking a keyamounts to removing the symbolic link. However,it also places high integrity, availability, and perfor-mance demands on �le systems serving as on-linecerti�cate authorities.By running certi�cate authorities as SFS read-only �le systems, we can address these needs. TheSFS read-only �le system improves performance bymaking the amount of cryptographic computationproportional to the �le system's size and rate ofchange, rather than to the number of clients con-necting. SFS read-only also improves integrity byfreeing SFS certi�cate authorities from the need tokeep any on-line copies of their private keys. Fi-nally, SFS read-only improves availability because itcan be replicated on untrusted machines.An administrator adds certi�cates to its SFS �lesystem by adding new symbolic links. The databaseis updated once a day, similarly to second-level DNSupdates. The administrator (incrementally) repli-cates the database to other servers.The certi�cate authority database (and thus itscerti�cates) might be valid for one day. The cer-ti�cate that we bought from Verisign for our Webserver is valid for 12 months. If the private key ofan SFS server is compromised, then the next day thecerti�cate will be out of the on-line database.

SFS certi�cate authorities also support key revo-cation certi�cates to revoke public keys of serversexplicitly. The key revocation certi�cates are self-authenticating [17] and signed with the private keyof the compromised server. Verisign could, for ex-ample, maintain an SFS certi�cate authority thathas a directory to which users upload revocationcerti�cates for some fee; since the certi�cates areself-authenticating, Verisign does not have to cer-tify them. Clients check this directory when theyperform an on-line check for key certi�cates. Be-cause checks can be performed interactively, this ap-proach works better than X.509 certi�cate revoca-tion lists [10].5.2 Software DistributionSites distributing popular software have highavailability, integrity, and performance needs. Opensoftware is often replicated at several mirrors to sup-port a high number of concurrent downloads. Ifusers download a distribution with anonymous FTP,they have low data integrity: a user cannot tellwhether he is downloading a trojan-horse version in-stead of the correct one. If users connect throughthe Secure Shell (SSH) or secure HTTP, then theserver's throughput is low because of cryptographicoperations it must perform. Furthermore, that solu-tion doesn't protect against attacks where the serveris compromised and the attacker replaces a programon the server's disk with a trojan horse.By distributing software through SFS read-onlyservers, one can provide integrity, performance, andhigh availability. Users with sfsrocd can evenbrowse the distribution as a regular �le system andcompile the software straight from the sources storedon the SFS �le system. sfsrocd will transparentlycheck the authenticity of the �le system data. Todistribute new versions of the software, the admin-istrator simply updates the database. Users withonly a browser could get all the bene�ts by just con-necting through a Web-to-SFS proxy to the SFS �lesystem.Software distribution using the read-only �le sys-tems complements signed RPMs. First, RPMs donot provide any revocation support; the signatureon an RPM is good forever. Second, there is no easyway to determine whether an RPM is recent; an at-tacker can give a user an older version of a softwarepackage without the user knowing it. Third, thereis no easy method for signing a collection of RPMs



that constitute a single system. For an example,there is currently no way of cryptographically veri-fying that one has the complete Linux RedHat 6.2distribution (or all necessary security patches for arelease). Using SFS read-only, Red Hat could se-curely distribute the complete 6.2 release, providingessentially the same security guarantees as a physicalCDROM distribution.6 PerformanceThis section presents the results of measurementsto support the claims that (1) SFS read-only pro-vides acceptable application performance and (2)SFS read-only scales well with the number of clients.To support the �rst claim, we measure the per-formance of microbenchmarks and a large softwarecompilation. We compare the performance of theSFS read-only �le system with the performance onthe local �le system, insecure NFS, and the secureSFS read-write �le system.To support the second claim, we measure the max-imum number of connections per server and thethroughput of software downloads with an increas-ing number of clients.We expect that the main factors a�ecting SFSread-only performance are the user-level implemen-tation in the client, hash veri�cation in the client,and database lookups on the server.6.1 Experimental setupWe measured performance on 550 MHz Pen-tium IIIs running FreeBSD 3.3. The client andserver were connected by 100 Mbit, full-duplex,switched Ethernet. Each machine had a 100 MbitTulip Ethernet card, 256 Mbytes of memory, and anIBM 18ES 9 Gigabyte SCSI disk. In sfsrocd, the in-ode, indirect-block, and directory entry caches eachhave a maximum of 512 entries, while the �le-blockcache has maximum of 64 entries. Maximum TCPthroughput between client and server, as measuredby ttcp [25], was 11.31 Mbyte/sec.Because the certi�cate authority benchmark inSection 6.4 requires many CPU cycles on the client,we also employed two 700 MHz Athlons runningOpenBSD 2.7. Each Athlon had a 100 Mbit Tulip
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NFSv3 SFS File SystemsFigure 6: Time to sequentially read 1,000 1 Kbyte�les. Local is FreeBSD's local FFS �le system on theserver. The local �le system was tested with a coldcache. The network tests were applied to warmedserver caches, but cold client caches. RW, RO, andRONV denote respectively the read-write protocol,the read-only protocol, and the read-only protocolwith no veri�cation.Ethernet card and 128 Mbytes of memory. Max-imum TCP throughput between an Athlon andthe FreeBSD server, as measured by ttcp, was11.04 Mbyte/sec. The Athlon machines generatedthe client SSL and SFSRW requests; we report thesum of the performance measured on the two ma-chines.For all experiments we report the average of �veruns.6.2 MicrobenchmarksTo evaluate the performance of the SFS read-onlysystem, we perform small and large �le microbench-marks.6.2.1 Small �le benchmarkWe use the read phases of the LFS bench-marks [21] to obtain a basic understanding of sin-gle client/single server performance. Figure 6 showsthe latency of sequentially reading 1,000 1 Kbyte



Breakdown Cost (sec)NFS loopback 0.661Computation in client 1.386Communication with server 0.507Total 2.55Table 1: Breakdown of SFS read-only performancereported in Fig 6.�les on the di�erent �le systems. The �les containrandom data and are distributed evenly across tendirectories. For the read-only and NFS experiments,all samples were within 0.4% of the average. For theread-write experiment, all samples were within 2.7%of the average. For the local �le system, all sampleswere within 6.9% (0.4 seconds) of the average.As expected, the SFS read-only server performsbetter than the SFS read-write server (2.43 vs. 3.27seconds). The read-only �le server performs worsethan NFSv3 over TCP (2.43 vs. 1.14 seconds). Tounderstand the performance of the read-only �leserver, we break down the 2.43 seconds spent in theread-only client (see Table 1).To measure the cost of the user-level implementa-tion we measured the time spent in NFS loopback.We used the fchown operation against a �le in aread-only �le system to measure the time spent inthe user-level NFS loopback �le system. This oper-ation generates NFS RPCs from the kernel to theread-only client, but no tra�c between the clientand the server. The average over 1,000 fchown op-erations is 167 �sec. By contrast, the average forattempting an fchown of a local �le with permissiondenied is 2.4 �sec. The small �le benchmark gen-erates 4,015 NFS loopback RPCs. Hence, the over-head of the client's user-level implementation is atleast (167 �sec - 2.4 �sec) * 4,015 = 0.661 seconds.We also measured the CPU time spent during thesmall �le benchmark in the read-only client at 1.386seconds. With veri�cation disabled, this drops to1.300 seconds, indicating that for this workload, �lehandle veri�cation consumes very little CPU time.To measure the time spent communicating withthe read-only server, we timed the playback of atrace of the 2,101 getdata RPCs of the benchmarkto the read-only server. This took 0.507 seconds.These three measurements total to 2.55 seconds.With an error margin of 5%, this accounts for the2.43 seconds to run the benchmark. We attribute
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NFSv3 SFS File SystemsFigure 7: Throughput of sequential and randomreads of a 40 Mbyte �le. The experimental condi-tions are the same as in Figure 6.this error to a small amount of double counting ofcycles between the NFS loopback measurement andthe computation in the client.The cryptography accounts for very little of thetime. The CPU time spent on veri�cation is only0.086 seconds. Moreover, end-to-end measurementsshow that data veri�cation has little impact on per-formance. RONV performs slightly better than RO(2.31 vs. 2.43 seconds). Therefore, any optimizationwill have to focus on the non-cryptographic portionsof the system.6.2.2 Large �le benchmarkFigure 7 shows the performance of sequentially andrandomly reading a large (40 Mbyte) �le containingrandom data. We read in blocks of 8 Kbytes. Inthe network experiments, the �le is in the server'scache, but not in the client's cache. Thus, we are notmeasuring the server's disk. This isolates the soft-ware overhead of cryptography and SFS's user-leveldesign. For the local �le system, all samples werewithin 1.4% of the average. For NFSv3 over UDPand the read-write experiments, all samples werewithin 1% of the average. For NFSv3 over TCP andthe read-only experiments, all samples were within4.3% of the average. This variability and the poor



NFSv3 over TCP performance appears to be due toa pathology of FreeBSD 3.3.The SFS read-only server performs better than theread-write server because the read-only server per-forms no on-line cryptographic operations. On thesequential workload, veri�cation costs 1.4 Mbyte/sin throughput. NFSv3 over TCP performs substan-tially better (9.8 vs. 6.5 Mbyte/s) than the read-only �le system without veri�cation, even thoughboth run over TCP and do similar amounts of work;the main di�erence is that NFS is implemented inthe kernel.If the large �le contains only blocks of zeros, SFSread-only obtains a throughput of 17 Mbyte/s sinceall blocks hash to the same handle. In this case,the measurement is dominated by the throughput ofloop-back NFSv3 over UDP on the client machine.6.3 Software distributionTo evaluate how well the read-only �le system per-forms on a larger application benchmark, we com-piled (with optimization and debugging disabled)Emacs 20.6 with a local build directory and a re-mote source directory. The results are shown inFigure 8. The RO experiment performs 1% worse(1 second) than NFSv3 over UDP and 4% better(3 seconds) than NFSv3 over TCP. Disabling in-tegrity checks in the read-only �le system (RONV)does not speed up the compile because our cachesabsorb the cost of hash veri�cation. However, dis-abling caching does decrease performance (RONC).During a single Emacs compilation, the read-onlyserver consumes less than 1% of its CPU while theread-only client consumes less than 2% of its CPU.This demonstrates that the read-only protocol in-troduces negligible performance degradation in anapplication benchmark.To evaluate how well sfsrosd scales, we took atrace of a single client compiling the Emacs 20.6source tree, repeatedly played the trace to the serverfrom an increasing number of simulated, concurrentclients, and plotted the aggregate throughput deliv-ered by sfsrosd. The results are shown in Figure 9.Each sample represents the throughput of playingtraces for 100 seconds. Each trace consists of 1,428RPCs. With 300 simultaneous clients, the serverconsumes 96% of the CPU.With more than 300 clients, the FreeBSD serverreboots because of a bug in its TCP implementation.
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NFSv3 SFS File SystemsFigure 8: Compiling the Emacs 20.6 source. Localis FreeBSD's local FFS �le system on the server.The local �le system was tested with a cold cache.The network tests were applied to warmed servercaches, but cold client caches. RW, RO, RONV, andRONC denote respectively the read-write protocol,the read-only protocol, the read-only protocol withno veri�cation, and the read-only protocol with nocaching.We replaced the FreeBSD server with an OpenBSDserver and measured that sfsrosd maintains a rateof 10 Mbyte/s of �le system data up to 600 simulta-neous clients.6.4 Certi�cate authorityTo evaluate whether the read-only �le system per-forms well enough to function as an on-line certi�-cate authority, we compare the number of connec-tions a single read-only �le server can sustain withthe number of connections to the SFS read-writeserver, the number of SSL connections to an Apacheweb server, and the number of HTTP connectionsto an Apache server.The SFS servers use 1,024-bit keys. The SFS read-write server performs one Rabin-Williams decryp-tion per connection while the SFS read-only serverperforms no on-line cryptographic operations. The
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Figure 9: The aggregate throughput delivered by theread-only server for an increasing number of clientssimultaneously compiling the Emacs 20.6 source.The number of clients is plotted on a log scale.Web server was Apache 1.3.12 with OpenSSL 0.9.5aand ModSSL 2.6.3-1.3.12. Our SSL ServerID certi�-cate and Verisign CA certi�cate use 1,024-bit RSAkeys. All the SSL connections use the TLSv1 ciphersuite consisting of Ephemeral Di�e-Hellman key ex-change, DES-CBC3 for con�dentiality, and SHA-1HMAC for integrity.To generate enough load to saturate the servers,we wrote a simple client program that sets upconnections, reads a small �le containing a self-certifying path, and terminates the connection asfast as it can. We run this client program simulta-neously on two OpenBSD machines. In all experi-ments, the certi�cate is in the main memory of theserver, so we are limited by software performance,not by disk performance. This scenario is realisticsince we envision that important on-line certi�cateauthorities would have large enough memories toavoid frequent disk accesses, like DNS second-levelservers.The SFS read-only protocol performs client-sidename resolution, unlike the Web server whichperforms server-side name resolution. We mea-sured both single-component and multi-componentlookups. (For instance, http://host/a.htmlcauses a single-component lookup while http://host/a/b/c/d.html causes a multi-component
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graphic operations. The read-write server is bottle-necked by public key decryptions, which each take24 msec. Hence, the read-write server can at bestachieve 38 (1000/24) connections per second. Bycomparing the read-write server to the Apache Webserver with SSL, we see that the read-write server isin fact quite e�cient; the SSL protocol requires moreand slower cryptographic operations on the serverthan the SFS read-only protocol.By comparing the read-only server with an inse-cure Apache server, we can conclude that the read-only server is a good platform for serving read-onlydata to many clients; the number of connections persecond is only 32% lower than that of the insecureApache server. In fact, the performance of SFS read-only is within an order of magnitude of the perfor-mance of a DNS root server, which according to Net-work Solutions can sustain about 4,000 lookups persecond (DNS uses UDP instead of TCP). Since theDNS root servers can support on-line name resolu-tion for the Internet, this comparison suggests thatit is reasonable to build a distributed on-line certi�-cate authority using SFS read-only servers.A multi-component lookup is faster with HTTPthan with SFSRO. The SFSRO client must make twoRPCs per component. Hence, there is a slowdownfor deep directories. In practice, the impact on per-formance will depend on whether clients do multi-component lookups once, and then never look at thesame directory again, or rather, amortize the cost ofwalking the �le system over multiple lookups. In anysituation in which a single read-only client does mul-tiple lookups in the same directory, the client shouldhave performance similar to the single-componentcase because it will cache the components along thepath.In the case of our CA benchmark, it is realistic toexpect all �les to reside in the root directory. Thus,this usage scenario minimizes people's true multi-component needs. On the other hand, if the rootdirectory is huge, then SFS read-only will requirea logarithmic number of round-trips for a lookup.However, SFS read-only will still outperform HTTPon a typical �le system because Unix typically per-forms directory lookups in time linear in the num-ber of directory entries; SFS read-only performs alookup in logarithmic time in the number of direc-tory entries.
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