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AGENDA

▸ Presentation and Discussion of  

▸ The Process Group Approach to Reliable Distributed 
Computing, Birman. CACM, Dec 1993, 36(12):37-53.  

▸ Sinfonia: A new paradigm for building scalable distributed 
systems. Marcos K. Aguilera, Arif Merchant, Mehul Shah, 
Alistair Veitch, Christos Karamanolis. November 2009 
Transactions on Computer Systems (TOCS), Volume 27 Issue 3  

▸ Background 

▸ Eric Brewer’s CAP Conjecture / Theorem 

▸ Bimodal Multicast



PROCESS GROUP TAKEAWAYS

▸ Reliable components do not make a reliable system 

▸ Many applications are naturally structured into groups 

▸ In distributed computing, Performance ~ Asynchrony 

▸  Virtual Synchrony



COMPARISON TO STATE MACHINES

▸ “The state machine approach is a general method for 
implementing a fault-tolerant service by replicating servers 
and coordinating client interactions with server replicas” - 
Fred B. Schneider - Implementing Fault-Tolerant Services 
Using the State Machine Approach: A Tutorial  

▸ Both approaches deal with reliable interprocess 
communication 

▸ Members of process groups can collaborate in a variety 
ways, not just replicate



SINFONIA TAKEAWAYS

▸ Paradigm for distributed infrastructure applications 

▸ Interprocess communication via atomic minitransactions 

▸ Allows for implementation of process group approach 

▸ Support for caching at application level 

▸ Clever increase of asynchrony / performance through a 
pre-computation step



COMPARISON BETWEEN PROCESS GROUP APPROACH AND SINFONIA

▸ Both are concerned with making distributed systems 
reliable and efficient 

▸ Sinfonia possesses more generality 

▸ Both identified the main performance factor of distributed 
systems to be the decoupling of processes 

▸ Process group: Virtual Synchrony 

▸ Sinfonia: Minitransactions, Pre-computation, Caching



ERIC BREWER’S CAP CONJECTURE

▸ CAP stands for* 

▸ Consistency: reads receive the most recent version of the data 
or an error 

▸ Availability: every request receives a response 

▸ Partition tolerance: the system is fault-tolerant with respect to 
network failures 

▸ States that one cannot have all three simultaneously. 

▸ Trade-offs are possible
*Definitions from wikipedia.com: CAP Theorem

BACKGROUND

http://wikipedia.com


CHALLENGES OF RELIABLE DISTRIBUTED SYSTEMS

A NAIVE APPROACH TO RELIABLE DATA STREAMS

▸ What happens if connection between C and  S1 breaks?

the history and in the subsequent 
postings, incorrect behavior might 
result. 

Explicit groups: A group is explicit 
when its members cooperate directly: 
they know themselves to be members 
of  the group, and employ algorithms 
that incorporate the list o f  members, 
relative rankings within the list, or in 
which responsibility for responding 
to requests is shared. 

Explicit groups have additional 
needs stemming from their use of  
group membership information: in 
some sense, membership changes are 
among the information being pub- 
lished to an explicit group. For ex- 
ample, a fault-tolerant service might 
have a primary member that takes 
some action and an ordered set of  
backups that take over, one by one, if 
the current primary fails. Here, 
group membership changes (failure 
of  the primary) trigger actions by 
group members. Unless the same 
changes are seen in the same order 
by all members, situations could arise 
in which there are no primaries, or 
several. Similarly, a parallel database 
search might be done by ranking the 
group members and then dividing 
the database into n parts, where n is 
the number  of  group members. Each 
member would do 1/n'th of  the work, 
with the ranking determining which 
member handles which fragment of  
the database. The members need 
consistent views of  the group mem- 
bership to perform such a search 
correctly; otherwise, two processes 
might search the same part of  the 
database while some other part re- 
mains unscanned, or they might par- 
tition the database inconsistently. 

Thus, a number  of  technical prob- 
lems must be considered in develop- 
ing software for implementing dis- 
tributed process groups: 

• Support for group communication, 
including addressing, failure atomic- 
ity, and message delivery ordering. 
• Use of group membership as an input. 
It should be possible to use the group 
membership or changes in member- 
ship as input to a distributed algo- 
rithm (one run concurrently by mul- 
tiple group members). 
• Synchronization. To obtain globally 
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correct behavior from group applica- 
tions, it is necessary to synchronize 
the order  in which actions are taken, 
particularly when group members 
will act independently on the basis of  
dynamically changing, shared infor- 
mation. 

The first and last of  these prob- 
lems have received considerable 
study. However, the problems cited 
are not independent: their integra- 
tion within a single framework is 
nontrivial. This integration issue 
underlies our virtual synchrony exe- 
cution model. 

Bui lding D is t r ibu ted  Services 
O v e r  C o n v e n t i o n a l  Techno log ies  
In this section we review the techni- 
cal issues raised in the preceding sec- 
tion. In each case, we start by de- 
scribing the problem as it might be 
approached by a developer working 
over a contemporary computing sys- 

Figure  1. Broker 's  t r a d i n g  sys tem 

Figure  2. Mak ing  an analyt ic  
service f a u l t - t o l e r a n t  

C S ~ S  ~ Primary 
Backup 

Figure  3. Inconsistent c o n n e c -  
t ion  states 
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▸ Not partition-tolerant
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CHALLENGES OF RELIABLE DISTRIBUTED SYSTEMS

MESSAGE-ORDERING PROBLEMS

▸ Concurrent messages 

▸ Dependencies  

▸ Note: This figure does not 
seem to fit the text

sender  sends the message to the des- 
tinations, which acknowledge re- 
ceipt. Al though the destinations can 
deliver the message at this point, they 
need to keep a copy: should the 
sender  fail dur ing  the first round,  
the destination processes that have 
received copies will need to finish the 
protocol on the sender 's behalf. In 
the second round,  if  no failure has 
occurred,  then the sender  tells all 
destinations that the first round  has 
finished. They acknowledge this 
message and make a note that the 
sender is enter ing the third round.  
During the third round,  each desti- 
nation discards all information about 
the message- -de le t ing  the saved 
copy of  the message and any other  
data it was maintaining. 

When a failure occurs, a process 
that has received a first- or second- 
round  message can terminate the 
protocol. The  basic idea is to have 
some member  of  the destination set 
take over the round  that the sender  
was running  when it failed; processes 
that have already received messages 
in that round  detect duplicates and 
respond to them as they responded  
after the original reception. The  pro- 
tocol is s traightforward,  and we leave 
the details to the reader.  

This three- round multicast proto-  
col does not obtain any form of  pipe- 
lined or  asynchronous data flow 
when invoked many times in succes- 
sion, and the use of  RPC limits the 
degree  of  communicat ion concur- 
rency dur ing  each round  (it would be 
better  to send all the messages at 
once, and to collect the replies in par- 
allel). These features make the pro- 
tocol expensive. Much better  solu- 
tions have been described in the 
l i terature (see [9, 11] for more detail 
on the approach used in ISIS, and 
for a summary of  other  work in the 
area). 

Recall that in the subsection "Con- 
ventional Message-Passing Technol- 
ogies," we indicated that systemwide 
agreement  on membership  was an 
impor tant  proper ty  of  our  overall 
approach.  It is interesting to realize 
that a protocol such as this is greatly 
simplified because failures are re- 
por ted  consistently to all processes in 
the system. If  failure detection were 
by an inconsistent mechanism, it 
would be very difficult to convince 
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oneself  that the protocol is correct 
(indeed, as stated, the protocol could 
deliver duplicates if failures are re- 
por ted  inaccurately). The  meri t  of  
solving such a problem at a low level 
is that we can then make use of  the 
consistency propert ies  of  the solution 
when reasoning about protocols that 
react to failures. 

Summary of issues. The  previous 
discussion pointed to some of  the 
potential pitfalls that confront  the 
developer  of  group software working 
over a conventional operat ing sys- 
tem: (1) weak suppor t  for reliable 
communication,  notably inconsis- 
tency in the situations in which chan- 
nels break, (2) group address expan- 
sion, (3) delivery order ing  for 
concurrent  messages, (4) delivery 
order ing  for sequences of  related 
messages, (5) state transfers, and 
(6) failure atomicity. This list is not 
exhaustive: we have overlooked 
questions involving real-time deliv- 
ery guarantees,  and persistent data- 

Figure 4. Message-order ing  
prob lems 

Figure S. T h r e e - r o u n d  rel iable 
mul t icast  
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CHALLENGES OF RELIABLE DISTRIBUTED SYSTEMS

STATE TRANSFER PROBLEMS

▸ S3 is not consistent

sender  sends the message to the des- 
tinations, which acknowledge re- 
ceipt. Al though the destinations can 
deliver the message at this point, they 
need to keep a copy: should the 
sender  fail dur ing  the first round,  
the destination processes that have 
received copies will need to finish the 
protocol on the sender 's behalf. In 
the second round,  if  no failure has 
occurred,  then the sender  tells all 
destinations that the first round  has 
finished. They acknowledge this 
message and make a note that the 
sender is enter ing the third round.  
During the third round,  each desti- 
nation discards all information about 
the message- -de le t ing  the saved 
copy of  the message and any other  
data it was maintaining. 

When a failure occurs, a process 
that has received a first- or second- 
round  message can terminate the 
protocol. The  basic idea is to have 
some member  of  the destination set 
take over the round  that the sender  
was running  when it failed; processes 
that have already received messages 
in that round  detect duplicates and 
respond to them as they responded  
after the original reception. The  pro- 
tocol is s traightforward,  and we leave 
the details to the reader.  

This three- round multicast proto-  
col does not obtain any form of  pipe- 
lined or  asynchronous data flow 
when invoked many times in succes- 
sion, and the use of  RPC limits the 
degree  of  communicat ion concur- 
rency dur ing  each round  (it would be 
better  to send all the messages at 
once, and to collect the replies in par- 
allel). These features make the pro- 
tocol expensive. Much better  solu- 
tions have been described in the 
l i terature (see [9, 11] for more detail 
on the approach used in ISIS, and 
for a summary of  other  work in the 
area). 

Recall that in the subsection "Con- 
ventional Message-Passing Technol- 
ogies," we indicated that systemwide 
agreement  on membership  was an 
impor tant  proper ty  of  our  overall 
approach.  It is interesting to realize 
that a protocol such as this is greatly 
simplified because failures are re- 
por ted  consistently to all processes in 
the system. If  failure detection were 
by an inconsistent mechanism, it 
would be very difficult to convince 
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oneself  that the protocol is correct 
(indeed, as stated, the protocol could 
deliver duplicates if failures are re- 
por ted  inaccurately). The  meri t  of  
solving such a problem at a low level 
is that we can then make use of  the 
consistency propert ies  of  the solution 
when reasoning about protocols that 
react to failures. 

Summary of issues. The  previous 
discussion pointed to some of  the 
potential pitfalls that confront  the 
developer  of  group software working 
over a conventional operat ing sys- 
tem: (1) weak suppor t  for reliable 
communication,  notably inconsis- 
tency in the situations in which chan- 
nels break, (2) group address expan- 
sion, (3) delivery order ing  for 
concurrent  messages, (4) delivery 
order ing  for sequences of  related 
messages, (5) state transfers, and 
(6) failure atomicity. This list is not 
exhaustive: we have overlooked 
questions involving real-time deliv- 
ery guarantees,  and persistent data- 

Figure 4. Message-order ing  
prob lems 

Figure S. T h r e e - r o u n d  rel iable 
mul t icast  
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CHALLENGES OF RELIABLE DISTRIBUTED SYSTEMS

SUMMARY OF CHALLENGES

▸ Reliable communication, especially in the presence of 
network failures 

▸ Consistent group membership information 

▸ Sensible group message ordering 

▸ Consistent state transfer 

▸ Fault tolerance



ONE MIGHT EXPECT THE RELIABILITY OF 
A DISTRIBUTED SYSTEM TO 
CORRESPOND DIRECTLY TO THE 
RELIABILITY OF ITS CONSTITUENTS, BUT 
THIS IS NOT ALWAYS THE CASE.

Kenneth P. Birman - The Process Group Approach 
to Reliable Distributed Computing

MOTIVATING THE PROCESS GROUP APPROACH



THE PROCESS GROUP APPROACH

▸ Goals: scalability, reliability, and simplicity 

▸ Structure processes in groups 

▸ Focus on inter- and intra group communication 

▸ Example: Isis 

▸ Group multicast 

▸ Virtual synchrony 

▸ Persistent storage



THE PROCESS GROUP APPROACH

TWO BASIC TYPES OF GROUPS

▸ Anonymous groups 

▸ Arise with producer/consumer applications 

▸ Messages should be delivered once, in sensible order 

▸ Explicit groups 

▸ Arise when applications are cooperating 

▸ Need consistent membership information to be effective



THE PROCESS GROUP APPROACH

COMMUNICATION BETWEEN GROUP MEMBERS

▸ Multicast: message from one process to multiple 
destination processes 

▸ Ensure that a message is received once by every 
destination 

▸ Ensure that multicasts are received in the same order by 
each process 

▸ Explicit groups can communicate in ways unique to the 
application



COMMUNICATION BETWEEN GROUP MEMBERS

THREE-ROUND MULTICAST

▸ No pipelining, or asynchronous communication

sender  sends the message to the des- 
tinations, which acknowledge re- 
ceipt. Al though the destinations can 
deliver the message at this point, they 
need to keep a copy: should the 
sender  fail dur ing  the first round,  
the destination processes that have 
received copies will need to finish the 
protocol on the sender 's behalf. In 
the second round,  if  no failure has 
occurred,  then the sender  tells all 
destinations that the first round  has 
finished. They acknowledge this 
message and make a note that the 
sender is enter ing the third round.  
During the third round,  each desti- 
nation discards all information about 
the message- -de le t ing  the saved 
copy of  the message and any other  
data it was maintaining. 

When a failure occurs, a process 
that has received a first- or second- 
round  message can terminate the 
protocol. The  basic idea is to have 
some member  of  the destination set 
take over the round  that the sender  
was running  when it failed; processes 
that have already received messages 
in that round  detect duplicates and 
respond to them as they responded  
after the original reception. The  pro- 
tocol is s traightforward,  and we leave 
the details to the reader.  

This three- round multicast proto-  
col does not obtain any form of  pipe- 
lined or  asynchronous data flow 
when invoked many times in succes- 
sion, and the use of  RPC limits the 
degree  of  communicat ion concur- 
rency dur ing  each round  (it would be 
better  to send all the messages at 
once, and to collect the replies in par- 
allel). These features make the pro- 
tocol expensive. Much better  solu- 
tions have been described in the 
l i terature (see [9, 11] for more detail 
on the approach used in ISIS, and 
for a summary of  other  work in the 
area). 

Recall that in the subsection "Con- 
ventional Message-Passing Technol- 
ogies," we indicated that systemwide 
agreement  on membership  was an 
impor tant  proper ty  of  our  overall 
approach.  It is interesting to realize 
that a protocol such as this is greatly 
simplified because failures are re- 
por ted  consistently to all processes in 
the system. If  failure detection were 
by an inconsistent mechanism, it 
would be very difficult to convince 
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oneself  that the protocol is correct 
(indeed, as stated, the protocol could 
deliver duplicates if failures are re- 
por ted  inaccurately). The  meri t  of  
solving such a problem at a low level 
is that we can then make use of  the 
consistency propert ies  of  the solution 
when reasoning about protocols that 
react to failures. 

Summary of issues. The  previous 
discussion pointed to some of  the 
potential pitfalls that confront  the 
developer  of  group software working 
over a conventional operat ing sys- 
tem: (1) weak suppor t  for reliable 
communication,  notably inconsis- 
tency in the situations in which chan- 
nels break, (2) group address expan- 
sion, (3) delivery order ing  for 
concurrent  messages, (4) delivery 
order ing  for sequences of  related 
messages, (5) state transfers, and 
(6) failure atomicity. This list is not 
exhaustive: we have overlooked 
questions involving real-time deliv- 
ery guarantees,  and persistent data- 

Figure 4. Message-order ing  
prob lems 

Figure S. T h r e e - r o u n d  rel iable 
mul t icast  
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THE PROCESS GROUP APPROACH

CLOSELY SYNCHRONOUS EXECUTION

▸ Execution of each process consists of events 

▸ A global execution consists of a set of process executions 

▸ Every global event is seen in the same order by each 
process in a group 

▸ A multicast to a group is delivered to all processes of that 
group

Definition from Birman 1993



CLOSELY SYNCHRONOUS EXECUTION

▸ Synchronous execution grants reliable,  predictable behavior. 

▸ What about efficiency?

THE PROCESS GROUP APPROACH

ceiving m2, hence m3 may be causally 
dependen t  on ms. Processes execut- 
ing in a closely synchronous model  
would never see anything inconsist- 
ent with this causal dependency  rela- 
tion. 
• State transfer: State transfer  occurs 
at a well-defined instant in time in 
the model. I f  a group member  
checkpoints the group state at the 
instant when a new member  is 
added,  or sends something based on 
the state to the new member ,  the 
state will be well def ined and com- 
plete. 
• Failure atomicity: The  close syn- 
chrony model  treats a multicast as a 
single logical event, and reports  fail- 
ures through group membership  
changes that are o rde red  with re- 
spect to multicast. The  all or  nothing 
behavior of  an atomic multicast is 
thus implied by the model. 

Unfortunately,  al though closely 
synchronous execution simplifies 
distr ibuted application design, the 
approach cannot be applied directly 
in a practical setting. First, achieving 
close synchrony is impossible in the 
presence of  failures. Say that pro- 
cesses s] and s2 are in group G and 
message m is multicast to G. Consider 
Sl at the instant before it delivers m. 
According to the close synchrony 
model, it can only deliver m if sz will 
do so also. But sl has no way to be 
sure that s2 is still operational,  hence 
s~ will be unable to make progress 
[36]. Fortunately,  we can finesse this 
issue: if s2 has failed, it will hardly be 
in a position to dispute the assertion 
that m was delivered to it first! 

A second concern is that maintain- 
ing close synchrony is expensive. The  
simplicity of  the approach stems in 
part  f rom the fact that the entire 
process group advances in lockstep. 
But, this also means that the rate of  
progress each group member  can 
make is limited by the speed of  the 
other  members,  and this could have a 
huge performance impact. What  is 
needed is a model  with the concep- 
tual simplicity of  close synchrony, but  
that is capable of  efficiently support-  
ing very high th roughput  applica- 
tions. 

In  distr ibuted systems, high 
th roughput  comes from asynchronous 
interactions: pat terns of  execution in 
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which the sender of  a message is per- 
mitted to continue executing without 
waiting for delivery. An asynchro- 
nous approach treats the communi-  
cations system like a bounded  buffer,  
blocking the sender only when the 
rate of  data  product ion exceeds the 
rate of  consumption,  or  when the 
sender  needs to wait for a reply or  
some other  input  (Figure 7). The  
advantage of  this approach is that the 
latency (delay) between the sender 
and the destination does not affect 
the data transmission r a t e - - t h e  sys- 
tem operates in a pipel ined manner ,  
permit t ing both the sender  and des- 
tination to remain  continuously ac- 
tive. Closely synchronous execution 
precludes such pipelining, delaying 
execution of  the sender until the 
message can be delivered. 

This motivates the virtual syn- 
chrony approach.  A virtually syn- 
chronous system permits asynchro- 
nous executions for which there 
exists some closely synchronous exe- 
cution indistinguishable from the 

Figure 6. ClOSely synchronous 
execution 

Figure 7. Asynchronous pipe- 
lining 
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ACHIEVING CLOSE SYNCHRONY 
IS IMPOSSIBLE IN THE 
PRESENCE OF FAILURES.

THE PROCESS GROUP APPROACH

Kenneth P. Birman - The Process Group Approach 
to Reliable Distributed Computing



THE PROCESS GROUP APPROACH

VIRTUAL SYNCHRONY

▸ Allows for those asynchronous executions, which are 
indistinguishable from synchronous ones 

▸ Prospect of dramatic performance improvement 

▸ Sensible event ordering is crucial 

▸ In the absence of synchronized clocks, this cannot be a 
temporal ordering 

▸ See Lamport’s “Time, Clocks, and the Ordering of Events in 
a Distributed System”



THE PROCESS GROUP APPROACH

CAUSAL EVENT ORDERING

▸ FIFO message delivery between a client-pair won’t work 

▸ M1 has to be delivered to both S1 and S2 before M2

0 B u s i n e s s  C o m p u t i n g  

asynchronous one. In general, this 
means that for each application, 
events need to be synchronized only 
to the degree that the application is 
sensitive to event ordering. In some 
situations, this approach will be iden- 
tical to close synchrony. In others, it 
is possible to deliver messages in dif- 
ferent orders at different processes, 
without the application noticing. 
When such a relaxation of order is 
permissible, a more asynchronous 
execution results. 

Order sensitivity in distributed sys- 
tems. We are led to a final technical 
question: "when can synchronization 
be relaxed in a virtually synchronous 
distributed system?" Two forms of 
ordering turn  out to be useful; one is 
"stronger" than the other, but also 
more costly to support. 

Consider a system with two pro- 
cesses, Sl and s2, sending messages 
into a group G with members g~ and 
g2. sl sends message m] to G and, con- 
currently, sz sends m 2. In a closely 
synchronous system, g] and g2 would 
receive these messages in identical 
orders. If, for example, the messages 
caused updates to a data structure 
replicated within the group, this 
property could be used to ensure 
that the replicas remain identical 
through tlhe execution of the system. 
A multicast with this property is said 
to achieve an atomic delivery ordering, 
and is denoted ABCAST. ABCAST 
is an easy primitive to work with, but 
costly to implement. This cost stems 
from the tollowing consideration: An 
ABCAST message can only be deliv- 
ered when it is known that no prior 
ABCAST remains undelivered. This 
introduce,; latency: messages ml and 
m2 must he delayed before they can 
be delivered to g] and g,2. Such a de- 
livery latency may not be visible to 
the application. But, in cases in which 
s~ and s2 need responses from gl and/ 
or g2, or where the senders and desti- 
nations are the same, the application 
will experience a significant delay 
each time an ABCAST is sent. The  
latencies involved can be very high, 
depending  on how the ABCAST 
protocol is. engineered. 

Not all applications require such a 
strong, costly, delivery ordering. 
Concurrent  systems often use some 
form of synchronization or mutual  

exclusion mechanism to ensure that 
conflicting operations are performed 
in some order. In a parallel shared-  
memory environment,  this is nor- 
mally done using semaphores 
around critical sections of code. In a 
distributed system, it would normally 
be done by using some form of lock- 
ing or token passing. Consider such a 
distributed system, having the prop- 
erty that two messages can be sent 
concurrently to the same group only 
when their effects on the group are inde- 
pendent. In the preceding example, 
either Sl and s2 would be prevented 
from sending concurrently (i.e., if ml 
and m 2 have potentially conflicting 

M1 

S~ S 2 

Figure 8. Causal ordering 

effects on the states of the members 
of G), or if they are permitted to send 
concurrently, the delivery orders 
could be arbitrarily interleaved, be- 
cause the actions on receiving such 
messages commute. 

It might seem that the degree of 
delivery ordering needed would be 
first-in, first-out, (FIFO). However, 
this is not quite right, as illustrated in 
Figure 8. Here we see a situation in 
which s], holding mutual  exclusion, 
sends message ml, but then releases 
its mutual exclusion lock to s2, which 
sends m 2. Perhaps, m] and m2 are 
updates to the same data item; the 
order of delivery could therefore be 
quite important.  Although there is 
certainly a sense in which ml was sent 
"first," notice that a FIFO delivery 
order would not enforce the desired 
ordering, since FIFO order is usually 
defined for a (sender, destination) 
pair, and here we have two senders. 
The ordering property needed for 
this example is that if mr causally pre- 
cedes m2, then ml should be deliv- 
ered before m2 at shared destina- 

tions, corresponding to a multicast 
primitive denoted CBCAST. Notice 
that CBCAST is weaker than AB- 
CAST, because it permits messages 
that were sent concurrently to be de- 
livered to overlapping destinations in 
different sequences. 7 

The major advantage of CBCAST 
over ABCAST is that it is not subject 
to the type of latency cited previ- 
ously. A CBCAST message can be 
delivered as soon as any prior mes- 
sages have been delivered, and all the 
information needed to determine 
whether any prior messages are out- 
standing can be included, at low 
overhead, on the CBCAST message 
itself. Except in unusual  cases where 
a prior message is somehow delayed 
in the network, a CBCAST message 
will be delivered immediately on re- 
ceipt. 

The ability to use a protocol such 
as CBCAST is highly dependent  on 
the nature of the application. Some 
applications have a mutual exclusion 
structure for which causal delivery 
ordering is adequate, while others 
would need to introduce a form of 
locking to be able to use CBCAST 
instead of ABCAST. Basically, 
CBCAST can be used when any con- 
flicting multicasts are uniquely or- 
dered along a single causal chain. In  
this case, the CBCAST guarantee is 
strong enough to ensure that all the 
conflicting multicasts are seen in the 
same order  by all recipients--  
specifically, the causal dependency 
order. Such an execution system is 
virtually synchronous, since the out- 
come of the execution is the same as 
if an atomic delivery order had been 
used. 

The CBCAST communication 
pattern arises most often in a process 
group that manages replicated (or 
coherently cached) data using locks 
to order  updates. Processes that up- 
date such data first acquire the lock, 
then issue a stream of asynchronous 
updates, and then release the lock. 

7The statement that CBCAST is "weaker" than 
ABCAST may seem imprecise: as we have 
stated the problem, the two protocols simply 
provide different forms of ordering. However,  
the ISIS version of  ABCAST actually extends 
the partial CBCAST ordering into a total one: it 
is a causal atomic muhicast primitive. An argu- 
ment  can be made that an ABCAST protocol 
that is not causal cannot be used asyuchro- 
nously, hence we see strong reasons for imple- 
menting ABCAST in this manner. 
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THE PROCESS GROUP APPROACH

ASYNCHRONOUS PIPELINING 

▸ Allows P1 to make progress while S1 has not issued a read 

▸ This works in the presence of multiple S’s

ceiving m2, hence m3 may be causally 
dependen t  on ms. Processes execut- 
ing in a closely synchronous model  
would never see anything inconsist- 
ent with this causal dependency  rela- 
tion. 
• State transfer: State transfer  occurs 
at a well-defined instant in time in 
the model. I f  a group member  
checkpoints the group state at the 
instant when a new member  is 
added,  or sends something based on 
the state to the new member ,  the 
state will be well def ined and com- 
plete. 
• Failure atomicity: The  close syn- 
chrony model  treats a multicast as a 
single logical event, and reports  fail- 
ures through group membership  
changes that are o rde red  with re- 
spect to multicast. The  all or  nothing 
behavior of  an atomic multicast is 
thus implied by the model. 

Unfortunately,  al though closely 
synchronous execution simplifies 
distr ibuted application design, the 
approach cannot be applied directly 
in a practical setting. First, achieving 
close synchrony is impossible in the 
presence of  failures. Say that pro- 
cesses s] and s2 are in group G and 
message m is multicast to G. Consider 
Sl at the instant before it delivers m. 
According to the close synchrony 
model, it can only deliver m if sz will 
do so also. But sl has no way to be 
sure that s2 is still operational,  hence 
s~ will be unable to make progress 
[36]. Fortunately,  we can finesse this 
issue: if s2 has failed, it will hardly be 
in a position to dispute the assertion 
that m was delivered to it first! 

A second concern is that maintain- 
ing close synchrony is expensive. The  
simplicity of  the approach stems in 
part  f rom the fact that the entire 
process group advances in lockstep. 
But, this also means that the rate of  
progress each group member  can 
make is limited by the speed of  the 
other  members,  and this could have a 
huge performance impact. What  is 
needed is a model  with the concep- 
tual simplicity of  close synchrony, but  
that is capable of  efficiently support-  
ing very high th roughput  applica- 
tions. 

In  distr ibuted systems, high 
th roughput  comes from asynchronous 
interactions: pat terns of  execution in 
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which the sender of  a message is per- 
mitted to continue executing without 
waiting for delivery. An asynchro- 
nous approach treats the communi-  
cations system like a bounded  buffer,  
blocking the sender only when the 
rate of  data  product ion exceeds the 
rate of  consumption,  or  when the 
sender  needs to wait for a reply or  
some other  input  (Figure 7). The  
advantage of  this approach is that the 
latency (delay) between the sender 
and the destination does not affect 
the data transmission r a t e - - t h e  sys- 
tem operates in a pipel ined manner ,  
permit t ing both the sender  and des- 
tination to remain  continuously ac- 
tive. Closely synchronous execution 
precludes such pipelining, delaying 
execution of  the sender until the 
message can be delivered. 

This motivates the virtual syn- 
chrony approach.  A virtually syn- 
chronous system permits asynchro- 
nous executions for which there 
exists some closely synchronous exe- 
cution indistinguishable from the 

Figure 6. ClOSely synchronous 
execution 

Figure 7. Asynchronous pipe- 
lining 
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THE PROCESS GROUP APPROACH

BENEFITS OF VIRTUAL SYNCHRONY

▸ Efficient, asynchronous communication 

▸ Allows developers to assume close synchrony  

▸ The notion of group state is sensible 

▸ Dynamically changing group membership can be handled 
easily 

▸ Any disadvantages? Let’s look at the assumptions.



WE ALSO ASSUME THAT LAN 
COMMUNICATION PARTITIONS 
ARE RARE.

Kenneth P. Birman - The Process Group Approach 
to Reliable Distributed Computing

THE PROCESS GROUP APPROACH: ASSUMPTIONS



[…] PROCESSES AND PROCESSORS 
ARE ASSUMED TO FAIL BY HALTING 
WITHOUT INITIATING ERRONEOUS 
ACTIONS OR SENDING INCORRECT 
MESSAGES.
Kenneth P. Birman - The Process Group Approach 

to Reliable Distributed Computing

THE PROCESS GROUP APPROACH: ASSUMPTIONS



BACKGROUND

BIMODAL MULTICAST - BIRMAN ET AL 1999

▸ Uses two stages: 

▸ 1. Unreliable “best effort” delivery attempt 

▸ 2. Conditionally executed protocol which corrects 
message losses 

▸ Stage 1 is efficiently implemented using a spanning-tree 
over the application nodes



BACKGROUND

BIMODAL MULTICAST

▸ Graph assumes unreliable stage 1 failed
Figure from Birman et al 1999



THE PROCESS GROUP APPROACH

STYLES OF GROUPS IN ISIS

▸ The efficacy of groups relies on membership information

Server Client 

Peer Client server group 
group 

Diffusion Hierarchical 
group group 

Figure S. S ty les  o f  g r o u p s  

Styles of Groups 
The efficiency of a distributed sys- 
tem is limited by the information 
available to the protocols employed 
for communication. This was a con- 
sideration in developing the ISIS 
process group interface, in which a 
trade-off had to be made between 
simplicity of the interface and the 
availability of accurate information 
about group membership for use in 
multicast address expansion. Conse- 
quently, the ISIS application inter- 
face introduces four styles of process 
groups that differ in how processes 
interact with the group, illustrated in 
Figure 9 (anonymous groups are not 
distinguished from explicit groups at 
this level of the system). ISIS is opti- 
mized to detect and handle each of 
these cases efficiently. The four 
styles of process groups are: 

Peer groups: These arise where a set 
of processes cooperate closely, for 
example, to replicate data. The 
membership is often used as an input  
to the algorithm used in handling 
requests, as for the concurrent  data- 
base search described earlier. 
Client-server groups: In ISIS, any pro- 
cess can communicate with any 
group given the group's name and 
appropriate permissions. However, 
if a nonmember  of a group will mul- 
ticast to it repeatedly, better perfor- 
mance is obtained by first registering 
the sender as a client of the group; 
this permits the system to optimize 

9At the time of this writing our group is work- 
ing with the Open Software Foundation on in- 
tegration of a new version of the technology 
into Mach (the OSF 1/AD version) and with 
Unix International, which plans a reliable 
group mechanism for UI Atlas. 

the group addressing protocol. 
Diffusion groups: A diffusion group is a 
client-server group in which the cli- 
ents register themselves but in which 
the members of the group send mes- 
sages to the full client set and the cli- 
ents are passive sinks. 
Hierarchical groups: A hierarchical 
group is a structure built from multi- 
ple component  groups, for reasons 
of scale. Applications that use the 
hierarchical group initially contact its 
root group, but are subsequently re- 
directed to one of the constituent 
"subgroups." Group data would nor- 
mally be partitioned among the sub- 
groups. Although tools are provided 
for multicasting to the full member- 
ship of the hierarchy, the most com- 
mon communication pattern involves 
interaction between a client and the 
members of some subgroup. 

There  is no requirement  that the 
members of a group be identical, or 
even coded in the same language or 
executed on the same architecture. 
Moreover, multiple groups can be 
overlapped and an individual pro- 
cess can belong to as many as several 
hundred  different groups, although 
this is uncommon.  Scaling is dis- 
cussed later in this article. 

The Toolkit Inter face 
As noted earlier, the performance of 
a distributed system is often limited 
by the degree of communication 
pipelining achieved. The develop- 
ment  of asynchronous solutions to 
distributed problems can be tricky, 
and many ISIS users would rather 
employ less efficient solutions than 
risk errors. For this reason, the tool- 
kit includes asynchronous imple- 
mentations of the more important  
distributed programming para- 

digms. These include a synchroniza- 
tion tool that supports a form of 
locking (based on distributed to- 
kens), a replication tool for manag- 
ing replicated data, a tool for fault- 
tolerant primary-backup server de- 
sign that load-balances by making 
different group members act as the 
primary for different requests, and 
so forth (a partial list appears in the 
sidebar "ISIS Tools at a Process 
Group Level)," Using these tools, 
and following programming exam- 
ples in the ISIS manual,  even non- 
experts have been successful in de- 
veloping fault-tolerant, highly asyn- 
chronous distributed software. 

Figures 10 and 11 show a com- 
plete, fault-tolerant database server 
for maintaining a mapping from 
names (ascii strings) to salaries (inte- 
gers). The  example is in the C 
programming language. The server 
initializes ISIS and declares the pro- 
cedures that will handle update and 
inquiry requests. The isis_rrlsX.nloop 
dispatches incoming messages to 
these procedures as needed (other 
styles of main loop are also sup- 
ported). The formatted-I/O style of 
message generation and scanning is 
specific to the C interface, where 
type information is not available at 
run  time. 

The "state transfer" routines are 
concerned with sending the current  
contents of the database to a server 
that has just  been started and is join- 
ing the group. In this situation, ISIS 
arbitrarily selects an existing server 
to do a state transfer, invoking its 
state sending procedure. Each call 
that this procedure makes to 
xfer_out will cause an invocation of 
rcv_state on the receiving side; in 
our example, the latter simply passes 
the message to the update procedure 
(the same message format is used by 
sen6__state and update).  Of  course, 
there are many variants on this basic 
scheme. For example, it is possible to 
indicate to the system that only cer- 
tain servers should be allowed to 
handle state transfer requests, to re- 
fuse to allow certain processes to join,  
and so forth. The client program 
does a pg_looRup to find the server. 
Subsequently, calls to its query and 
update procedures are mapped into 
messages to the server. The  BCAST 
calls are mapped to the appropriate 
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SINFONIA

SINFONIA

▸ Similar system to Isis, but more recent 

▸ Targets data center infrastructure applications 

▸ Goals: reliability, consistency, scalability 

▸ Core idea: atomic minitransactions  

▸ Message-passing protocols are not exposed to developer



THE CORE TO ACHIEVING SCALABILITY 
IS TO DECOUPLE OPERATIONS 
EXECUTED BY DIFFERENT HOSTS AS 
MUCH AS POSSIBLE

Aguilera et al - Sinfonia: A New Paradigm for 
Building Scalable Distributed Systems

SINFONIA



SINFONIA

MINITRANSACTIONS

▸ Reduced complexity as compared to database 
transactions 

▸ Consist of three steps: 

▸ Pre-computation  

▸ Validation step 

▸ Action step

*Slide from Ken Birman’s Presentation for CS6410 Fall 2015



SINFONIA

MINITRANSACTIONS: PRE-COMPUTATION

▸ Gives Sinfonia remarkable performance and scalability 

▸ Computations can be executed asynchronously on cached 
copies of the system state without updating disk image  

▸ System states include uniquely identifiable version 
numbers 

▸ If version numbers of state replicas match, an update to 
the core state can be made 

▸ This can hide compute and communication costs

*From Ken Birman’s Presentation for CS6410 Fall 2015



SINFONIA

PERFORMANCE BENCHMARKS

Figure from Aguilera et al 2009



SINFONIA

SCALABILITY BENCHMARKS

Figure from Aguilera et al 2009



SINFONIA

SINFONIA GROUP COMMUNICATION SYSTEM

▸ Messages are stored in local circular queue 

▸ Also, a reference to them is put in a global list
Figure from Aguilera et al 2009



SINFONIA

SINFONIA GROUP COMMUNICATION SYSTEM

Figure from Aguilera et al 2009



COMPARISON BETWEEN PROCESS GROUP APPROACH AND SINFONIA

▸ Both are concerned with making distributed systems 
reliable and efficient 

▸ Sinfonia possesses more generality  

▸ Both identified the main performance factor of distributed 
systems to be the decoupling of processes 

▸ Process group: Virtual Synchrony 

▸ Sinfonia: Minitransactions, Pre-computation, Caching



DISCUSSION

▸ What trade-offs are Sinfonia and ISIS making with respect 
to CAP? Are the trade-offs different? 

▸ How does Sinfonia GCS’s multicast strategy compare to 
ISIS? 

▸ What did you find interesting about the papers? 

▸ Feel free to ask your own question!



THANK YOU FOR 
LISTENING
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