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What is a Kernel?

• Helps provide a layer of abstraction 
between applications and hardware

• Lowest layer of abstraction in OS
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Types of Kernels

• Monolithic Kernels

• µ-Kernels

• Hybrid Kernels

• Nanokernels

• Exokernels
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Monolithic Kernels
• All OS code runs in kernel space

• Same level of privilege

• Same address space

• Kernel code becomes large, difficult to 
code and debug

• One bug can bring the whole thing down

• Ex: Multics, Unix, Linux, DOS, Windows 9x
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Monolithic Kernels
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Kernel Responsibilities

• Scheduling

• Memory Management

• IPC

• Device I/O (including file systems)

• Security (including CPU mode)

• User Interface
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µ-Kernels

• Minimum software needed for an OS

• Kernel includes scheduling, memory 
management, and IPC

• Everything else in User Space

• Examples: Mach, L4, seL4
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Kernel Comparison
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µ-Kernels Pros & Cons

• Clean system architecture

• Easy to maintain

• Better fault tolerance of components

• Better portability

• More memory needed

• Performance loss due to context switches
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The Duality of Memory and Communication 
in the Implementation of a Multiprocessor 

Operating System

• SOSP - 1987

• Notable Authors:

• Richard Rashid - Lead Developer of 
Mach, Senior Vice President of Microsoft 
Research since 2000

• Avadis Tevanlan - Former Head of 
Software at NeXT, Chief Software Tech 
Officer at Apple until 2006
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Mach

• One of the first µ-kernels

• Developed at CMU from 1985-1994

• Successor to CMU’s Accent kernel

• v2.5 integrated into the XNU kernel, 
appears in NeXTSTEP, Mac OS X, and iOS.
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Mach Primitives

• task - basic unit of resource allocation

• thread - basic unit of computation

• port - communication channel (many 
senders, one receiver)

• message - variable size collection of objects
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Inter-Process 
Communication

• All data accessed by messages

• Ports serve as capabilities to objects

• Messages can transfer task’s address space

• Upon creation of task/thread, creator is 
given port to send messages

• Integrates with networked systems

Monday, September 19, 2011



Virtual Memory

• Task address space is ordered collection of 
memory regions

• Tasks create ports for their objects

• Copy-on-Write sharing used during task 
creation and message passing

• VM serves as a cache for Memory Objects
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External Memory

• All data in secondary storage represented 
by a Memory Object

• Ports serve as capabilities to MOs

• Mach acts as cache manager for MOs

• Modified data in VM must be flushed

• Asynchronous RPC used for Read/Write
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Applications

• UNIX

• Process migration via copy-on-reference

• Camelot - distributed transactions

• Agora - distributed speech recognition
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Problems

• Use of IPC for external storage introduced 
timeouts, complexity to file reads / writes

• Ports and services are difficult to locate

• While User Space calls are cheap, Kernel 
Space calls are frequent & expensive
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Performance?

• No detailed evaluation

• Huge performance hit due to heavy IPCs

• We’ll see numbers in the next paper
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The Performance of µ-Kernel 
Based Systems

• SOSP - 1997

• Notable Authors:

• Jochen Leidtche - Worked on ELAN, 
Eurnel, L3, and L4

• Demonstrated that µ-Kernels performed 
well if designed properly
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L4

• Second generation µ-Kernel

• Developed at IBM Watson Research Center

• Widely used, formed the basis for many 
successors

• Used to create highly secure & reliable 
systems
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L4 Primitives

• Thread - activity inside an address space

• Address Space - constructed atop physical 
memory, σo

• IPC - communicate across address spaces

• Pagers - user level servers recursively map 
address spaces on top σo

• I/O ports - treated like memory pages
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L4Linux Essentials

• Linux System calls are RPCs - IPCs between 
User process and Linux server

• Linux server operates in σo

• One thread used for sys calls & page faults

• Trampolines handle exceptions in user space

• Tagged TLBs avoid unnecessary CPU cache 
flushes for small address spaces
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L4 Innovations

• Lightweight IPC used with low overhead

• Optimized heavily in assembly

• No rights management in µ-kernel

• First µ-kernel to show high performance
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Evaluation

• Comparison of Linux, MkLinux, & L4Linux

• Goals:

• find overhead of L4Linux over Linux

• evaluate improvement of L4 over Mach

• show IPC significantly faster in L4Linux
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getpid system call

architecture 
dependent 
part 

Linux kernel 
drivers 

lines of C code 
Linuxlx86 L4Linux 

2,500 6,500 
2,000 E 2,000 
4,500 8,500 

105,000 
232,700 

Table 1: Source-code lines for LittuxLx86 and L4Linux. 

stable, and, as we’ll show, can run such extreme stress test as the 
AIM benchmark [2] to completion. 

5 Compatibility Performance 

In this section, we discuss the performance of L4Linux from the 
perspective of pure Linux applications. The conservative criterion 
for accepting a ,u-kernel architecture is that existing applications are 
not significantly penalized. So our first question is 

! What is the penalty of using PLinux instead of native Linux? 

To answer it, we ran identical benchmarks on native Linux and on 
L4Linux using the same hardware. Our second question is 

! Does the performance of the underlying p-kernel matter? 

To answer it, we compare L4Linux to MkLinux [lo], an OSF-de- 
veloped port of Linux running on the OSF Mach 3.0 p-kernel. Mk- 
Linux and L4Linux differ basically in the architecture-dependent 
part, except that the authors of MkLinux slightly modified Linux’ 
architecture-independent memory system to get better performance 
on Mach. Therefore, we assume that performance differences are 
mostly due to the underlying p-kernel. 

First, we compare I!Linux (which always runs in user mode) to 
the MkLinux variant that also runs in user mode. Mach is known 
for slow user-to-user IPC and expensive user-level page-fault han- 
dling [S, 211. So benchmarks should report a distinct difference 
between L4Linux and MkLinux if the p-kernel efficiency influences 
the whole system significantly. 

A faster version of MkLinux uses a co-located server run- 
ning in kernel mode and executing inside the p-kernel’s address 
space. Similar to Chorus’ supervisor tasks [32], co-located (in- 
kernel) servers communicate much more efficiently with each other 
and with the p-kernel than user-mode servers do. However, in 
order to improve performance, co-location violates the address- 
space boundaries of a p-kernel system, which weakens security and 
safety. So our third question is 

! How much does co-location improve performance? 

This question is evaluated by comparing user-mode L4Linnx to the 
in-kernel version of MkLinux. 

5.1 Measurement Methodology 
To obtain comparable and reproducible performance results, the 
same hardware was used throughout all measurements, including 
those of Section 6: a 133-MHz Pentium PC based on an ASUS 
P55TP4N motherboard using Intel’s 430FX chipset, equipped with 
a 256 KB pipeline-burst second-level cache and 64 MB of60 ns Fast 
Page Mode RAM. 

We used version 2 of the L.4 p-kernel. 
L?Linux is based on Linux version 2.0.21, h&Linux on version 

2.0.28. According to the ‘Linux kernel change summaries’ [7], only 
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performance-neutral bug fixes were added to 2.0.28, mostly in de- 
vice drivers. We consider both versions comparable. 

Microbenchmarks are used to analyze the detailed behaviour 
of L4Linux mechanisms while macrobenchmarks measure the sys- 
tem’s overall performance. 

Different microbenchmarks give significantly different results 
when measuring operations which take only I to 5 p. Statisti- 
cal methods like calculating the standard deviation are mislead- 
ing: two benchmarks report inconsistent results and both calculate 
very small standard deviation and high confidence. The reason is 
that a deterministic system is being measured that does not behave 
stochastically. For fast operations, most measurement errors are 
systematic. Some reasons are cache conflicts between measurement 
code and the system to be measured or miscalculation of the mea- 
surement overhead. We therefore do not only report standard devi- 
ations but show different microbenchmarks. Their differences give 
an impression of the absolute error. Fortunately, most measured 
times are large enough to show only small relative deviations. For 
larger operations, the above mentioned systematic errors probably 
add up to a pseudo-stochastic behaviour. 

5.2 Microbenchmarks 
For measuring the system-call overhead, getpid, the shortest 
Linus system call, was examined. To measure its cost under ideal 
circumstances, it was repeatedly invoked in a tight loop. Table 2 
shows the consumed cycles and the time per invocation derived 
from the cycle numbers. The numbers were obtained using the cy- 
cle counter register of the Pentium processor. L4Linux needs ap- 
proximately 300 cycles more than native Linux. An additional 230 
cycles are required whenever the trampoline is used instead of the 
shared library. MkLinux shows 3.9 times (in-kernel) or 29 times 
(user mode) higher system-call costs than L4Linux using the shared 
library. Unfortunately, L4Linux still needs 2.4 times as many cycles 
as native Linux. 

System Time Cycles 
Linux 1.68,us 223 
L4Linux 3.95 p 526 
L4Linux (trampoline) 5.66 p 753 
MkL.inux in-kernel 15.41 ps 2050 
MkLinux user 110.6Op 14710 

Table 2: getpidsystem-callcosts on the dtrerent implementations. 
(133 MHz Pentium) 

Client 

enter emulation library 
send system call message 

receive reply 

Cycles Server 

20 
168 wait for message 
131 -LINUX- 
188 send reply 

leave emulation library 19 
526 

Figure 5: Cycles spentfor getpid in L4Lintu: (133MHz Pentium) 

Figure 5 shows a more detailed breakdown of the L4Linux over- 
head. Under native Linux, the basic architectural overhead for en- 
tering and leaving kernel mode is 82 cycles, the bare hardware 
costs. In L?Linux, it corresponds to two IPCs taking 356 cycles 
in total. After deducting the basic architectural overhead from the 

L4Linux is 2.4x slower than Linux here!
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Imbench Results

write Jdevlnull [/or] 
null process [h] 
simple process [/or] 
S&h process [/or] 
mmap [/at] 
2-proc context switch [/or] 
8-proc context switch [/a~] 
pipe [/of] ‘, 
UDP [fof] 
RPCAJDP [/of] 
TCP [/of] 
RPUTCP [lull 
pipe IbW’] 
TCP [bw-‘1 
file rereadlbtv-‘1 
mmnp pread [bw-‘] 

4 64.5 

-t 25.8 

I I I 1 I , , I I I I 6 I 

1’ 2 3 4 5 6 7 8 9 10 11 12 13 14 

Figure 6: bnbench results, normalized to native Linus. These are presented as slowdowns: a shorter bar is a better result. [/a~] is a latency measurement, 
[by’] the inverse of a bandwidth one. Hardware is a 133 MHz Pentium. 

total system-call costs, 141 cycles remain for native Linux, 170 cy- 
cles for L4Limrx. The small difference of both values indicates that 
indeed IPC is the major cause-for additional costs in L4Linux. 

When removing the part called LINUX in Figure 5, the QLinux 
overhead code remains. It uses 45 cache lines, 9% of the first-level, 
cache, including the cache L4 needs for IPC. 

The bnbench [29] microbenchmark suite measures basic oper- 
ations like system calls, context switches, memory accesses, pipe 
operations, network operations, etc. by repeating the respective op- 
eration a large number of times. Imbench’s measuremenf methods 
have recently been criticized by Brown and Seltzer [6]. Theirim- 
proved hbench:OS microbenchmark suite covers a broader spec- 
trum of measurements and measures short operations more pre2 1 
cisely. Both benchmarks have basically been developed to com- 
pare different hardware from the OS perspective and therefore also 
include a variety of OS-independent benchmarks, in particular mea- 
suring the hardware memory system and the disk Since we always 
use the same hardware for our experiments, we present only the OS- 
dependent parts. The hardware-related measurements gave indeed 
the same results on all systems. 

Table 3 shows selected results of bnbench and hbench. It com- 
pares native Linux, L!Linux with and without trampoline, and both 
versions of MkLinux. Figure 6 plots the slowdown of L4Linux, co- 
located and user-mode MkLinux, normalized to native Linux. Both 
versions of MkLinux have a much higher penalty than L4Linux. 
Surprisingly, the effect of co-location is rather small compared to 
the effect of using LA. However, even the L?Linux penalties are not 
as low as we hoped. 

5.3 Macrobenchmarks 
In the first macrobenchmark experiment, we measured the time 
needed to recompile the Linux server (Figure 7). L4Linux was 6- 
7% slower than native Linux but lO-20% faster than both MkLinux 
versions. 

Figure 7: Real time for compiling the Linux Server (133 MHz Pen- 
tium) 

AIMMNlafed!aad 

Figure 8: AIMMultiuser Benchmark Suite VII. Real time per bench- 
mark run depending on AIM load units. (133 MHz Pentium) 

0 al 40 so m 100 140 
AIM &dated load 

Figure 9: AIM Multiuser Benchmark Suite VII. Jobs completed per 
minute depending on AIM load units. (133 MHz Pentium) 

A more systematic evaluation was done using the commercial 
AIM multiuser benchmark suite VII. It uses Load Mix Modeling to 
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1.5-2.5x slowdown seen here for L4Linux!
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AIM Benchmark

Over all loads, L4Linux is 8.3% slower than Linux
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[by’] the inverse of a bandwidth one. Hardware is a 133 MHz Pentium. 
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Figure 9: AIM Multiuser Benchmark Suite VII. Jobs completed per 
minute depending on AIM load units. (133 MHz Pentium) 

A more systematic evaluation was done using the commercial 
AIM multiuser benchmark suite VII. It uses Load Mix Modeling to 
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Pipes/RPC Performance

ing experiment to see whether introducing co-location in L4 would 
have a visible effect or not. 

6 Extensibility Perfojmahce _ 
No customer would use a p-kernel if it offered only the classical 
Unix API, even if the p-kernel imposed zero penalty on the OS 
personality on top. So we have to ask for the “added value” the 
p-kernel gives us. One such is that it enables specialization (im- 
proved implementation of special OS functionality [31]) and buys 
us extensibility i. e., permits the orthogonal implementation of new 
services and policies that are not covered by and cannot easily be 
added to a conventional workstation OS. Potential application fields 
are databases, real-time, multi-media and security. 

In this section, we are interested in the corresponding perfor- 
mance aspects for L4 with L?Linux running on top. We ask three 
questions: 

Can we add services outside L4Linux to improve performance 
by specializing Unix ,functionality? 

Can we improve certain applications by using native pzkemel 
mechanisms in addition to the classical-API? 

Can we achieve high performance for non-classical, Unix- 
incompatible systems coexisting with L4Linux? 

Currently, these questions can only be discussed on the basis of 
selected examples. The overall quantitative effects on large sys- 
tems remain still unknown. Nevertheless, we consider the “exis- 
tence proofs” of this section to be a necessary precondition to an- 
swer the aforementioned questions positively for a broad variety of 
applications. 

6.1 Pipes and RPC 
It is widely accepted that IPC can be implemented significantly 
faster in a p-kernel environment than in classical monolithic sys- 
tems. However, applications have to be rewritten to make use of 
it. Therefore, in this section we compare classical Unix pipes, pipe 
emulations through p-kernel IPC, and blocking RPC to get an esti- 
mate for the cost of emulation on various levels. 

We compare four variants of data exchange. The first is the 
standard pipe mechanism provided by the Linux kernel: (1) runs 
on native Linux/x86; (la) runs on L4Linux and uses the shared li- 
brary, (1 b) uses the trampoline mechanism instead; (lc) runs on the 
user-mode server of MkLinux, and (Id) on the co-located MkLinux 
server. 

Although the next three variants run on L!Linux, they do not use 
the Linux server’s pipe implementation. Asynchronouspipes on L4 
(2) is a user-level pipe implementation that runs on bare IA, uses L4 
IPC for communication, and needs no Linnx kernel. The emulated 
pipes are POSIX compliant, except that they do not support signal- 
ing. Since IA IPC is strictly synchronous, an additional thread is 
responsible for buffering and cross-address-space communication 
with the receiver. 

Synchronous RPC (3) uses blocking IPC directly, without buffer- 
ing data. This approach is not semantically equivalent to the previ- 
ous variants but provides blocking RPC semantics. We include it in 
this comparison because applications using PPC in many cases do 
not need asynchronous pipes, so they can benefit from this special- 
ization. 

For synchronous mapping RPC (4), the sender temporarily maps 
pages into the receiver’s address space. Since mapping is a spedia1 
form of L4 IPC, it can be freely used between user processes and 
is secure: mapping requires agreement between sender and receiver 

and the sender can only map its own pages. The measured times in- 
clude the cost for subsequent mu-napping operations. For hardware 
reasons, latency here is measured by mapping one page, not one 
byte. The bandwidth measurements map aligned 64 KB regions, 

For measurements, we used the corresponding lmbench routines, 
They measure latency by repeatedly sending 1 byte back and forth 
synchronously (ping-pong) and bandwidth by sending about 50 MB 
in 64KB blocks to the receiver. The results of Table 4 show thnt 
the latency and the bandwidth of the original monolithic pipe im- 
plementation (1) on native Linux can be improved by emulating 
asynchronous pipe operations on synchronous L4 IPC (2). Using 
synchronous L4 RPC (2) requires changes to some applications but 
delivers a factor of 6 improvement in latency over native Linux. 

System 1 I Latency Bandwidth 
(1) Linux pipe 29P 41 MB/s 
(1 a) L4Linux pipe 46/s 40 MB/s 
(lb) L4Linux (trampoline) pipe 56P 38 MB/s 
(lc) MkLinux (user) pipe 722 /ts IO MB/s 
(Id) MlcLinux (in-kernel) pipe 316~ 13 MB/s 

(2) IA pipe I 22/s 48-70 MB/s 
(3) synchronous I.4 RPC 5/s 65-l 05 MB/s 
(4) synchronous mapping RPC 12 ,us 2470-2900 MB/s 

Table 4: Pipe and RPCperjbmzance. (133 MHz Pentium.) Only com- 
munication costs are measured, not the costs to generate or consume data. 

Since the bandwidth measurement moves 64 KB chunks of data, 
its performance is basically determined by the memory hardwnrc, in 
particular by the direct-mapped second-Ievel cache. As proposed by 
Jonathan Shapiro [35], L4 IPC simulates a write-allocate cache by 
prereading the destination area when copying longer messages, In 
the best case, Linux allocates pages such that source and destination 
do not overlap in the cache; in the worst case, the copy operation 
flushes every data prior to its next usage. A similar effect can can 
be seen for L4 pipes. 

Linux copies data twice for pipe communication but uses only a 
tied one-page buffer in the kernel. Since, for long streams, rend- 
ing/writing this buffer always hit in the primary cache, this specinl 
double copy performs nearly as fast as a single bcopy. The devin- 
tion is small because the lmbench program always sends the same 
64KB and the receiver never reads the data from memory, As n 
consequence, the source data never hits the primary cache, nlwnys 
hits the secondary cache and the destination data nlwnys misses 
both caches since the Pentium caches do not allocate cache lines 
on write misses. 

Method (4) achieves a nearly infinite bandwidth due to the low 
costs of mapping. To prevent misinterpretations: infinite bnndwidth 
only means that the receiver gets the data without communication 
penalty. Memory reads are still required to use the data. 

6.2 Virtual Memory Operations 
Table 5 shows the times for selected memory management oper- 
ations. The first experiment belongs to the extensibility category, 
i.e., it tests a feature that is not available under pure Linux: Fiult 
measures the time needed to resolve a page fault by a user-defined 
pager in a separate user address space that simply mnps an existing 
page. The measured time includes the user instruction, pnge fault, 
notification of the pager by IPC, mapping a page and completing 
the original instruction. 

The next three experiments are taken from Appel and Li [3], 
We compare the Liner version with an implementation using nn- 
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Using sync L4 RPC yields a 6x improvement!
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Hybrid Kernels

• Scheduling, VM, IPC, and device drivers 
handled by kernel

• Low performance overhead for messaging, 
context switching

• No performance benefit to services in user 
space

• Ex: Win NT, 2000, XP, Mac OS X, iOS
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Conclusion

• µ-kernels are example of end-to-end 
argument for kernels

• With Mach, clean architecture, poor 
performance

• L4 shows that µ-kernels can perform well

• Hybrid kernels combine best features of 
monolithic and µ-kernels
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