
CS5434 Homework 2: Port scan detector 

In class, you’ve learned about a few network reconnaissance tools and techniques that are used to 
identify exploit opportunities. One such reconnaissance technique is known as a port scan, and it 
is often used in advance of malware attacks. For this homework, you will build a network port 
scan detector modeled after Sophos’s (a reputed computer security company) detection 
algorithm. In the process, you will also gain some valuable experience with network 
programming. 
 

You will need: 
 
1. You, you and you yourself: this homework is to be done individually. When you’re 
cornered by malware one lonely night in a dark, unmarked datacenter alley, who else can you 
depend on? 

2. Tools of the trade: VMware Workstation v9/v10 (PC) or VMware Fusion 6 (Mac). You 
should already have this basic infrastructure set up. Otherwise, please look over the setup 
instructions in HW1 and on Piazza. We strongly recommend against any setup other than our 
provided virtual machine. If you use your own setup, you will be liable for any score penalties 
that result from machine configuration differences. 

2. The war chest: a copy of the HW2 virtual machine, which contains everything you’ll 
need for homework 2. Download this early as it is pretty massive. 

http://www.cs.cornell.edu/courses/cs5434/2014fa/HW2.zip 
 

3. Traits of the trade: patience, determination and resourcefulness. Please start on your 
homework early and come in during the posted office hours if you require assistance. 
Unfortunately we cannot always host last-minute consultations close to assignment deadlines. 

4. The secret recipe: Sophos’s port scan detection heuristics. Read the following product 
specifications from a real, commercial port scan detector. You’ll be building an identical system. 

http://www.sophos.com/en-us/support/knowledgebase/115153.aspx 
 

5. To read the following important notice. 

Reminder: 

You could get in very serious trouble for running exploits or network reconnaissance 
techniques on computers and networks that aren’t explicitly sanctioned for this course for 



educational purposes. Be careful to keep all your activity confined to the virtual machine 
we have set up for you. 

 

Instructions on the virtual machine: 

1. Unzip the virtual machine someplace on your computer. 

2. Upon starting VMware Workstation/Fusion, open the virtual machine named “HW2 
machine” as found in the unzipped folder. 

3. VMware will ask if you moved or copied the machine. Click on “copied”. 

4. Power on the machine. 

5. The login password is “pizza” (without the quotes). This is the same password if you 
require sudo access. 

 

Here’s how you would access the homework: 

Launch terminal and cd into the HW2 directory. There, you will find a Makefile, main.c, 
typedefs.h, some sample packet captures and a skeleton detector.c file. Study the main.c file with 
care, paying attention to the structs that are defined at the beginning of the program. 

Now build the program by running make. Again, our no-frills Makefile ensures that all the 
necessary flags have been included to make compilation a breeze. The flags will correctly link 
the libpcap library into the executable. Try the program out on a sample pcap file, by doing 
./main regular_traffic.pcap 

 

Some information about the program files: 

main.c contains command-line parsing code and other functions for returning results to the 
(auto)grader. Do not modify any code in this file! During the grading process, we will compile 
your detector code with our own copy of main.c, so if you have changed main.c in any way, 
you’ll be at risk for losing points due to broken compilation or incorrect results. 

typedefs.h contains information about the structures and how to use them in the port scan 
detector. Do not modify this file! If you have additional definitions, put them in detector.h. We 
will be replacing this file with our own copy of typedefs.h during the grading process. 



detector.c contains some skeleton code to get you going on the project. main.c will expect to call 
run_detector() in this file, so do not change this function name or its signature. Otherwise, you 
are free to add other functions, structs, unions, etc. as required. However, do not create other 
source files. Also, remove the printf() statement in the skeleton code before submission. 
That code is merely there to start you off on the project. 

Our grading scheme this time around will be very strict about program output, so make sure you 
remove all your debug output statements before submission. 

 

Here is your assignment: 

Part I 

Use nmap from within the virtual machine to determine open ports on the system. Research the 
function of these ports, and provide a short description of them in the README file. Are any of 
them absolutely critical to the functioning of the OS? 

 

Part II 

Write code that will use the libpcap interface to parse packets from an input pcap file. Your 
program should: 

1. Count the total number of TCP and UDP packets seen. 

2. On a per-destination IP address basis, count the number of successful TCP handshakes, 
half-open connections, reset connections and unexpected FIN packets received. (Unexpected FIN 
packets are FIN packets received when a connection isn’t open). 

3. Report these statistics to the main program by calling the relevant functions in main.c. 
 

Part III 

Implement the port scan detector as per the heuristics described in the Sophos knowledge base 
article. In summary, this is defined as accumulating a detection score of 21 or more points in a 
time range of 300ms for any individual source IP address. Detection scores are calculated as 
follows: 

1. Scan of a TCP destination port lower than 1024: 3 points 

2. Scan of a TCP destination port greater than or equal to 1024: 1 point 



3. Scan of ports 11, 12, 13 or 2000: 10 points 

Your code should report the IP addresses of attackers to the main program (via the relevant 
function) as soon as a port scan is detected by the above heuristic. If no port scans are detected, 
your code should not report anything. 

 

Part IV 

Complete the README file, filling in all required fields and answering the posted questions. Be 
brief with your answers; do not exceed the specified line limits! We will deduct points for not 
adhering to these instructions. 

 

Coding requirements and external libraries: 

Malware fights dirty and you should be prepared to respond in kind. For performance reasons, 
your code has to be written entirely in C (C++ is not accepted), without using any third-party 
support libraries. If you use heap memory, your program must run without memory leaks. 
There’s nothing more glorious than besting your foes in a match of fisticuffs! 

 

Submission: 

In the submission zip file, please include only detector.c, detector.h and your completed 
README file. Do not submit anything else! We will deduct points for not following these 
instructions. 

 

Seeking assistance: 

If you have any questions, please feel free to post them onto Piazza. Alternatively, you may look 
for the TAs during office hours. We are also considering hosting an extra discussion section to 
go over network programming basics, the libpcap API and other general homework tips. Please 
respond to the Piazza poll when this is offered. 


