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Florida 2000: 
Bush v. Gore 



“Flawless” 
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Security FAIL 



Analysis of an electronic voting system 
[Kohno et al. 2003, 2004] 

•  DRE trusts smartcards 
•  Hardcoded keys and initialization vectors 
•  Weak message integrity 
•  Cryptographically insecure random number 

generator 

•  ... 



California top-to-bottom reviews 
[Bishop, Wagner, et al. 2007] 

•  “Virtually every important software security mechanism is 
vulnerable to circumvention.” 

•  “An attacker could subvert a single polling place device...then 
reprogram every polling place device in the county.” 

•  “We could not find a single instance of correctly used 
cryptography that successfully accomplished the security 
purposes for which it was apparently intended.” 



Why is this so 
hard? 
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INTEGRITY	CONFIDENTIALITY	



Remote 
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(including	Internet)	

INTEGRITY	CONFIDENTIALITY	



INTEGRITY 
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Universal verifiability 

Voter verifiability 
Eligibility verifiability 

 
UV: [Sako and Killian 1994, 1995] 

EV & VV: [Kremer, Ryan & Smyth 2010] 
New definitions: [Smyth, Frink, Clarkson, work-in-progress] 



Why Verifiability? 

•  People: 
– Corrupted programmers 
– Hackers (individuals, …, nation-states) 

•  Software: 
– Buggy code 
– Malware 

•  Trustworthiness:  fair elections are a basis of 
representative democracy 
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CONFIDENTIALITY 
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Coercion resistance 

 

better than receipt freeness  
or simple anonymity 

RF:	[Benaloh	1994]	
CR:	[Juels,	Catalano	&	Jakobsson	2005]	



Why Coercion Resistance? 

•  Protect election from improper influence  
•  Protect people from fear of reprisal 
•  Realize ideals of voting booth, remotely 
•  Trustworthiness:  fair elections are a basis of 

representative democracy 
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Civitas 

[Clarkson, Chong, Myers 2007] 
•  Remote electronic voting system 
•  Based on [Juels, Catalano, and Jakobsson 2005] 

–  JCJ voting scheme 
–  Provably achieves coercion resistance 

•  Civitas achieves: 
–  Universal verifiability 
–  Eligibility verifiability 
–  Coercion resistance 

•  Follow-up projects: 
–  Voter verifiability 
–  Tally availability 
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<Vo$ng	Schemes>	

Classifica(on	based	on	cryptographic	technique		
used	to	achieve	confiden(ality.	
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Blind Signatures 

•  Digital signature scheme equipped with a commutative 
blinding operation 
–  Signer never learns what they signed 
–  Like signing an envelope with a window (or with carbon 

paper) 
–  I.e.:   unblind(sign(blind(m))) = sign(m) 

•  Voting scheme: 
–  Voter prepares vote v, blinds, and authenticates to  

Authorization server, and sends vote.  Server checks off voter, 
signs vote, and sends back to voter.  Voter unblinds and now 
has sign(v). 

–  Voter anonymously sends sign(v) to Tabulation server.  Server 
checks signature, then counts vote. 
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Mix Networks 

•  Original Chaumian decryption mix: 
–  Implemented with set of servers 

–  Input:  list of encrypted values 
•  Enc(Enc(Enc(…c…))) 

–  Output:  same list, decrypted 
•  But order of list permuted 

–  Each server in mix permutes list and removes one layer of 
encryption 

•  Problem: servers trusted to be honest, need robustness 

•  Civitas based on (reencryption) mix network 
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Mix Networks 

•  Voting scheme: 
– Voter encrypts vote, authenticates to Ballot Box 

server, submits vote. 

– Set of tabulation tellers run a mixnet over the 
encrypted votes, resulting in random permutation of 
votes. 

– Permuted list is decrypted and tallied. 



Homomorphic Encryption 

•  A homomorphic encryption scheme has an operator « 
such that Enc(m) « Enc(n) = Enc(m « n). « is usually 
either + or ×. 
–  E.g. both RSA and El Gamal have ×. 

•  Voting scheme: 
–  Suppose scheme has + as homomorphism and votes are either 

0 or 1. 
–  Voter prepares Enc(0) or Enc(1) as vote, authenticates to 

Tabulation server, and submits vote. 
–  Tabulation server sums all the votes, then decrypts result.  

Individual votes never decrypted. 
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</Vo$ng	Schemes>	



30 

Civitas Architecture 

bulletin 
board 

voter 
client 

tabulation teller 

tabulation teller 

tabulation teller 

registration  
teller registration  

teller registration  
teller 

ballot box ballot box ballot box 

Universal	verifiability:			
Tellers	post	proofs	during	
tabulaPon	

Coercion	resistance:			
Voters	can	undetectably	fake	

credenPals	

SECURITY	PROOFS	



Protocols 
•  El Gamal;  distributed [Brandt]; non-malleable [Schnorr and Jakobsson] 
•  Proof of knowledge of discrete log [Schnorr] 
•  Proof of equality of discrete logarithms [Chaum & Pederson] 
•  Authentication and key establishment [Needham-Schroeder-Lowe] 
•  Designated-verifier reencryption proof [Hirt & Sako] 
•  1-out-of-L reencryption proof [Hirt & Sako] 
•  Signature of knowledge of discrete logarithms [Camenisch & Stadler] 
•  Reencryption mix network with randomized partial checking 

[Jakobsson, Juels & Rivest] 
•  Plaintext equivalence test [Jakobsson & Juels] 

 Implementation:  21k LoC 
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Open Problems 

•  Applied crypto:  efficient, coercion-resistant 
protocols? 

•  Systems:  how to build scalable bulletin board? 
•  PL:  crypto library with security types, rich 

enough for voting? 

•  Crypto:  definitions and proofs of verifiability? 
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