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program, and implement the program using available program-ming abstractions.The RNFS project is an example of the second approach. Wedesigned and implemented a network �le service that is tolerantto fail-stop failures [9] and can be run on top of NFS [12], astandard network �le service. The fault tolerance is completelytransparent, so the resulting �le system can support the same setof heterogeneous workstations and applications as NFS supports.The fault tolerance does come with a performance cost, but thiscost can be limited to only those �les that need to be highlyavailable.NFS was chosen primarily because it was available in our de-partment, although its simple and stateless protocol did makeour task easier. Our approach explained here is not limited tobeing used only with NFS, however. The model we used couldbe used with any network �le service built along the client-servermodel.The purpose of this paper is two-fold. First, we wish to show theexibility of the design methodology we chose: the state machineapproach [10]. Second, we wish to demonstrate the use of theISIS broadcast protocols and toolkit routines [3] in building afault-tolerant program. However, it turns out that the resultingprogram is an interesting �le system of its own right.The rest of the paper proceeds as follows. In Section 2, a generalfault-tolerant design methodology is reviewed. This methodologyis applied to the NFS system in Section 3, giving a network �leservice that is resilient to failure of servers in which clients access�les through an agent. The methodology is applied again inSection 4 in order to make the �le service resilient to agent failure.In Section 5 we look at the performance cost incurred in theprototype implementation of the system. We summarize resultsand discuss future plans with the system in Section 6.2



2 Design MethodologyThe design of RNFS follows the state machine approach to build-ing fault-tolerant distributed systems. In this section, we brieyoutline of the part of the design methodology most relevant toRNFS.A fault-tolerant network service is developed in three steps:1. Design the server as a state machine that responds to aset of messages. At this point, only the correctness of theserver need be considered; messages are assumed to arrivecorrectly and in FIFO order from clients of the server.2. Replicate the server as a set of identical state machines.Clients communicate with servers using an atomic broad-cast protocol. Clients receive results from the set of serversby �ltering the responses. The �lter depends on the fail-ure model. For example, under a fail-stop model the clientneed only wait for one response; under a Byzantine modelthe client needs to receive a majority of identical responses.3. Use knowledge about the semantics of the server to reducethe complexity of the broadcast protocol. For example, ifall the operations of the state machine are commutative, theatomic broadcast can be replaced by a broadcast that doesnot preserve order. This could be the case, for example, ifthe server were a vote counter that responded to each votewith an indication of whether a majority has been reached.The order the individual votes reach di�erent counters isunimportant.As will be discussed later, we applied this methodology twice.There are several systems that clearly resemble the state machinemodel; for example [1] and [13]. In fact, they, as well as theRNFS, can be cleanly described using this model.3



3 Replicating ServersIn order to build a highly available �le service on top of a simplenetwork �le service, we replicate a server. To do this, we treat anetwork �le server as the state machine referred to in step 1 ofSection 2.3.1 Sun NFS ProtocolThe NFS protocol provides RPC access to a Unix-like �le system.The main points of importance to us about this protocol are:� It is a \stateless" protocol. A client does not open a sessionwith the server nor any �le on the server. For example,there is no way to open a �le in \append-mode". Insteadthe client must provide an absolute o�set into the �le forevery read and write operation.� The NFS protocol is idempotent: operations do not havean incremental e�ect. Because of this and the statelessnessof NFS, all a client has to do in order to recover from acrashed server is simply continue trying the failed RPCuntil the server reappears.� A client accesses a �le using a handle (called fHandle) ob-tained from the server as a result of a lookup operation.Di�erent implementations of NFS interpret the semanticsof fHandles di�erently: some treat them as true objectnames for a �le, while others may issue di�erent fHandle todi�erent clients. In our implementation, we assume that afHandle can serve as a true object name. This is consistentwith the current implementation of NFS supplied by Sun.� Updates are synchronous with respect to failure. When awrite RPC completes, the client is assured that the datahas been written. Again, this is a property not met by allNFS implementations, although the current implementa-tion supplied by Sun does have this property.4



3.2 AgentsWe achieve fault-tolerance by replicating the server and using anatomic broadcast protocol for communication. We would, how-ever, like to leave the client as unchanged as possible. Were theclient to directly communicate with the servers, it would need touse a version of the RPC built on an atomic broadcast transport.Additionally, an NFS server is not strictly deterministic. For ex-ample, when a new �le is created, two di�erent servers mightissue di�erent fHandles.Therefore, we achieve replication of servers transparently by di-recting all client requests to an intermediary called an agent thatin turn broadcasts to all of the servers. To the client, the agentappears to be a �le server that has an exceptionally reliable sec-ondary storage. In reality, the agent uses a set of servers to storereplicas of every �le. The agent uses virtual fHandles (calledrHandles) to identify each �le or directory it manages. Associ-ated with each rHandle is a set of fHandles, one for each replicaof the �le. The agent maintains a replicated �le-list for mappingrHandles to fHandles and vice versa. In a lookup operation, aclient presents a �le name and asks for a handle on that �le. Theagent forwards the request to one of the servers, �nds the result-ing fHandle in the replicated �le-list and returns the associatedrHandle.We chose a read-one/write-all �le replication scheme since it isoptimized for read operations and we are assuming only fail-stop failures. The agent performs a write by forwarding therequest to each server with the rHandle replaced by the appro-priate fHandle. The agent replies to the client when all of thewrites are completed. This ensures that the NFS write-throughsemantics are preserved.There are some other complications due to non-deterministic be-havior of NFS servers. For example, the various time stampskept with a �le will be di�erent for each replica and the order inwhich �les are kept in a directory might be di�erent on di�erentservers. As with fHandles, the agent must create virtual values.For example, the agent stores the maximum value of all replicatime stamps in the replicated �le-list, and a directory read from5



a server is sorted before it is passed on to the client.3.3 Server FailureWhen a server fails, all the replicas on that server become in-accessible. When this happens, the agent notes all replicas onthe failing server as unavailable. When a write is done to a �lewith a replica on a failed server, the agent marks the unavailablereplica as invalid and updates all the available replicas. Thus,each replica in the replicated �le-list has an associated state oftype fup; downg � fvalid; invalidg. The �rst part of the statecaches the status of the server holding the replica while the sec-ond half indicates whether the replica represents a suitable latestversion of the �le.When a failed server is again available, the agent changes thestate of all replicas on the server from (down, x) to (up, x). Eachreplica with state (up, invalid) is then transferred to an (up,valid) state. File recovery is done concurrently with �le access;write access to a �le is blocked only during the short time an (up,invalid) copy of that �le is recovered.Rather than logging the operations missed by a down replica,we recover a �le by replacing the replica with a copy of a validreplica. The implementation of recovery for non-directory �les isstraightforward and �ts well with the typical size and usage ofUnix �les. Recovery of directories by copying is more complex. Itis necessary to compare the two directories and use �le creation,deletion and renaming to e�ectively copy the valid directory tothe invalid one.3.4 Agent FailureMuch of the information in the replicated �le-list is irreplaceable.In order to protect against agent failure, the agent maintains astable version of the replicated �le-list called the stable �le-list.At a minimum, the stable �le-list must contain the mapping fromrHandle to fHandles and whether each replica is valid or invalid.This �le is itself replicated on all the servers and is expensive6



to update, but changes to the stable �le-list are only necessarywhen a �le is created or deleted (or changes state as describedbelow).When the agent fails, the state of the service remains in the latestversion of the stable �le-list. The recovering agent must locate areplica with the latest version. We use a version of the protocoldescribed in [11] to locate a server with such a replica.The only way that two valid replicas of a �le can be di�erentis if the agent crashed while writing the �le, since it is possiblethat only some of the writes were successful. We could eliminatethis possibility by running a two-phase protocol, but this wouldbe expensive and require either changing the server or frequentlywriting to the stable �le-list. Instead, we rely on the fact thata client does not expect a write to be stable until it receivesa response from the agent. Doing this, however, requires therecovering agent to ensure each valid replica of a �le be identical.A �le cannot be accessed until the recovering agent ensures thisproperty.In order to avoid some unnecessary recovery, we also keep in thestable �le-list an indication of whether or not all valid replicasof a �le are identical. All valid replicas are identical if no writeis currently in progress. The agent could ag a �le in the stable�le-list every time it started a write and remove the ag wheneverthe write was completed, but this would add a large overhead towrites. Instead, we leave the �le agged until a period of timeelapses with no activity to the �le. We call a agged �le activeand an unagged �le passive. A �le is made passive by writingthe latest replica write time to the stable �le-list. Any subsequentwrite will automatically make the �le active.4 Replicating AgentsThe most obvious problem with the service described in Section 3is that the agent is a critical process; while it is down, all �les areinaccessible. Thus, the service is slower and no more robust thanan NFS server. Following our methodology again, we replicatethe agent. Unlike servers, we can guarantee that all copies have7



S1 S2 S3 S4� ��� �� � ��� �� � ��� �� � ��� ��A1 A2 A3����C1 ����C2 ����C3 ����C4CCCCCW ������ ������ ?ISIS ISIS�����""""""""JJJJJ �����""""""""bbbbbbbb JJJJJ ����� bbbbbbbb AAAAA File ServersRNFS AgentsClientsNFSNFSFigure 1: Client, agent and server interaction in RNFSidentical state, so we need no intermediate.We would still like to avoid changing the clients to use atomicbroadcast RPCs for communication with the agents. Also, manyoperations can be processed by a single agent making it unnec-essary to broadcast the request to all agents. Therefore we choseto let the client select one agent to send its requests to. If neces-sary, this agent will communicate with the other agents using anatomic broadcast (such as the one provided by ISIS). Figure 1illustrates this structure.Thus we only need to modify the client to have it react to anagent failure. The special semantics of NFS | statelessness andidempotency | simplify the problem of making agent failuretransparent. The client simply retries the operation by redirect-ing its requests to a di�erent agent.4.1 ISISThe ISIS system developed at Cornell provides a set of com-munication protocols and tools for developing fault-tolerant dis-8



tributed applications. Below we describe how features of ISIS areused in the design of agent replication for our �le service. A morecomprehensive description of ISIS and its underlying principlesmay be found in [2] and [3]. The key features for our purposesare:� Fault-Tolerant Process Groups. Agents are structured as afault-tolerant process group under ISIS. ISIS provides loca-tion transparent communication with a process group andamong its members. When an agent crashes, the ISIS fail-ure detection mechanism �rst completes all pending broad-casts and then informs the other group members of thefailure.� Group Broadcasts. Each agent maintains locally cached in-formation that must be kept consistent with the state of theother agents: for example, the replicated �le-list and thecurrent status of all servers. ISIS supports the managementof replicated data by providing a set of broadcast primitivesfor propagating updates to all members of a group. De-pending on consistency requirements, the programmer maychoose between atomic broadcast primitives that guaranteea global order on all updates and less strongly ordered, butmore e�cient, broadcast protocols.� State Transfer. When a new agent is added to the group orwhen an agent is restarted after a crash, it needs to initializeits local data structures. The ISIS state transfer tool allowsan agent to be integrated into the group while the system isrunning. This is accomplished by transferring all necessarydata from an existing group member to the new agent. Itensures that the transfer is atomic with respect to updates.� Coordinator-Cohort. Some actions need to be performed bya single agent, while it is still necessary to guarantee thatthe action is completed even if the agent fails. The recoveryof a server is an example for such an action. ISIS provides atool for structuring a computation like this. One member ofthe group (the coordinator) is chosen to execute the action,while the other members (the cohort) monitor its progress9



and are prepared to take over for the coordinator should itcrash.4.2 TokensBecause clients don't broadcast their requests to all agents, someother mechanism is needed to properly synchronize concurrentupdates to a replicated �le. Therefore, we constrain the agentsto exclude each other when writing to a �le: associated with each�le is a write-token that an agent must acquire before updatingany replica of the �le. We describe the token passing mechanismin some detail, as it provides an example for a replicated datastructure that is maintained using ISIS broadcasts.The implementation must ensure that no tokens are lost whenan agent crashes. Therefore, information about the current tokenholder is replicated at every agent. An agent asks for the tokenby broadcasting a requestmessage. The holder of the token, aftercompleting the current operation, broadcasts a message \pass-to-X" in order to transfer the token to the other agent (\X"). Everyagent listens to these broadcasts and keeps track of the currenttoken holder as well as any pending token requests. Should theholder of the token crash, another agent is chosen arbitrarily to\inherit" the token.Notice that it is not necessary for all agents to agree on the sameorder for pending requests, because the current token holder de-cides which agent will get the token next and this decision ispart of the pass message. This allows us to choose an e�cientbroadcast primitive (the ISIS cbcast protocol) for implement-ing token operations. The ISIS failure detection mechanism stillguarantees that token operations are atomic with respect to fail-ures. This ensures that all agents have the same view aboutwhich tokens an agent was holding when it failed.The token mechanism also serves as a tool for synchronizing up-dates to the stable �le-list. Furthermore, it allows us to detectpossible inconsistencies between the replicas of a �le. Such in-consistencies can be caused by the failure of an agent during anupdate: every active �le on which the failed agent held a write-10



indirection replication synchronizationread 1 RPC - -write by 1�rst 1 RPC (n� 1) NFS 1 ISIS-bcastfollowing 1 RPC (n� 1) NFS -write by > 1every write 1 RPC (n� 1) NFS 1 ISIS-bcastcreate 1 RPC (2n� 1) NFS 2 ISIS-bcastTable 1: RNFS overhead for various NFS operations on n replicastoken may have inconsistent replicas. The agent that inheritsthe token resolves these inconsistencies before allowing furtherupdates to the �le. This approach has the advantage of deferringthe cost of detecting and recovering partially completed updatesto the time when a failure occurs.5 PerformanceIn this section we show that our design can provide the bene�tof highly available �les at a reasonable cost to the user. Table 1summarizes the overhead of RNFS operations compared to NFS.All RNFS operations incur some overhead due to the fact thatclient requests have to pass through an agent. The cost for thisextra level of indirection is that of a standard RPC. BecauseRNFS uses a read-one/write-all algorithm, there is no additionaloverhead involved in the case of read operations.Write operations are more expensive because all replicas of a�le have to be updated. If n is the degree of replication of a �le,then RNFS needs to make n NFS calls to the servers in order toprocess a single write request. In other words, the overhead forRNFS write's due to replication is (n�1) NFS operations. Thisresults in higher network tra�c and increased overall load on theNFS servers. However, if an agent uses broadcast style RPCs toperform updates on all replicas in parallel, this overhead does not11



directly a�ect the total time it takes to process a request. Thedelay observed by the client would only depend on how long ittakes the slowest of the NFS severs to update its replica.An additional source of delay for RNFS updates is the cost of syn-chronizing concurrent write's between agents. Before an agentcan start writing to the replicas of a �le, it needs to send out anISIS broadcast in order to acquire the write-token for that �le.In the case where no more than one client writes to the �le, thiscost is paid only for the �rst write operation. Once the agent isholding the token, it can perform all following updates withoutinteracting with other agents through ISIS. If, on the other hand,two or more agents receive a sequence of requests to update thesame �le, the token needs to be passed back and forth betweenthese agents. In the worst case, the token passing overhead addsa delay to every single write operation. However, [5] showsthat, at least in a Unix environment, concurrent updates to thesame �le are rare, and that, when a �le is updated, typically theentire �le is written. Our synchronization mechanism is designedto perform well in this setting, because the cost of acquiring thetoken is amortized over a large number of write operations.Finally, we consider the cost of creating a new replicated �le. Asan update on a replicated directory, a create operation involvesthe same kind of overhead as writing to a replicated �le: the agentneeds to acquire the write-token for the directory and forward thecreate request to all servers. In addition to this, the new �leneeds to be inserted into the replicated �le-list. The cost forthis is one extra ISIS broadcast for sending the replicated �le-listentry to the other agents and n additional NFS operations toupdate the stable �le-list on all servers.A �rst prototype of RNFS, which supports the full NFS protocol,was completed in November 1987. Table 2 compares the totaltime of read, write, and create operations under standardNFS and RNFS. Reads and writes were measured on 2k blocksof data over a 10 Mbit Ethernet with SUN 3/50 workstations andservers. The measurements were performed without any cachingon the client side.In the prototype, the broadcast style RPC for updating replicas is12



NFS RNFSn = 1 n = 2 n = 3read 16 ms 24 ms 24 ms 24 mswrite, 1 writer 80 ms 100 ms 180 ms 230 mswrite, n writers 80 ms 240 ms 320 ms 370 mscreate 80 ms 210 ms 350 ms 480 msTable 2: NFS versus RNFS; n is the degree of replication.not implemented. Consequently, the �gures in table 2 show thatthe delay for write and create operations increases roughlylinear with the degree of replication. Adding broadcast RPCsshould bring down the cost of updating multiple replicas to aboutthe the cost of updating a single replica.With some improvements, we expect RNFS to be no more than1.5 to 2 times slower than NFS. We belief that in a system withlocal caching on the client side, the performance of RNFS wouldbe perfectly acceptable for the typical user.6 ConclusionsWe have found that supporting fault tolerance on top of a stan-dard �le system is neither overly hard nor expensive. The totaltime needed from design to a demonstratable prototype was un-der six months. We expect to have a version of the �le servicethat will be robust and fast enough for widespread departmentuse within �ve more months.In designing RNFS, we needed to replicate a service twice: onceto supply multiple servers and once to supply multiple agents.This allowed us to assess the power of the ISIS primitives, sincewe could not use them for the �rst replication step. Much of thedi�culty discussed in Section 3 arises from having to deal withthe lack of support for replication at this level.The extra replication step was necessary because an NFS server13



is not deterministic. So, we could not exactly implement rule 2of Section 2. This extra replication step could also be used toaccommodate a collection of disparate �le system protocols.Our preliminary experiences with RNFS have been very encour-aging. When used with workstations that supply client-side bu�er-ing, the extra cost of replication for the most part is not notice-able. We expect that the users will want to have mainly text �lesand system �les (such as the password �le) replicated. The typ-ical kind of access to these �les leads us to believe the observedperformance cost for high availability will be small.One problem we need to address in the future is scaling to largernetworks. This is clearly a problem for any �le system that willbe used in a reasonable workstation environment ([6] and [8]).Our current architecture will most likely have to be modi�edbefore RNFS can be put into such an environment. It will beinteresting to see if we will be able to incorporate any of thesearchitectural changes into the state machine methodology.7 AcknowledgementsThe basic architecture of the RNFS was �rst designed by the au-thors and Susie Armstrong. Susie Armstrong and Eliot Morrisonimplemented much of the system, and Ken Birman and TommyJoseph helped in the design.References[1] A. J. Bernstein. A loosely coupled system for reliably stor-ing data. IEEE Transactions on Software Engineering, SE-11(5):446{454, May 1985.[2] Ken Birman. Replication and availability in the ISIS system.In Proceedings of the Tenth Symposium on Operating SystemPrinciples, pages 79{86. ACM SIGOPS, 1985.[3] Ken Birman and Thomas Joseph. Exploiting virtual syn-chrony in distributed systems. In Proceedings of the Eleventh14
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