Today’s Plan

PO Review, Q&A — review the concepts of memory and pointers
« EGOS demo — a demo of our operating system starting from P1

 Context & Threads — introduce two new concepts for P1 (just a start)



Review

1: 1nt main() {

2: char* loc = (char*) 0x1234abcd;
3: loc[@] = 0x89; // crashes here
4. loc[1l] = Ox12;

5 loc[2] = Oxaa;

o)

return 0;

/. }

As a user-application, why this code crashes at line3 (hot 2)?



1: 1nt main() {

2: char* loc = (char*) 0x1234abcd;
3: loc[0] = 0x89;

4 : loc[1l] = 0x12;

5: loc[2] = Oxaa;

0: return 0;
/. }
To run the code, we first need a

memory address space, which Is an
abstraction of a 2-column table.

Memory address space

Address Content

.................................................................................................................
.................................................................................................................

.................................................................................................................

#00000000  8bits




Code & Stack

1: 1nt main() {

2: char* loc = (char*) 0x1234abcd;
3: loc[0] = 0x89;

4. loc[1l] = 0x12;

5 loc[2] = Oxaa;

0: return 0;
/. }
Specifically, we need two memory

regions — code segment and stack
segment.
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: 1nt main() {
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0x89;
Ox12;
Oxaa;

compile

0000000100000£80

1000001 80

100000181
1000001 84 .
1000001 86
1000001 8d:
100000192 .
100000196
1000001 9a:
100000f9d:
100000fal:
100000fa5:
100000t a9:
100000 ad:
100000f ae:

55
48
31
c/
b9
48
48
o
48
o
48
co
5d
c3

39
cO
45
cd
39
8b
01
8b
41
8b
41

_main:

e5

fc
ab
4d
4d
39
4d
01
4d
02

Code segment

00 00 00 00

34 12
fo
fo

fo
12
fo
aa

put the binary executable into
The code segment

Address Content




Stack segment

1. int in() { Address Content

: int mainO { s

2: char* loc = (char*) 0x1234abcd; - o

3: loc[0] = 0x89; application stack end

4: loc[1l] = 0x1Z2; ‘ Oxabcd 0003 ..

5: loc[2] = @Oxaa; N[

[ :l Memory for main function Oxabcd0002 ___________________________________________________________________________

G- return 0 local variable Loc Oxabed 000

/. } Oxabcd 0000
Suppose &loc == 0Oxabcd 0000, meaning this e o
local variable is stored at address Oxabcd 0000 application stack start ...
In the stack.




Execution of line2

1: 1nt main() {

2: char* loc = (char*) 0x1234abcd;
3: loc[0] = 0x89;

4 : loc[1l] = 0x12;

5: loc[2] = Oxaa;

0: return 0;

/. }

Operating systems allow the user application to
access memory addresses In its stack, so that

modifying local variable Loc will not cause fault.

Oxabcd 0003 Ox 12
 Oxabcd0002 0x34
 Oxabcd 0001 oxab
 Oxabcd0000 oxcd




1:
2.
3:
4 -
5

O:
/. }

1nt main() {

char* loc
loc[@] =
loc[1l] =
loc[2] =

return 0;

Execution of line3

= (char*) 0x1234abcd;
0x389;
0x12;
Oxaa;

The code will crash if 0x1234abcd is NOT
within application code or stack segments.

Address Content

................................................................................................................................................................................................

................................................................................................................................................................................................
................................................................................................................................................................................................
................................................................................................................................................................................................
................................................................................................................................................................................................
................................................................................................................................................................................................

................................................................................................................................................................................................

0x1234 abcd Access disallowed




Lesson1: the minimal requirement of
program execution is code & stack
segments iIn memory address space.




Correct line2

| R Address ~ Content
1: int main() { . 5 .
2: char* loc = (char*) malloc(3); | applicationstackend  Access allowed
3: loc[@] = 0x89; | .. Accessallowed
4 loc[1] = ox12; | application stack start  Access allowed
5 loc[2] = Oxaa; L S N, R
___________ application heap end  Access allowed
-~ Access allowed
6: return @; e e ettt
application heap start = Access allowed
/. } e
| o application code end  Access allowed
MCI-H.OC reg uest a plece of memory (3 bytes N e
R U T R ... ~ Accessallowed
this case) from the OS. The newly allocated application code start ~ Access allowed

memory region is called heap segment. B




1nt main() {

1:

2. char* loc
3: loc[Q] =
4: loc[1l] =
5 loc[2] =
0: return 0;
/. }

Execution of line2

= (char*) malloc(3);
0x389;
0x12;
Oxaa;

Suppose the return value of malloc(3) is

@x5555 06006.

Address Content

................................................................................................................................................................................................

................................................................................................................................................................................................

................................................................................................................................................................................................

................................................................................................................................................................................................

................................................................................................................................................................................................

................................................................................................................................................................................................

______________________________ 0x55556668 ~  Access allowed
______________________________ 0x55556667  Access allowed
Ox5555 6666 Access allowed

................................................................................................................................................................................................

................................................................................................................................................................................................




1: 1nt main() {
2. char* loc
3: loc[Q] =
4: loc[1l] =
5 loc[2] =
0: return 0;
/. }

Suppose &loc ==

Execution of line2

= (char*) malloc(3);
0x389;
0x12;
Oxaa;

Oxabcd 0000.

Address Content

................................................................................................................................................................................................

................................................................................................................................................................................................

______________________________ Oxabcd0003 9

______________________________ Oxabcd0002 . 9

______________________________ Oxabcd0001 . 66
Oxabcd 0000 66

................................................................................................................................................................................................

................................................................................................................................................................................................

______________________________ 0x55556668 Access allowed
______________________________ 0x55556667  Access allowed
Ox5555 6666 Access allowed

................................................................................................................................................................................................

................................................................................................................................................................................................




1:
2.
3:
4 -
5

o)

1nt main() {
char* loc

loc|[Q]
loc[1]
loc[ 2]

return

0,

Execution of line3

= (char*) malloc(3);
0x389;
0x12;
Oxaa;

Address Content

................................................................................................................................................................................................

................................................................................................................................................................................................

______________________________ Oxabcd0003 . 9 .

______________________________ Oxabcd0002 . 9 .

______________________________ Oxabcd0O01 . 6
Oxabcd 0000 66

................................................................................................................................................................................................

................................................................................................................................................................................................

______________________________ 0x55556668 = Access allowed
______________________________ 0x5555 6667 = Access allowed
0x5555 6666 Ox 89

................................................................................................................................................................................................

................................................................................................................................................................................................




1:
2.
3:
4 -
5

o)

1nt main() {
char* loc

loc|[ Q]
loc[1]
loc[ 2]

return

0,

Execution of line4d

= (char*) malloc(3);
0x389;
0x12;
Oxaa;

Address Content

................................................................................................................................................................................................

................................................................................................................................................................................................

______________________________ Oxabcd0003 . 9 .

______________________________ Oxabcd0002 . 9 .

______________________________ Oxabcd0O01 . 6
Oxabcd 0000 66

................................................................................................................................................................................................

................................................................................................................................................................................................

______________________________ 0x55556668 ~~ Access allowed
o Oxo9%06667 Ox12
0x5555 6666 Ox 89

................................................................................................................................................................................................

................................................................................................................................................................................................




1:
2.
3:
4 -
5

o)

1nt main() {
char* loc

loc|[ Q]
loc[1]
loc[ 2]

return

0,

Execution of line5

= (char*) malloc(3);
0x389;
0x12;
Oxaa;

Address Content

................................................................................................................................................................................................

................................................................................................................................................................................................

______________________________ Oxabcd0003 . 9 .

______________________________ Oxabcd0002 . 9 .

______________________________ Oxabcd0O01 . 6
Oxabcd 0000 66

................................................................................................................................................................................................

................................................................................................................................................................................................

. Oxo9006668 @ Oxaa
______________________________ Oxooo506667 | Ox12
0x5555 6666 Ox 89

................................................................................................................................................................................................

................................................................................................................................................................................................




Lesson2: when application requires
dynamic memory allocation, OS will
allocate the required amount in heap.



PO Revisit, Q&A



EGOS demo



Question: how do operating
systems run 2 user applications
(multi-tasking)?

Note: we only talked about a single user application in all previous slides.



Multi-tasking (haive)

application#1 stack end

« Suppose we have 2 user applications _____________________________________ R
(#1 and #2).

¢ The OS can run appl|Cat|On #1 f|rSt app|ication#1 code end

................................................................................................................................................................................................




Multi-tasking (haive)

 Suppose we have 2 user applications

#1and #2). ..................................... I
application#2 stack start

 The OS can run application #1 first. T

o And then run application #2. | ..................................... e

................................................................................................................................................................................................

application#2 code start




Multi-tasking (nhaive)

 Suppose we have 2 user applications
(#1 and #2).

e The OS can run application #1 first.

A

» And then run application #2. ‘ '

® ThlS |S Ca”ed batCh prOCeSSIng and |t human operator
IS the origin of operating systems
(e.g., IBM 709 in 1960).

Human operator feeds application

* OS was actually not computer code, programs to the machine one-by-one.
but a real person called operator.

* Images from Computer History Museum: https://www.computerhistory.org/collections/catalog/102728984



https://www.computerhistory.org/collections/catalog/102728984
https://www.computerhistory.org/collections/catalog/102728984

Multi-tasking (tlme-sharlng)

e Suppose we have 2 user applications
(#1 and #2), both of them have code
and stack segments in the memory.

* e.g.,IBM 360 in 1967

application#1 stack end

................................................................................................................................................................................................
................................................................................................................................................................................................
................................................................................................................................................................................................
L
................................................................................................................................................................................................
................................................................................................................................................................................................
................................................................................................................................................................................................
................................................................................................................................................................................................
................................................................................................................................................................................................
................................................................................................................................................................................................
................................................................................................................................................................................................

application#2 code start

* Images from https://about.sourcegraph.com/blog/the-ibm-system-360-the-first-moduIar—general-purpoée-computer/




Running application #1

A CPU is running application #1 if its stack
pointer register and instruction pointer register
hold memory addresses Iin the stack and code
segment of application #1.

application#1 stack end

................................................................................................................................................................................................
................................................................................................................................................................................................
................................................................................................................................................................................................
................................................................................................................................................................................................
................................................................................................................................................................................................
................................................................................................................................................................................................
................................................................................................................................................................................................
................................................................................................................................................................................................
................................................................................................................................................................................................
................................................................................................................................................................................................

application#2 code start




Running application #2

CPU

A CPU is running application #2 if its stack
pointer register and instruction pointer registe
hold memory addresses Iin the stack and code
segment of application #2.

application#1 stack end

................................................................................................................................................................................................
................................................................................................................................................................................................
................................................................................................................................................................................................
................................................................................................................................................................................................
................................................................................................................................................................................................
................................................................................................................................................................................................
................................................................................................................................................................................................
................................................................................................................................................................................................
................................................................................................................................................................................................
................................................................................................................................................................................................

application#2 code start




Lesson3: memory address space + stack
pointer + instruction pointer = context; context
defines which program the CPU is executing.



Lesson In next lecture: context-switch Is
switching stack pointer and instruction pointer
registers to different stack and code segments.



Homework

* We have released P1 today and P1 is due on Oct 2.

* Implement the concepts of thread, context-switch and
synchronization of threads.

* \We will introduce more about these concepts in the next
two lectures.



