Critical Sections in Harmony

def thread(self):
while True
... # code outside critical section
... # code to enter the critical section
... # critical section itself

... # code to exit the critical section %O&) O/O LOC C’//}ec,é

spawn T1() 2 2ca7 Q/ ex clusion?
spawn T2()

Yo do we check
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Critical Sections in Harmony

def thread(self):
while True
... # code outside critical section
... # code to enter the critical section
cs: assert countLabel(cs) ==1
... # code to exit the critical section

Yo do we check
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Critical Sections in Harmony

def thread(self):
while choose({False, True}):
... # code outside critical section
... # codg to enter the critical section
cs: assert countLabel(cs) ==

... # code to exit theergtical section )f/oa) CJ/O O c/]ec’/,é

Chread can choose

spawn T1() to enter (or not) Pl‘Oﬂl‘L‘iSS .7 ]

spawn T2()

I I code o enter/exi?

f/?e cr/z‘/ca/ Seclion

cannot terrunade )

%/armony eor!/ COMP/ an !




All you need iIs locks
(tatta-rararaaa...)

@ At most one thread can hold the lock
@ Acquire the lock to enter the CS
@ Release the lock when exiting

® But how does one build a lock?



Try 1: A Nalve Lock

lockTaken = False

def thread(self):
while choose({ False, True }):
# FEnter critical section

await not lockTaken
lockTaken = True
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# Chritical section
cs: assert countLabel(cs) == 1
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# Leave critical section
lockTaken = False

-
(V)

[y
w

[
'

spawn thread(0)
spawn thread(1)

[
(%)

[
o

T ——————




Try 1: A Nalve Lock

lockTaken = False

def thread(self):
while choose({ False, True }):
# FEnter critical section

await not lockTaken * Wat ¢l / OC:% 1S Ffree, 2hen Z(d:ée i
lockTaken = True
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# Chritical section
cs: assert countLabel(cs) == 1
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# Leave critical section

lockTaken = False * Kelease the [ock
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A Nalve Lock

lockTaken = False

def thread(self):
s irg arsd while choose(.{. False, .True ol
. # Enter critical section ‘ ‘ ‘ ‘
5‘955’"3 ¢he await not lockTaken * Wait ¢ill / Oc'é 'S Free, Chen Z‘a,ée 'z

lock IS not lockTaken = True
at el !
= # Critical section
cs: assert countLabel(cs) ==

o~

o Summary: something went wrong in an execution
# Leave critical .| Here is a summary of an execution that exhibits the issue:
e Schedule thread TO: init()
lockTaken = Fals — Line 1: Initialize lockTaken to False
— Thread terminated
e Schedule thread T2: thread(1)
Sspawn thread(O) — Line 4: Choose True
— Preempted in thread(1) about to store True into lockTaken in line 7

spawn thread(1) e Schedule thread T1: thread(0)
— Line 4: Choose True

T — — Line 7: Set lockTaken to True (was False)

— Preempted in thread(0) about to execute atomic section in line 10
e Schedule thread T2: thread(1)

— Line 7: Set lockTaken to True (unchanged)

— Line 10: Harmony assertion failed




Try 2: Flags

flags = | False, False |

def thread(self):
while choose({ False, True }):

Ivariant: # Enter critical section
Thread i in CS ﬂags[self] = True * 5/3/762/ you want Lo enter
= await not flags[l — self| <mm Z*" soreone in t/e

| %’/ag[f/] = 77"&(8

Summary: some execution cannot terminate

# Critical Section Here is a summary of an execution that exhibits the issue:
e Schedule thread TO: init()

10 cs: assert countLabe — Line 1: Initialize flags to [ False, False]

— Thread terminated

[l e Schedule thread T2: thread(1)

e . — Line 4: Choose True
12 # Leave C’thzca’l sectio1 — Line 6: Set flags[1] to True (was False)

_ 4 — Preempted in thread(1) about to load variable flags[0] in line 7
13 ﬂags [Self ] = False e Schedule thread T1: thread(0)

— Line 4: Choose True

L — Line 6: Set flags[0] to True (was False)
15 spawn thread(0)
Final state (all threads have terminated or are blocked):
16 spawn thread(1) e Threads:
— T1: (blocked) thread(0)
T ———————— * about to load variable flags[1] in line 7

— T2: (blocked) thread(1)
* about to load variable flags[0] in line 7
e Variables:
— flags: [True, True]
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9 # Critical section

10 cs: assert countLabel(cs)

il

12 # Leave critical section

13

14 spawn thread(0)

15 spawn thread(1)
T —

def thread(self):
Toverienz: While choose({ False, True }):

Thread r 1 cs 7 Enter critical section
s turn = 1 — self = AFler you..

await turn == self o= Wat For your turn

Summary: some execution cannot terminate
Here is a summary of an execution that exhibits the issue:
e Schedule thread TO: init()
— Line 1: Initialize turn to 0
— Thread terminated
e Schedule thread T1: thread(0)
— Line 4: Choose False
— Thread terminated
e Schedule thread T2: thread(1)
— Line 4: Choose True
— Line 6: Set turn to 0 (unchanged)

Final state (all threads have terminated or are blocked):
e Threads:
— T1: (terminated) thread(0)
— T2: (blocked) thread(1)
* about to load variable turn in line 7
e Variables:
— turn: 0



; : Flags and
Petersons Algorithm: Turnst

sequential flags, turn 4— Prevents owl-of —order execution

flags = | False, False |
turn = choose({0, 1})

def thread(self):
while choose({ False, True }):
# Enter critical section
flags[self] = True * Id like to enter...
turni=sly=vgelf * b yout go £irst!
await (not flags[l — self]) or (turn == self)
. W at wunti/ alone or it s ry Cetrn
# Critical section is here
cs: assert countLabel(cs) ==

# Leave critical section

[dhcp-v12041-5018:~/Documents/harmony/code] lorenzo% harmony Peterson.hny
ﬂags [self] = False Led\/é % Phase 1: compile Harmony program to bytecode

* Phase 2: run the model checker (nworkers = 8)
* 104 states (time 0.00s, mem=0.000GB)
* Phase 3: analysis
Spawn thread(O) * 37 components (0.00 seconds)
* Check for data races
spawn thread(l) * *xkNo issues foundx
% Phase 4: write results to Peterson.hco
* Phase 5: loading Peterson.hco




What about a proof?

@ To understand why it works...

@ We need to show that, for any execution, all
states reached satisfy mutual exclusion

0 i.e., that mutual exclusion is an invariant
@ See the Harmony book for a proof!

o or come talk to me!



Once More unto the
Breach: Taking Turns

Thread To Thread T,
g = true I = 1rue
await 11 await —ing

The above condition for entering CS; is foo
strong: we weaken it by adding turns

Even if nif it is Tos turn, then
To is allowed to enter CSo

Invariant I: turn =0V turn =1

The new entry code then is

Thread To Thread T,
g = true iy = true
await —tng V (turn = 0) await —ing V (turn = 1)



Critical Section:
Taking Turns

Thread To Thread T
while('terminate) { while('terminate) {
ing = true {ino A1} iny = true {ing AT}
await —iny V (turn = 0) await —ing V (turn = 1)
{ing A ung ¥ turic—0) 4] {1ty Altmge ddrn = 1) A T}

C'Sy C'S

ing := false {—ing A I} iny = false {—ing A1}
NCSy NCS,

) h
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Critical Section:
Taking Turns

Thread To Thread T;
while('terminate) { while('terminate) {
ing = true {ino A1} iny = true {ing AT}
while (ing A turn # 0); while (ing A turn # 1);
{ing A ung ¥ turic—0) 4] {1ty Altmge ddrn = 1) A T}
CSo C'51
ing := false {—ing A I} iny = false {—ing A1}
NCSy NCS,
} }
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Critical Section:
Taking Turns

Thread To Thread T,
while(!terminate) { while(!terminate) {
ing := true {ing A1} (inl - true}{inl AT}

70);

while (iny AgturT while (ing A turn # 1);

{ing turn = 0) A I} {ing A (ming V turn = 1) A T)
CS() CSl
ing := false {—ing A I} iny := false {—iny A I}
NC Sy NCS;

} }
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Interference Freedom

@ By executingin; := true, T1 can interfere on the
truth of Tos assertion! (and symmetrically for To)

Lo /N (—eny NV tugle= 0) A 1

@ In general, interference freedom Ti I
requires to establish {pT@E(S)}

f
(ore(S)AP} S {P) i 5

for all S in one thread and P in the other



Establishing
Interference Freedom

Thread To Thread T;
while('terminate) { while('terminate) {
ing = true {ino A1} iny = true {ing AT}
while (ing A turn # 0); while (ing A turn # 1);
{ing A ung ¥ turic—0) 4] {1ty Altmge ddrn = 1) A T}
CSo C'51
ing := false {—ing A I} iny = false {—ing A1}
NCSy NCS,
} }
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Establishing
Interference Freedom

Thread Ty Thread T;

e dmn il ing = true

{ing A ung ¥ turic—0) 4]

{ﬁino /N\ I} v



Establishing
Interference Freedom

Thread Ty Thread T;

{ing A (-uni ¥ turn = 0) N TTIXE A

{=ing AT} L iy = false



Establishing
Interference Freedom

Thread To Thread T;
while('terminate) { while(!terminate) { j%élc:z{
ing = true {ino A1} iny = true {ing AT} J
turm=l {Zno/\l} turn = 0 {an/\l}
while (ing A turn # 0); while (ing A turn # 1);
{ing A ung ¥ turic—0) 4] {1ty Altmge ddrn = 1) A T}
CSo C'51
ing := false {—ing A I} iny = false {—ing A1}
NCSy NCS;
} }

94
LLHEEEEEHIIESSESEHEESS



Taking stock

@ We solved the critical section problem, as
long as we know how to execute multiple
operations atomically

o in other words, we can solve the CS problem as
long as we can solve the CS problem... sigh...

o besides, no machine instruction allows for those
operations to execute atomically...

@ But what if we dont execute the entry code
atomically? Where is the problem?




Establishing
Interference Freedom

Thread To Thread T;
while('terminate) { while(!terminate) { j%élc:z{
ing = true {ino A1} iny = true {ing AT} J
turm=l {Zno/\l} turn = 0 {an/\l}
while (ing A turn # 0); while (ing A turn # 1);
{ing A ung ¥ turic—0) 4] {1ty Altmge ddrn = 1) A T}
CSo C'51
ing := false {—ing A I} iny = false {—ing A1}
NCSy NCS;
} }
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Establishing
Interference Freedom

Thread To Thread T,

while('terminate) { while('terminate) {

ing 1= true {ing A I} ~f~C*T~1~b ing 1= true {in1 AI} No problem!
turm=l {Zno/\l} turn = 0 {an/\l}

while (ing A turn # 0); while (ing A turn # 1);

{ing A ung ¥ turic—0) 4] {1ty Altmge ddrn = 1) A T}

C'So 'S,

ing := false {—ing A I} iny = false {—ing A1}

NC Sy NCS,

) i
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Establishing
Interference Freedom

Thread To Thread T;
while('terminate) { while('terminate) {
ing = true {ino A1} iny = true {ing AT}
turm=l {Zno/\l} turn = 0 {an/\l}
while (iny A turn # 0); ) while (ing A turn # 1); No problem!
{ing A ung ¥ turic—0) 4] {1ty Altmge ddrn = 1) A T}
CSo C'51
ing := false {—ing A I} iny = false {—ing A1}
NCSy NCS,
} }
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Establishing
Interference Freedom

Thread To Thread T;
while(!terminate) { while(!terminate) {
ing = true {ino A1} iny = true {ing AT}
turme—= 1 # t1og AL} Py turn =0 {ing AI} Problem
o 1 assertion

while (inq A turn # 0);
{ing N nnid tupi—0 ) A+

while (ing A turn # 1);
1t Al dirn = 1Y A 1}

C'So C'$1
ing := false {—ing A I} iny = false {—ing A1}
NCSy NCS;

} }
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Establishing
Interference Freedom

Thread To Thread T;
while('terminate) { while('terminate) {
ing = true {ino A1} iny = true {ing AT}
tutine= 1 {ing A I} S e A {ing A I} No problem!

rhe assertion

while (inq A turn # 0); while (ing A turn # 1);

{ing A (—ini Miturn= 0V at(furn =011 8 {tn, AR idrn = 1) A T}
C'Soy C'S1
ing := false {—ing A I} iny = false {—ing A1}
NCSy NC'Sq
} }
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Establishing
Interference Freedom

Thread To Thread T;
while('terminate) { while('terminate) {
ing = true {ino A1} iny = true {ing AT}
tutine= 1 {ing A I} S e A {ing A I} No problem!

rhe assertion

while (inq A turn # 0); while (ing A turn # 1);
{ing A (—ini Viturn = 0 Veat(furn =0T {om A{emg Gituglls I W at(turn = 1)) AT}

C'So C'$1
ing := false {—ing A I} iny = false {—ing A1}
NCSy NCS;

} }
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Petersons Algorithm

Thread To Thread T,
while('terminate) { while('terminate) {
ing = true {ino A1} iny = true {ing AT}
turm=l {Zno/\l} turn = 0 {an/\l}
while (ing A turn # 0); while (ing A turn # 1);
{ing A (—ini Viturn = 0 Veat(furn =0T {om A{emg Gituglls I W at(turn = 1)) AT}
CSo C'Sq
ing := false {—ing A I} iny = false {—ing A1}
NC S NC 5
} }
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Petersons Algorithm: Safety

Thread To Thread T;

while(!terminate) { while(!terminate) {
ing := true {ing A I} iny = true {iny A I}
turn = 1 {?.II,() A I} turn = 0 {‘1:7'1,1 A I}
while (in; A turn # 0); while (ing A turn # 1);

{ing A (ming V turn = 0V at(turn = 0)) A I'} {iny A (ming V turn = 1V at(turn = 1)) A I}

CS() CSl
ing = false {—ing A I'} in1 = false {—iny A I}
NCSy NCS;

} }

Mutual exclusion?

in(CSp) = = {ing A (=ing Viturn =0V at(furgi= U1 | /\
N\ sat(turn = 1)A
in(CS1) =  {ing Al(—ing V turnssdlaGail famn sl )y N\ T'LA
Sat(turm = 0=
g N A trn = 0 Adurii= 1= false \/
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Peterson: Non-blocking

while(!terminate) { while(!terminate) {
{R; i —ing A (turn = 8 turns="1 1 {5y iny AlEERN = 1V tupd = 0)}
o = true iy = lrde
{ Rowamoiillrn = LV turn= 0)} £ 850 A turl =WV turn.=0)}
ag turn = 1 oy turn =0
{12} . heto2 )
while (ini A turn # 0); T3 PCy while (ing A turn # 1);
{Rs3 :ing A (miny Viturn =0V at(aq))} {S5 :iny A (ming Viturn =1V at(ag))}
C'So C'S1
{Rs3} {53}
g = false 1y = false
e {51}
Iq-i?ngCS() Ncsl

T, before NCS, T, stuck at while loop
R1 ASs Aing A (Busn =8B = wing /A g A e/ (Turn — 0) = false
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Peterson: Deadlock-free

while(!terminate) { while(!terminate) {
{R; i —ing A (turn = 8 turns="1 1 {5y iny AlEERN = 1V tupd = 0)}
o = true iy = lrde
{ Rowamoiillrn = LV turn= 0)} £ 850 A turl =WV turn.=0)}
ag turn = 1 oy turn =0
rspe. e ke
—— while(ini A turn # 0); —— while (ing A turn #£ 1);
{Rs3 :ing A (miny Viturn =0V at(aq))} {S5 :iny A (ming Viturn =1V at(ag))}
C'So C'S1
{Rs} {53}
g = false 1y = false
{R1} {51}
NCSy NCS,
J }

T, and T, at the while loop, before entering critical section

Ra A Sy A ing A (turn = T9ebsingd (urn — O —Wiuepn —0) (lurn —4)'= false
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