COM S 414 – Systems Programming and Operating Systems

Assignment 3: Synchronization and Deadlocks.

1. Write a program using semaphores to allow at most N processes execute the critical section at any time.

2. Study the following Lamport’s fast mutex algorithm, where atomic actions are enclosed in angle brackets.
Process Pi:

NCSi: noncritical section;
start: <bi := true>;

       <x := i>;

       if <y != 0> then <bi := false>;

                        await <y = 0>;

                        goto start fi;

       <y := i>;

       if <x != i> then <bi := false>;

                        for j := 1 to N do await <!bi> od
                        if <y != i> then await <y = 0>;

                                         goto start fi fi;

       CSi: critical section;
       <y := 0>;

       <bi := false>;

goto NCSi;
(a) Is Mutual Exclusion preserved? Explain your answer.
(b) Is Progress preserved? Explain your answer.
(c) Is Bounded Waiting preserved? Explain your answer.
3. Explain what goes wrong in the following selfish variation of Peterson’s algorithm:

Process Pi:
do {

   flag[i] = TRUE;

   turn = i;

   while (flag[j] && turn == j);

     critical section

   flag[i] = FALSE;

     remainder section

} while (TRUE);
4. It seems that semaphores/locks create a recursive problem because they try to solve the mutual exclusion problem but themselves require mutual exclusion in their operations (wait and signal). Do you agree? Why or why not?
5. Does the following modification of the producer-consumer work? Explain your answer.
Initialization:
Sem mutex = 1;
Sem empty = n;

Sem full = 0;

Producer:
do {

   ...

   // produce an item 
   // in nextp

   ...

   wait(mutex);

   wait(empty);

   ...

   // add nextp to buffer

   ...

   signal(full);

   signal(mutex);

} while (TRUE);

Consumer:

do {

   wait(mutex);

   wait(full);

   ...

   // remove an item from 
   // buffer to nextc

   ...

   signal(empty);

   signal(mutex);

   ...

   // consume the item 
   // in nextc

   ...

} while (TRUE);

6. The following implementation of the dining-philosopher monitor was once claimed to prevent starvation. Give a counter example (i.e., expose starvation). You only have to list the states of the philosophers.
monitor Dining_Philosophers 
{ 
   enum {Thinking, Hungry, Eating} state[5]; 
   condition self[5]; 

   initialization_code() 
   {  // All philosophers start by thinking
      for(int i = 0; i < 5; i++) 
         state = Thinking; 
   } 

   void pickChopstick(int i) 
   { 
      state[i] = Hungry; // Declare that philosopher i 

                         // wants to eat 
      if (state[(i + 4) % 5] != Eating && 
          state[(i + 1) % 5] != Eating) 
         state[i] = Eating; 
      else 
      { 
         self[i].wait(); // wait until neighbors 
                         // finish eating 
         state[i] = Eating; // when they allow us to eat, 
                            // then go ahead 
      } 
   } 

   void releaseChopstick(int i) 
   { 
      state[i] = Thinking; // Declare that philosopher i 
                           // stopped eating, giving up 
                           // both chopsticks 
      if (state[(i + 4) % 5] == Hungry && 
          state[(i + 3) % 5] != Eating) 
         self [(i + 4) % 5].signal; 
      if (state[(i + 1) % 5] == Hungry && 
          state[(i + 2) % 5] != Eating) 
         self [(i + 1) % 5].signal; 
   }
}
7. Chandy and Misra provide an elegant solution to the dining-philosophers problem (http://en.wikipedia.org/wiki/Dining_philosophers_problem#Chandy_.2F_Misra_Solution). This solution is very similar to the above “solution”, but with an important concept of dirty and clean for the chopsticks. Explain how this concept prevents starvation.

8. Using monitor to implement a Coke machine. The machine has three functions: putMoney(), getCoke() and addCoke(). Assume that we only use one kind of money and have only one type of Coke. Hence the functions take no parameters. The machine can store at most N cans of Coke. Your monitor needs to guarantee that putMoney() only returns when there is no outstanding money in the machine, getCoke() only returns when there is Coke in the machine, and addCoke() only returns when there is an empty slot in the machine. Outstanding money is defined as money that is put into the machine, but no Coke has been sold for that money.
9. Consider the following three scenarios. One of them is best described as deadlock, one as livelock and one as starvation. Explain which is which.

(a) Philosophers A and B want to pick up a chopstick. They try to be nice by waiting for one second if the other one is about to take the chopstick. They both try to pick up the chopstick, wait for a second, try again, wait again, ad infinitum.

(b) Process A is waiting for the result of a computation performed by process B. However, A has higher priority than B, and so the OS prefers A and refuses to give CPU time to B. Therefore, both A and B are stuck.

(c) Processes A and B communicate through a buffer. Process A is waiting for the buffer to be more full before it reads it. Process B is waiting for the buffer to be less full before it writes more data to it. Therefore, both A and B are stuck.

10. Imagine you're designing an OS and you're concerned with deadlocks. You're free to define rules which processes should obey. However, you want to make sure that processes that play by the rules will not get deadlocked, and processes which break the rules only hurt themselves. Would any of these techniques _alone_ solve the problem?

(a) Banker's algorithm - require that each process lists the resources it will need, and deny requests for resources that have not been listed.

(b) Resource ordering - if a process holds resource X, deny requests from that process for a resource Y that is lower in the partial order.

(c) Detection and recovery - kill the process(es) that caused the deadlock.

What about (b) and (c) together?

