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Problem 1.  Pre-lab

For this week’s lab, you will be implementing the necessary components to support virtual memory in a 
real computer system. Virtual memory is an artificial mapping between the address space of an 
individual process to physical memory available on a system. This is necessary to give processes the 
illusion of exclusive access to memory for purposes of software compatibility as well as resource 
sharing and management. 

Please complete the following problems before coming to the lab (though you should still submit it as 
part of this homework). This will help you understand the concept of virtual memory before 
implementing it in lab.

(a) C Programming

Familiarize yourself with the following operators in C before coming to the lab:
• Left shift
• Right shift
• Bitwise logical operators: AND, OR, XOR
• Bitwise negation

Write C code that does the following: 
1. Leftshift a variable A to the left by 5 bits and store it in A. 
2. Rightshift a variable A to the left by 5 bits and store it in A. 
3. AND, OR, and XOR two variables and store them into a third variable. 
4. Change a variable into its negation.

(b) Structure

In this lab, we will be dealing with a two level page table. In this particular scheme, a CPU register 
contains the location of the top level page directory. This is a special page of memory that contains 
listing of page tables. Page tables contain actual physical pages allocated to the current running 
process. 

Draw out what the virtual memory mapping may possibly look like given a system running 3 
processes.



(c) Procedure
What happens exactly when the CPU requests memory access? 

• Is it in the TLB? If so, fetch that value. 

• Otherwise,  we  have  to  perform  a  page  walk.  Starting  at  the  page  directory,  we  find  the 
corresponding page table, and then find the right page, followed by the data we actually want 
with the offset. 

• But what if the address we want isn’t to be found? We hit a page fault. This can be the result of  
either an invalid address (segfault) or a valid address that is not in memory. For the latter case, 
we either allocate a new page of memory if it has never been allocated, or we bring the page 
back to RAM if it was paged to disk. 

• There is  a  third case:  copy-on-write.  Sometimes,  processes  may want to  copy segments  of 
memory around or share them. In this case, we want to delay actually copying the data as long 
as possible (why?). In such cases, multiple sets of virtual addresses point to the same physical 
page in memory. However, their permission bits in the page table are different (which ones and 
why?). When a change is made to a copy of the original data, we are forced to physically create  
a new copy and update the changes on the new copy as well as updating the page table to reflect 
this change. This is known as copy-on-write. 

Draw out a logic diagram for the above procedure.

Problem 2. Multicore

Suppose we have a program of which 60% can be parallelized to any extent, 20% can be parallelized to 
up to 4 processors, and 20% cannot be parallelized at all. If the program takes 100 seconds to run on 
one processor, how long will it take to run on 2 processors working in parallel? On 20? What is the 
limit as the number of processors tends to infinity?

2 processors: 

20 processors: 

n processors as n → infinity: 



Problem 3. Caching

Consider a fully associative cache with two 8-byte lines. Assume 32-bit virtual address, 32-bit physical 
address, write-back, write-allocate, and LRU eviction policies.

The following program is run:

1: LW $t0 <- M[0]      
2: LW $t1 <- M[4] 
3: LW $t2 <- M[12]
4: SW $t1 -> M[8] 
5: LW $t3 <- M[0]
6: SW $t0 -> M[28]
7: SW $t1 -> M[24]

(a) Identify which bits (0-indexed) of a memory address are the tag, the block offset and the offset 
within a word.

Tag: 
Block offset: 
Offset within a word: 

(b) How many cache misses and hits are there if cache is initially empty?

(c) After the execution of the code above, what is stored in...

…register $t2?

…M[8]?

…the cache?

V D tag data

(d) How many memory reads and writes are performed (in words) by the time line 7 is finished?

Addr Memory contents
0 0x00000000
4 0xCAFE0000
8 0x00BEEF00
12 0x01234567
16 0x123CODE4
20 0xF000000D
24 0x98765432
28 0x01010101



Problem 4. System Calls and Exceptions

(a) Suppose you have a compiler that emits SYSCALL instructions. In this case, instead of:
printf() -> write() -> syscall, or malloc() -> sbrk() -> syscall,

it becomes:
printf() -> syscall, and malloc() -> syscall

What security issues can this system cause?

Besides security issues, is this a good design in general? Think about distribution and design practices. 

(b) System calls and exceptions trigger a similar set of actions but also contain specific steps that are 
syscall only or exceptions only. The below table has a combined set of actions for syscalls and 
exceptions. Mark the syscall only and exception only steps in the below table.

Steps Exceptions Only Syscall Only 

Switches the sp to the kernel stack

Saves the old (user) SP value

Saves the old (user) PC value (= return address)

Saves the old privilege mode

Saves cause

Sets the new privilege mode to 1

Sets the new PC to the kernel handler

Saves callee-save registers

Saves caller-save registers

Examines the syscall number

Examines the cause

Checks arguments for sanity

Performs operation

Stores result in v0

Restores callee-save registers

Restores caller-save registers

Performs a return instruction, which restores the privilege mode, SP 
and PC

Why syscall saves and restores much less state than exception handler?



Problem 5. Synchronization

P&H 4th edition, Chapter 2 Exercise 2.28.

(a) 2.28.1 How many?

(b) 2.28.2 Explain.

(c) 2.28.3 Rewrite.

(d) 2.28.4.a.

Processor 1 Mem Processor 2

Processor 1 Processor 2 Cycle $t1 $t0 ($s1) $t1 $t0

0 1 2 99 30 40

ll $t1, 0($s1) 1

ll $t1, 0($s1) 2

sc $t0, 0($s1) 3

sc $t0, 0($s1) 4

(e) 2.28.4.b.

Processor 1 Mem Processor 2

Processor 1 Processor 2 Cycle $t1 $t0 ($s1) $t1 $t0

0 1 2 99 30 40

ll $t1, 0($s1) 1

ll $t1, 0($s1) 2

addi $t1, $t1, 1 3

sc $t1, 0($s1) 4

sc $t0, 0($s1) 5



Problem 6. C Program

A hash table is an array of buckets. Each bucket may contain data or be empty. Hash table data consists 
of a hashable key and an associated value.  We call  this  the key/value pair.  Let us define an open 
addressing, linear probing, load factor 0.5 hash table.

Open addressing: let h = hash(key). The key/value pair are stored in bucket (h mod N) where N is the  
table size.

Linear probing: hash collisions are resolved by testing successive buckets until an empty bucket is 
found. Thus, an insertion with collision would place the entry at table[(h mod N) + k mod N] where k is 
the smallest natural number such that bucket ((h mod N) + k mod N) is empty.

Load factor  0.5: load factor is  the # of non-empty buckets divided by the total  # of buckets.  The 
performance of linear probing drops significantly when the load factor exceeds some threshold. To 
avoid this, the table is doubled in size when the load factor is >= 0.5.

For this problem we will consider a hash table with integer keys and integer values.

(a) After N insertions how big can the table be (worst case space)? How many insert operations are 
needed (worst case time)? Give an estimate of the constant factors (e.g., 2N, 3N log N, etc)

space: 
time: 

(b) The arraylist data structure we implemented in Homework 3 is nearly enough to also implement 
this hash table. What changes are needed?

(c) Implement the hash table in C and submit the code and binary to CMS. The following functions are 
required:

void hashtable_create(struct hashtable *self);
void hashtable_put(struct hashtable *self, int key, int value);
int hashtable_get(struct hashtable *self, int key);
void hashtable_remove(struct hashtable *self, int key);
void hashtable_stats(struct hashtable *self);

Example usage:

struct hashtable a;
hashtable_create(&a);
hashtable_put(&a,0,99);
hashtable_stats(&a); /* prints: "length = 1, N = 2, puts = 1\n" */



hashtable_put(&a,1,42);
hashtable_stats(&a);
assert(hashtable_get(&a,0)==99);
hashtable_remove(&a,0);
hashtable_get(&a,0); /* causes program to exit with exit code 1 */
hashtable_remove(&a,0); /* would also cause program to exit with exit code 1 */

Output:

length = 1, N = 2, puts = 1 
length = 2, N = 4, puts = 3 
ERROR: key 0 not found. 

Output explained: On the first insertion, the table is initialized with a size of 2. The second insertion 
will cause the load factor to exceed 0.5. So, prior to insertion the table is resized to N=4. Changing the 
table size requires that we re-insert all existing key/value pairs. (Why?) Therefore the total number of 
insertions is 3.

Error handling policy: your program must return 0 from main if there are no errors. Your program may 
choose to exit with exit code 1 if it detects a runtime error. Aborting the program with an assert is also 
acceptable.

Hash function: you may use the DJB2 hash function from http://www.cse.yorku.ca/~oz/hash.html. Cite 
the source in your code.

(d) Suppose we would like to handle complex keys and values (e.g. string keys and/or struct values).  
One idea is to use the same code but pass pointers as integers. For example,

char *key="hello";
struct mystuff value;
... /* initialize value */
hashtable_put((int)key,(int)(&value));
struct mystuff *p=(struct mystuff *)hashtable_get((int)"hello");
assert((*p)==value); /* is this true? */

Would this work? Explain in 1-2 sentences.

(e) Optional bonus (+5 points): implement a separate chaining hash table in C and submit the code to 
CMS.

http://www.cse.yorku.ca/~oz/hash.html

