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TYPED ASSEMBLY LANGUAGE

types T,0 == a |t |V[a.l'|(r,...,7n") | Ja.T
initialization flags @ == 0]1

heap types U = {l1:11,...,n:Tn}

register file types [' = {r1:711,...,"n:Tn}

type contexts A = a1,...,0n



TYPED ASSEMBLY LANGUAGE
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types T,0 == a |t |V[a.l'|(r,...,7n") | Ja.T
initialization flags @ == 0|1
heap types U o= {l1:11,...,8n:Tn}
register file types ' o= {ry:m,...,"n:Tn}
type contexts A = a1,...,0n
registers r o= 1rl|r2|r3]|---
word values w = L|i| 77| w[r] | pack [T,w] as 7’
small values v = r|w|v[r]| pack [r,v] as T’
heap values h = (wi,...,wn) | code[@|T".]
heaps H :@= {{1— hy,...,4, — hyp}
register files R = {ri— wi,...,Tn — wn}
instructions ¢t = addrg,rs,v | bnzr,v | 1ldrg, rs[i| | mallocry[7] | movrg, v |
mulrg, rs,v | stryli],rs | subrg, rs, v | unpack|a, ry4],v
instruction sequences I ::= ;1| jmpv | halt|T]
programs P ::= (H,R,I)



TYPED ASSEMBLY LANGUAGE

types T,0 == a|int |V[a].T'| (r,...,7n") | BT
initialization flags @ = 0]1

heap types U = {{1:711,...,ln:Tn}

register file types ' o= {rim,...,"n:Tn}

type contexts A = a1,...,0n

registers r = rl|r2|r3]|---

word values w == £|i| 77| w[r] | pack [r,w] as 7’
small values v == r|w|v[r]| pack [r,v] as T’
heap values h = (wi,...,wn) | code[@|T".]
heaps H :@:= {{y— hy,...,4, — hy}
register files R = {ri— wi,...,rn +— wn}
instructions

instruction sequences
programs




TYPED ASSEMBLY LANGUAGE
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l_main:
code[ |{}. % entry point
mov rl1,6
jmp l_fact
lfact:
code| |[{ri:int}. % compute factorial of r1
mov r2,rl % set up for loop
mov ri,1
jmp l_loop
1 _loop:
code| |{ri:int,r2:int}. % ril: the product so far,
% r2: the next number to be multiplied
bnz r2,l nonzero % branch if not zero
halt|[int] % halt with result in r1
1l nonzero:
code[ |{rl:int,r2:int}.
mul ri,rl,r2 % multiply next number
sub r2,r2,1 % decrement the counter
jmp l-loop




WHY DO WE WANT TAL?



TYPE SYSTEMS ALL THE
WAY!!




TYPED INTERMEDIATE LANGUAGES

» Throughout the 90’s (and today!)
> Benefits of Types (efficiency + soundness)

» Target Language is Untyped

NO TYPES :(

TYPES!



HOW T0 GUARANTEE
SAFETY W/ UNTYPED
AND UNTRUSTED CODE?



PROOF-CARRYING CODE

» George Necula (POPL ’97)

» Compiler Produces:

1. Program
COMPILATION L
2. Proof CERTIFICATION :
» First-Order Predicate | USER PROCESS
Logic Based ecneeeeeonaeeas
| CODE CONSUMER
. . | RUNTIME SYSTEM
» Diflicult to Build ! l | 08 KERNEL
COmpﬂerS \A PROOF L/ RULES \
ENABLE VALIDATION \ INTERFACE/
SAFETY POLICY



TYPED ASSEMBLY LANGUAGE

» Extend benefits of types all the way to the target

> Types as implementation of Proof-Carrying Code

lmain:
code[|{}. % entry point
mov rl,6
jmp l_fact
lfact:
code[ |{r1:int}. % compute factorial of r1
mov r2,rl % set up for loop
mov ri,1
jmp lloop
1 loop:
code| |[{r1l:int,r2:int}. % ril: the product so far,
% r2: the next number to be multiplied
bnz r2,l nonzero % branch if not zero
halt[int] % halt with result in r1
1l nonzero:
code[ [{rl:int,r2:int}.
mul ri,rl1,r2 % multiply next number
sub r2,r2,1 % decrement the counter
jmp l-loop




TYPED ASSEMBLY LANGUAGE - FEATURES

» RISC-style language

> Types: l-fact:
code| |[{r1l:int}.

» Code types

» Pointer Types

» Existential Type Constructor
> Security:

» No pointer forging!

» Control Flow Integrity

STACK

» QOther:

Static/Global b

» Memory Allocation cone




SYSTEM F TO TAL

» Show that TAL is expressive

CPS Closure Code

conversion conversion Hoistin Allocation eneration
AF - \K -~ \C 8, \H - \*

~TAL




SYSTEM F TO TAL

» CPS Conversion

CpS Closure o . Code
\F conversion yy onversion Hmstmg» \H Allocatlon’_ \A generation TAL



CPS TRANSLATION

» Continuation Passing Style
» Translate to near-linear series of let bindings & calls

» Removes function call stack

Abstraction Translation
Kexpl(fixx(z1:71):m2.€)7 [k def k((fixz(z1:K[11], c:Keont[T2]) -Kexp[e] Ceont [kl

Application Translation

Kexp[(u]* ug?)7]k = Kexplur' 1(Az1:K[m].

’Cexp [[ugz ]] (sz :K IITZ]] :
oy (25 172), k) eonelralKconclm]



SYSTEMFTO 4,

» Continuation Passing Style

Ar  (fixf(n:int) :int.ifO(n,l,n Xf(n—1)))6

l

Ak (fixf(n : int, k : (inf) = void) .
ifO(n, k(1),

letx =n— lin
f(x, A(y :int) . letz = n X yink(z))))
(6,A(n : int) . halt]int]n)



SYSTEM F TO TAL

» Closure Conversion

CpS Closure o . Code
\F conversiofl 4y conversion Hmstmg» \H Allocatlon’_ \A generation TAL




POLYMORPHIC CLOSURE CONVERSION

» Generate Explicit Closures
» Implements Encapsulation
> New Syntax
» Existential Types
7,0 = ...|

» Packing/Unpacking
u:=...|vl[z]| packlz,,v] as 7,

d:=...|[la,x] = unpack v

» Uses Type Erasure*

a.rtT

» Function bodies type-check w/o environment type info

» Pack is a no-op at runtime



» Polymorphic Closure Conversion

Function Type Translation

ClV|a).(m1, ..., ™) — void] = 36.(V[a@].(B,C[r1], . . .,C[m.]) — void, B)

Application Translation

Cexplu™[o1,. .. s0m](V1,...,vn)] f et [v, 2| = unpack Cya1[u] in
let 2,40 = 71 (z<"code’7)) in
let 2ony = wz(z(Tcodeﬁ)) in
(ZcodeTe0de[Clo1], . .., Clom]])
(ze'n'v’y, Cyal IIUII]’ .« s Cyal lI’Un]])
where
o C[[T]] - 3’7'<Tcode’ 7)



SYSTEM F TO TAL

» Hoisting

CpS Closure o Code
\F comversion yy conversign 4 Hmstmg._ \H ; llocatlon._ \A generation TAL



HOISTING
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» Separating Code Definition & Program
» Much like real memory layout
» Closures make this easy!
» Bind fix statements to variables, pointing to code

Syntax changes:

values u ::= delete fixx(x1:71,...,Zn:Tn).€
heap wvalues h = code[@|(x1:T1,...,Zn:Tn)-€
programs P ::= letrecxi — hy1,...,n+— hnp ine

The typing rule for fix is replaced by a heap value rule for code:

atutm a;(T,z1:71,...,Zn:Th) Fu e
- - - (ml,...,xngr)
I' Fu codel@](z1:71,...,Zn:Tn).e: V[a@]|(T1,...,Tn) — void hval
New typing rule:
OFu 71 z1:7T1,...,Zn :TnbFu h;:7m hval O;z1:71,...,Zn:Th Fu e

(zi # z; for i # j)

Fy letrecxzy — h1,...,2zp +— hy ine



letrec f..de — (* main factorial code block *)
A code||(env:(), n:int, k:7y).
K ifO(n, (* true branch: continue with 1 *)
let [3, kunpack] = unpack k in

let keode = Wl(kunpack) in
> P let keny = m2(Kunpack) i
kcodc(kcnva 1):
>» F (* false branch: recurse with n — 1 *)
letz =n—1in
feode(env, x, pack [{int, Tk ), {contcode, (N, k))}] as Tx))
cont .,4. +* (* code block for continuation after factorial computation *)
code||(env:{(int, 1), y:int).
(* open the environment *)
let n = m;(env) in
let k = ma(env) in
(* compute n! into z *)
letz=n Xy in
(* continue with z *)
let [3, Kyunpack] = unpack k in
let kepge = m1 (kunpack) in
let keny = 2 (kunpack) in
kcodc(kcrw 3 z)
halt,.,q. v (* code block for top-level continuation *)
code||(env:(), n:int). halt[int|n
in
fcodc((), 6, pack [(), (haltcodca ())] as Tk)

where 7 is Ja.{(«a, int) — void, o)



SYSTEM F TO TAL

» Memory Allocation

CpS Closure o . Code
\F Conversion .y conversion Hoisting \H Allocatlon’_ \A generation TAL



ALLOCATION
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» Assembly language doesn’t have Tuples!

» Need to allocate memory for tuples (and initialize!)

All{zy, ..., t ) = (Al 11, ..., Allz,]]11)

» X = (V1, Vz)

let z1:(int?, int®) = malloc[int, int]
To:(int’, 'mto) = x1[1] « v1
z :(int', int') = 22[2] — vy




ALLOCATION
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(* false branch: recurse with n — 1 *)
A,H Iet r=n-—1 in

feode(env, z, pack [{int, k), (contcode, (N, k))]| as 7))

etx=n—1In
et y1 = malloc|int, 7] in

/1A et yo = y1[1] < m in
et y3 = y2[2| < k in (x (n, k) *)
et y4 = malloc[({int, T), int) — void, (int, )] in

et ys5 = ya[l] <« contcpge in
et y¢ = y5[2] — Y3 in (* <Contcodea (na k)) *)
fcode(enva €T, paCk [(int, Tk)? yﬁ] as Tk))




SYSTEM F TO TAL

» Code Generation

CpS Closure o Code
\F Conversion .y conversion Hmstmg» \H Allocation \A generation TA




SYSTEM F TO TAL

» Code Generation
» Mostly direct translation to assembly

» Function types annotate registers

TIV[&] (1, - -, T0) — void] = V[@{x1:T[n], ..., tn:T[r]}

» unpack is just a mov instruction w/ type erasure

» malloc is abstract



TAL IMPLEMENTATION

> TALx86 : IA32 ISA
» Variation from Paper:
» Other data types (arrays, floats, etc.)
» Not CPS -> Uses Explicit Stack
» Implements malloc and unpack instructions
» Modules with Type Interfaces
» Some optimizations
> Register-sized objects vs. “large objects”

» Cross-module optimization



CONCLUSIONS

» System F -> TAL
» We can have security and expressivity
» Utilizes many PL techniques
» Type-directed Compilation
» Formalism omits many optimizations (other work)
» Future Work & Impact
» Cyclone (low level, typed language)

» (and then Rust)



THANK YOU!



POLYMORPHIC CC - TWICE EXAMPLE

AF source:
twice = Aa. A f:a — a. Az:a. f(fx)

A source:
twice =
Aa)(f:rg, c:(75) — void).
let twicef =
Mz, ¢':(a) — void).
let oncef = A(z:a).f(z,c’) in
f(z, oncef)
in
c[](twicef)

where 7; = (o, (o) — void) — void



A" translation:

letrec twice g () (envi(), f:7¢, c:3p3.((p3, T§) — void, p3)).
let twicef = pack [(T¢), (twicefeoqe ], (f))] as T in

POLYMORPHIC CC

AF source:
twice = Aa. A\ f:a — a. Az:a. f(fz)

AK source:
twice =
Aa|(f:Tf, c:(Tf) — void).
let twicef =
AMz:a, ¢':(a) — void).
let oncef = A(z:a).f(z,c’) in

f(z, oncef)
c[](twicef)

in

where 75 = (o, (@) — void) — void

in--.

where T f;

let [p3, Cunpack] = unpack c in
let ccoge = 7rl(c‘u.'n.pa,clc) in
let ceny = 7r2(cunpack) in
Ceode( Cenv , twicef)
twicefcoqe[a] (envi(Ty), z:a, ¢ Tae).
let f = m1(env) in

let oncef = pack [(Tf, Tac), (oncefcode[], (f, ¢’))] as Tac

let [p1, funpack] = unpack f in

let feode = 1 (funpack) in

let feny = 2 (fu'n,pa.ck) in

fcode(fe'n—'va T, oncef)

oncefeode [a](env : (Tfa Tac>’ 2= a)'

let f = m1(env) in

let ¢/ = m2(env) in

let [p1, funpack] = unpack f in

let feode = 71 (f'u.npack) in

let feny = 2 (funpa.ck) in
feode(fenv, 2, €')

Jp1.((p1, @, Tac) — void, p1)
3p2.((p2, @) — void, p2)

Tac —



