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Logis;cs	  

•  HW2	  out	  later	  today	  



Latest	  News	  

hBp://www.theregister.co.uk/2014/09/24/bash_shell_vuln/	  



hBp://seclists.org/oss-‐sec/2014/q3/650	  



Main	  Goals	  for	  Today	  

•  Firewalls.	  
•  Maybe	  start	  Distributed	  Denial	  of	  Service.	  



Where	  We	  Are	  in	  Syllabus	  
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Open	  Network	  From	  the	  Internet	  

IP	  Address	  

Port	  



Scale	  of	  the	  Problem	  

•  Big	  network	  might	  have	  O(105)-‐(108)	  machines	  

•  Most	  will	  have	  some	  open	  ports	  
•  Many,	  many	  versions	  of	  many,	  many	  codebases.	  
•  Many	  different	  departments	  with	  differing	  
needs/poli;cs.	  

•  Extremely	  hard	  to	  keep	  everything	  patched/
configured	  correctly	  

•  But	  trivial	  to	  scan/exploit	  from	  the	  internet.	  



Establish	  Central	  Control	  

IP	  Address	  

Port	  



BeBer	  Yet	  

Internet	   Internal	  Firewall	  

DMZ	  

??	  



Or…	  
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Or	  even…	  
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Firewall	  Basic	  Concept	  

Rules	   Rules	  

(This	  is	  Netgate	  M1N1Wall	  –	  low-‐cost,	  low-‐power	  open	  source	  firewall	  	  
using	  FreeBSD/pfSense.	  	  Runs	  on	  AMD	  Geode	  cpu.)	  



Typical	  Firewall	  Rule	  

•  Block	  in	  on	  LAN	  from	  192.168.1.0/24	  port	  any	  
to	  0.0.0.0/0	  port	  53	  
– Any	  packets	  coming	  from	  LAN	  to	  port	  53	  will	  be	  
dropped.	  	  
•  Effect	  of	  rule	  in	  isola;on	  
•  Could	  be	  part	  of	  strategy	  to	  force	  clients	  to	  use	  only	  
officially	  sanc;oned	  DNS	  servers	  



Firewall	  Rulesets	  

•  Typically	  a	  significant	  number	  of	  rules,	  that	  
together	  enforce	  the	  policy.	  

•  Some	  firewalls	  take	  “last	  match”	  as	  disposi;ve,	  
others	  take	  “first	  match”.	  

•  Generally	  want	  first/last	  to	  be	  “block	  all”	  to	  
ensure	  only	  permiBed	  traffic	  is	  allowed.	  

•  Stateful	  firewalls	  apply	  rules	  only	  to	  first	  packet	  
of	  connec;on,	  	  
–  then	  will	  allow	  rest	  of	  connec;on	  to	  proceed	  
–  Performance	  benefit:	  looking	  up	  in	  flow	  table	  much	  
faster	  than	  applying	  all	  of	  rules	  to	  packet.	  



Firewall	  Demo	  Wiring	  Diagram	  

Netgate	  Firewall	  Mac	  Mini	  (DMZ)	  

Laptop	  

OPT1	  

LAN	  

WAN	  

10.0.0.0/24	  

198.168.1.0/24	  

10.1.0.0/16	  



Tour	  of	  a	  Firewall	  GUI	  

•  Dashboard	  
– Let’s	  check	  basic	  setup	  
•  Check	  IP	  addresses	  on	  laptop	  match	  
•  Dashboard	  
•  Routes	  correct	  
•  Make	  sure	  we	  can	  ping	  Mac	  Mini	  from	  firewall	  
•  Check	  arp	  table	  
•  Make	  sure	  we	  can	  ping	  Mac	  Mini	  from	  LAN	  network.	  
•  Have	  a	  quick	  look	  at	  state	  table	  



Firewall	  Rules	  
•  Inspect	  the	  Rules	  
•  Nmap	  through	  the	  firewall	  from	  WAN	  
– Unplug	  LAN	  wire	  
–  sudo	  nmap	  -‐Pn	  -‐n	  -‐sS	  –T5	  10.0.0.2	  
–  Replug	  LAN	  wire	  

•  Change	  a	  rule	  
•  Nmap	  through	  the	  firewall	  and	  see	  we	  can	  no	  
longer	  see	  ports	  

•  Inspect	  the	  state	  table	  in	  the	  fw	  
•  Add	  a	  rule	  to	  reject	  (reset)	  connec;ons	  
–  See	  how	  the	  nmap	  result	  changes	  



DDOS	  –	  Distributed	  Denial-‐Of-‐Service	  

•  Main	  goal	  
–  take	  out	  an	  Internet	  site	  (“denial	  of	  service”)	  
– By	  flooding	  with	  bad	  traffic	  
– From	  many	  source	  (“distributed”)	  

•  Could	  also	  be	  used	  on	  internal	  network,	  	  
– Not	  seen	  much	  so	  far,	  if	  at	  all.	  
– Obvious	  cyber-‐war/cyber-‐terrorism	  tac;c	  	  



Basic	  Setup	  of	  a	  DDOS	  Botnet	  

Internet	  

Vic;m	  

Bot	   Bot	   Bot	   Bot	   Bot	  

C&C	  

Illustra;ve	  only:	  prac;cal	  aBacks	  will	  have	  many	  more	  bots	  



What	  Packets	  Should	  We	  Send?	  

•  Ping	  flood	  
–  ICMP	  echo	  request	  

•  Syn	  flood	  
–  Exploit	  limita;ons	  in	  handling	  of	  half-‐open	  
connec;ons	  in	  older	  stacks	  

•  Genuine	  looking	  requests 	  	  
–  The	  more	  genuine	  and	  randomized,	  the	  harder	  to	  
block	  

•  Applica;on	  layer	  exploits	  
– ASLR	  etc	  will	  prevent	  exploita;on,	  but	  not	  crash	  



Reflectors	  

•  A	  Reflector	  is	  anything	  that	  
–  If	  you	  send	  it	  a	  packet,	  will	  respond	  with	  pkts	  
– Preferably	  lots	  of	  big	  packets	  
– Then	  send	  it	  a	  packet	  with	  src	  spoofed	  as	  the	  
vic;m	  

– Get	  it	  to	  send	  lots	  of	  packets	  back	  to	  the	  vic;m	  
– Can	  amplify	  a	  DDOS	  greatly	  
– Also	  makes	  it	  harder	  to	  trace	  



Reflec;on	  ABacks	  

Internet	  

Vic;m	  

Reflector	   Bot	   Bot	  

C&C	  

Illustra;ve	  only:	  prac;cal	  aBacks	  will	  have	  many	  more	  bots/reflectors	  

Reflector	  

Reflector	  

Reflector	  
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What	  Will	  Work	  as	  a	  Reflector?	  

•  Any	  TCP	  host	  (send	  SA	  or	  R	  in	  response	  to	  S)	  
•  ICMP	  (eg	  echo	  response	  to	  echo	  request)	  
•  DNS	  –	  especially	  with	  recursion	  
–  Issue	  on	  campus	  recently	  
– Let’s	  look	  at	  this	  in	  more	  detail	  

	  



Domain	  Name	  Service	  

•  Global	  Internet	  service	  to	  map	  names	  to	  IP	  
addresses.	  

•  Part	  of	  core	  TCP/IP	  suite	  of	  protocols	  
– RFC	  882	  (1983)	  updated	  by	  RFC	  1034	  (1987)	  
– Replaced	  manually	  maintained	  “hosts.txt”	  of	  all	  
Internet	  connected	  computer’s	  IP	  addresses.	  

•  Let’s	  do	  it	  	  
– unplug	  from	  fw	  demo	  
– dig	  www.ny;mes.com	  



The	  DNS	  Hierarchical	  Name	  Tree	  



How	  a	  DNS	  Query	  Works	  

Credit:	  hBp://securitytnt.com/dns-‐amplifica;on-‐aBack/	  


