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CAL

Language:  
C  ::=    F    (F a formula of First-order Predicate Logic)

|   P says C   
|   P’ speaksfor P   
|   P’ speaks x:C for P
|   C ∧ C’   
|   C ∨ C’    
|   C ⇒ C’ 

N.b. ¬C: ( C ⇒ false)
1



Models for CAL

!(P) is the set of beliefs principal P has.
§ P says C iff C ∈ !(P)
§ P’ speaksfor P iff     !(P’)⊆ !(P)

!(P) called the worldview of P
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CAL Inference Rules: says

$
% says $

% says $
% says ( % says $)

% says ( % says $)
% says $

% says ($ ⇒ $))
% says $ ⇒ ( % says $))
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Example CAL Proof (1)

! says %, ! says ( % ⇒ %))
! says % ⇒ (! says %))
! says %)

4



Example CAL Proof (2)

! says %, ! says ( % ⇒ %))
! says % ⇒ (! says %))
! says %)
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Example CAL Proof (3)

! says %, ! says ( % ⇒ %))
! says % ⇒ (! says %))
! says %)
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CAL Inference Rules: speaksfor

) *+,* ().*/0+1*234 ))
).*/0+1*234 ) hand-off

).*/0+1*234 )
).*+,* 6 ⇒ ) *+,* 6

) */0+1*234 )., ).*/0+1*234 )..
) 9:;<=9>?@ )..
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Credentials Can Convey Beliefs

kS is a signing key; KS is a verification key 

kS-sign( C ):  KS says C
– Public keys are principals.
– KS speaksfor S   if principal S is the only agent with 

access to private key kS.

A principal S can be a hash of the running code 
and data that was read.
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Application
Public Key Infrastructure (PKI) 

kS-sign( C ):
– Certificate:  KS-⟨C⟩
– CAL formalization:  KS says C

CAL formalization of delegation certificate:
– Certificate:  KI-⟨#/com : Kcom⟩
– CAL formalization:  KI says (Kcom speaksfor #/com) 
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Public Key Infrastructure (PKI) 
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/

/edu/com

/edu/cu /edu/mit

/edu/cu/cs /edu/cu/ece /edu/cu/…



PKI Excerpt
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…
KI-⟨"/com : Kcom⟩
KI-⟨"/edu : Kedu⟩
…

…
Kedu-⟨"/edu/cu : Kcu⟩
Kedu-⟨"/edu/mit : Kmit⟩
…

…
Kcu-⟨"/edu/cu/cs : Kcs⟩
Kcu-⟨"/edu/cu/ece : Kece⟩
…

…
Kcs-⟨"/edu/cu/cs/fbs : Kfbs⟩
Kcs-⟨"/edu/cu/cs/la : Kla⟩
…

/

/edu

/edu/cu

/edu/cu/cs



CAL Model for PKI Excerpt
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…
KI-⟨"/com : Kcom⟩
KI-⟨"/edu : Kedu⟩
…

…
Kedu-⟨"/edu/cu : Kcu⟩
Kedu-⟨"/edu/mit : Kmit⟩
…

…
Kcu-⟨"/edu/cu/cs : Kcs⟩
Kcu-⟨"/edu/cu/ece : Kece⟩
…

…
Kcs-⟨"/edu/cu/cs/fbs : Kfbs⟩
Kcs-⟨"/edu/cu/cs/la : Kla⟩
…

KI says (Kcom speaksfor "/com) 
KI says (Kedu speaksfor "/edu) 

Kedu says (Kcu speaksfor "/edu/cu) 
Kedu says (Kmit speaksfor "/edu/mit) 

Kcu says (Kcs speaksfor "/edu/cu/cs) 
Kcu says (Kece speaksfor "/edu/cu/ece) 

Kcs says (Kfbs speaksfor "/edu/cu/cs/fbs) 
Kcs says (Kla speaksfor "/edu/cu/cs/la) 



Sample Derivation

Kcu says Kcs speaksfor !/edu/cu/cs
Kcu speaksfor !/edu/cu

!/edu/cu says Kcs speaksfor !/edu/cu/cs
!/edu/cu speaksfor !/edu/cu/cs

!/edu/cu/cs says Kcs speaksfor !/edu/cu/cs
KCS speaksfor !/edu/cu/cs
Kcs says Kfbs speaksfor !/edu/cu/cs/fbs

KCS speaksfor !/edu/cu/cs
!/edu/cu/cs says Kfbs speaksfor !/edu/cu/cs/fbs

!/edu/cu/cs speaksfor !/edu/cu/cs/fbs
!/edu/cu/cs/fbs says Kfbs speaksfor !/edu/cu/cs/fbs
Kfbs speaksfor !/edu/cu/cs/fbs
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CAL Model for PKI Except
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…
KI-⟨"/com : Kcom⟩
KI-⟨"/edu : Kedu⟩
…

…
Kedu-⟨"/edu/cu : Kcu⟩
Kedu-⟨"/edu/mit : Kmit⟩
…

…
Kcu-⟨"/edu/cu/cs : Kcs⟩
Kcu-⟨"/edu/cu/ece : Kece⟩
…

…
Kcs-⟨"/edu/cu/cs/fbs : Kfbs⟩
Kcs-⟨"/edu/cu/ece/la : Kla⟩
…

KI says (Kcom speaksfor "/com) 
KI says (Kedu speaksfor "/edu) 

Kedu says (Kcu speaksfor "/edu/cu) 
Kedu says (Kmit speaksfor "/edu/mit) 

Kcu says (Kcs speaksfor "/edu/cu/cs) 
Kcu says (Kece speaksfor "/edu/cu/ece) 

Kcs says (Kfbs speaksfor "/edu/cu/cs/fbs) 
Kcs says (Kla speaksfor "/edu/cu/ece/la) 



Sample Derivation (1)

Kcu says Kcs speaksfor !/edu/cu/cs
Kcu speaksfor !/edu/cu

!/edu/cu says Kcs speaksfor !/edu/cu/cs
!/edu/cu speaksfor !/edu/cu/cs

!/edu/cu/cs says Kcs speaksfor !/edu/cu/cs
KCS speaksfor !/edu/cu/cs
Kcs says Kfbs speaksfor !/edu/cu/cs/fbs

KCS speaksfor !/edu/cu/cs
!/edu/cu/cs says Kfbs speaksfor !/edu/cu/cs/fbs

!/edu/cu/cs speaksfor !/edu/cu/cs/fbs
!/edu/cu/cs/fbs says Kfbs speaksfor !/edu/cu/cs/fbs
Kfbs speaksfor !/edu/cu/cs/fbs
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Sample Derivation (2)

Kcu says Kcs speaksfor !/edu/cu/cs
Kcu speaksfor !/edu/cu

!/edu/cu says Kcs speaksfor !/edu/cu/cs
!/edu/cu speaksfor !/edu/cu/cs

!/edu/cu/cs says Kcs speaksfor !/edu/cu/cs
KCS speaksfor !/edu/cu/cs
Kcs says Kfbs speaksfor !/edu/cu/cs/fbs

KCS speaksfor !/edu/cu/cs
!/edu/cu/cs says Kfbs speaksfor !/edu/cu/cs/fbs

!/edu/cu/cs speaksfor !/edu/cu/cs/fbs
!/edu/cu/cs/fbs says Kfbs speaksfor !/edu/cu/cs/fbs
Kfbs speaksfor !/edu/cu/cs/fbs
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Sample Derivation (3)

Kcu says Kcs speaksfor !/edu/cu/cs
Kcu speaksfor !/edu/cu

!/edu/cu says Kcs speaksfor !/edu/cu/cs
!/edu/cu speaksfor !/edu/cu/cs

!/edu/cu/cs says Kcs speaksfor !/edu/cu/cs
KCS speaksfor !/edu/cu/cs
Kcs says Kfbs speaksfor !/edu/cu/cs/fbs

KCS speaksfor !/edu/cu/cs
!/edu/cu/cs says Kfbs speaksfor !/edu/cu/cs/fbs

!/edu/cu/cs speaksfor !/edu/cu/cs/fbs
!/edu/cu/cs/fbs says Kfbs speaksfor !/edu/cu/cs/fbs
Kfbs speaksfor !/edu/cu/cs/fbs
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Sample Derivation (4)

Kcu says Kcs speaksfor !/edu/cu/cs
Kcu speaksfor !/edu/cu

!/edu/cu says Kcs speaksfor !/edu/cu/cs
!/edu/cu speaksfor !/edu/cu/cs

!/edu/cu/cs says Kcs speaksfor !/edu/cu/cs
KCS speaksfor !/edu/cu/cs
Kcs says Kfbs speaksfor !/edu/cu/cs/fbs

KCS speaksfor !/edu/cu/cs
!/edu/cu/cs says Kfbs speaksfor !/edu/cu/cs/fbs

!/edu/cu/cs speaksfor !/edu/cu/cs/fbs
!/edu/cu/cs/fbs says Kfbs speaksfor !/edu/cu/cs/fbs
Kfbs speaksfor !/edu/cu/cs/fbs
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Sample Derivation (5)
KI speaksfor ! …
Kcu says Kcs speaksfor !/edu/cu/cs

Kcu speaksfor !/edu/cu
!/edu/cu says Kcs speaksfor !/edu/cu/cs

!/edu/cu speaksfor !/edu/cu/cs
!/edu/cu/cs says Kcs speaksfor !/edu/cu/cs
KCS speaksfor !/edu/cu/cs
Kcs says Kfbs speaksfor !/edu/cu/cs/fbs

KCS speaksfor !/edu/cu/cs
!/edu/cu/cs says Kfbs speaksfor !/edu/cu/cs/fbs

!/edu/cu/cs speaksfor !/edu/cu/cs/fbs
!/edu/cu/cs/fbs says Kfbs speaksfor !/edu/cu/cs/fbs
Kfbs speaksfor !/edu/cu/cs/fbs
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