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Review: Labels represent IF policies

A label £ on some data represents an IF policy.
Possible labels for confidentiality:

e Classifications

— Unclassified (U), Confidential (C), Secret (S), Top
Secret (TS)

— Low (L), high (H)
* Sets of principals
— {Alice, Bob}, {Alice}, {Bob}, {}



Review: Noninterference

* Given a program, and
* given a mapping from variables to labels,

* it usually suffices to enforce noninterference.
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Today: Information Flow Control

* Goal: Enforce IF policies that tag variables in a
program.

* There isa mapping I' from variables to labels,
which represent desired IF policies.

* The enforcement mechanism should ensure that

a given program and a given I satisfy
noninterference.



Information Flow Control
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Information Flow Control: fixed I’
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* I remains the same during the analysis of the program.

* The mechanism checks that I’ satisfies noninterference.

* The program is rejected, if at least one red arrow appears in the
program.



Information flow control:
flow-sensitive I
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* I may change during the analysis of the program.

* The mechanism deduces I'(x), I'(y), I'(z) such that noninterference
is satisfied.

* The program is never rejected.




Enforcing IF policies

e Static mechanism

— Checking and/or deduction of labels before
execution.

* Dynamic mechanism

— Checking and/or deduction of labels during
execution.

* Hybrid mechanism

— Combination of static and dynamic.



Enforcement mechanism for today:

e Static
e FixedI'

— So, for a program, the mechanism only needs to
check whether I satisfies noninterference (NI).



Programs are written using this syntax:
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Checking an assignment
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Order relation on labels

L C P iff £ is at least as restrictive as £.

Values in variables tagged with £ may flow to variables
tagged with £'.
Examples (for confidentiality):
—LEH
— {Alice} E {}
— {Alice,Bob} E {Alice}
Relation £ should be:
— reflexive, transitive, and antisymmetric.

There is a label L (bottom) that is less restrictive than all
other labels.

Thereis a label T (top) that is more restrictive than all
other labels.



Checking an assignment

Assighnments cause explicit flows of values.

X 1=y

It satisfies NI, if I'(y) E I'(x).



Checking an assignment:
connection with MLS

X 1=y
It satisfies NI, if '(y) & I'(x).

...........................................................................................................................................

MLS for confidentiality
“no read up”:
~ Smay read O iff Label(O) E Label (S)

“no write down”:
S may write O’ iff Label(S) E Label (O’)



Checking an assignment:
connection with MLS

X 1=y

It satisfies NI, if '(y) & I'(x).

| MLS for conﬁdentiality

“no read up”:
~ CPU may read y iff Label(y) E Label (CPU)

“no write down”: |
CPU may write x iff Label(CPU) E Label (x)
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Checking an assignment
X 1=y + z

It satisfies NI, if I'(y) E I'(x) and I'(z) E I'(x).
It satisfies NI, if I'(y+2z) E I'(x).
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Operator for combining labels

 Foreach £ and £, there should exist label £Li1£’,
such that:

—LEul, L ELUL, and
—ifLEL"and £ E L”, then LUL E £”.
* LLIL is called the join of £ and £

* Operator LI is associative and commutative.



Checking an assignment
X 1=y + Z

It satisfies NI, if I'(y) U I'(z) E I'(x).



Lattice of labels

* The set of labels and relation = define a lattice, with join
operator L.

* Examples (confidentiality):

{}
| RN
LI {Alice}  {Bob}

L N\

{Alice,Bob}



Checking an if-statement

if z>0 then
if y>0 then x:=1 else x:=2
else

x:=3
Examples for confidentiality

 T(x) is L.
T(y) T(2)isL. @

. Does this if-statement satisfy NI?

_________________________________________________________________

: ['(x), T(2)is L.
 T(y)is H. dﬁ'

. Does this if-statement satisfy NI?

_________________________________________________________________

 T'(x), T(y)is L.
 T(z)is H. qﬁ'

. Does this if-statement satisfy NI?

_________________________________________________________________



Checking an if-statement

if z>0 then

if y>0 then x:=1 else x:=2
else

x:=3

Conditional commands (e.g., if-statements and while-
statements) cause implicit flows of values.



Context

if z>0 then
if y>0 then
else

It reveals
information
about z>0.

else

'Theyrevéal
information about
z>0 and y>O0.



Context label ctx

if z>0 then
if y>0 then else
else .
Their ctx’
is['(z)U I['(y).

Its ctx is I'(z).



Context label ctx

if z>0 then
if y>0 then else
else

Check if ctx’ € I'(x),
where ctx’ = I'(z) U I'(y).

Check if ctx E I'(x),

where ctx = I'(z).



Context label ctx

if z>0 then

if y>0 then else x:=2
else

x:=3

Check if
ctx' U '(e) E I'(x).
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Typing system for IF control

Static
Fixed I

Labels as types

— Label I'(x) is the type of x.
Typing rules for all possible commands.

Goal: type-correctness = noninterference



We are already familiar with typing
systems!

Example of typing rule from Java or OCaml:

x +y : int
if x : int

and y : int



Typing rules for expressions

Judgement' e : ¥

* According to mapping I, expression e has type
(i.e., label) £.

Constant: I Fn: L

Variable: I'F x:I'(x)

Expression: I' -e+e’ : L LU ¥
if I'+e:#d
and ['+e’: ¥



Typing rules for expressions

Expression: I' - e+e’ : LU ¥’
if I'Fe:d
and I'+e’ : ¥

Inference rule:

Premises — [ e: & e’ : ¥

Conclusion — ['Fete’ : LLUY



Example

* LetI'(x)= Land I'(y)= H.
* Whatis the type of x+y+1?

* Proof tree:

I(x) = L C(y) = H

I'- x : L I'-y : H

I'+

I'-x+y+1:

H



Typing rules for commands

Judgement I',ctx - ¢

* According to mapping I', and context label ctx,
command ¢ is type correct.



Assignment rule

[ctx Fx:=e
if ['He:?
and £ Uctx ET (x)

['He:? LUctx ET (x)

[',ctx - x:=e



If-rule

['e:d [LLUctx kel [ Uctx +c2

Inctx H1f e then cl else c2



If-rule (example)

[LI'(z) ULFif y>0 then x:=1
else x:=2

I'2z>0:1(z) [LI'(z) ULFx:=3

I LFif z>0 then {if y>0 then x:=1 else x:=2}
else {x:=3}

What is the relation between I'(x), I'(y), and I'(z),
such that the above judgement can be proved?



If-rule (example)

[LI(z)Ul'(y) mFx:=1
'Fy>0:T(y) I,I(z)ul(y)F=x:=2

'-z>0:I'(z) 1I,I(z)Fif y>0 then x:=1 I I'(z)F x:=3
else x:=2

I'LFif z>0 then {if y>0 then x:=1 else x:=2}
else {x:=3}



If-rule (example)

[LI(z) UIl'(y) Fx:=1
'Fy>0:T(y) [,I(z)Ul(y)Fx:=2

'-z>0:I'(z) 1I,I(z)Fif y>0 then x:=1 [ N(z)Fx:=3
else x:=2

I'LFif z>0 then {if y>0 then x:=1 else x:=2}
else {x:=3}
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If-rule (example)

['(z)ul(y) ET (x) '(z)ul(ly) ET (x) I['(z) ET (x)

LI(z)ul(y) mx:=1 I, I'(z)ul(y)Fx:=2 I,I(z)Fx:=3

I'LFif z>0 then {if y>0 then x:=1 else x:=2}
else {x:=3}



If-rule (example)

(z)Uul'(y) ET (x) [(z)ul'(y) ET (x) ['(z) ET (x)

LI(z)ul(y) mx:=1 I, I'(z)ul(y)Fx:=2 I,I(z)Fx:=3

I'LFif z>0 then {if y>0 then x:=1 else x:=2}
else {x:=3}

What is the relation between I'(x), I'(y), and I'(z),

such that the above judgement can be proved?



If-rule (example)

M(z) uI(y) =T (%)

I'LFif z>0 then {if y>0 then x:=1 else x:=2}
else {x:=3}



while-rule

['e:4£ [LLUctx +c

I',ctx Hwhile e do c



Sequence rule

[',ctx Fcl I',ctx - c2

[',ctx -ecl;c2



Sequence rule (example)

[LuUl(e)kFx:=1 T'LUIl(e)rx:=2

F,Rl— 1f e then {XI=1} ' ?EFx-=3
else {x:=2} '

[LLHif e then {x:=1} else {x:=2}; x:=3



Theorem

Type correctness = Noninterference



Upcoming events

* [May 10] A6 due

* [May 18] Final exam




