
3 May 2024 Discrete Log & Die- Hellman

Announcements : Pre-enrol for Fall 24 began yesterday.
- Bowers CIS new Al Minor

780
4700 S X

. X-1000

STSC14740

- CS 6820. Enrollment will be
open to ugrads.

[Pre-enrollment is not ? ]

"One-way function" :

easy to compute
hard to invert.

↳ Given or
, finding

I

Situ f(x) = f(x) is

hard on reage over

random ↓ = 5013" .

Modular exponentiat-in
Given 9 , x , N, compute & (mod N) .

Repeated multiplication takes of(x) = -2 (24)
in M is # of bits in binary
representation of N .

X
To compute g

: (mod ~)

# X even :

(mod N

compute 9
X/2

recursively.
square it

f odd :↓ X

Compute g



square it

multiply by g.

37 x hasn bits,

T(n) = T(n- 1) + O(nlogn)
T(n) = 0 (n2 los n)

The inverse operation is theiscrete leg.
Given N and g anda lined N
find fro

Car again solve by repeated multiplication

Repeated squaring desist work this time,

Ju fact, we believ discrete log is

computationally hand (for classicar computers).

We will be
using g . N such that

9
P
= / (mad) for

p prime

In general, define the de mod N

to be The least of = (odN) .

Powers of
g
: 1

, 9 , 94,93,
...gd,gigia

The Sequence repeats with period o
and the remainder 1 appears asg (medN)
if and only if X is divisible by d.



Sophie Germain primes

P is a Sophie Germain prime if

g
= 2p+ 1 is also prime .

FACT. # p , g
= 2prd are both prime ,

the oder of 4 Ged g) is pe
of 4= 24 = 28 = (2)

29==(8)
equal

·4 = 29 1

-

= 1 (mad g)
except i=0

The order of 4 is a divisor of p.
It's notI

, so it must be
po

Hallmankay agreement
Alice and Bob communicate over a public

channel. Eve latacker) listens
,

Gal : A
,
B
agree on an

n-bit secret

without Eve knowing the secret.

(Unless fue computes discrete logi)

Progest . Alize chooses p , 8 (prime.

g
such that giel (medg) .



Sends (pigg) to Bob in public .

Alice picks secret, a= 20...., p - 13 .
Bob picks secret

,
b = 50... -

, p
- 1)

.

T1Eve z'IS
Fe
-gmelg ,

Sel

g(medg)
knows a

,
B knows b

,
A

↓
Knows A

,
B

↓
Compute

a

med g Compute Ab
I

(gb)a= gab (g)=gab
ab

as their secret key.They useI
al

We believe
g is hard to compete,
· and b

.given 9 9 (Diffie-Hellman
assumption) ,

Public-keyCrypto. The communication channel

is public. The by to encrypt messages

publicis so I

flice generates (randomly) a pair of keys.

pk
= public by used for encryption

sk = Secret key
---- decryption .



Goal
& Any one Lob, Eve

, Whoever can
&

easily encrypt msgs to Alice,

No O ne can easily decrypt without

knowing Sk
.

gl (madge
pk = (pig ,9 , A= j) Sk = a

Encryption . Sample be 40
...
-

-, p
- 1

B= led g).

Enc(pk , m) = (B , At m)

↑ Decryption .

Receive (B
,
D.

b

-

m
=
m

X know - b Sit. B = g
C = ga . m

Alice computes

&(p-1aY6& ②
- gb(p

-

+a gab . m =

g
pab

(mod g)Elfamal public-key encryption.


