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Minimality Attack on Generalization
[Wong et al, VLDB 2007]

w K-Anonymity, EDiversity, tcloseness try to maximize
utility
¢ They minimize number of generalization steps

w What is the impact of this?

w Example:
¢ Dataset with one quasdentifier with two values, q1 and g2
¢ gl and g2 generalize to Q

¢ Simplified notion of Aiversity (at least two different values of
sensitive attribute)




Example

Possible Input dataset
4 occurencef ql

QID | Cancer
gl | Yes
ql| Yes
ql| No
ql | No
g2 | No
g2 | No

Already a 2diverse

generalization!
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Output dataset

{a1,92}A Q
0 GRIA OS NH
QID Cancer

Q Yes

Q Yes

Q No

Q No

q2 No

q2 No

Example Output dataset
Possible Input dataset {91,92}A Q
3occurencesf gl 0 GRIA OS NFH
QID | Cancer QID | Cancer QID Cancer
ql | Yes ql | Yes Q Yes
ql | Yes ql | Yes Q Yes
gl | No g2 | No Q No
g2 | No ql | No Q No
g2 | No g2 | No q2 No
g2 | No g2 | No q2 No
Example Output dataset
Possible Input dataset {01,02}A Q
3occurencef gl 0 GRIA OS NF
QID Cancer QID Cancer
ql Yes Q Yes
Q Yes Q Yes
Q No Q No
ql No Q No
q2 No q2 No
q2 No a2 No

This is the best

generalization!




Example

5/22/2009

Output dataset
Possible Input dataset {91,92}A Q
1 occurenceof ql 0 GRIA OS NH
QID | Cancer QID | Cancer QID Cancer
ql | Yes g2 | Yes Q Yes
g2 | Yes g2 | Yes Q Yes
g2 | No g2 | No Q No
g2 | No ql | No Q No
g2 | No g2 | No q2 No
g2 | No g2 | No q2 No
Example

Possible Input dataset

1 occurenceof gl

QID Cancer
q2 Yes
Q Yes
Q No
q2 No
q2 No
q2 No

This is the best
generalization!

Output dataset

fala2}A Q
6 GRiA B S NEB
QID Cancer

Q Yes

Q Yes

Q No

Q No

q2 No

q2 No

There must be exactly fipleswith q1
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Example Output dataset
Possible Input dataset {91,92}A Q
2 occurencef gl 0 GRIA OS NH
QID | Cancer QID | Cancer QID | Cancer QID Cancer
gl | Yes g2 | Yes ql | Yes Q Yes
ql| Yes || q2| Yes | [92] Yes Q Yes
g2 | No ||[qg1| No |]al| No Q No
g2 | No gql| No g2 | No Q No
g2 | No g2 | No 92 | No q2 No
g2 | No g2 | No g2 | No a2 No
Already
2 diverse
Example Output dataset
Possible Input dataset {91,92}A Q
2 occurencesf g1 0 GRIA OS NFH
QID | Cancer QID | Cancer QID Cancer
ql | Yes q2 | Yes Q Yes
ql | Yes g2 | Yes Q Yes
g2 | No ql | No Q No
g2 | No ql | No N Q No
q2| No [[q2] No | q2 No
q2 | No g2 | No q2 No
If learning NO Cancer
is OK,
Then this is private
Example Output dataset
Possible Input dataset {01,02}A Q
2 occurencef gl 0 GRIA OS NF
QID | Cancer QID Cancer
ql | Yes Q Yes
ql | Yes Q Yes
g2 | No Q No
g2 | No Q No
g2 | No q2 No
g2 | No q2 No
This is the ONLY
generalization!




Minimality Attack

w The decisions made by the algorithm are used to attag
the generalization algorithm.

w This is not specific to generalization.
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Query Auditing

Query [‘W”

Database has numeric values (say salaries of employee

SubsetAGG queriesMIN, MAX, SUM queries over
subsets of the database.

Researcher

Question: When to allow/deny queries?

ValueBased Auditing

wletg, a> axke the answers to previous queries,Q
QX &KX

w Let g, be the answer to Q.

a=f(GX, GXZ Q). il M X 1bwm
Cm = 1ifQ depends orx,,

Check if any; has a unique solution.
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Denials leak information.

Simulatable Auditing

w An auditor issimulatableif the decision to deny a
queryQ, is made based on information already
available to the attacker.

¢ Can usegueriesQ;, Q> Qandanswersa, a,>  aX;>
¢ Cannotusea, or the actual data to make the decision.

w Denials provably do not leakformaiton

¢ Because the attacker could equivalently determine
whether the query would be denied.

¢ Attacker can mimic osimulatethe auditor.

SimulatableAuditing Algorithm

w Data Values Ans> 10 => not possible
w! £t 206 Ans=10=>k KX BXK mnsAre T
Ans< 10 =, = 10 UNSAFE

y-

max(x, %, %, %))
-—

DENY




Summary ofSimulatableAuditing

w Decision to deny answers must be based on past
queries answered in somen@ny!) cases.

w Denials can leak information if the adversary does not|
know all the information that is used to decide
whether to deny the query.
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Summary ofMinimality Attack

w The decisions made by the algorithm are used to attag
the generalization algorithm.
¢ The lattice traversal cannot be simulated by the adversary.

w This is not specific to generalization.

w Developingsimulatablealgorithms for generalizations is
an active area of research.
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Social Network Data

w Social networks: graphs where each node represents
social entity, and each edge represents certain
relationship between two entities

w Example: email communication graphs, social
interactions like ifFacebookYahoo! Messenger, etc.
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Privacy in Social Networks

Alice/—DQﬂhy— Diane .

Ed Fred Grace /_\
oO——0O

— (|)/ A/

o

o—o0

w Naiveanonymization

¢ removes the label of each node and publish only the structu
of the network

w Information Leaks
¢ Nodes may still be reentified based on network structure

Attacking anAnonymizedNetwork

Amhy— Diane .

Ed Fred Grace m
o——0O

— (l)/ A/

o

0—O0

w Consider the above email communication graph
¢ Each node represents an individual

¢ Each edge between two individuals indicates that they have
exchanged emails




Attacking anAnonymizedNetwork

Bob Cathy Diane .

Alice
Ed Fred Grace /\
o O——0——0
o) o o

w Alice has sent emails to three individuals only
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Attacking anAnonymizedNetwork

Alice— Bob Cathy Diane .

Ed Fred Grace /\

oO——0

|./|/|/
o o o

o

w Alice has sent emails to three individuals only

w Only one node in thanonymizecdhetwork has a degree
three

w Hence, Alice can riglentify herself

Attacking anAnonymizedNetwork

Alice Bob Cathy— Diane .
Ed Fred Grace

===
o o o

w Cathy has sent emails to five individuals




Attacking anAnonymizedNetwork

Alice Bob Cathy— Diane .
Ed Fred Grace /_\
o——o

o

o—o0

w Cathy has sent emails to five individuals
w Only one node has a degree five
w Hence, Cathy can +identify herself

5/22/2009

Attacking anAnonymizedNetwork

Alice— Bob Cathy— Diane .
Ed Fred Grace /_\
[ o——o
o) o o

o

w Now consider that Alice and Cathy share their knowled

about theanonymizechetwork
w What can they learn about the other individuals?

Attacking anAnonymizedNetwork

Amhy— Diane
I | ‘

Ed Fred Grace
®@——O0——0—0O
o o o]

w First, Alice and Cathy know that only Bob have sent
emails to both of them

10



Attacking anAnonymizedNetwork

qhy— Diane 1
I —

Alice Bob
Ed Fred Grace /\
) o——o o]
o) o o

w First, Alice and Cathy know that only Bob have sent
emails to both of them

w Bob can be identified
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Attacking anAnonymizedNetwork

Amhy— Diane
I || ‘

Ed Fred Grace /—\

=11
o] (o] (o]

o

w Alice has sent emails to Bob, Cathy, and Ed only

Attacking anAnonymizedNetwork

Amhy— Diane
I || ‘

Ed Fred Grace
®@——0——0—O
) o o]
w Alice has sent emails to Bob, Cathy, and Ed only
w Ed can be identified
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Attacking anAnonymizedNetwork

Amhy— Diane
| || '
Ed Fred Grace /_\

e
) o o

w Alice and Cathy can learn that Bob and Ed are conneg
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Attacking anAnonymizedNetwork

w The above attack is based on knowledge about the
degrees of the nodes

w More sophisticated attacks can be launched given
additional knowledge about the network structure, e.g.
asubgraphof the network.

w Protecting privacy becomes even more challenging wh
the nodes in theanonymizecdhetwork are labeled

K-degree Anonymity
[Liu andTerzi SIGMOD 2008]

w Objective: prevent rédentification based on node
degrees

w Solution: add edges into the graph, such that each nod
has the same degree as at least bther nodes

12



K-degree Anonymity Algorithm

/\ o mmmm) [5.4,3,2,2,2,2]

w Given a graph, calculate the degree of each node, and
stores the degrees in a vector
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K-degree Anonymity Algorithm

@70 ) [5,4,3,2,2,2,2]

o

[5.5,3,3,2,272]

w Modify the degree vector, such that each degree appe
at least k times

K-degree Anonymity Algorithm

—o 5,4,3,2,2,2,2
— ) | ]

——o0—0
— 11
)

o0—oO

)

i><o|7o _ [5,5,3,3,2,2,2]

nodes conform to the modified degree vector

w Add edges into the graph, such that the degrees of the




K-degree Anonymity Algorithm

w How do we modify the degree vector?

¢ A dynamic programming algorithm can be used to minimize
L1 distance between the original and modified vectors

w How do we modify the graph according to the degree
vector?

¢ Greedily add edges into the graph to make the node degree
closer to the given vector
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K-neighborhood Anonymity

[Zhou and Pei, ICDE 2008]
w Neighborhood: sulgraph induced by ondéop neighbors

/\_”

g "
o o O ]

o—e

w Objective: prevent rédentification based on
neighborhood structure

w Solution: add edges into the graph, such that each nog
has the samaeighborhoodas at least K. other nodes

K-neighborhood Anonymity Algorithm
/\ /\

- o N

i <|> ? ) g —e—s

o) o o) ° °

w Compute the neighborhood of each node

14



K-neighborhood Anonymity Algorithm

o N
?—?—? —I—O—o o/——\lo—o
o o o le} °
.—.—1
IO R S

w While there is a node N whose neighborhood is not
k-anonymous

CCAYR | y2RS bQ sK24a8 ySAIKY

¢ Greedily add edges in the graph to make the neighborhoods

b YR bQ Aa2Y2NLIKAO
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K-neighborhood Anonymity Algorithm

o N
?—?—? —I—O—o o/——\lo—o
o o o le} °
.—.—1
O G S

w While there is a node N whose neighborhood is not
k-anonymous

CCAYR | y2RS bQ 4K2a8 ySAIKY

¢ Greedily add edges in the graph to make the neighborhoods

b YR bQ Aaz2Y2NLIKAO

K-neighborhood Anonymity Algorithm
o TN
0—?—? ‘ I—O—o o/——\lo—o

[
o o o o

o
1 i
° o—o o—o

w While there is a node N whose neighborhood is not
k-anonymous

CCAYR I y2RS bQ sK2aS8 ySAaA3IKY

¢ Greedily @dd edges in the graph to make Ehe neighborhoods|

b YR bQ Aa2Y2NLIKAO




K-neighborhood Anonymity Algorithm

w The algorithm always terminates: in the worst case it
returns a complete graph

w How do we check whether two neighborhood structure
are the same?
¢ Graph isomorphism is Nfard in general
¢ But neighborhoods are usually small, in which case a brute
force checking is feasible
¢ Some preprocessing can be done to reduce computation coq

5/22/2009

K-Sized Grouping

1
2/2—22\3
o—O0—©
O U 0O
1 1 3

[Hay et al., VLDB 2008]
w Objective: prevent radentification based on network
structure

w Solution:
¢ Partition the nodes into groups with sizes at least k
¢ Coalesce the nodes in each group insugernode
¢ Each supenode has a weight that denotes its size
¢ Supernodes are connected uperedgeswith weights

Quality of kSized Grouping
1

w A ksized grouping represents a number of possible
worlds

w The smaller number of possible worlds, the more
accurate theanonymizecdhetwork

16



A Simulated Annealing Algorithm

w Start from an arbitrary dsized grouping of the graph

w lteratively refine the grouping
¢ Randomly transforms the grouping into anothesiked
grouping, by splitting a group into two parts, or merging two
groups, or moving a node from one group to another
¢ If the new grouping is better, keep it; otherwise, fall back to t
previous grouping with certain probability p
¢ Decreases p by a certain amount before the next iteration

w Terminate when the algorithm converges

5/22/2009

(k, I*Grouping

CustomerA O O Product 1
CustomerB o O Product 2
CustomerC O O Product 3
CustomerD O O Product 4

w Targets at bipartite graphs with labeled nodes

w Assumes that the adversary does not have network
structure knowledge

w Aims to conceal the associations between the labels

(k, I}Grouping

A O——O0 1 O——O
A&B{ ]—1&2

B o o 2 o o

c o o 3 o o
C&D‘[ ]‘3&4

D O O 4 o o

w Partition the nodes on the left into-&ized groups
w Partition the nodes on the right intedized groups

w Unify the labels of the nodes in each group (reminisce
of generalization)

17



Unsafe (k, BGrouping

w Some (k, Fgrouping leaks information:
w Example: o o
A&B -[ o ><o} 18&2
o/o
ce D-[ - ]— 384
o o

w The above (2, Zyrouping shows that both customers A
and B have bought products 1 and 2

5/22/2009

Safe (k, hGrouping

w A (k, hgrouping issafe if no two nodes in the same
group are connected to a common neighbor

w Example: a safe (2,-gyouping
o o
A&B -[ ° O]— 1&2

o o
C&D‘[ }3&4
o [e]

w Rationale: nodes in the same group should have
sufficiently diverse neighbors (reminiscent dafiversity)

Finding Safe (k, 45roupings
w Theorem: Finding a safe (kghouping is Nfhard in
general
w Reduction from partitioning a graph into triangles

w Greedy algorithm: Iteratively add a node to a group so
long as it is safe

w Works well when the bipartite graph is sparse enough

18



Summary of Social Network Publishing

w Structural information of a social network can be
exploited to infer sensitive information

w Edge insertion and node grouping reduce the risk of re
identification

w Limitations
¢ k-degree anonymity,feighborhood anonymity, and-$ized
grouping only achieve-&nonymity
¢ (k, Ixgrouping cannot guard against attacks based on
knowledge of network structure

5/22/2009
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Active Attacks on Social Networks

What can go wrong if an unlabeled graph is published
[Backstronet al., WWW 2007]

w Attacker may create a few nodes in the graph
¢/ NBI (i $a IFac@b8ofuseMatchbunts. Q

w Attacker may add edges from the new nodes.
¢/ NBFGS TNASYRA dzaAy3d Wil S

w Goal: Discover an edge between two legitimate users.

19



High Level View of Attack

w{GSLI MY /NBFGS F 3INILK &

such that it can be identified in the anonymous data.
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High Level View of Attack
3

w{ i8I nY ' RR SR3ISa FTNRBY

l.:.l

High Level View of Attack

w Step 3: From theanonymizedata, identify fake graph
due to its special graph structure.

20



High Level View of Attack
w Step 4: Deduce edges by following links

5/22/2009

Details of the Attack

w Choose k real users

W={wz X}z & Large graph
w Create k fake users
X={& 3z

w Creates edges (xv;)
w Create edges {%X,,)

w Create all other edges in
X with probability 0.5.

Uniqueness

Large graph
(size N)

X'is guaranteed to be unique
when k is 2+ log N, for small

21



Recovery

Subgraphsomorphism is Nipard. s

(size N)

But since we have a path, with
random edges, there is a sim
brute force search with prunin
algorithm.

Run TimeO(N 2(oglogNy)

5/22/2009

Works in Real Life!

w LiveJournag,
4.4 million nodes, Probability of Successful Attack

77 million edges o

w Success all but
guaranteed by adding
10 nodes. oz}

probability
e

45=20. 0,760 ——
Gg=10, 61220 -

: S

8 10 12

w Recovery typically
takes a second.

Summary of Social Networks

w Several simple algorithms proposed for variants-of k
anonymity.

w Active attacks that add nodes and edges are shown to]
very successful.
¢ Reminiscent of Sybil attacks.

w Guarding against active attacks is an open area for
research !

22
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Impossibility of Semantic Disclosure Risk

w{ dzLJJ2 as X
¢ salaryis a sensitive piece of information.

¢ databaseD publishes average salaries of employees in differe
schools.

¢ adversary knows:
aW2KlFyySa SHNya bmn t8aa (K
GivenD6S 1y2¢ SEFOGf& Kz2g Ydz

X S@Sy AF W2KIyySdQ Ay

23



Differential Privacy
[Dwork ICALP 2006]
INTUITION:
Releasing information from a database D should not
increase the privacy risk of an individualif x, does not
appear in D.

Algorithm A satisfies-differential privacy if for every function
f:dom(x) A {0,1} and all prior distributions p on x

log

Pr[f(x) = 1 | prior distribution on xand D¢ x;]

Prlf(x) = 1 | prior on %, D¢ x;and A(D)]
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Differential Privacy
[Dwork ICALP 2006]

INTUITION: o :
Releasing inf X notin D implies DExi=D yd not
increase the . Henceno privacy breach  es not

appear in D.

Algorithm A satisfies-differential privacy if for e function
f:dom(x) A {0,1} and all prior distributions ) on x

log

Pr[f(x) = 1 | prior distribution on xand D¢ x]

Pr[f(x) = 1 | prior on %, D¢ x;and A(D)]

Differential Privacy
Set of all possible input
databases

Adversary knowsXs
either greenor red.

Adversary knows
%, %2 X Areblue.

blue, andred are three possibilities for each x

24



Differential Privacy

For every pair of inputs
that differ in one value

C2NJ S@SNE

5/22/2009

D, D, o

Adversary should not be able to distinguish
between any Dand D, based on any O

logFiBAs)< © ¢

Tutorial Outline

w UntrustedData Collector
w Trusted Data Collector
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Deterministic Algorithms do not satisfy
differential privacy

Space of all inputs Space of all outputs
(at least 2 distinctouputs)

25



Deterministic Algorithms do not satisfy
differential privacy

Each input mapped to a distinct
output.

5/22/2009

There exist two inputs that differ in one entry
mapped to different outputs.

4

Random Sampling

w Also does not satisfy differential privacy

Input Output
EE =
D, D, (0]
PriD1A Q]
IOg[Pr[DZA O]J ¥

26



Random Sampling

w Also does not satisfy differential privacy
[Chaudurkt al., 2006]

w If uniquesare rare then differential privacy can be
guaranteed wi ™ high probability.

Most interesting data
have manyuniqued

5/22/2009

Output Randomization

Query

@

i %
—_—
/A

Researcher

w Add noise to answers such that:

¢ Each answer does not leak too much information about the
database.

¢ Noisy answers are close to the original answers.

Adding Noise from & aplacianDistribution

Queryq

Researcher

h(q_) = eXp(-q / a) LaplaceDistribution ¢ Lap&)
06

Mean: 0, 041
Variance: 2 & 021
0l

-10-8 6 4 -2 0 2 4 6 8 10
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Sensitivity of a Query, S(q)

[Dworket al., TCC 2006]
Smallestnumbes.t® F2NJ I y& RXI RQ R
lad) ¢l 6 RQVL pup X

-~

Example 1SUBSERGG queries

w S(q) = b¢ a for a subsetSUM/MAXgquery
when entries of d are irab].

Letd andR @iffer in positioni.
aX iRDIL KO
ad)cli 6 RQPCRWO XK 0
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Sensitivity of a Query, S(q)

[Dworket al., TCC 2006]
Smallest numbes.td F2NJ Fyé RX RQ R
llad) ¢lj 6 RQU  pp Koo |

Example 2HISTOGRAM queries

w Suppose each entry in d takes values ingZ Q4.2

w Histogram(d) = {RX X }xwhere m= (# entries in d with valug)
w S(q) = 2 for Histogram(d).

Changing one entry in d fromto ¢
w reduces the count of by 1, and
w increases the count of; by 1.

Laplaciamoise and Differential Privacy

Theorem: Adding noise drawn fromaplacianguarantees
s-differential privacy if,
<x {0l vk

w SubsetAGG queries:
Return q(d) + ,
' sampled fromLap((ba)/¥)
w Histogram queries:

Retum m+' 5, my+' 7 ME' ),
" i sampledi.i.d. from Lap(2F)

28



Proof of Differential Privacy
wlet§;, %= XF &, %= x¢Be 2inputs.

w Let g be a query with sensitivity S(q)
Cdbw %z XPE{g, 02 YEqHR %X QNE{R. P> P
CH OIgLIA p XK {oljo

w Perturbed output for gy %= X¢:%
6,62 BYE{Q+'y, 0+ 2 X2
' i sampledi.i.d. from Lap(S(q)f)

5/22/2009

Proof of Differential Privacy

w Let g be a query with sensitivity S(q)
Catw %z XY={a, 02 XEQHE XX PE{p Rz P
G H OIgLIA p XK {oljo
w Perturbed output for g xQ:x
{6,,0,Z X F={o+ 1, 0t ,Z X & 3}2'  samplediid. from Lap(S(q)/)

logf %2 BE G607 63
09| Friaf, %z R9E (0.0,7 %
_ t NIDXE CHZ X 6
- logHpreeez];

Proof of Differential Privacy

WH O LIA XK {6lov
w each' ; samplediid. from Lapg), <= S(q)f)

t NIbXBCGE X6 Hiexp¢| 0, ¢ 5|/ 9
Iog[t Nlbiﬁncaizjs‘ lo [Hiexpﬂpicéil/ <)]

= H|p;¢Gl/ < ¢ H|o ¢l <

XK oloigml/ <

29



Proof of Differential Privacy

WH OIgLIA p XK {60
w each' i sampledi.i.d. from Lap@, <= S(q)#‘)

t NIOXB GO H6 Hiexp¢l 0 ¢ 6il/ 9
Iog[t mequie‘ lo [Hiexpﬂpicéiv <)]

Kooloigpl /v XK <{olo «
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Proof of Differential Privacy

WH Ol LIA XK {olo
w each' ; sampledii.d. from Lapg), <= S(q)¥)

lo t NIYXB 6 6_| Hiexp¢| 0, ¢ 6|/ 9
i vmxncoz 36 IO Hexptip,co9
X oloigpl /e XK <{olv «

X 8

Differential Privacy & Multiple Releases

Theorem(Composability:
Ifk queries q, @~ ggae answereds.t.,
eachgq; satisfiest-differential privacy, resp.

Then, publishing all the answers together
satisfies differential privacy with

s b M X%, b

30



Summary ofLaplaciamoise addition

w Guarantees privacy against strong adversaries.

w Good for queries with low sensitivities
¢ SubsetAGG (with small domain sizes)
¢ Histograms

w Data publishers only needs to:
¢ Chooses.
¢ Know how to compute S(q).

5/22/2009

Queries with Large Sensitivity

waSRAIFYSZ a! - X alLb X
wlet{xZ XJshe timbers in [0;]. (assume yare sorted)

w qmed(xlz ZQJ)Z: % E

Sensitivity 0fQmeq=[
¢ d;={0,0,0,0,Q,[,[,[,[}G Gpedd) =0
Gd={0,0,0,00,(,0,0,0:[}G Omes(d) =C

Queries with Large Sensitivity
However for most inputsy,q iS NOt very sensitive.

dX1X2X3X4XeX7X3X9X10

Qt e % %] % % % x%[o]

X4 Mmedo' RQ LG XK E

R

= max , <<
TSGR Y
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Local Sensitivity of q at d L(d)
[Nissimet al., STOC 2007]

Smallestnumbes.t® F2NJ I y& RQ RATFT

llad) clj 6 RQOLS(E)M X

Sensitivity = Global sensitivity
S(q) =maxy Lg(d)

Can we add noise proportional to local sensitivity?

5/22/2009

-Noise proportional-to-Local Sensitivity
®d;={0,0,0,0,0,@..0.(}

Omed(dh) = 0
LSmeddy) =0 => Noise sample

®d,={0,0,0,0,Q.,0,0.0.(
Omeddo) = 0
LSmedd2) =t => Noise sampled from Lap¢)

Prlanswer >0 | q] r-
Prlanswer >0 | d] K

LSmed(dr) = 0 &LGmed(dy) =1 implies X6 @ 010

LS(d) has very high sensitivity.
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Smooth Sensitivity
[Nissimet al., STOC 2007]

S(.) is & -smooth upper boundon the local sensitivity if,

Forall d,%(') R lh.%(dk
cany kit R: Ro BORGNINSSEQIYS sy
w The smallest upper bound is callegsmooth sensitivity
S*,(d) =max,o( L0 R Q 0-mi $)E LI6

GKSNBE R I ymRenR&. RATTS

5/22/2009

Smooth sensitivity 0feq

dX1X2X3X4XeX7XeX9X10

Ralt (x5 x [0 0 o]

W X5 >Kq£nedo r:\) Q l:?ﬁ-k )IE “E
(*)[ { 6RQ L'jmed[llc. Xmeé" ﬁe@cﬁmed-l)

S*qmed(d) = max (exp('kj ) X
max 51 XYS éxmeqbf-bcl Xmed» Xmed G Xmed-l))

Smooth sensitivity 0f0,eq
For instance,[ = 1000, = 2.

d 1 2 3 4 5 6 7 8 9 10

S¥med(d) =max ( maxm(%pei T1o 1 MO X

ma, » AGPET 119) T
=1
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Calibrating Noise to Smooth Sensitivity
ToRO T ljgRW) b Yo oo
A Zsampled fromh(z) x  1/(1 +]z]), ' >1

Ah =s/41 ,
A S*iss/1 smooth sensitive

5/22/2009

Summary of Smooth Sensitivity

w Many functions have large global sensitivity.

w Local sensitivity captures sensitivity of current instance
¢ Local sensitivity is very sensitive.

¢ Adding noise proportional to local sensitivity causes privacy
breaches.

w Smooth sensitivity
¢ Not sensitive.
¢ Much smaller than global sensitivity.

Tutorial Outline

w UntrustedData Collector

w Trusted Data Collector
¢ Weak adversaries
¢ Strong adversaries
w Differential Privacy
w Algorithms satisfying Differential Privacy
¢ Bridging the Gap

w A Success Stor@nTheMap

34



{ SI NDK F2NJ 6KS N3

[Machanavajjhala et ahrxiv2009]

w L-diversity, Fcloseness, etc.,
¢ Make restrictive assumptions about the adversary
¢ Weak privacy definition

w Differential privacy
¢ Makes very few assumptions about the adversary

¢ Guards against very powerful adversaries

How to define privacy for the space in between?

5/22/2009

Differential Privacy

Adversary knowsis
either greenp, = 0.1,
orredp, = 0.45,
or blue p, = 0.45

Adversary knows
{6, %2 x4 Areblue.

blue, andred are three possibilities for each x

Weaken Differential Privacy
Adversary knowss
either greenpy = 0.1,

orred p, = 0.45,

:| or blue p, = 0.45

What does adversary
know about {}> XX ¥?

Forb individuals,
adversary knows

o Xpperz  XG Areblue.
blue, andred are three possibilities for each x
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What does adversary
know about {)> XX ¥?

Independent Entries: {x%Z xX,Fare drawn
independently from a single prob. vector {pp, py}.

Independent Entries Privacy definition:
For every function flom(x) A {0,1},

Prlf(x) = 1 | prior on X, {X,p+:= X &nd A(Dg X)]
should be close to

PrIf(x) = 1 | prior on %, {¥,5,:Z  %gBnd A(D)]

5/22/2009

Independent Entries Privacy Definition
w Suppose = Q
w A(D) :'{ngreen: 8vmred: 2vmblue: 2}

Publish a histogram
without perturbation.

Independent Entries Privacy Definition

w Suppose = Q
w A(D) :mgreen: Srmred: 2vmblue: 2}

f(x) = 1iff x =
Pr[f(x) = 1 | prior on xand A(D)] = 8/12

Pr[f(x) = 1 | prior on ¥ =p=0.1
due to the independence assumption
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Independent Entries Privacy Definition

Independent Entries: {x%Z xX,Fare drawn
independentlyfrom a single prob. vector {pp, py}-

Independent Entries Privacy definition:
For every function flom(x) A {0,1}

Prlf(x) = 1| prior on x, {X,p::=  XGE
should be close to

Prf(x) = 1 | prior on X, {X,p.1= ¢ End A(D)]

5/22/2009

dziz 9YGUNRSA | NB
w Suppose = Q
[ A(DC X1) = {ngreen: 7vmred: 2vmblue: 2}

or {ngreen: 8vmred: 1vmblue: 2}
or {ngreen: 8vmred: 2vmblue: 1}

Pr[f(x) = 1 | prior on xand A(Dg x;)]

is closer to 8/11 rather than 0.1 is D is sufficiently large

Adversaries learn on seeing new data.

Modeling Adversaries who Learn

w Use Dirichlet D, 1, ).
¢ Defines a probability distribution over varioug,{p., py}-

=1,p=0,p,=0}
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