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Minimality Attack on Generalization

[Wong et al, VLDB 2007]

ωK-Anonymity, L-Diversity, t-closeness try to maximize 
utility

ςThey minimize number of generalization steps

ωWhat is the impact of this?

ωExample:

ςDataset with one quasi-identifier with two values, q1 and q2

ςq1 and q2 generalize to Q

ςSimplified notion of 2-diversity (at least two different values of 
sensitive attribute)
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Example

QID Cancer

Q Yes

Q Yes

Q No

Q No

q2 No

q2 No

Output dataset

{q1,q2} ĄQ

όάн-ŘƛǾŜǊǎŜέύ

Possible Input dataset

4 occurencesof q1

QID Cancer

q1 Yes

q1 Yes

q1 No

q1 No

q2 No

q2 No

Already a 2-diverse 
generalization!

Example

QID Cancer

Q Yes

Q Yes

Q No

Q No

q2 No

q2 No

Output dataset

{q1,q2} ĄQ

όάн-ŘƛǾŜǊǎŜέύ

Possible Input dataset

3 occurencesof q1

QID Cancer

q1 Yes

q1 Yes

q1 No

q2 No

q2 No

q2 No

QID Cancer

q1 Yes

q1 Yes

q2 No

q1 No

q2 No

q2 No

Example

QID Cancer

Q Yes

Q Yes

Q No

Q No

q2 No

q2 No

Output dataset

{q1,q2} ĄQ

όάн-ŘƛǾŜǊǎŜέύ

Possible Input dataset

3 occurencesof q1

QID Cancer

q1 Yes

Q Yes

Q No

q1 No

q2 No

q2 No

This is the best 
generalization!
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Example

QID Cancer

Q Yes

Q Yes

Q No

Q No

q2 No

q2 No

Output dataset

{q1,q2} ĄQ

όάн-ŘƛǾŜǊǎŜέύ

Possible Input dataset

1 occurenceof q1

QID Cancer

q1 Yes

q2 Yes

q2 No

q2 No

q2 No

q2 No

QID Cancer

q2 Yes

q2 Yes

q2 No

q1 No

q2 No

q2 No

Example

QID Cancer

Q Yes

Q Yes

Q No

Q No

q2 No

q2 No

Output dataset

{q1,q2} ĄQ

όάн-ŘƛǾŜǊǎŜέύ

Possible Input dataset

1 occurenceof q1

QID Cancer

q2 Yes

Q Yes

Q No

q2 No

q2 No

q2 No

This is the best 
generalization!

Example

QID Cancer

Q Yes

Q Yes

Q No

Q No

q2 No

q2 No

Output dataset

{q1,q2} ĄQ

όάн-ŘƛǾŜǊǎŜέύ

Possible Input dataset

1 occurenceof q1

QID Cancer

q2 Yes

Q Yes

Q No

q2 No

q2 No

q2 No

This is the best 
generalization!

There must be exactly 2 tupleswith q1
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Example

QID Cancer

Q Yes

Q Yes

Q No

Q No

q2 No

q2 No

Output dataset

{q1,q2} ĄQ

όάн-ŘƛǾŜǊǎŜέύ

Possible Input dataset

2 occurencesof q1

QID Cancer

q1 Yes

q1 Yes

q2 No

q2 No

q2 No

q2 No

QID Cancer

q2 Yes

q2 Yes

q1 No

q1 No

q2 No

q2 No

QID Cancer

q1 Yes

q2 Yes

q1 No

q2 No

q2 No

q2 No

Already 
2 diverse

Example

QID Cancer

Q Yes

Q Yes

Q No

Q No

q2 No

q2 No

Output dataset

{q1,q2} ĄQ

όάн-ŘƛǾŜǊǎŜέύ

Possible Input dataset

2 occurencesof q1

QID Cancer

q1 Yes

q1 Yes

q2 No

q2 No

q2 No

q2 No

QID Cancer

q2 Yes

q2 Yes

q1 No

q1 No

q2 No

q2 No

If learning NO Cancer 
is OK, 

Then this is private 

Example

QID Cancer

Q Yes

Q Yes

Q No

Q No

q2 No

q2 No

Output dataset

{q1,q2} ĄQ

όάн-ŘƛǾŜǊǎŜέύ

Possible Input dataset

2 occurencesof q1

QID Cancer

q1 Yes

q1 Yes

q2 No

q2 No

q2 No

q2 No

This is the ONLY 
generalization!
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Minimality Attack

ωThe decisions made by the algorithm are used to attack 
the generalization algorithm. 

ωThis is not specific to generalization. 

Query Auditing

Database has numeric values (say salaries of employees).

Subset-AGG queries: MIN, MAX, SUM queries over      
subsets of the database.

Question:   When to allow/deny queries?

Database

Researcher

Query

Safe to 
publish?

Yes

No

Value-Based Auditing

ωLet a1, a2Σ ΧΣ ak be the answers to previous queries Q1, 
Q2Σ ΧΣ Qk. 

ωLet ak+1be the answer to Qk+1. 

ai = f(ci1x1, ci2x2Σ ΧΣ cinxn),  i Ґ м Χ ƪҌм

cim = 1 if Qi depends on xm

Check if any xj has a unique solution. 
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Value-based Auditing

ωData Values: {x1, x2 , x3 , x4 , x5}, Queries: MAX.

ω!ƭƭƻǿ ǉǳŜǊȅ ƛŦ ǾŀƭǳŜ ƻŦ Ȅƛ ŎŀƴΩǘ ōŜ ƛƴŦŜǊǊŜŘΦ

x1

x2 

x3 

x4 

x5

max(x1, x2 , x3 , x4 , x5)

Ans: 10 10

max(x1, x2 , x3 , x4)

Ans: 8
DENY

-қ Җ Ȅ1Χ Ȅ4 Җ у
=> x5 = 10

-қ Җ Ȅ1Χ Ȅ5Җ мл
Denial means some 

value can be 
compromised

max(x1,x2,x3,x4ύ Җ мл
What could 

max(x1, x2 , x3 , x4) 
be?

If max(x1, x2 , x3 , 

x4) = 10, 
no privacy breach.

But, 
max(x1,x2,x3,x4) < 10,  

=> x5 = 10.

Hence, 
max(x1,x2,x3,x4) < 10

Denials leak information. 

Simulatable Auditing

ωAn auditor is simulatableif the decision to deny a 
query Qk is made based on information already 
available to the attacker. 

ςCan use queries Q1, Q2Σ ΧΣ Qk and answers a1, a2Σ ΧΣ ak-1

ςCannotuse ak or the actual data to make the decision.

ωDenials provably do not leak informaiton

ςBecause the attacker could equivalently determine 
whether the query would be denied. 

ςAttacker can mimic or simulatethe auditor.

SimulatableAuditing Algorithm

ωData Values: {x1, x2 , x3 , x4 , x5}, Queries: MAX.

ω!ƭƭƻǿ ǉǳŜǊȅ ƛŦ ǾŀƭǳŜ ƻŦ Ȅƛ ŎŀƴΩǘ ōŜ ƛƴŦŜǊǊŜŘΦ

x1

x2 

x3 

x4 

x5

max(x1, x2 , x3 , x4 , x5)

Ans: 10 10

max(x1, x2 , x3 , x4)

Before 
computing 

answer
DENY

Ans> 10 => not possible

Ans= 10 => -қ Җ Ȅ1Χ Ȅ4 Җ мл

Ans< 10 => x5 = 10
SAFE

UNSAFE
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Summary of SimulatableAuditing

ωDecision to deny answers must be based on past 
queries answered in some (many!) cases. 

ωDenials can leak information if the adversary does not 
know all the information that is used to decide 
whether to deny the query. 

Summary of Minimality Attack

ωThe decisions made by the algorithm are used to attack 
the generalization algorithm. 

ςThe lattice traversal cannot be simulated by the adversary.

ωThis is not specific to generalization. 

ωDeveloping simulatablealgorithms for generalizations is 
an active area of research. 

Tutorial Outline

ωUntrustedData Collector

ωTrusted Data Collector

ςWeak adversaries
ωThe Minimality Attack & SimulatableAuditing

ωPrivacy Social Networks

ωActive Attacks in Social Networks

ςStrong adversaries

ςBridging the Gap

ωA Success Story: OnTheMap
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Social Network Data

ωSocial networks: graphs where each node represents a 
social entity, and each edge represents certain 
relationship between two entities

ωExample: email communication graphs, social 
interactions like in Facebook, Yahoo! Messenger, etc. 

Privacy in Social Networks 

ωNaïve anonymization

ςremoves the label of each node and publish only the structure 
of the network

ωInformation Leaks

ςNodes may still be re-identified based on network structure

Alice

Ed

Bob

Fred

Cathy

Grace

Diane

Attacking an AnonymizedNetwork

ωConsider the above email communication graph

ςEach node represents an individual

ςEach edge between two individuals indicates that they have 
exchanged emails

Alice

Ed

Bob

Fred

Cathy

Grace

Diane



5/22/2009

9

Attacking an AnonymizedNetwork

ωAlice has sent emails to three individuals only

Alice

Ed

Bob

Fred

Cathy

Grace

Diane

Attacking an AnonymizedNetwork

ωAlice has sent emails to three individuals only 

ωOnly one node in the anonymizednetwork has a degree 
three

ωHence, Alice can re-identify herself

Alice

Ed

Bob

Fred

Cathy

Grace

Diane

Attacking an AnonymizedNetwork

ωCathy has sent emails to five individuals

Alice

Ed

Bob

Fred

Cathy

Grace

Diane
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Attacking an AnonymizedNetwork

ωCathy has sent emails to five individuals

ωOnly one node has a degree five

ωHence, Cathy can re-identify herself

Alice

Ed

Bob

Fred

Cathy

Grace

Diane

Attacking an AnonymizedNetwork

ωNow consider that Alice and Cathy share their knowledge 
about the anonymizednetwork

ωWhat can they learn about the other individuals?

Alice

Ed

Bob

Fred

Cathy

Grace

Diane

Attacking an AnonymizedNetwork

ωFirst, Alice and Cathy know that only Bob have sent 
emails to both of them

Alice

Ed

Bob

Fred

Cathy

Grace

Diane
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Attacking an AnonymizedNetwork

ωFirst, Alice and Cathy know that only Bob have sent 
emails to both of them

ωBob can be identified

Alice

Ed

Bob

Fred

Cathy

Grace

Diane

Attacking an AnonymizedNetwork

ωAlice has sent emails to Bob, Cathy, and Ed only

Alice

Ed

Bob

Fred

Cathy

Grace

Diane

Attacking an AnonymizedNetwork

ωAlice has sent emails to Bob, Cathy, and Ed only

ωEd can be identified

Alice

Ed

Bob

Fred

Cathy

Grace

Diane
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Attacking an AnonymizedNetwork

ωAlice and Cathy can learn that Bob and Ed are connected

Alice

Ed

Bob

Fred

Cathy

Grace

Diane

Attacking an AnonymizedNetwork

ωThe above attack is based on knowledge about the 
degrees of the nodes

ωMore sophisticated attacks can be launched given 
additional knowledge about the network structure, e.g., 
a subgraphof the network.

ωProtecting privacy becomes even more challenging when 
the nodes in the anonymizednetwork are labeled

K-degree Anonymity

[Liu and Terzi, SIGMOD 2008]

ωObjective: prevent re-identification based on node 
degrees

ωSolution: add edges into the graph, such that each node 
has the same degree as at least k-1 other nodes
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K-degree Anonymity  Algorithm

ωGiven a graph, calculate the degree of each node, and 
stores the degrees in a vector

[5, 4, 3, 2, 2, 2, 2]

K-degree Anonymity  Algorithm

ωModify the degree vector, such that each degree appears 
at least k times

[5, 4, 3, 2, 2, 2, 2]

[5, 5, 3, 3, 2, 2, 2]

K-degree Anonymity  Algorithm

ωAdd edges into the graph, such that the degrees of the 
nodes conform to the modified degree vector

[5, 4, 3, 2, 2, 2, 2]

[5, 5, 3, 3, 2, 2, 2]
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K-degree Anonymity  Algorithm

ωHow do we modify the degree vector?

ςA dynamic programming algorithm can be used to minimize the 
L1 distance between the original and modified vectors

ωHow do we modify the graph according to the degree 
vector?

ςGreedily add edges into the graph to make the node degrees 
closer to the given vector

K-neighborhood Anonymity

[Zhou and Pei, ICDE 2008]

ωNeighborhood: sub-graph induced by one-hop neighbors

ωObjective: prevent re-identification based on 
neighborhood structure

ωSolution: add edges into the graph, such that each node 
has the same neighborhoodas at least k-1 other nodes

K-neighborhood Anonymity Algorithm

ωCompute the neighborhood of each node



5/22/2009

15

K-neighborhood Anonymity Algorithm

ωWhile there is a node N whose neighborhood is not 
k-anonymous

ςCƛƴŘ ŀ ƴƻŘŜ bΩ ǿƘƻǎŜ ƴŜƛƎƘōƻǊƘƻƻŘ ƛǎ ǎƛƳƛƭŀǊ ǘƻ ǘƘŀǘ ƻŦ b

ςGreedily add edges in the graph to make the neighborhoods of 
b ŀƴŘ bΩ ƛǎƻƳƻǊǇƘƛŎ

K-neighborhood Anonymity Algorithm

ωWhile there is a node N whose neighborhood is not 
k-anonymous

ςCƛƴŘ ŀ ƴƻŘŜ bΩ ǿƘƻǎŜ ƴŜƛƎƘōƻǊƘƻƻŘ ƛǎ ǎƛƳƛƭŀǊ ǘƻ ǘƘŀǘ ƻŦ b

ςGreedily add edges in the graph to make the neighborhoods of 
b ŀƴŘ bΩ ƛǎƻƳƻǊǇƘƛŎ

K-neighborhood Anonymity Algorithm

ωWhile there is a node N whose neighborhood is not 
k-anonymous

ςCƛƴŘ ŀ ƴƻŘŜ bΩ ǿƘƻǎŜ ƴŜƛƎƘōƻǊƘƻƻŘ ƛǎ ǎƛƳƛƭŀǊ ǘƻ ǘƘŀǘ ƻŦ b

ςGreedily add edges in the graph to make the neighborhoods of 
b ŀƴŘ bΩ ƛǎƻƳƻǊǇƘƛŎ



5/22/2009

16

K-neighborhood Anonymity  Algorithm

ωThe algorithm always terminates: in the worst case it 
returns a complete graph

ωHow do we check whether two neighborhood structures 
are the same?

ςGraph isomorphism is NP-hard in general

ςBut neighborhoods are usually small, in which case a brute-
force checking is feasible

ςSome pre-processing can be done to reduce computation cost

K-Sized Grouping

[Hay et  al., VLDB 2008]

ωObjective: prevent re-identification based on network 
structure

ωSolution:

ςPartition the nodes into groups with sizes at least k

ςCoalesce the nodes in each group into a super-node

ςEach super-node has a weight that denotes its size

ςSuper-nodes are connected by super-edgeswith weights

2 2

1

1 1 3

2
2 3

Quality of K-Sized Grouping

ωA k-sized grouping represents a number of possible 
worlds

ωThe smaller number of possible worlds, the more 
accurate the anonymizednetwork

2 2

1

1 1 3

2
2 3

éé
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A Simulated Annealing Algorithm

ωStart from an arbitrary k-sized grouping of the graph

ωIteratively refine the grouping

ςRandomly transforms the grouping into another k-sized 
grouping, by splitting a group into two parts, or merging two 
groups, or moving a node from one group to another

ςIf the new grouping is better, keep it; otherwise, fall back to the 
previous grouping with certain probability p

ςDecreases p by a certain amount before the next iteration

ωTerminate when the algorithm converges

(k, l)-Grouping

ωTargets at bipartite graphs with labeled nodes

ωAssumes that the adversary does not have network 
structure knowledge

ωAims to conceal the associations between the labels

Customer A

Customer B

Customer C

Customer D

Product 1

Product 2

Product 3

Product 4

(k, l)-Grouping

ωPartition the nodes on the left into k-sized groups

ωPartition the nodes on the right into l-sized groups

ωUnify the labels of the nodes in each group (reminiscent 
of generalization) 

A

B

C

D

1

2

3

4

A & B

C & D

1 & 2

3 & 4
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Unsafe (k, l)-Grouping

ωSome (k, l)-grouping leaks information:

ωExample:

ωThe above (2, 2)-grouping shows that both customers A 
and B have bought products 1 and 2

A & B

C & D

1 & 2

3 & 4

Safe (k, l)-Grouping

ωA (k, l)-grouping is safe, if no two nodes in the same 
group are connected to a common neighbor

ωExample: a safe (2, 2)-grouping

ωRationale: nodes in the same group should have  
sufficiently diverse neighbors (reminiscent of l-diversity)

A & B

C & D

1 & 2

3 & 4

Finding Safe (k, l)-Groupings

ωTheorem: Finding a safe (k, l)-grouping is NP-hard in 
general

ωReduction from partitioning a graph into triangles

ωGreedy algorithm: Iteratively add a node to a group so 
long as it is safe

ωWorks well when the bipartite graph is sparse enough
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Summary of Social Network Publishing

ωStructural information of a social network can be 
exploited to infer sensitive information

ωEdge insertion and node grouping reduce the risk of re-
identification

ωLimitations

ςk-degree anonymity, k-neighborhood anonymity, and k-sized 
grouping only achieve k-anonymity

ς(k, l)-grouping cannot guard against attacks based on 
knowledge of network structure

Tutorial Outline

ωUntrustedData Collector

ωTrusted Data Collector

ςWeak adversaries
ωThe Minimality Attack & SimulatableAuditing

ωPrivacy Social Networks

ωActive Attacks in Social Networks

ςStrong adversaries

ςBridging the Gap

ωA Success Story: OnTheMap

Active Attacks on Social Networks

What can go wrong if an unlabeled graph is published? 

[Backstromet al., WWW 2007]

ωAttacker may create a few nodes in the graph

ς/ǊŜŀǘŜǎ ŀ ŦŜǿ ΨŦŀƪŜΩ Facebookuser accounts.

ωAttacker may add edges from the new nodes. 

ς/ǊŜŀǘŜ ŦǊƛŜƴŘǎ ǳǎƛƴƎ ΨŦŀƪŜΩ ŀŎŎƻǳƴǘǎΦ 

ωGoal: Discover an edge between two legitimate users. 
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High Level View of Attack

ω{ǘŜǇ мΥ /ǊŜŀǘŜ ŀ ƎǊŀǇƘ ǎǘǊǳŎǘǳǊŜ ǿƛǘƘ ǘƘŜ ΨŦŀƪŜΩ ƴƻŘŜǎ 
such that it can be identified in the anonymous data.

High Level View of Attack

ω{ǘŜǇ нΥ !ŘŘ ŜŘƎŜǎ ŦǊƻƳ ǘƘŜ ΨŦŀƪŜΩ ƴƻŘŜǎ ǘƻ ǊŜŀƭ ƴƻŘŜǎΦ 

High Level View of Attack

ωStep 3: From the anonymizeddata, identify fake graph 
due to its special graph structure. 
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High Level View of Attack

ωStep 4: Deduce edges by following links

Details of the Attack

ωChoose k real users 
W = {w1Σ ΧΣ ǿk}

ωCreate k fake users 
X = {x1Σ ΧΣ xk}

ωCreates edges (xi, wi)

ωCreate edges (xi, xi+1)

ωCreate all other edges in 
X with probability 0.5.

Large graph

Uniqueness

X is guaranteed to be unique 
when k is 2+ɻ log N, for small ɻ

Large graph
(size N)
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Recovery

Subgraphisomorphism is NP-hard. 

But since we have a path, with 
random edges, there is a simple 
brute force search with pruning 
algorithm. 

Run Time: O(N 2O(log logN)  )

Large graph
(size N)

2

Works in Real Life!

ωLiveJournalς
4.4 million nodes, 
77 million edges

ωSuccess all but 
guaranteed by adding 
10 nodes.

ωRecovery typically 
takes a second. 

Probability of Successful Attack

Summary of Social Networks

ωSeveral simple algorithms proposed for variants of k-
anonymity. 

ωActive attacks that add nodes and edges are shown to be 
very successful. 

ςReminiscent of Sybil attacks. 

ωGuarding against active attacks is an open area for 
research !
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Tutorial Outline

ωUntrustedData Collector

ωTrusted Data Collector

ςWeak adversaries

ςStrong adversaries
ωDifferential Privacy

ωAlgorithms satisfying Differential Privacy

ςBridging the Gap

ωA Success Story: OnTheMap

Tutorial Outline

ωUntrustedData Collector

ωTrusted Data Collector

ςWeak adversaries

ςStrong adversaries
ωDifferential Privacy

ωAlgorithms satisfying Differential Privacy

ςBridging the Gap

ωA Success Story: OnTheMap

Impossibility of Semantic Disclosure Risk

ω{ǳǇǇƻǎŜ Χ 

ςsalaryis a sensitive piece of information.

ςdatabase Dpublishes average salaries of employees in different 
schools. 

ςadversary knows:
άWƻƘŀƴƴŜǎ ŜŀǊƴǎ Ϸмл ƭŜǎǎ ǘƘŀƴ ǘƘŜ ŀǾŜǊŀƎŜ /ƻǊƴŜƭƭ ǇǊƻŦŜǎǎƻǊέΦ 

Given DǿŜ ƪƴƻǿ ŜȄŀŎǘƭȅ Ƙƻǿ ƳǳŎƘ WƻƘŀƴƴŜǎ ŜŀǊƴǎ Χ

Χ ŜǾŜƴ ƛŦ WƻƘŀƴƴŜǎΩ ƛƴŦƻǊƳŀǘƛƻƴ ƛǎ ƴƻǘ ƛƴ D!! 
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Differential Privacy
[Dwork, ICALP 2006]

INTUITION: 
Releasing information from a database D should not 
increase the privacy risk of an individual xi, if xi does not 
appear in D. 

Algorithm A satisfies ʁ-differential privacy if for every function    

f: dom(xi) Ą {0,1}, and all prior distributions p on xi ,

Pr[f(xi) = 1 | prior distribution on xi and D ςxi]

should be close to 

Pr[f(xi) = 1 | prior on xi, D ςxi and A(D)]

Җ ʁlog

Differential Privacy
[Dwork, ICALP 2006]

INTUITION: 
Releasing information from a database D should not 
increase the privacy risk of an individual xi, if xi does not 
appear in D. 

Algorithm A satisfies ʁ-differential privacy if for every function    

f: dom(xi) Ą {0,1}, and all prior distributions p on xi ,

xi not in D implies   D ςxi = D.
Hence, no privacy breach.

Pr[f(xi) = 1 | prior distribution on xi and D ςxi]

should be close to 

Pr[f(xi) = 1 | prior on xi, D ςxi and A(D)]

Җ ʁlog

Differential Privacy

é 

Set of all possible input 
databases

blue, greenand red are three possibilities for each xi. 

Adversary knows 
{x2, x3Σ ΧΣ xn} are blue.

Adversary knows x1 is 
either greenor red.
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Differential Privacy

CƻǊ ŜǾŜǊȅ ƻǳǘǇǳǘ Χ

OD2D1

Adversary should not be able to distinguish 
between any D1 and D2 based on any O

Pr[D1ĄO]   
Pr[D2ĄO]                .

For every pair of inputs 
that differ in one value

<    ʁ ( >ʁ1)log

Tutorial Outline

ωUntrustedData Collector

ωTrusted Data Collector

ςWeak adversaries

ςStrong adversaries
ωDifferential Privacy

ωAlgorithms satisfying Differential Privacy

ςBridging the Gap

ωA Success Story: OnTheMap

Deterministic Algorithms do not satisfy 
differential privacy

Space of all inputs Space of all outputs
(at least 2 distinct ouputs)
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Each input mapped to a distinct 
output.

Deterministic Algorithms do not satisfy 
differential privacy

Each input mapped to a distinct 
output.

Deterministic Algorithms do not satisfy 
differential privacy

Space of all inputs Space of all outputs
(at least 2 distinct ouputs)

Pr > 0

Pr = 0

There exist two inputs that differ in one entry 
mapped to different outputs.

Random Sampling

ωAlso does not satisfy differential privacy

Input Output

D2D1 O

Ґ қlog
Pr[D1 ĄO]

Pr[D2 ĄO]
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Random Sampling

ωAlso does not satisfy differential privacy

[Chauduriet al., 2006]

ωIf uniquesare rare, then differential privacy can be 
guaranteed with high probability.

Most interesting data 
have many uniques!

Output Randomization

ωAdd noise to answers such that:

ςEach answer does not leak too much information about the 
database.

ςNoisy answers are close to the original answers. 

Database

Researcher

Query

Add noise to 
true answer

Adding Noise from a LaplacianDistribution

0

0.2

0.4

0.6

-10 -8 -6 -4 -2 0 2 4 6 8 10

Laplace Distribution ςLap(˂ )

Database

Researcher

Query q

True answer 

q(d)
q(d) + ́

ʹ

h(ɖ) = exp(-ɖ/ ɚ)

Privacy depends on 
the ˂ parameter

Mean: 0, 

Variance: 2 ɚ2
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Sensitivity of a Query ςS(q)

[Dworket al., TCC 2006]

Smallest number s.tΦ ŦƻǊ ŀƴȅ ŘΣ ŘΩ ŘƛŦŦŜǊƛƴƎ ƛƴ ƻƴŜ ŜƴǘǊȅΣ 

|| q(d) ςǉόŘΩύ μμ  Җ  {όǉύ 

Example 1: SUBSET-AGG queries

ωS(q) = |bςa| for a subset-SUM/MAXquery 
when entries of d are in [a,b].

Let d and ŘΩdiffer in position i.  

aҖ ŘόiύΣ ŘΩόiύ Җ b

q(d) ςǉόŘΩύ  Җ  Řόi) ςŘΩόiύ   Җ   ō - a

Sensitivity of a Query ςS(q)

[Dworket al., TCC 2006]

Smallest number s.tΦ ŦƻǊ ŀƴȅ ŘΣ ŘΩ ŘƛŦŦŜǊƛƴƎ ƛƴ ƻƴŜ ŜƴǘǊȅΣ 

|| q(d) ςǉόŘΩύ μμ  Җ  {όǉύ 

Example 2: HISTOGRAM queries

ωSuppose each entry in d takes values in {c1, c2Σ ΧΣ cn}.

ωHistogram(d) = {m1Σ ΧΣ mn}, where mi = (# entries in d with value ci)

ωS(q) = 2 for Histogram(d).

Changing one entry in d from ci to cj

ωreduces the count of mi by 1, and 

ωincreases the count of mj by 1. 

Laplaciannoise and Differential Privacy

Theorem: Adding noise drawn from a laplacianguarantees 
-ʁdifferential privacy if, 

җ˂ {όǉύκ.ʁ 

ωSubset-AGG queries: 
Return q(d) + ́  ,   

ʹ sampled fromLap((b-a)/ )ʁ

ωHistogram queries: 
Return {m1 + ́ 1, m2 + ́ 2Σ ΧΣ mn + ́ n}, 

í sampled i.i.d. from Lap(2/ʁ )
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Proof of Differential Privacy

ωLet {x1, x2Σ ΧΣ xn} & {y1, x2Σ ΧΣ xn} be 2 inputs.

ωLet q be a query with sensitivity S(q)

ςq(x1, x2Σ ΧΣ xn) = {o1, o2Σ ΧΣ ƻk} & q(y1, x2Σ ΧΣ xn) = {p1, p2Σ ΧΣ pk}.

ςң μoiςǇƛμ Җ  {όǉύ  

ωPerturbed output for q(x1, x2Σ ΧΣ xn): 
{õ1, õ2Σ ΧΣ õk} = {o1 + ́ 1, o2 + ́ 2Σ ΧΣ ƻk + ́ k}, 

í sampled i.i.d. from Lap(S(q)/ʁ)

Proof of Differential Privacy

ωLet q be a query with sensitivity S(q)
ςq(x1, x2Σ ΧΣ xn) = {o1, o2Σ ΧΣ ƻk} & q(y1, x2Σ ΧΣ xn) = {p1, p2Σ ΧΣ pk}.

ςң μoiςǇƛμ Җ  {όǉύ  

ωPerturbed  output  for q(x1,x2Σ ΧΣ xn): 
{õ1,õ2ΣΧΣõk} = {o1+́ 1, o2+́ 2ΣΧΣ ƻk+́ 3}, ́ i sampled i.i.d. from Lap(S(q)/ʁ)

Pr[q(x1, x2Σ ΧΣ xn) =  {õ1,õ2ΣΧΣõk}]

Pr[q(y1, x2Σ ΧΣ xn) =  {õ1,õ2ΣΧΣõk}]

tǊώΧΣ í = oiςõiΣΧϐ

tǊώΧΣ í = piςõiΣΧϐ
=

log

log

Proof of Differential Privacy

ωң μoiςǇƛμ Җ  {όǉύ  

ωeach ́ i sampled i.i.d. from Lap(˂ ),    ˂ = S(q)/ʁ )

Җ   ңi|o iςpi| / ˂

=

ңi |p iςõi|/ ˂ ςңi | oiςõi|/ ˂=

tǊώΧΣ í = oiςõiΣΧϐ

tǊώΧΣ í = piςõiΣΧϐ
log

Ңi exp(-| oiςõi|/ )˂

Ңi exp(-|p iςõi|/ )˂log
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Proof of Differential Privacy

ωң μoi ςǇƛμ Җ  {όǉύ  

ωeach ́ i sampled i.i.d. from Lap(˂ ),    ˂ = S(q)/ʁ )

Җ     ңi|o iςpi| / ˂ Җ    {όǉύ κ ˂

=
tǊώΧΣ í = oiςõiΣΧϐ

tǊώΧΣ í = piςõiΣΧϐ
log

Ңi exp(-| oiςõi|/ )˂

Ңi exp(-|p iςõi|/ )˂log

Proof of Differential Privacy

ωң μoiςǇƛμ Җ  {όǉύ  

ωeach ́ i sampled i.i.d. from Lap(˂ ),    ˂ = S(q)/ʁ )

Җ     ңi|o iςpi| / ˂ Җ    {όǉύ κ ˂

Җ     ʶ

=
tǊώΧΣ í = oiςõiΣΧϐ

tǊώΧΣ í = piςõiΣΧϐ
log

Ңi exp(-| oiςõi|/ )˂

Ңi exp(-|p iςõi|/ )˂log

Differential Privacy & Multiple Releases

Theorem (Composability): 
If k queries q1, q2Σ ΧΣ qk are answered, s.t., 
each qi satisfies ʁi-differential privacy, resp.

Then, publishing all the answers together 
satisfies differential privacy with

ʶ Ґ ʶ1Ҍ ʶ2Ҍ Χ Ҍ kʁ
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Summary of Laplaciannoise addition

ωGuarantees privacy against strong adversaries. 

ωGood for queries with low sensitivities

ςSubset-AGG (with small domain sizes)

ςHistograms

ωData publishers only needs to:

ςChoose ʁ.

ςKnow how to compute S(q). 

Queries with Large Sensitivity

ωaŜŘƛŀƴΣ a!·Σ aLb Χ

ωLet {x1Σ ΧΣ Ȅ10} be numbers in [0, ɽ]. (assume xi are sorted)

ωqmed(x1Σ ΧΣ Ȅ10) = x5

Sensitivity of qmed = ɽ

ςd1 = {0, 0, 0, 0, 0, ɽ, ɽ, ɽ, ɽ, ɽ}  ςqmed(d1) = 0

ςd2 = {0, 0, 0, 0, ɽ, ɽ, ɽ, ɽ, ɽ, ɽ}  ςqmed(d2) = ɽ

Queries with Large Sensitivity

x1 x2 x3 x4 x5 x6 x7 x8 x9 x10d

x1 x2 x3 x4 x5 x6 x7 x8 x9 x10ŘΩ 0ɽ

x4 Җ qmedόŘΩύ  Җ  Ȅ6

Sensitivity of qmed at d = max(x5ςx4, x6ςx5)  << ɽ
ŘΩ ŘƛŦŦŜǊǎ ŦǊƻƳ Ř ƛƴ 

k=1 entry

However for most inputs qmed is not very sensitive. 
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Local Sensitivity of q at d ςLSq(d)

[Nissimet al., STOC 2007]

Smallest number s.tΦ ŦƻǊ ŀƴȅ ŘΩ ŘƛŦŦŜǊƛƴƎ ƛƴ ƻƴŜ ŜƴǘǊȅ ŦǊƻƳ ŘΣ 

|| q(d) ςǉόŘΩύ μμ  Җ  LSq(d) 

Sensitivity = Global sensitivity

S(q) = maxd LSq(d)

Can we add noise proportional to local sensitivity? 

Noise proportional to Local Sensitivity

ωd1 = {0, 0, 0, 0, 0, 0, ɽ, ɽ, ɽ, ɽ}

qmed(d1) = 0

LSqmed(d1) = 0  =>   Noise sampled from Lap(0)

ωd2 = {0, 0, 0, 0, 0, ɽ, ɽ, ɽ, ɽ, ɽ}

qmed(d2) = 0

LSqmed(d2) = ɽ=>  Noise sampled from Lap(ɽ/ )ʁ

Pr[answer > 0 | d1]  =  0

Pr[answer > 0 | d2]  >  0
Ґ қ

differ in one value

LSqmed(d1) = 0 & LSqmed(d2) = ɽimplies  S(LSqόΦύύ  җ  ɽ

LSq(d) has very high sensitivity. 
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Smooth Sensitivity
[Nissimet al., STOC 2007]

S(.) is a ̡-smooth upper bound on the local sensitivity if,

For all d,  SqόŘύ җ LSq(d)

CƻǊ ŀƭƭ ŘΣ ŘΩ ŘƛŦŦŜǊƛƴƎ ƛƴ ƻƴŜ ŜƴǘǊȅΣSqόŘύ Җ ŜȄǇό)̡ SqόŘΩύ

ωThe smallest upper bound is called -̡smooth sensitivity. 

S*q(d) = maxdΩ( LSqόŘΩύ ŜȄǇό-m )̡ )

ǿƘŜǊŜ Ř ŀƴŘ ŘΩ ŘƛŦŦŜǊ ƛƴ m entries. 

Smooth sensitivity of qmed

x1 x2 x3 x4 x5 x6 x7 x8 x9 x10d

x1 x2 x3 x4 x5 x6 x7
x8 x9 x10ŘΩ

ŘΩ ŘƛŦŦŜǊǎ ŦǊƻƳ Ř ƛƴ 
k=3 entries

0 0 0ɽ ɽ ɽ

ωx5-k Җ  qmedόŘΩύ  Җ  Ȅ5+k

ω[{όŘΩύ Ґ ƳŀȄόȄmed+1ςxmed, xmedςxmed-1)

S*qmed(d) =  maxk (exp(-k )̡ x
max 5-ƪ ҖƳŜŘҖ рҌƪ(xmed+1ςxmed, xmedςxmed-1))

Smooth sensitivity of qmed

For instance,   ɽ= 1000, ̡ = 2.

S*qmed(d)  = max (  maxлҖƪҖп(exp(- ϊ̡ƪύ ϊ мύΣ 

maxрҖƪҖмл (exp(- ϊ̡ƪύ ϊ ɽ) )

=  1

1 2 3 4 5 6 7 8 9 10d
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Calibrating Noise to Smooth Sensitivity

!όŘύ Ґ ǉόŘύ Ҍ  ½  ϊ ό{ϝq(x) / )h

ÅZ sampled from h(z)       1/(1 + |z|ɹ),    ɹ > 1

Å =h ʁ /4 ,ɹ    

ÅS* is ʁ / sɹmooth sensitive

Summary of Smooth Sensitivity

ωMany functions have large global sensitivity.

ωLocal sensitivity captures sensitivity of current instance.

ςLocal sensitivity is very sensitive. 

ςAdding noise proportional to local sensitivity causes privacy 
breaches.

ωSmooth sensitivity 

ςNot sensitive.

ςMuch smaller than global sensitivity.

Tutorial Outline

ωUntrustedData Collector

ωTrusted Data Collector

ςWeak adversaries

ςStrong adversaries
ωDifferential Privacy

ωAlgorithms satisfying Differential Privacy

ςBridging the Gap

ωA Success Story: OnTheMap
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{ŜŀǊŎƘ ŦƻǊ ǘƘŜ ǊƛƎƘǘ ǇǊƛǾŀŎȅ ŘŜŦƛƴƛǘƛƻƴ Χ

[Machanavajjhala et al. arxiv2009] 

ωL-diversity, T-closeness, etc., 

ςMake restrictive assumptions about the adversary

ςWeak privacy definition

ωDifferential privacy

ςMakes very few assumptions about the adversary

ςGuards against very powerful adversaries

How to define privacy for the space in between?

Differential Privacy

blue, greenand red are three possibilities for each xi. 

Adversary knows 
{x2, x3Σ ΧΣ xn} are blue.

Adversary knows x1 is
either greenpg = 0.1, 

or red pr = 0.45,
or blue pb = 0.45.

Weaken Differential Privacy

blue, greenand red are three possibilities for each xi. 

For b individuals, 
adversary knows 

{xn-b, xn-b+1Σ ΧΣ xn} are blue.

Adversary knows x1 is
either greenpg = 0.1, 

or red pr = 0.45,
or blue pb = 0.45.

What does adversary 
know about {x2Σ ΧΣ xn-b}?
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What does adversary 
know about {x2Σ ΧΣ xn-b}?

Independent Entries: {x1, x2Σ ΧΣ xn-b} are drawn 
independently from a single prob. vector {pg, pr, pb}.

Independent Entries Privacy definition: 
For every function    f: dom(xi) Ą {0,1}, 

Pr[f(xi) = 1 | prior on xi, {xn-b+1Σ ΧΣ xn} and A(D ςxi)]

should be close to 

Pr[f(xi) = 1 | prior on xi, {xn-b+1Σ ΧΣ xn} and A(D)]

Independent Entries Privacy Definition

ωSuppose b = 0.

ωA(D) = {mgreen= 8, mred= 2, mblue = 2}

Publish a histogram 
without perturbation. 

Independent Entries Privacy Definition

ωSuppose b = 0.

ωA(D) = {mgreen= 8, mred= 2, mblue = 2}

f(xi) = 1 iff xi = green 

Pr[f(xi) = 1 | prior on xi and A(D)] = 8/12

Pr[f(xi) = 1 | prior on xi and A(D-xi)] = pg = 0.1
due to the independence  assumption

Pr[f(xi) = 1 | prior on xi]
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Independent Entries: {x1, x2Σ ΧΣ xn-b} are drawn 
independently from a single prob. vector {pg, pr, pb}.

Independent Entries Privacy definition: 
For every function    f: dom(xi) Ą {0,1}, 

Independent Entries Privacy Definition

Pr[f(xi) = 1 | prior on xi, {xn-b+1Σ ΧΣ xn} and A(D ςxi)]

should be close to 

Pr[f(xi) = 1 | prior on xi, {xn-b+1Σ ΧΣ xn} and A(D)]

Pr[f(xi) = 1 | prior on xi, {xn-b+1Σ ΧΣ xn}]

should be close to 

Pr[f(xi) = 1 | prior on xi, {xn-b+1Σ ΧΣ xn} and A(D)]

.ǳǘΣ 9ƴǘǊƛŜǎ ŀǊŜ LƴƘŜǊŜƴǘƭȅ /ƻǊǊŜƭŀǘŜŘ Χ

ωSuppose b = 0.

ωA(D ςxi) = {mgreen= 7, mred= 2, mblue = 2}
or   {mgreen= 8, mred= 1, mblue = 2}
or   {mgreen= 8, mred= 2, mblue = 1}

Pr[f(xi) = 1 | prior on xi and A(D ςxi)] 

is closer to 8/11 rather than 0.1 is D is sufficiently large.

Adversaries learn on seeing new data. 

Modeling Adversaries who Learn

ωUse Dirichlet D(hg, h r, h b). 

ςDefines a probability distribution over various {pg, pr, pb}.

{pg = 1, pr = 0, pb = 0}

{pg = 0, pr = 1, pb = 0}

{pg = 0, pr = 0, pb = 1}


