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Abstract

A policy describesthe conditionsunder which an ac-
tion is permittedor forbidden. We showthat a fragment
of (multi-sorted)first-order logic can be usedto represent
andreasomaboutpolicies.Becausaveusefirst-orderlogic,
policieshavea clear syntaxand semantics.\\e showthat
furtherrestrictingthefragmentresultsin a language thatis
still quite expressiveyetis alsotractable More precisely
guestionsaboutentailment,suc as ‘May Alice accesshe
file?’, canbeansweedin timethatis a low-order polyno-
mial (indeedalmostlinear in somecases)ascanquestions
aboutthe consistencyof policy sets. We also give a brief
overview of a prototypethat we havebuilt whosereasoning
engines basednthelogic andwhosenterfaceis designed
for non-lagicians,allowing themto enterboth policiesand
badgroundinformation,suc as‘Alice is a student’,andto
askquestionsaboutthe policies.

1 Introduction

A policy describesheconditionsunderwhich anaction,
suchasreadinga file, is permittedor forbidden. Digital
contentprovidershave a roughideaof whattheir policies
shouldbe. Unfortunately policiesaretypically described
informally. As a result, their meaningand consequences
arenotalwaysclear

To betterunderstandhe problem,consideithe statement
‘only librariansmay edit the on-line catalog’. We canview
this statementisa policy, becausét governswho may edit
the catalog,basedon whetheror not the editoris a librar-
ian. It is notclearif this policy permitslibrariansto make
changedo the catalogor only forbids anyonewho is not
a librarian from doing so. The policy could be rewritten
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to remove this particularambiguity but othersarelikely to
exist if policiesare written in a naturallanguage. Policy
languagesuchasthe Extensiblerights Markup Language
(XrML) [10] and OpenDigital Rights Language(ODRL)
[21] have the potentialto be more formal (partly because
their syntaxis more restricted). Currently however, the
only semanticgor theselanguageseemso be an English
descriptionof what the syntaxmeans;thus, they also suf-
fer from significantambiguity Our goalin this paperis to
provide a logic with a clearsyntaxand semanticghat can
be usedto represenaindreasoraboutpolicies. In addition,
we want the logic to be well-suitedto the needsof digital
contentproviders. To achieve our objectives,we useafrag-
mentof first-orderlogic. Thisautomaticallygivesusaclear
syntaxandsemanticsthus,it remaingo arguethatthelogic
is well-suitedto the needsof digital contentproviders.

To be of practicaluse,a logic mustsatisfy(at least)the
following threedesiderata.

1. It mustbeexpressve enoughto capturein aneasyand
naturalway the policiesthatpeoplewantto discuss.

2. It mustbetractableenoughto allow interestingqueries
aboutpoliciesto beanswereackfficiently.

3. It mustbeusableby non-logicianshecausave cannot
expect policy makers and administratorsto be well-
versedn logic.

Of course,whethera logic is sufficiently expressve to
meetour first objective dependsery muchon the applica-
tion. To evaluateour approachwe gathereda large col-
lection of policiesfrom variouslibraries,including on-line
collections, local and university libraries, the Library of
Congressand Cornell’s Digital Library ResearchGroup.
We have written thesepoliciesin ourlanguageln addition,
we have begun to encodegovernmentpoliciesin our lan-
guage including thosethat determinea persons eligibility
for Social Security Finally, we have createda translation
from mostof the XrML Coreandall of the XrML Content
Extensionto our language.Details of thetranslationanda



morecompletediscussiorof thecollectedpoliciesaregiven
in acompaniorpaper19].

For the seconddesideratum,we focus on two key
gueries:

e Given a setof policies and an ervironmentthat pro-
vides all relevant facts (e.g., ‘Alice is a librarian’,
‘Anyone who is a librarian for lessthana yearis a
novice’, etc.), doesit follow that a particularaction,
suchasAlice editing the on-line catalog,is permitted
or forbidden?

e Isasetof policiesconsistent?n otherwords,arethere
noactionsthatarebothpermittedandforbiddenby the
policiesin the set? This questionis particularly in-
terestingfor collaboration.For example,supposehat
Alice is writing the policiesfor her university’s nen
outreachprogram.If the union of her policiesandthe
university policiesis consistentthen she knows that
herpoliciesdo not contradictthoseof the university.

The answergo thesequestionscould be usedby enforce-
mentmechanismandindividualswhowantto doregulated
activities. More importantly we believe that the answers
provideareasonablgoodunderstandingf thepolicies,in-
creasingour confidencehatthe formal statementgapture
theinformal rulesandthe informal rulescapturethe policy
creatorsintent.

To addressur third goal, the usability requirementwe
developed,andarecurrentlyrefiningandextending,a pro-
totype that allows usersto enterpolicies, aswell asfacts
abouttheir ernvironment,andto askquestionsaboutthem.
This software will be testedby University of Virginia li-
brariansaspartof the Mellon-Fedoraproject[32] to verify
thatthelanguagecanbe usedby peoplewho have notbeen
trainedin logic.

Therehave beena numberof attemptdo give formal se-
manticsto policies,someof whichinvolvefirst-orderlogic.
Mostof thefirst-orderapproachearebasednsomevariant
of Datalog[16]. By beginningwith Datalog thesesolutions
startwith a languagethat is tractable,but not sufficiently
expressve. They thenextendthe languageto bettermeet
theneedf applicationsin particular they find extensions
thatpermita limited useof negationandfunctions. There-
strictionsthatwe male arequite differentfrom thosemade
previously. We believe (andwill arguethroughoutthis pa-
per)thattheresultinglanguages especiallywell-suitedfor
mary applications,and hasa numberof advantagesover
variantsof Datalog.

The rest of this paperis organizedas follows. In the
next sectionwe formally defineour notionsof a policy and
anervironment. We alsogive examplesthatillustrate how
policies can be representedn an appropriatefragmentof
first-orderlogic. In Section3 we shaw that,in generalthe
guestionsve wantto askaboutpoliciesarehardto answer

In Sectiord we presensomerestrictionsunderwhichthese
guestionsaretractable We give a brief overview of thepro-
totypethat we are building in Section5. We discussthe
Datalogapproachesaswell asotherrelatedwork, in Sec-
tion 6. The paperconcludesin Section7 with plansfor
futureresearchDetailedproofsareleft to thefull paper

2 A First-Order Logic for Reasoning About
Policies

For therestof thepaperwe assuménowledgeof mary-
sortedfirst-orderlogic at the level of Enderton[14]. More
specifically we assumehe readeris familiar with the syn-
tax of first-orderlogic, includingconstantsyariables pred-
icate symbols,function symbols,and quantification,with
the semantic®f first-orderlogic, includingrelationalmod-
elsandvaluations andwith the notionsof satisfiabilityand
validity of first-orderformulas.

We usemary-sortedfirst-orderlogic with equality over
somevocahulary ¢ to expressand reasonaboutpolicies.
Let £/°(®) denotethe setof first-orderformulasover the
vocahulary ®. For this paper we assumehatthereare at
leastthreesorts, Actions (e.g.,accessing file), Subjects
(theagentghatperformactionsithesearesometimegalled
principalsin the literature),and Times. While thesesorts
seermaturalfor any policy logic, othersortsmaybedesired
for particularapplications. Thesesorts, including objects
androles, may be addedto the logic without affecting our
results.

Thevocahulary @ is applicationdependenthowever, we
assumethat ® containsa binary predicatePer mitted on
Subjects x Actions and a constantnow of sort Times.
Permitted(¢, ') meanghatsubjectt is allowedto perform
actiont’. In practice,it may be usefulto addadditionalar
gumentgo Per mitted, suchaswhentheactionis permitted
andwho is authorizingthe grantingor revoking of the per
mission. We have not includedthesehereto simplify the
exposition; including them would not changeour results.
The constantnow denoteshe currenttime. In practice,a
globalclock would determinetheinterpretatiorof now.

A policyis a closedfirst-orderformulaof theform

Va1 .. Vam(f = (-)Permitted(t, t')),

where f is ary first-order formula, ¢ and ¢’ are terms
of sort Subjectand Action respectiely, and the notation
(—)Permitted indicatesthat the Permitted predicatemay
or maynot be negated.Definingthe policy in thisway pro-
videsa structurethat matchesur intuition, namely thata
policy is a setof conditionsunderwhich an actionis or is
not permitted.

To illustratehow policiescanbe expressedn first-order
logic, considerthe following examples.



Example 2.1: Thepolicy ‘only librariansmay edit the cat-
alog’ canbecharacterizetby thefollowing two policies

Va(-Librarian(z) = —Permitted(x, editthe catalog)
Va(Librarian(z) = Permitted(z, editthecatalog).

(Dependingon the intendedmeaningof the English state-
ment, the first formula by itself may characterizehe pol-
icy.) 1

Example 2.2 The policy ‘a customemay download ary
article if shehaspaid a fee within the pastsix weeks’can
berewrittenas'if anindividuali haspaidthefeewithin the
pastsix weeks;i is acustomeranda is somearticle,thens:
maydownloada’. Thepolicy canbeencodedeadilyin the
logic as

VivitVa((PaidFee(i, t) A (now — 6 < ¢ < NOW)A
Customer (i, now) A Article(a)) =
Permitted(¢, downloada))).

Example 2.3: The policy set‘anyonemay sing’ and‘any-
onewhois allowedto singmaydance’canbecharacterized
by the following two formulas:

Yz (Per mitted(z, sing))
Vx(Permitted(z, sing) = Permitted(z, dancé).

To determinethe consequencesf a policy, we needto
know whatfactsaretruein thecontext in whichthepolicies
areapplied. For example,to decideif the policiesin Ex-
ample2.1 permit Alice to edit the catalog,we mustknow
if Alice is alibrarian. In otherwords,we mustknow if the
statement ibrarian(Alice) is true. This fact, alongwith
all the othersthat are neededo analyzea setof policies,
arecontainedn the ervironment The ervironmentmayin-
clude very simple statementsuchas‘ The Cat in the Hat
is a children’s book’ or ‘Sally hasa junior library card’.
More complex statementmayalsobeincluded,suchasthe
conditionsunderwhich a customeris consideredo be in
goodstandingand‘at all times,thereis a seniorstaf mem-
berwhois oncall’. All the exampleswe have considered
sofar confirmour belief thatfirst-orderlogic is sufficiently
expressve to capturemosternvironmentsthat arelikely to
arisein practice.Thus,we formally definean ervironment
to be a closedfirst-orderformula that doesnot containthe
Per mitted predicate. Therequirementhattheervironment
not contain Permitted encourageshe intuitive separation
betweerthe ervironment,which is a descriptionof reality,
andthe policies,which aretherulesgoverningthatreality.

The two typesof queriesdiscussedn the introduction
cannow be formalized. The first query is an individual

t permittedto perform an actiont’ (wheret andt’ are
closedterms)given an ervironment E and somepolicies
P1,- - -, Pn, @amountgdo askingif theformulaE Ap; A... A
pn, = Permitted(t,t’) is valid. (Similarly, ¢ is forbiddento
dot’ if andonlyif EApy A...Ap, = —Permitted(¢, )
is valid.) The secondquery, ‘Are the policiesconsistent?’,
asksif theformulaE Ap; A ... A p, is satisfiable For ease
of exposition,we focuson determiningif anactionis per
mitted (or forbidden).As we shaw, it is easyto modify our
techniquego handlethe consisteng question.

3 Intractability Results

In generalthe queriesn which we areinterestedccannot
beanswereckfficiently. Indeed the problemin its full gen-
erality is easilyseento be undecidabléf the vocalulary ®
hasat leastonebinary predicateotherthanPer mitted (and
closedtermst andt’ of sort Subjects and Actions, respec-
tively, sothatit is possibleto actually form queries). To
seethis, let f beanarbitraryformulathatdoesnot contain
Permitted. Considerthepolicy f = Permitted(¢, t’), and
let the ervironmentbeempty(i.e., true). Standardnanipu-
lationsshow that

(f = Permitted(t,t')) = Permitted(t, t")
is equivalentto
[V Permitted(t, t').

Since f doesnot mention Permitted, the last formula is
valid iff f is valid. Thevalidity problemfor first-orderfor-
mulasis well-known to be undecidableevenif we restrict
to formulasthat containa single binary predicate;indeed,
undecidabilityholdsevenif we furtherrestrictto formulas
of theform 3z3yVz f/, wheref’ is quantifierfree[7]. This
meanghatwe cannotdetermindf asinglepolicy impliesa
permissionwhenthe conditionsunderwhich the policy ap-
pliesmustbewritten in first-orderlogic asaformulaof the
form 3z3yVz f’ where f’ hasabinary predicateotherthan
Permitted.
We cangetthe sameresultevenwithoutassuminghat ®

hasa binary predicateotherthan Per mitted. Thisis sum-
marizedin thefollowing theorem.

Theorem 3.1: Let £y be the set of closed function-
free formulas of the form (f = Permitted(c,c’)) =
Permitted(c, ¢’), where ¢ and ¢’ are constantf the appro-
priate sorts,3z3yVz f’, and f’ is a quantifierfreeformula
whoseonly nonlagical symbolis Permitted. The validity
questiorfor Lq is undecidable

It follows from Theoren3.1thatwe cannotdeterminef
asetof policiesimply apermissionin anervironmentwhen



the environmentis empty the policy sethasonly one pol-

icy, andthatpolicy hasasinglealternatiorof quantifiersand
no functionsymbols.Not surprisingly similar undecidabil-
ity resultshold if we allow formulasin the ervironmentto

involve nontrivial quantification(providedthatthereis a bi-

nary predicaten the languageotherthanPer mitted, since
wedonotallow Permitted in theernvironment).GivenThe-
orem3.1,it seemghatour only hopeis to forbid ary alter

nationof quantifiers.

How much quantification do we really need? A
qguantifierfree ervironment suffices to capture simple
databases.However, we want to allow at leastuniversal
formulasin the ervironmentso that we can stategeneral
properties,suchas‘all freshmanare students’. Universal
guantificationis evenmorecritical in policies. If we do not
allow a policy to have any quantification(i.e., definea pol-
icy to have theform f = Permitted(¢,¢’) wheret andt’
areclosedtermsand f is quantifierfree), theneachpolicy
mustgoverna specificindividual andaction. For example,
we cansay'lf Alice is good,shemayplay outside’,but we
cannotsay‘All goodchildrenmay play outside’. Because
policiestypically permitanindividualto doanactionbased
ontheattributesof thatindividualandaction,we mustallow
policiesto beuniversallyquantified.

Policieswith universalquantification(and a quantifier
free antecedentpre sufficiently expressve to capturethe
policiesthat we have collectedfrom librariesand govern-
ment databases.Although someof the collectedpolicies
appearto needexistential quantification,they canbe con-
vertedto formulaswith universalquantification.

Example 3.2 Considerthe policy ‘anyonewho is accom-
paniedby a librarian may enterthe stacks’. A naturalway
to statethis in first-orderlogic is

Vrq(Jzo(Librarian(zo) A Accompanies(zq, 1)) =
Permitted(z1, enter(stacks).

This formulais logically equivalentto

Va1V ((Librarian(zz) A Accompanies(zz, z1)) =
Per mitted(z, enter(stacks),

which usesonly universalquantification i

Note that enteris a functionin Example3.2. Unfortu-
nately it is well known that the validity problemfor ex-
istential formulaswith functionsis undecidablg7]. The
following resultis almostimmediate:

Theorem 3.3. Let £; bethe setof closedformulasof the
formVzy ... 2, (f = Permitted(¢,t")) = Permitted(t, '),
whele t andt’ are termsof the appropriatesort,and f is a
qguantifierfree formula (possiblycontaining function sym-
bols). Thevalidity problemfor £; is undecidable

Theorem3.3 suggestshatevenif we drasticallyreduce
guantificationyve still needto disallowv functionsto getde-
cidability. Oncewe restrictquantificationto a bare mini-
mum and remove functionsentirely, thenwe do geta de-
cidablefragment,but it's not tractable. Recallthat IT7 is
thesecondevel of the polynomialhierarchyandrepresents
languageshatcanbe decidedn co-NPwith anNP oracle.

Theorem 3.4: Let & be a vocahlary that contains
Permitted, constantsc and ¢’ of sorts Subjects and
Actions, respectively and possibly other predicate and
constantsymbols. Assumethere is a boundon the arity

of the predicatesymbolsin ® (that is, there exists some
N sud that all predicatesymbolsn ¢ havearity at most
N). Finally, let £5 be the setof all closedformulasin

L7 (®) of theform E A py A ... A p, = Permitted(c, ¢)

sud that E is a conjunctionof quantifierfree and uni-

versal formulasand eac policy py, ..., p, hasthe form
Vg ... Vo, (f = Permitted(t1,2)) where ¢, andt, are
termsof the appropriatesortand f is quantifierfree

(@) Thevalidity problemfor £, isin IT% .

(b) If L5 isthesetofformulasin £, in which everypolicy’s
antecedenits a conjunctionof literals, thenthevalidity
problemfor £3 is TIZ hard.

(c) If L4 isthesetof £, formulasin which E is quantifier
free thenthevalidity problemfor £4 is NP-had.

We remarkthatif we donotrequirethearity of thepred-
icatesymbolsin ¢ to beboundedthenwe mustreplacell’
by co-NEXPTIME (co-nondeterministiexponentialtime)
in parts(a) and(b) [7].

Theorems3.1,3.3,and3.4seemo suggesthattheques-
tionswe areinterestedn arehopelesslyintractable.Fortu-
nately thingsarenot nearlyasbadasthey seem.

4 ldentifying Tractable Sublanguages

The work on Datalogandits variantsmentionedin the
introduction demonstrateshat there are useful, tractable
fragmentsof first-orderlogic. In this sectionwe identify a
differentsetof restrictionghanthoseconsideredby theDat-
alogcommunity show thatthey leadto tractability, andar-
guethatthey areparticularlywell-suitedto reasoningabout
policies.

4.1 Analyzingarestricted set of policies

Define a standad policy to be a policy of the form
V.. Vo (LA . Alg) = (—)Permitted(t1,t2)) where
{1,...,4; areliterals andboth ¢; andt, aretermsof the
appropriatesort. A basic ernvironmentis an ervironment



thatis a conjunctionof groundliterals. Basicervironments
are sufficiently expressve to capturethe information in

databaseandcertificates.While this is adequatdor mary

applications,basic ervironmentscannotrepresengeneral
properties,suchas‘all freshmenare students’. To handle
these we definea standad ervironmentto be an erviron-

mentthatis a conjunctionof quantifierfree formulasand
universalformulasof theformVzy ... Va, ({1 A ... Al =

lrt1), wherely, ..., 0y areliterals. As arguedin Sec-
tion 3, standargoliciesseensuficiently expressieto cap-
turemost(if notall) policiesof interest.Basicervironments
suffice for mary applicationsof interest;standarcerviron-

mentssufiice for all theapplicationsve have considered.

As afirst steptowardstractability, we consideronly ba-
sic ervironmentsandmake whatmay seemto beratherar-
bitrary restrictionson policies. (Laterin this sectionwe
justify the restrictionsanddiscussstandarcenvironments.)
Oneof therestrictionsrelieson a notion calledbipolarity,
whichin turn relieson a well-known techniquefrom theo-
remproving calledunification[30].

Two literals £ and ¢’ are unifiable if thereare variable
substitutionse and ¢’ suchthat o = ¢'¢’. For ex-
ample, P(z,c1) and P(cz,y) are unifiable by substitut-
ing co for z and ¢, for y, while P(x,¢;) and Py, c2)
are not unifiable (assumingthat ¢; and ¢, are distinct
constants). A literal ¢ is bipolar in formula f, written
in CNF, if ¢ is in f and thereis anotherliteral ¢ in
f suchthat ¢ and =/ are unifiable. The pair ¢, ¢ is
calleda bipolar pair. For example,Per mitted(z, nap) and
Permitted(Advisor (z), nap) aretheonly bipolarliteralsin
theformulaVz(Per mitted(z, play) A Permitted(x, nap) =
Permitted(Advisor (z), nap)).

Theorem4.1: Let ® be a vocahilary that contains
Permitted (andpossiblyotherpredicate constantandfunc-
tion symbols). Let L5 consistof all closedformulasin
L7 (®) of the form E A P = Permitted(¢, '), whee P
is a conjunctionof standad policiesand both¢ and#’ are
closedtermsof the appropriate sort, suc that

(a) E isabasicenvironment,
(b) equalityis notusedin E or P,

(c) if avariableappeasin apolicyp in P, thenit appeas
asanargumento Permitted in p, and

(d) therearenobipolarsin P.

We can determinethe validity of formulasin L5 in time
O((|E| + | P|)log|E|), wheee || denoteghe lengthof ¢,
whenviewedasa string of symbols.

lWe say that a first-order formula is in CNF if it has the form
Qix1 ... Qrxr(p1 A ... Apn), Wwhereeachyp; is a(quantifierfree) dis-
junctionof literalsand@; € {V,3}fori =1,...,nandj = 1,...,k.
Eache; is calleda clause We sometimesdentify a universalformulain
CNFwith its setof clauses.

Notethatthelanguagels includesformulassuchas

Student(Alice) A Good(Alice)A
Vz(Student(z) = Permitted(z, work))A
Va(Student(z) A Good(z) = Permitted(z, play)).

(‘Alice isastudentAlice is good,all studentsnaywork and
all goodstudentsnayplay’). Unlike Theorem3.4(c),func-

tion symbolsareallowedin Theorem4.1. Moreover, there
is no assumptiorthat the arity of predicatesand functions
in ® is bounded.The price we pay for this addedgeneral-
ity andfor cutting the compleity to linearin the number
of policies(which couldwell be large) andnot muchmore
thanlinearin the size of the databaséwhich we expectto

be relatively small, particularlyin certificate-passingys-
tems)is the four restrictions. Before describingthe proof
of Theoremd.1,we arguethattherestrictionsareoftenmet
in practiceandshown how therestrictionscanberelaxed so
thattheresultis evenmoreapplicable.

As we have alreadysaid, basicernvironmentsare suffi-
ciently expressve to capturethe factsstoredin databases
and certificates. This is not always enough. For example,
the documentghat describewho may collect Social Secu-
rity defineanagedpersorto beanyone65yearsold or older,
who is a residentof the U.S., andis eithera citizen or an
alienresidingin the U.S. both legally and permanently A
basicervironmentcannotcapturewhatit meango beaged,
accordingto Social Securitypolicies. Neverthelesspasic
ervironmentsseemperfectlyadequatdor certificate-based
permissionsn the spirit of SPKI/SDSI[12, 13] andfor li-
censesasdescribedby XrML [10], which assumes min-
imal environmentcontainingfactssuchasthe currenttime
andthetime of the mostrecentrevocationpolling.

Thesecondestriction thatequalityis notused,is aseri-
ousrestriction.Without equality we cannotexpresghresh-
old policies(if atleastthreedifferentpeoplevouchfor Al-
ice, then she can enterthe club’) nor canwe expressthe
identity of two individuals(‘Miss Alice Smith= Mrs. Alice
Jones’).Neverthelesstherearelargeclasse®f policiesthat
do not requireequalityat all. (This includesthe policiesin
the SocialSecuritydatabasandthelibrary policiesthatwe
have considered.)

The third restriction, that every variableappearingn a
policy p alsoappearssanargumentto Permitted in p, is
metif anindividual is grantedor deniedpermissionbased
solely on her attributesand the attributesof the regulated
action. Notice that the policiesin Examples2.1 and 2.3
have this form, but the policiesin Examples2.2and3.2do
not. In particulay whetherthe policy in Example3.2allows
x1 to enterthe stacksdepend®n anattribute of someother
person:,. Asweshallseewe canallow variablego appear
in policieswithoutappearingasargumentdo Permitted, as
long asthe numberof suchvariablesin any one policy is
small.



The last restriction, that thereare no bipolar literals in
p1L A ... A\ py, is likely to be metif all the policies are
permittingpolicies(thatis, their conclusionshave the form
Permitted(¢1, t2)) or all aredenyingpolicies(thatis, their
conclusionshave the form —Permitted(¢,, ¢2)), and poli-
ciesdonothave Per mitted in theirantecedentsto seewhy;,
recallthata permittingpolicy says'if the following condi-
tionshold, thenaparticularactionis permitted’. Thesecon-
ditionstypically includerequirementshatsomeongossess
oneor morecredentialssuchasallibrary cardor a driver’s
license. It is fairly rarethat not having a credential,such
as not having a driver’s license,increasesan individual's
rights. Therefore,we do not expect credentialsto corre-
spondo bipolars.Similaragumentsnaybemadefor other
typesof information.

If the policy setincludesa mix of permittinganddery-
ing policies,evenif Permitted doesnot appearin the an-
tecedendf policies,thenit seemdesslikely thatthe bipo-
lar restrictionwill hold. For example,considerthe policy
set{p1,p2} wherep; is ‘faculty memberamay chaircom-
mittees’andps is ‘studentamaynotchaircommittees’ For-
mally,

p1 = Vz(Faculty(x) = Permitted(z, chaircommittee$)
p2 = Vz(Student(x) = —Permitted(z, chaircommittees).

The literal Permitted(x, chaircommittee$ is a bipolar in

p1 A p2. Oncewe allow Permitted in the antecedenof

policies,thingscangetevenworse.Supposehatwe extend
the Permitted predicateto take a third agumentthat says
whois granting(or derying) permission Now considerthe
policy set{pi,p2, p3} wherep; is ‘Mom allows Alice to

play outside’,ps is ‘Dad allows Alice to play outside’,and
ps is ‘if both Mom and Dad allow Alice to do something
thenthe Parentsallow it’. Formally,

p1 = Permitted(Alice, play outside,Mom)

p2 = Permitted(Alice, play outside,Dad)

ps = Va(Permitted(Alice, z, Mom)A

Per mitted(Alice, z, Dad) = Permitted(Alice, z, Parentg)

Therearefour bipolarliteralsin p; A p2 A ps.
4.2 Reaxingtherestrictions

In this subsectionwe discusgheconsequenced relax-
ing someof the conditionsin Theorem4.1. In particular
we considerthe effect of allowing standardervironments,
asopposedo basicones,allowing a limited useof equal-
ity, allowing variablesto appearin policies (andthe stan-
dardervironment)without alsoappearingasargumentsto
Per mitted, andallowing eachpolicy (andeachervironment
fact)to have onebipolar. The bipolar restrictionis further
relaxedin Section4.3.

We first considetthe equalityrestriction.It turnsoutthat
we canallow equalityin the quantifierfree portion of the
ervironment. As a result,we canwrite statementsuchas
‘Miss Alice Smith= Mrs. Alice Jones’and‘hearing# lis-
tening’. However, if we allow equalityto be usedin this
way, thenwe needto generalizethe definitionsof unifica-
tion andbipolarity. We saythat/ and¢’ areunifiablerelative
to a setF of equalitystatementsf therearevariablesubsti-
tutionse ando’ suchthatit followsfrom E thatloc = ¢'o’.
For example,P(a) and P(b) areunifiablerelativeto a = b.
Similarly, we cantalk abouta literal £ beingbipolar in for-
mula f relativeto E.

We alsocansupportequalityin the antecedentsf poli-
cies, but we cannotsupportinequalities For example,we
canhandlethepolicy

Va1V ((z1 = Spouséry)) = Permitted(z, Speak®r(zz))),

but we cannothandlethe policy

Va1 Vo ((z1 # Spouséry)) = —Permitted(x;, Speaklr(zs))).

(The first policy says‘an individual may speakfor her
spouse’.The secondsays‘an individual may not speakfor
someonavhois notherspouse’.)

We now considerthe variable restriction; first we re-
lax it andthenwe remove it entirely Supposethat ev-
ery literal in every policy has at most one variable that
doesnt appearin Permitted (which is the casein Exam-
ples2.2 and3.2) andthereare m constantghatappeatrin
the environment. Thenthe increasen compleity is only
O(m|P|log|E|), andthetime neededo answerurqueries
is O((|E| + m|P])log |E|). Therefore,our languagewill
notbecomentractableif we allow any numberof variables
to violate our original restriction,provided thateachliteral
hasonly onesuchvariable.

The NP-hardnessesultof Theorem3.4(b)suggestshat
it will not be possibleto getsuchlow compleity in gen-
eral. We canshow thatif thereareatmostk variablesn ary
policy thatdo not appearasargumentso Permitted, then
the queriesin which we areinterestedcanbe answeredn
time O((| E| + m*|P|) log|E|). This resultis notsimply a
generalizatiorof the previousone. Our earlierresultmight
applyto a policy setfor which k is greaterthanone. Con-
siderthepolicy Va1 Vao VsV (R (21, 24) A Ra(x2, x4) A
Rs(z3,24) = Permitted(x4,a)). The conditionin our
first resultis metby thispolicy, becauseacHiteral hasonly
onevariablethatdoesnotappeain Permitted. Thesecond
resultapplieswith k = 3, becausé¢hepolicy hasthreevari-
ablesthatdo notappeamlsargumentgo Permitted, namely
T1, T2, and.l‘g.

It is unlikely that theseresultscan be significantlyim-
proved, becausesven with our bipolar restriction,we can
shaw that the generalproblemis NP-complete. However,



we expectthat bothm and k& will be quite smallin prac-
tice. Therefore,we canstill answerqueriesefficiently in
practice.

The following theoremsummarizeghe discussiorthus
far:

Theorem4.22 Let & be a vocahlary that contains
Permitted (andpossiblyotherpredicate constantandfunc-
tion symbols). Let Ls consistof all closedformulasin
L7 (®) of the form E A P = Permitted(¢,t'), whee P
is a conjunctionof standad policiesand botht andt’ are
closedtermsof the appropriate sort, suc that

(a) FE isabasicenvironmentwith m constants,
(b) nopolicyin P hasaninequalityin its antecedentand

(c) therearenobipolarsin P relativeto theequalitystate-
mentsin E.

If there are at mostk variablesin a singlepolicy thatdo not

appearas argumentgo Permitted, thenwe can determine
thevalidity of theformulain time O ((| E|+m* | P|) log | E|).

Moreover, if ead literal in eadh policy has at mostone
variable that doesnot appearin Permitted, thenwe can

determinethe validity of the formula in time O((|E| +

m|Pl)log|E|).

Note that Theorem4.2 allows equalityin the ervironment
E. Also, notethatall of the examplesin this paper in-
cluding Examples2.2 and 3.2, meetthe conditionthat ev-
ery literal in every policy hasat mostonevariablethatdoes
notappeailin Permitted. Thus,we cananswerour queries
aboutthesepoliciesin time O((|E| + m|P|)log|E|).

We now extend our resultsto handlestandardenviron-
ments.For the purposef this discussionlet P bea con-
junction of standarcpoliciesandlet Ey A E; beastandard
ervironmentin which Ej is a conjunctionof groundliterals
and E; is a conjunctionof universalformulas. SinceThe-
orem4.1 alreadyhandlesuniversalformulas,namelypoli-
cies,we could supportstandarcervironmentsby replacing
every referenceto P in Theorem4.1 with a referenceto
P A Ej. In particular we could replacethe bipolar restric-
tionin Theorend.1with thestatementherearenobipolars
in PAE;’. However, if therearenobipolarsin P A E4, then
it is nothardto show that(aslongasEy A E; is consistent)
apermissiorfollowsfrom Ey A Ey A P iff it follows from
FEy A P. In otherwords,unlesswe canrelaxthebipolarre-
striction, we cannotsupportinterestinguniversalformulas
in theernvironment.Fortunatelywe canrelaxthebipolarre-
strictionto allow onebipolarperclause.(As we shaw later,
thisis probablythe bestwe cando.)

Theresultis summarizedn thefollowing theorem.The
two conclusionsregarding compleity correspondto the
conclusionsn Theorem4.2, exceptnow we mustconsider

thevariablesthatappeaiin E; aswell asthosethatappear
in P.

Theorem4.3: Let ® be a vocahilary that contains
Permitted (andpossiblyotherpredicate constantandfunc-
tion symbols).Let £ consistsof all closedformulas f in

L7 (@) oftheform (Eg A E1 A P) = Permitted(t, t'), whee
Eqy A Ey is a standad ervironment,Ej is a conjunctionof
groundliterals, E is a conjunctionof universal formulas,
P is a conjunctionof standad policies,and both¢ and ¢/

are closedtermsof theappropriate sort, suc that

(a) Eo hasm constants,

(b) no conjunctin £; A P hasan inequality in its an-
tecedentand

(c) eadhconjunctin £; A P hasat mostoneliteral thatis
bipolarin £, A P relativeto theequalitystatementn
Eq.

We can determinethe validity of f in time O(|E;1 A
Pllog |Ex A P| + b|Ci| + T'), whee b is the numberof
bipolar pairsin f relativeto the equalitystatementén Ey,
C; is the longest conjunctin f, and 7' is definedas fol-
lows. If everyliteral that appeasin a conjunctin £; A P
hasat mostonevariable that doesnot appearas an argu-
mentto an instanceof Permitted in that conjunct,thenT
is (|Eo| + m(]E1 A P| + b|Cy])) log |Ep|. Otherwise T is
(|Eo|+m*(|E1 AP|+b|C1|)) log | Eo |, whee k isthelargest
numberof variablesappearingin a singleconjunctthat do
notalsoappearasargumentgo aninstanceof Permitted in
that conjunct.

Becausethe ervironment, by definition, doesnot contain
the Permitted predicate,every variablein a conjunctin
FE; is a variable that doesnot appearas an argumentto
Per mitted.

For the rest of this subsectionwe discusswhy Theo-
rems4.1,4.2,and4.3 aretrue, andthe role of the restric-
tionson bipolarity andequality

Thesetheoremsare bestunderstoodin the contet of
the resolutionprocedurerom theoremproving [30]. Res-
olution tries to find clausesC; and Cy and a substitution
o underwhich C; and Cs refer to the sameliteral with
different polarities (one refers to the literal ¢, the other
to —¢). If the searchis successfulthen a new clause,
calledtheresolventis createdby taking the disjunctionof
Cio and Cyo after removing the sharedliteral from each
clause. For example, given the clauses—R(y) V =S(y)
and R(f(z)) vV Permitted(g(x), z), the resolutionproce-
dure substitutesf (x) for y becauseunderthis substitu-
tion, the clausessharethe literal R(f(z)), with different
polarities. The resolhentcreatedrom theseclauseds then



—-S(f(x)) v Permitted(g(x), z).2 Throughoutthe restof
the paper we referto the clauses”; andC; asthe parents
of theresohentandwe saythatwe resolveon aliteral ¢ (or
—¢) if thatis thesharediteral usedin creatingtheresohent.
The closute of auniversalformula f, denotedR(f), is the
smallestsetof clausesuchthat f C R(f) andif r isare-
solventof two clauseghatarein R(f), thenr isin R(f).
A key propertyof theresolutionprocedureas the following
statement.If no positive literal in f (written in CNF) in-
volvesequality thenR(f AVz(z = x)) containdalseiff f
is not satisfiable. Thus,we canuseresolutionto checkthe
validity of an existentialformula providedthatthe formula
(in CNF) doesnotreferto aninequality

Thereasorfor the equalityrestrictionis thatthe resolu-
tion procedureassumesll constantaredistinct,regardless
of statementto thecontrary For example considetthefol-
lowing threestatementsboutBob andRobert.

f1 = Permitted(Bob, play) A —Per mitted(Robert,play)
f2 = Permitted(Bob, play) A —Per mitted(Bob, play)
fa = Permitted(Bob, play) A —Permitted(Robert,play)

A(Bob = Rober}

It is easyto seethat R(f1) is f1, R(f=) containsfalse, and
R(fs) is f3. Theresolutionproceduredoesnotresohe the
clausesn f;, becausdét assumeshatBob couldbeanindi-
vidual differentfrom Robert.In this casethe assumptions
correctandthe desiredpropertyholds: R(f;) doesnt con-
tainfalse and f; is satisfiable As for f5, theresolutionpro-
cedurerecognizeghat the constantBob in the first clause
refersto thesamendividual asthe constanBob in the sec-
ond. Thus,the proceduraesolhesthetwo clausedo create
theresolentfalse, whichindicateghat f5 is notsatisfiable.
Now consider f3. Becauseof the last clausein f3, Bob
cannotbe a differentindividual than Robert, however the
resolutionprocedurefails to take this into account. There-
fore,it doesnotresohethefirsttwo clausesandR( f3) does
not containfalse, eventhough f5 is unsatisfiable.

If equalityoccursonly in clauseghataregroundliterals,
thenthefix is straightforward. We simply computefor each
constantthe setof constantsequalto it accordingto the
equality statementamongthe groundliterals. This parti-
tionstheconstantsnto equivalenceclassesWethenchoose
a representatie elementfrom eachequialenceclass,and
replaceesachoccurrencef aconstanby theequivalentrep-
resentatie element. For example,given f3, we would re-
placeevery occurrenceof Bob with Robert(or vice-versa),
since Bob and Robertare in the sameequivalenceclass.
Notethat,afterthesubstitutiontherearetwo bipolarliterals
in f3 whenoriginally therewerenone.Sincethis procedure

2Actually, the resolutionprocedurdooks for a particulartype of sub-
stitution calleda mostgeneal unifier (mgu). This is why, in our example,
we substitutef () for y, insteadof, saysubstitutingf(a) for y anda for
x. (See[30] for details.)

canaddbipolarsto theformulaandwe needto restrictbipo-
lars for tractability, our theoremsmustreferto the number
of bipolarsafterthe substitutionshave beenmade. This is
why thetheoremgeferto thenumberof bipolarsrelative to
a setof equality statementgif the ervironmenthasequal-
ity).

We remarkthat, in generaldealingwith equalityin the
contet of resolutionis nontrivial; it requirestechniques
suchasparamodulation8]. Our restrictionsguarante¢hat
theseadditionalproceduresireunnecessary

The problemwith applyingresolutionis that,in general,
thenumberof clausesn R(f) canbeinfinite, evenif fisa
function-freeformulawith only two clauses.

Example4.4: Supposewe have two policies; the first is
‘Alice may play’ andthe seconds ‘for ary individualsz
and x,, if z; may play and x5 is z1’s boss,thenz, may
play’. We couldwrite thesepoliciesas

Permitted(Alice, play)
V1, zo(Permitted(zq, play) A BossOf (22, 21) =
Per mitted(z2, play))

pP1=
p2 =

It is not hardto seethat for ary integer n, the closureof
p1/Apz includestheclause(V/,_, ,, ~BossOf(z;, z;_1))V
—B0ssOf (g, Alice) v Permitted(x,,, play). Il

It turns out that the source of the difficulty in
this example is the fact that Permitted(x,, play) and
Permitted(z-, play) arebipolar literals. If we restrictthe
numberof bipolarliterals,the problemdoesnot occur Fur-
ther restrictionsgive us tractability, asthe following result
shaws. Partsc(i) andc(ii) of the propositionareagainana-
loguesof thetwo conclusionsn Theoreny.2.

Proposition 4.5: Let f bea conjunctionof groundliterals.
Let f/ be a formulain CNF with »n’ bipolar pairs and n
clausessud that every clausehasat mostone instanceof
a bipolar literal in f’ relativeto the equality statementén
f andno disjunctof theform (¢t = ¢’), wheret and¢’ are
terms.

(@) R(f") hasn + n’ clauses. Moreover, the resolution
proceduerunsin timeO(|f'| log|f'| +n'|Ci|), wher
C; isthelongestclausein f”.

() If R(f') = {Cy,....Cu}, thenR(f A f') = R(f) U
(Ui<n R(Ci A ).

(c) Suppos¢g hasm constantandC isaclausen R(f’).
Let Lo bethe setof literals in C' that unify with no
morethanoneliteral in f relativeto theequalitystate-
mentsin f. Let Vo bethesetof variablesin C thatdo
notappearin anyliteral in L¢.

(i) If everyliteral in C' hasno more than onevari-
ablethatisin Vi, thenwecandeterminef R(f A
C) containdfalsein timeO((| f|+m|C|) log | f]).



(i) If [Ve| = k, thenwe candeterminaf R(f A C)
containsfalsein time O((| f| + m*|C|) log | f|).

The reasonthat Proposition4.5(a) holdsis that we re-
solveonly onliteralsthatarebipolar. It followsthattheonly
resohentscreatedfrom the clausesn f’ arethosecreated
by the bipolar pairs,andonly oneresolentis createdper
pair. Furthermorethesearethe only resohentsin the clo-
sure,becaus@oneof theresolhentscreatedoy this process
have a bipolarliteral. To prove Propositiond.5(b),we need
onemorefact(provedin the full paper):For any resolhent
i, With oneparentin R(C; A f) andanotheiin R(C; A f),
thereis a resohent C;, whoseparentsare C; andC; (thus
Crisin R(f")) suchthatry isin R(Cy A f). R(C A f) can
containfalse iff oneof the following Finally, for Proposi-
tion 4.5(c),it is easyto shaw that R(C' A f) containsfalse
iff either

(i) R(f) containsfalse, or

(i thereis a variablesubstitutions suchthat, for every
disjunct/ in Co, thereis a conjunctof f equivalentto
—¢ relative to the equalitystatemenin f.

Since f is a conjunctionof ground literals, it is satisfi-
able unlessthereis a bipolarin f (in which caseresolv-
ing on the bipolar producesfalse). We can checkthis in
time O(| f| log | f]), usingan appropriatedictionary struc-
ture. Clearly, we cancheckif the secondstatementolds
in time m*|C|log | f| by simply trying all possiblesubsti-
tutions. (This obsenation leadsto the resultin Proposi-
tion 4.5(c)(ii).) Notethatif aliteral £ in C' unifieswith only
oneliteral in f, relativeto the equalitiesin f, thenthesub-
stitution o is essentiallydeterminedfor the free variables
in £. Thus,if the hypothese®f Propositiond.5(c)(i) hold,
then,aftermakingtheall therequiredsubstitutionseachlit-
eralhasatmostonevariablethathasnotyetbeenassigned
value.lt is nothardto shaw that,in this casevariablecanbe
consideredndependenthof the others. Therefore we can
try all possibleassignments time O((| f|+m|C|) log | f])-

The proof of Theorem4.3follows readilyfrom Proposi-
tion 4.5. Consideraformulag in £; andformulasf and f’
definedasfollows

g = (FEoAE;AP)= Permitted(t,t),
f = EyA—-Permitted(¢,t’),and
f' = E/ AP

Recallthatg is valid iff R(f A f’) containsfalse. Because
every conjunctin E; A P hasat mostone bipolarin f’,
Proposition4.5(a) applies,and we cancalculateR(f’) in
timeO(|f'|log | f'|+n'|C;|) wheren’ andC; areasdefined
in the proposition.By Propositiond.5(b),we cancalculate
R(g) by calculatingR(f) andR(f AC;) for everyclauseC;
in R(f"). Finally, by Propositior4.5(c), we candetermine

efficiently if any of thesesetscontainfalse. In particular if
everyliteral in f’ hasat mostonevariablethatdoesnot ap-
pearasanargumento Per mitted, thenPropositiord.5(c)(i)
applies becauséer mitted appearsn only thepoliciesand
the queryPer mitted(¢, ¢') (and,thusappearsnly oncein

f)
4.3 Beyond the bipolar restriction

As we have alreadyobsened, the bipolar restrictionin
Theorems4.1, 4.2, and 4.3 might not hold in practice. In
this section,we discusgwo situationsin which therestric-
tion is unlikely to hold, andwhatcanbe doneaboutit. The
firstis whenpoliciesusepredicateshatare,intuitively, de-
fined in the ervironment. The secondis whenthe policy
setincludesboth permitting and derying policies (that s,
the sethaspolicieswith Permitted in the conclusionand
policieswith —Permitted in the conclusion).

To understandhe role of definitions,considerthe pol-
icy ‘any minor who is intoxicatedmay go to jail'. Now,
supposehat an individual is a minor in New York if she
is undertwenty-oneand sheis a minor in Alaska, if she
is undereighteen.Also, anindividual is intoxicatedif she
fails a breathalyzetest,cant touchhernose,or cant walk
straight.Formally,

p1 = Ya(Minor (z) A Intox(z) = Permitted(x, goto jail))
= Vz(Under21(z) A INNY (z) = Minor(z))
ez = Va(Under18(z) A InAK () = Minor (z))
es = Vx(FailsBreathalyzer:) = Intox(x))
eq4 = Vz(—CanTouchNosér) = Intox(z))
= Va(—~CanWalkStraigh{z) = Intox(z))
Roughly speaking,e; andes definethe notion of beinga
minor, while e3, e4, andes definethe notion of beingin-
toxicated. Thesedefinitionsareusedin p; to regulatewho
may go to jail. It is easyto seethatp; hastwo bipolarsin
p1AeiA...Aes, namelyMinor andlntox. Thereforethe
bipolarrestrictionthatwe rely on for tractabilityis not met.
Definitionsin this spirit arisefrequentlyin the SocialSe-
curity database Thus,it is importantto be ableto handle
them. Perhapghe simplestapproachs just to rewrite the
policy p; soasto replaceMinor andintox by their defini-
tions. If we dothis,thenp; is replacedy thefollowing six
policies:

py = Va(Under2l(z) A InNY (x)A
FailsBreathalyzer:) = Permitted(z, goto jail))

Vz(Under21(z) A INNY (z)A
—CanTouchNoséz) = Permitted(z, gotojail))

=
o~
|

ph = Vz(Under2l(xz) A InNY (z)A
—CanWalkStraightz) = Permitted(x, goto jail))



Dl Vz(Under18(x) A INAK (2)A
FailsBreathalyzer:) = Permitted(z, gotojail))

pt = Va(Underl18(z) A InAK(z)A
—CanTuchNosézr) = Permitted(z, goto jail))

/ Vz(Under18(x) A INAK (x)A
—CanWalkStraighfx) = Permitted(x, gotojail)).

Notice that thereare no bipolarsin p} A ... A pg andthe
policiespermitthe sameactionsasp; Ae; A ... Aes. Our
translationalso illustratesthe potential problemwith this
approachit canblow upthesizeof thepolicy set.Suppose
thata policy p hasm bipolarliteralsandthatliteral i is de-
fined usingc; clauses.Rewriting would resultin replacing
policy p by ¢1 x - - - X ¢y, policies. Eachof thenew policies
canalsobelongerthanp, althoughthe total lengthof each
onecanbe no morethan|E; |, where E; is the first-order
part of the ervironment. Is this so bad? Examplesin the
socialsecuritydatabassuggesthatm is typically lessthan
3. In mostcasesa bipolaris definedby only one clause.
Thus,replacementioesnottypically increasehenumberof
policies,althoughtheindividual policiesarelonger These
examplessuggesthat, in practice definitionswill not sig-
nificantly reducethe efficiency of theseprocedures.

We next provide a condition that allows us to support
policy setsthathave both permittingandderying policies.
This taskwould be easyif we could consideronly the per
mitting policies(ignoringthederying policies)whendeter
mining if an actionis permitted. Unfortunately if we do
this, thenwe might notanswemueriescorrectly

To seewhy, consideran ervironmentE thatsays‘Alice
is a student’anda policy set? = {p1, p2,p3}, wherep;
saysfacultymembersnaychaircommittees’p, saysstu-
dentsmay not chaircommittees’ andps says‘anyonewho
is notafacultymembemaytake naps’.We canwrite these
policiesas

S|
=)
Il

p1 = Va(Faculty(z) = Permitted(z, chaircommittees),

p2 = Va(Student(z) = —Permitted(z, chaircommittees),

ps = Vx(=Faculty(z) = Permitted(x, nap).

Clearly, p; and p3 are permitting policies and ps
is a derying policy. Becausep; is equvalent to
Va(—Permitted(z, chaircommittee$ = —Faculty(z)), p1
andps togetherimply thatno students a faculty member
(Intuitively, studentscannotbe faculty membersbecause
no one can be both permittedand not permittedto chair
committees.) Becausestudentsare not faculty members,
Alice, beinga student,s not a faculty memberand, by ps,
maytake a nap.We cannotdeterminegthatAlice maynapif
we consideronly the permittingpolicies,becauséo derive
thepermissiorwe needthe ervironmentfactthatis implied
by p1 A pa.

If eachfact implied by a permitting and derying pol-
icy togetherwere derivable from either the ervironment

or a single policy, then we could separatethe permitting
policies from the derying policies. Intuitively, this is be-
causdheinteractionwouldnotprovide ary informationthat
wasnt alreadyknown. To formalizethis intuition, notethat
eachimplied fact corresponddo a resolhent of a permit-
ting andderying policy. In the previous example,the im-
pliedfactthatstudentarenotfacultymembersorresponds
to the resohent of p; and p, hamelyVz(Faculty(z) =
—Student(z)). Thereforejf everyresolentof apermitting
andderying policy is alreadyimplied by theervironmentor
a singlepolicy, thenwe canseparatéahe policies. Contin-
uing our example,we could separatehe policiesif the en-
vironmentsaidthat studentsvere not faculty members.A
closeranalysisshownsthat,becauseve aredeterminingper
missionsand prohibitions,we needto consideronly those
resolentsthatarecreatedby resolvingon a literal thatin-
volvesPer mitted.

We formalizeall of this in the following theorem. But
to do so, we needto discusspermittingand derying poli-
cies in a bit more detail. Note that a policy such as
Vz(Permitted(Alice,a) = Permitted(Bob, a)) is logi-
cally equivalentto both a permitting policy anda derying
policy. (Thederying policy is Vz(—Permitted(Bob, a) =
—Permitted(Alice, a)).) We saythata policy is pureif it is
not logically equivalentto both a permittinganda derying
policy. Notethatpoliciesthatdo not mentionPer mitted in
theantecedenfwhichis the casefor almostall the policies
we have collected)areguaranteedo be pure.

Theorem 4.6. Supposethat £ is a standad environ-
mentand P = {p1,...,pn,d1,...,dy} is a setof poli-
cies, whee py,...,p, are pure permitting policies and
dy,...,dy, are (notnecessarilypure) denyingpolicies. If
it is the casethat for every pure permittingpolicy p € P,
every (pure or impure) denyingpolicy d € P, and every
resolventf createdby resolvingp and d on a literal that
involvesPermitted, either £ = fisvalidor ¢ = fis
valid for someg in P, thenEAp1 A ... App Adi A... A
d,, = Permitted(¢,t') isvalid iff EAp1 A ... Ap, =
Permitted(¢, t') is valid for anytermst and¢’ of the appro-
priate sort.

Of courseasimilar resultholdsfor prohibitions.

Given an ernvironmentand a setof policies,we canal-
waysadd clausego obtainan equivalentervironmentand
policy setthat meetsthe theorems conditions. Therefore,
thequestiorisn’t ‘how lik ely aretheseconditionsto bemet
in practice’,but ‘how mary clausesarewe goingto haveto
addso thattheseconditionsare met’. Example4.4 shavs
that we may needto add an infinite numberof policiesto
theset. However, for policy setswherePer mitted appears
only in theconclusionf policies,it is easyto seethat ev-
ery resohentis an ervironmentfact andthereis, at most,
one resohent per pair of permitting and derying policies.



So, if the policy setconsistsof n policies,thenwe cansat-
isfy the antecedenbf Theorem4.6 by addingat mostn?
clausego the ervironment.

Insteadof addingtheseclausego the ervironmentauto-
matically, it may be betterto verify the changeswith the
policy maker. To seewhy, recall the two policies ‘fac-
ulty membersnaychaircommitteesand‘studentamaynot
chaircommittees’.We could satisfythe antecedendf The-
orem4.6by addingthefact'no studenis afacultymember’
to the ervironment. But supposehatthereis (or couldone
day be) a studentwho is alsoa faculty member Thenthe
policy maker may want to revise the policiesto take this
into accountyratherthanallowing the ervironmentto (pos-
sibly) becomeinconsistent.In general,we expectthatthe
additionalfactsneededo satisfy the antecedenof Theo-
rem4.6will beonesthateitherthe userwould agreeshould
have beerthereall alongor areonesthatshouldnotbethere
andin factsuggesthatthepoliciesshouldberewritten. By
gueryingpolicy makers,we helpthemto write betterpoli-
cies.

Anotheradwantageof queryingthe policy maker is that
the implied facts may remind her of a generalfact that
shouldbeaddedto the environment.For example,the poli-
cies‘'menunder65 mayapplyfor healthplanA’, ‘menwho
do not smole may apply for healthplan A’, and ‘women
may not apply for healthplan A’ imply the facts‘men un-
der65 arenotwomen’and‘men who do not smole arenot
women’. Ratherthanaddingbothfactsto the ervironment,
the policy maker may preferto addthe fact 'men are not
women’andin thisway simplify the ervironment.

4.4 Consistency

In this section, we considerthe problem of checking
consisteng. (RecallthatanervironmentE andpolicy set
P = {p1,...,pn} is consistentf £ A py A ... Ap, IS
satisfiable.) Clearly £ A p1 A ... A p, IS not consistent
iff EAp1 A...A p, impliesboth Permitted(c;, ¢2) and
—Permitted(cy, ¢2), for somearbitraryconstants; andes.
Thus, we can apply our previous techniquesto checking
consisteng. However, we cansayevenmore. If thecondi-
tion of Theoremd.6 (or the correspondingonditionfor de-
termining prohibitions)is met, thenwe automaticallyhave
consistenyg, providedthat F is consistent.

Theorem 4.7. Supposéehat E is a simpleernvironmentand
P=Ap1,...,pn,d1,...,dn} is asetof policiessud that
theantecedenbf Theoem4.6 holds. ThenE Apy A ... A
pn Adi A ... N\d,, issatisfiableff E is satisfiable

Thus,in additionto makingit feasibleto checkthe con-
sequence®f policies, our conditions essentiallyprevent
usersfrom writing inconsistentpolicies. This is a major
benefitof adheringto theserestrictions!

5 Prototype

We have presente@dnexpressve, tractabldogic for rea-
soningaboutpolicies. But how canpolicy writers andad-
ministrators (users),who are not logicians, benefit from
suchalogic? We believethatanappropriaténterfacewould
allow usersto statetheir policiesandtherelevantfacts,as
well asto make querieswithoutwriting formulas.Theirin-
putcouldbetranslatednto our fragmentof first-orderlogic
andthenanswerdo their queriescould be translatedback
into naturallanguageo producereasonabl@nswerdo the
original (pre-translatedjjuestionsWe arein the procesof
building a prototypethat allows usersto enterinformation
by filling in blanksin English sentences Although mary
of the detailsare still beingrefined,we have completeda
basicinterfaceanda translationfrom the interfaceto first-
orderlogic. Dueto spaceconstraintsye donotgive acom-
plete descriptionof the interface,nor do we provide a for-
maltranslatiorfrom thefieldsenteredy userso first-order
formulas.We arepreparinga paperthatwill discusghisin
detail. Herewe just presenthe highlightsof our approach.

A usercreatesolicies and statesernvironmentfactsby
filling in blanksin Englishsentences-or example theuser
couldrecordthefactthatAlice Smith paidherduesto Bob
Jonesat 10 AM on May 1, 2002, by selectingthe appro-
priate ervironmentform andfilling in the white boxesas
shovnin Figurel.

Whendesigningthe prototype we needto decidewhich
English sentenceshould be supported wherethe blanks
shouldgo, andwhat symbolsmay go in eachblank. The
first two questionsanbe answeredy analyzingthe struc-
ture of the policiesthat we collectedandthe ervironment
factson which they rely. Addressingthe last questionis
moreinteresting.Basedon the structureof the sentencest
is easyto decidewhich blanksshouldtake termsandwhich
shouldtake predicatesymbols butit is lessclearwhatthose
symbolsshouldbe. This choicedepend®ntheapplication,
and for ary particular applicationthe appropriatechoice
may changeover time. For example,a library may want
a constantsymbolfor eachpatron. The setof library pa-
trons,however, is not fixed. To handlethis, we allow users
to createsymbolson the fly, while filling in the sentences.
We can, for the mostpart, infer what type of symbolit is
(Subject,predicate etc.) from its use. The only exception
is thattheusermusthelpusdistinguishconstant$§rom vari-
ables.

A drawback to having a nonfixed languageis that a
user may have difficulty rememberingprecisely which
terms have beendefined. For example, a policy maker
may wonderif a predecessounsedthe term ‘graduatestu-
dent’, ‘grads’, ‘gradStudent’, or somethingelse to re-
fer to the graduatepopulation. To minimize this confu-
sion, we provide a directory systemfor the varioussorts



Add Action Record
Alice Srith j did ot Py duesto j BobJones
subject]s) action

Add Browse

-[oix|
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to bir:mniry, manth/dayyr
or no

Exit

Figure 1. A typical action record.

(e.g., the subject‘grad’ may be in the directory ‘sub-
jects/unversity/students’) Whena new symbolis defined,
the policy maker putsthe symbolin the appropriatedirec-
tory whereappropriatenestik e the directoriesthemseles,
are determinedby the users. When searchingfor the for-
gottensymbol,theusercanconsultthesedirectorieswhich
areaccessibldrom the main menuandby clicking on the
buttonsbesidethe blanksin the Englishsentences.

The interfaceto the systemhasbeendesignedto sup-
portstandardrvironmentsandpolicies.In otherwords,the
usercannoffill in the Englishsentence suchaway that
our translationcreateseithera nonstandarenvironmentor
a nonstandargbolicy. The user however, canentera per
mitting policy and a derying policy that togetherimply a
factthatis notin the environmentor a policy thatis notim-
plied by onealreadyin the set. Therefore the antecedent
of Theorem4.6 may not hold. If we arenot certainthatit
holds, thenwe askthe userif a conflict could occurand,
if so, how it shouldbe handled.We theneitherextendthe
ervironmentto include the missingfact or we modify the
policiesto reflectthe policy maker’s actualintent.

6 Redated Work

Our work hasbeenheaily influencedby the work of
Halpern,vanderMeyden,andSchneidef18]. Their paper
discussekey issuesthat mustbe addresseavhendesign-
ing a policy languagegevaluatesvarioussolutionsthathave
beenproposedn theliterature,andrecommendslirections
for future research.Our designincorporateghreeof their
suggestionsFirst, Halpernet al. seemto favor first-order
logic for handlingpolicies. Secondthey adwocatedefining
sortsfor principals,actions,andtime, whichis commonin
theliterature.Third, they suggeshaving a Per mitted pred-
icatethat takesan individual and an action argument(and
perhapsothers). (This usageof Permitted is muchin the
spirit of how it is usedin modaldeonticlogic [28, 29].) In
essenceye havetailoredalogic thatwasbasedntheirrec-
ommendation$o senetheexpressive andtractabilityneeds

of applications.

Many peoplein thetrustmanagemerdandaccesgontrol
communitieshave definedtractablepolicy languagesising
afragmentof first-orderlogic. The standardapproach(see,
for example, Deleggation Logic [25], the RT (Role-based
Trust-management)amenork [27], Binder[11], SD3[24],
andFAF (Flexible AuthorizationFramevork) [23]) is to de-
scribepoliciesin suchawaythatthey canbeanalyzedising
avariantof Datalog,typically eithersafestratified Datalog
[16] or Datalogwith constiints[31, 33]. Datalogis aneffi-
cientwell-understoodeasoningenginethat wasoriginally
designedor function-freenegation-freeHorn clauses.The
variantsallow someuse of functionsand negation, while
preservingractability.

Thereare relatively few policy languageghat support
functions, but thosethatdo (e.g. [2, 26]) seemto favor a
variantof DatalogcalledDatalogwith constraintsBy using
this variant,mary structuredresourcessuchasdirectories
andeventime, canbe expressedisingfunctions.However,
function symbolsmay not appearin intentionalpredicates
(predicatesvhoserelationsare computedoy applyingDat-
alogrules,asopposedo beingstoredin a database)Also,
for tractability, additionalrestrictionsare often made. For
example Li andMitchell [26] do notallow formulasin con-
straintsto have morethanonevariable.

There are a numberof policy languagesthat support
negation. This is typically doneusingsafe,stratifiedData-
log (e.g.[25], [27], [11], and[24]). Safe,stratifiedDatalog
allows someuseof negationin thebodyof rules. Therelax-
ationis not sufficient for all permittingpoliciesof interest.
For example the policy

Va(-BadCredit(z) = Permitted(x, applyfor loan))

(anyonewithoutbadcreditmayapplyfor aloan)is notsup-
ported. More importantly derying policiescannotbe writ-
tenin safe stratifiedDatalog ,becausé¢helanguageloesnot
allow negationin the conclusionof rules.

This limitation may not seemto be particularly trou-
blesome. After all, the standardapproach,usedin rela-
tional databaseflL7], aswell asby UNIX [35], SPKI/SDSI



[34, 13, 12], KeyNote [4], and almostall of the Datalog-
basedapproachesis to assumehat everythingthatis not
explicitly permittedis prohibited. However, it is difficult
to believe thatmostpolicy makersreally wantto forbid ev-
ery actionthatthey do not explicitly permit. Thus,the as-
sumptionmaybeacceptablén variousinstancesbut it does
not capturethe policy maker’s actualintent. This becomes
a problemwhen different policy makerswantto combine
their policies. For example,considera group of libraries
thatwantto memetheir policiessothatpatronsareeffected
by the sameregulations, regardlessof which library they
visit. Whenmeming the policy sets we clearlywantto de-
tect conflicts (e.g. onelibrary lets minors check-outadult
booksandanotherdoesnot). Unfortunately if a language
canstateonly what is permitted,thenthis will be impos-
sible. If we put the permitting policies from eachlibrary
into onelarge set,thenthat setwill be consistentit is sat-
isfiedin the modelthat permitseverything), regardlessof
which policiesarein the set. Alternatively, we could re-
quire that no library permitsan actionthat anotherforbids
(which is what we want to do) underthe assumptiorthat
every unreggulatedactionis forbidden. It is not hardto see
thatthisapproachwill alwaysdetecta conflictbetweersets
of library policies,unlessthe policiesare essentiallyiden-
tical. For example,if onelibrary allows patronsto access
the coatroom andanotherlibrary’s policiesdon’t mention
acoatroom(perhapsecausehatlibrary doesnt have one)
thenthe policy setswould be flaggedasinconsistentsince
oneallows accessandthe otherforbidsit by not explicitly
permitting. The bottomline is thatit seemaunlikely thata
policy languagewill be ableto supportmermgers,unlessthe
languagesupportdothpermittingandderying policies.We
believe thatthe issueof memging policieshasby andlarge
beenignored,but is anincreasinglysignificantone.

Although we do not know of a Datalogvariantthat al-
lows negationin the conclusionf rules,thereis anexten-
sionthatallows unrestricteduseof negationin the body of
rules.Jajodiaetal. [23] shav thatin certainsettingshis ex-
tension,called Datalogwith negation,cancapturenegated
conclusions. But this approacho addingnegationto Dat-
alog, althoughit doessupportboth permitting and dery-
ing policies, hasits own problems. Datalogwith negation
is tractablebecausét makesthe closedworld assumption
Accordingto thisassumptionif we cannotprovethatapos-
itive literal is true,we assumat is false.Unfortunately the
closedworld assumptiorcanleadto unintuitive (andprob-
ably unintendedYesults. For example,considerthe single
policy ‘If Alice is not a student,then shemay play’ and
supposdhat the reasoningenginecanrecognizea student
only when shepresentsher ID. If Alice is a studentwho
doesnot presentierID andthereasoningenginemakesthe
closedworld assumptionthenthereasoningenginewill in-
correctlyassumehatAlice is notastudentand,thus,permit

herto play.

If a policy languagecan captureboth permitting and
derying policies,thenconflictscanbedetectedndresoled
in someprescribedvay. For example,FAF [23] expectsthe
userto createan overriding policy suchas'if anactionis
both permittedandforbidden,thenit is forbidden’. How-
ever, aswe have alreadyseen thereare problemswith the
FAF approacttio dealingwith conflicts.Similarapproaches
aretakenin [9, 22]. In our languageaslong asall pairs
of permittingandderying policiessatisfythe antecedenof
Theoremd.6, policiescannotbeinconsistentsowe do not
needoverridingpolicies.

Oneway in which it may seemthat our languages re-
strictedis that we we do not provide explicit supportfor
groupsandroles Many policy languagesalk aboutgroups,
where a group is a set of subjectssuchthat if a group
hasa property then every memberof the group hasthe
property(cf. [1, 23]). In role-basedaccesscontrol models
[27, 36, 15, 2Q], rolesareanintermediarybetweerindivid-
ualsandrights. More specifically an individual obtainsa
right by assuminga role thatis associatedvith thatright.
For example, Alice mayneedto assumeherole of Depart-
mentChairin orderto obtainthe budget.

We do not needto supportgroupsand roles explicitly
becauseve caneasilycapturebothin first-orderlogic using
appropriategpredicatesFor example,if we wantto saythat
Alice is a memberof the faculty andary faculty member
may chaircommitteesthenwe canrepresenthe groupus-
ing the predicatd~aculty. Theernvironmentfactis encoded
asFaculty(Alice); thepolicy is then

Va(Faculty(x) = Permitted(z, chaircommittee$).

Similarly, the policy ‘Alice, actingasthe DepartmenChair,
may signthe budget’ canbewritten as

Dept. Chair (Alice) = Permitted(Alice, signthebudge).

The fact Dept. Chair (Alice) would be addedto the ervi-
ronmentwhen Alice assumeghe role and would be re-
moved when sherelinquishesit. Alternatively, we could
add a sort Rolesto our logic along with the predicate
As (as suggestedn [1]), where As(e,r) meansthat en-
tity e is acting as role  (in other words, ¢ has as-
sumedrole r). Continuing our example, ‘Alice, act-
ing asthe DepartmentChair, may sign the budget’ could
be written in the logic as As(Alice, Dept.Chair) =
Permitted(Alice, signthebudge). The secondencoding
for rolesmaybemorein keepingwith the spirit of therole-
basedmodel, but we believe that both approachesrerea-
sonablgandour resultsapplyto bothchoices).

Finally, we shouldnotethattheKeyNotesysten{3] (for-
merly calledPolicyMaker [4]) is moreflexible thanour ap-
proachin thattheapplicationcanwrite its policiesin anum-



ber of differentlanguages.More specifically the applica-
tion givesto Keynote programgwhich canbe writtenin a
variety of programmindanguagesjhatdeterminef a pol-
icy appliesto a requestanda requestar BecausekeyNote
essentiallyviews theseprogramsasblack boxes, it is quite
limited in its ability to reasornaboutpolicies. As discussed
in [5], the systemneeddo putrestrictionson the programs
to ensurecorrectanalysis.This is in factdonein [6], but at
the price of a substantiateductionin the expressie power
of thelanguage.

7 Conclusion

We have considereda fragmentof first logic that,based
on the policieswe collectedi,is likely to be sufficiently ex-
pressve for mary applications.We provedthat, for typical
policies,we could efficiently determineif actionsare per
mitted or prohibitedby the policies. Finally, we briefly dis-
cussead prototypethatallows non-logiciando benefitfrom
our logic (see[19] for details). As we saidearlier, all ap-
proachesusing first-orderlogic restrictit in someway to
get tractability The examplesthat we have beencollect-
ing suggesthatour languageas expressve enoughto cap-
ture the policiesthat peoplewant to write. Moreover, we
believe that our approachhas significantadvantagesover
approacheghat cannotexpressprohibitions, such as ap-
proachesasedon Datalog,whenit comesto merging pol-
icy sets.

In termsof futureresearchye arein theproces®f using
our logic to give semanticgo the popular thoughambigu-
ous, XrML rightslanguag€g10]. As we said,we arealso
investigatingonlinedatabasesf policiesto checkif ourlan-
guageis expressve enoughto captureeverythingthat pol-
icy writerswantto say This investigationhasalreadyled
to improvementsn our language.For example,it shoved
us that we needto supportdefinitions. We expectthat it
will prove usefulto find extensionsof ourlogic thatremain
tractable.Oneavenueto exploreis to considera hybrid of
our approachandDatalog.We planto pursuethisin future
work.
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