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Interactive, imperative programsInteractive, imperative programs– I n t e r a c t i v e p r o g r a m s : a l l o w u s e r i n p u t a n do u t p u t a t r u n t i m e .– P r o g r a m s w h o s e s e c u r i t y w e c a r e a b o u t a r ei n v a r i a b l y i n t e r a c t i v e .• E . g . , w e b s e r v e r s , c o m m u n i c a t i o n s y s t e m s , e t c .– H o w m o s t r e a l s y s t e m s a r e b u i l t :• T r a d i t i o n a l c o n t r o l - f l o w s t r u c t u r e s .• M a t u r e c o m p i l e r s a n d a n a l y s e s .
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Informal previewInformal preview

– skip | x:=e | if e then c0 else c1 | 

while e do c c h a n n e l s ,
– input x from τ

– output e to τ

Information-flow Security for Interactive Programs 4

Models of interactivityModels of interactivity– I n t e r a c t i v e s t a t e - b a s e d ( t r a c e - b a s e d ) s y s t e m s .– P r o c e s s a l g e b r a s .– I n p u t a n d o u t p u t a s f u n d a m e n t a l o p e r a t i o n s .– T r a c e s t o e n c o d e r u n t i m e o b s e r v a t i o n s .– E x p l i c i t m o d e l i n g o f a g e n t s .
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Imperative meets interactiveImperative meets interactive– “ I n p u t s ” a r e i n i t i a l v a r i a b l e v a l u e s .– “ O u t p u t s ” a r e f i n a l ( & s o m e t i m e s i n t e r i m )v a l u e s .– S e c u r i t y c o n d i t i o n s s e e k t o p r o t e c t c o n f i d e n t i a li n f o r m a t i o n s t o r e d i n p r o g r a m v a r i a b l e s .– W a n t t o c a p t u r e d e p e n d e n c i e s b e t w e e n p r o g r a mo u t p u t s a n d s u b s e q u e n t u s e r i n p u t .– I n p u t / o u t p u t o p e r a t o r s a r e a u s e f u l a b s t r a c t i o n .• D o n ’ t w a n t t o a s s u m e o b s e r v a b l e r u n t i m e m e m o r y .
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Our contributionsOur contributions
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Our system modelOur system model

– I n p u t a n d o u t p u t e v e n t s o c c u r o n c h a n n e l s .– C h a n n e l s / u s e r s l a b e l e d H ( h i g h ) o r L ( l o w ) .
L

H
securesystem.com
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User interaction modelUser interaction model

LH

P
H L
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User interaction modelUser interaction model

LH

P
H L

L o w u s e r s c a n ’ t o b s e r v e h i g h i n p u t s o r o u t p u t s .
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User interaction modelUser interaction model

LH

P
H L

H i g h u s e r s c a n ’ t i n p u t o n l o w c h a n n e l .
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User interaction modelUser interaction model

LH

P
H L

H i g h u s e r s m a y o b s e r v e l o w i n p u t s a n d o u t p u t s d i r e c t l y .
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Users and channels: assumptionsUsers and channels: assumptions

s e q u e n c e– W e i g n o r e t i m i n g c h a n n e l s i n t h i s w o r k .– O u r d e f i n i t i o n s s t i l l v a l i d w i t h o u t t h i sa s s u m p t i o n .
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What is a secure system?What is a secure system?N o n i n t e r f e r e n c e
– K n o w t e x t o f p r o g r a m s .– B e “ l o g i c a l l y o m n i s c i e n t . ”
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Insecure interactive programsInsecure interactive programs

input x from H;

output x to L

input x from H;

if (x=0) then

output 0 to L

else

output 1 to L
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Secure interactive programsSecure interactive programs

output x to L

– R e q u i r e p r o g r a m s t o “ z e r o o u t ” m e m o r y b e f o r ee a c h e x e c u t i o n .– M o d e l p r o g r a m s e q u e n c e a s a s i n g l e p r o g r a m .
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Secure interactive programsSecure interactive programs

while (true) do

x:=0 [0.5] x:=1;

input y from H;

output (x XOR y) to L



9

Information-flow Security for Interactive Programs 17

OneOne--time pad 2.0time pad 2.0

while (true) do

x:=0 [0.5] x:=1;

output x to H;

input y from H;

output (x XOR y) to L– N o t e t h a t l o w u s e r s t i l l c a n ’ t i n f e r v a l u e o f y .
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while (true) do

x:=0 [0.5] x:=1;

output x to H;

input y from H;

output (x XOR y) to L– E v e n t h o u g h v a l u e o f y r e m a i n s s e c r e t .

Why v2.0 isn’t secureWhy v2.0 isn’t secure

z XOR x

z

x
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User strategiesUser strategies– I n o n e - t i m e p a d v 2 . 0 , c o n f i d e n t i a l u s e r c a nt r a n s m i t a r b i t r a r y b i t s t r i n g s b y s e l e c t i n g i n p u t sb a s e d o n o u t p u t s a l r e a d y r e c e i v e d .– T h i s s u g g e s t s t h a t w e s h o u l d p r o t e c t t h e f u n c t i o nf r o m i n p u t s a n d o u t p u t s s e e n t h u s f a r t o f u t u r ei n p u t s . u s e r s t r a t e g y– S t r a t e g i e s a r e m o r e g e n e r a l t h a n i n p u t s .– L i k e p r o c e s s e s , t h e y d e s c r i b e u s e r b e h a v i o r .
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Recap: what is a secure system?Recap: what is a secure system?

– “ B e h a v i o r ” = u s e r s t r a t e g y .– “ O b s e r v a t i o n s ” = s e q u e n c e o f i n p u t / o u t p u te v e n t s .– “ I n f e r ” = d e t e r m i n e t h a t o n e s t r a t e g y i s m o r el i k e l y t h a n a n o t h e r , g i v e n o b s e r v a t i o n s s e e n a n dk n o w l e d g e o f p r o g r a m t e x t .
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The interactive languageThe interactive language

e ::= n | x | e0 op e1

c ::= skip | x:=e | 

input x from τ |

output e to τ | c0 ; c1 |

if e then c0 else c1 | 

while e do c | c0 [p] c1
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Event tracesEvent traces

– i n ( τ, v ) : i n p u t o f i n t e g e r v o n c h a n n e l τ .– o u t ( τ, v ) : o u t p u t o f i n t e g e r v o n c h a n n e l τ .t r a c eE x a m p l e : t = < i n ( H , 0 ) , o u t ( L , 1 ) , o u t ( H , 1 ) >
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User strategies, more formallyUser strategies, more formally

τ

τ– T r a c e r e s t r i c t i o n : w r i t e t
↾ τ t o d e n o t e t h es u b s e q u e n c e o f t c o m p r i s i n g e v e n t s o n τ .• E x a m p l e :< i n ( H , 0 ) , o u t ( L , 1 ) , o u t ( H , 1 ) >
↾ 

H = < i n ( H , 0 ) , o u t ( H , 1 ) >• C a l l t
↾

L a “ l o w t r a c e ” a n d t
↾

H a “ h i g h t r a c e . ”– U s e r s t r a t e g i e s : f u n c t i o n s f r o m h i g h / l o w t r a c e s t oi n t e g e r s .– P r o b a b i l i s t i c g e n e r a l i z a t i o n s a r e s t r a i g h t f o r w a r d .
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Language semanticsLanguage semantics– A c o m m a n d c .– A s t a t e
σ :• M a p s f r o m p r o g r a m v a r i a b l e s t o i n t e g e r v a l u e s .– A t r a c e t :• O f e v e n t s t h a t h a v e o c c u r r e d t h u s f a r .– A j o i n t s t r a t e g y

ω:• S p e c i f i e s a u s e r s t r a t e g y f o r e a c h c h a n n e l .• A f u n c t i o n f r o m c h a n n e l n a m e s
τ

t o u s e r s t r a t e g i e s .c o n f i g u r a t i o n s c
σ

t
ω– W h i c h t a k e s t e p s , a c c o r d i n g t o s t a n d a r do p e r a t i o n a l r u l e s ( d e s c r i b e d i n t h e p a p e r ) .
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Configurations emit tracesConfigurations emit tracesm
�

t mt– c =
input x from H; output x to L– σ i s s o m e a r b i t r a r y s t a t e– ε i s t h e e m p t y t r a c e– s t r a t e g y ω( H ) i s t o i n p u t 1c

σ ε, ω– < i n ( H , 1 ) >– < i n ( H , 1 ) , o u t ( L , 1 ) >
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Formalizing noninterferenceFormalizing noninterference– I f t
↾ L = t ’

↾ L , t r a c e s t a n d t ’ h a v e t h e s a m es u b s e q u e n c e o f l o w e v e n t s .
C o m m a n d c s a t i s f i e s n o n i n t e r f e r e n c e i f :– F o r a l l m = ( c ,

σ
,
ε

,
ω

) a n d m ’ = ( c ,
σ

,
ε

,
ω

’ ) s u c h t h a t
ω

( L ) =
ω

’ ( L ) ,a n d f o r a l l t r a c e s t s u c h t h a t m
�

t ,t h e r e e x i s t s t ’ s u c h t h a t t
↾

L = t ’
↾

L a n d m ’
�

t ’ .
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Probabilistic noninterferenceProbabilistic noninterferencemm– D e t a i l s i n t h e p a p e r .m t m t ’t
↾

t ’
↾C o m m a n d c s a t i s f i e s p r o b a b i l i s t i cn o n i n t e r f e r e n c e i f :– F o r a l l m = ( c ,

σ
,
ε

,
ω

) a n d m ’ = ( c ,
σ

,
ε

,
ω

’ ) s u c h t h a t
ω

( L ) =
ω

’ ( L ) , a n d a l l t r a c e s t , w e h a v eµ m ( Ε m ( t ) ) = µ m ’ ( Ε m ’ ( t ) ) .
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OneOne--time pad v2.0 is not securetime pad v2.0 is not secure

while (true) do

x:=0 [0.5] x:=1;

output x to H;

input y from H;

output (x XOR y) to L
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OneOne--time pad v2.0 is not securetime pad v2.0 is not secure

x:=0 [0.5] x:=1;

output x to H;

input y from H;

output (x XOR y) to L

ω
( H ) : t r a n s m i t 0 0 . 50 . 5 0 . 50 . 5x = 0 x = 1

ω
( H ) : t r a n s m i t 1

x = 0 x = 1
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OneOne--time pad v2.0 is not securetime pad v2.0 is not secure

x:=0 [0.5] x:=1;

output x to H;

input y from H;

output (x XOR y) to L

ω
( H ) : t r a n s m i t 0 0 . 50 . 5 0 . 50 . 5x = 0 x = 1y = 0 y = 1y = 1 y = 0

ω
( H ) : t r a n s m i t 1

0 x o r 0 = 0 0 x o r 1 = 1 x = 01 x o r 0 = 1 x = 11 x o r 1 = 0
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OneOne--time pad v2.0 is not securetime pad v2.0 is not secure

x:=0 [0.5] x:=1;

output x to H;

input y from H;

output (x XOR y) to L

ω
( H ) : t r a n s m i t 0 0 . 50 . 5 0 . 50 . 5x = 0 x = 1y = 0 y = 1y = 1 y = 0t
↾

L = < o u t ( L , 0 ) > t
↾

L = < o u t ( L , 0 ) > t
↾

L = < o u t ( L , 1 ) > t
↾

L = < o u t ( L , 1 ) >

ω
( H ) : t r a n s m i t 1

0 x o r 0 = 0 0 x o r 1 = 1 x = 01 x o r 0 = 1 x = 11 x o r 1 = 0
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What I didn’t tell you aboutWhat I didn’t tell you about– L i k e p r o b a b i l i s t i c c h o i c e , b u t n o n u m b e r s .• M o d e l s u n d e r s p e c i f i e d b e h a v i o r l i k e s c h e d u l e r s .– N o n i n t e r f e r e n c e u n d e r r e f i n e m e n t r u l e s o u tr e f i n e m e n t a t t a c k s i n p r o g r a m s w i t h “ c o m p i l e -t i m e ” n o n d e t e r m i n i s m .– I n c l u d i n g p r o b a b i l i s t i c n o n i n t e r f e r e n c e .– M o r e p r e c i s e e n f o r c e m e n t m e c h a n i s m s s h o u l da p p l y w i t h o u t m u c h e x t r a w o r k .
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SummarySummary

– W i t h a n e x p l i c i t r a n d o m i z a t i o n c o m m a n d .– W i t h c o m p i l e - t i m e n o n d e t e r m i n i s m .
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Some related workSome related work– P r o c e s s a l g e b r a s a n d r e l a t e d f o r m a l i s m s :• R y a n & S c h n e i d e r , F o c a r d i & G o r r i e r i , H o n d a &Y o s h i d a , P o t t i e r , Z d a n c e w i c & M y e r s . . .• P r e l i m i n a r y w o r k s u g g e s t s o u r c o n d i t i o n s e q u i v a l e n t t o( p r o b a b i l i s t i c ) N D C , g i v e n r e a s o n a b l e a s s u m p t i o n s .– S t a t e - b a s e d a n d t r a c e - b a s e d s y s t e m s :• G o g u e n & M e s e g u e r , M c L e a n , G r a y & S y v e r s o n ,M a n t e l , Z a k i n t h i n o s & L e e , H a l p e r n & O ’ N e i l l …
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Why not “bridge the gap”?Why not “bridge the gap”?• I d e a : t r a n s l a t e i m p e r a t i v e p r o g r a m s t o i n t e r a c t i v es e t t i n g , t h e n r e a s o n a b o u t s e c u r i t y :– E . g . : H o n d a & Y o s h i d a ; M a n t e l & S a b e l f e l d ; F o c a r d i ,R o s s i & S a b e l f e l d .• T h i s k i n d o f w o r k i s v a l u a b l e .– H e l p f u l t o s e e c o n n e c t i o n s b e t w e e n d i f f e r e n t t h r e a d s o fr e s e a r c h .– E x a m p l e : c a n u s e s e c u r i t y c h e c k e r s f o r p r o c e s s a l g e b r a st o v e r i f y s e c u r i t y o f i m p e r a t i v e p r o g r a m s .• B u t d o e s n ’ t s o l v e a l l o u r p r o b l e m s .– C u r r e n t t r a n s l a t i o n s a s s u m e b a t c h - j o b m o d e l .– W i t h o u r s y s t e m m o d e l , n o “ b r i d g i n g ” i s n e c e s s a r y .
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Future workFuture work– N o n d e t e r m i n i s m d u e t o c o n c u r r e n c y i s t r i c k yt o m o d e l a n d t o r e a s o n a b o u t .– C a n e x t e n d i d e a s f o r b a t c h - j o b p r o g r a m s .– L o w u s e r s w h o s e e t i m e w h e n e v e n t s o c c u r .– E . g . , r e l a x a s s u m p t i o n t h a t h i g h u s e r s a l w a y sp r o v i d e i n p u t .


