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Abstract ) )
_ _ _ _ latency over a wide variety of address structures.
This paper investigates fastouting table lookup Sections 2 and 3 review the lookup function and address
techniques, wherthe table is composed of hierhical — ypes. Section 4 categorizes existing lookup algorithms

addresses such as those found in a national telephonepased on various memory hardware. Sections 5 and 6
network. The hierachical adelsses mvide important  gescribe six methods of using binary- and ternary-CAMs
benefits in lage networks; but existing fastuting table  for routing table lookup. & conclude with a table for

lookup technique, based on Hamre such as Content  deciding between the solutions based on the address size
Addressable Memory (CAM), work only with flat g9 format.

addresses. ¥ present several fasiuting table lookup
solutions for hierachical addess based on binary- and 2 The L ookup Function

ternary-CAMs and analyze thegsrand cons of each.
This section describes the routing table lookup function

that is executed every time a packet arrives at a switch.

2.1: Simplified Lookup Function
If the switch is connection-less (e.g. an IP network),
The central function of any communications switch is to then each packet header contains the complete addressing
route a call or packet to the appropriate destination. Simplyinformation needed to do the lookup function.
put, this involves searching a routing table—a table If the switch is connection-oriented (e.g. afM\
composed of address associated informationentries— network), then most data packets need contain only a
for the information needed to route the packet to the connection identifielThe complete addressing information
appropriate output port (or ports, in the case of multi-cast(e.g. E.164 or IP address) is contained only in the first
addresses). An entry in the routing table corresponding to epacket (e.g. SMDS) or in a special packet carried on the
certain address tells the switch someassociated signalling channel (e.g. basicTK). The connection
informationfor deciding how to route the packet. identifier can be assigned by the sender or the switch; but,

|dea||y, routing table |00kup should Comp|ete inthe time in either case, the connection identifier is a mnemonic
it takes to read the packetf @he link, or if cut-through  representing all the address information.
switching is being performed (where the head of the packet The purpose of the connection identifier is increased
is routed out before the tail arrives), the time it takes to readefficiency The connection identifier comes from a small
the address ofthe incoming link. As bandwidth and number space compared to the address information. As a
switching speeds increase, the time allotted to do theresult, most of the packets of a connection do not need to
lookup decreases to the point where a software/RAM- carry all the addressing information, thus shrinking packet
based approach is not fast enough. A hardware structuresize. Furtherthe lookup function is simplified, because the
called tries has been suggested [1]; but, for many lookupsize of the search field is reduced.
applications, it can be infefient in memory or too slow The connection identifier lookup function is a simplified
Exploiting the inherent parallelism of Content Addressable case of the more general routing table lookup function. As
Memory (CAM) is attractive; but existing solutions [2] [3] = such, any solution to the more general routing table lookup
[4] are limited to non-hierarchical addresses. This paperfunction, with its sparse address space, can be applied to
describes CAM-based architectures that provide low the connection identifier lookup function (although it may
not be the most costfettive solution). & therefore
1. Recently published under the name of Paul Tsuchiya. focuses on the general routing table lookup function.

1 Introduction




2.2: The General Routing Table Lookup Function

Up to this point, we have oversimplified by describing
the input to the lookup function as being a simple address.
However the input can be both source and destination
address, and other information that can collectively be
called Quality-of-Service (QOS) information. QOS
includes suchimplicit path information as low cost, low
delay high throughput, low error rate, and so on. This
information is combined with the address for the lookup
function. QOS information may also beplicit, such as an
long-distance Inteexchange Carrier (IEC) indication. In
this case, the QOS information may take priority over the
addressing information altogethdor instance because a
switch is only concerned about getting the packet to the
appropriate IEC. This priority ffct also exists with
hierarchically structured addresses. Here, one part of ar

201-829-4698

Figure 1 Fixed-position address hierarchy
(with decimal addresses)

address takes priority over another part in the routing Table 1
decision. Hierarchical address example
For the remainder of this pap&re consider aaddress -

to potentially include both source and destination address Address (decimal) Next Hop
and the QOS information described above. The way the 201- 829- 4698 Port A
addresses are assigned in a netwddcathe routing table 201- 829- XXXX Port B
lookup function; therefore we next look at three general 201- 876- XXXX Port C
airess srucrs, Tnis covrs the ul range of erest | 201600 006C_|_Port D
covers a wider range than previous work on hardware- 212- XRX- XXXX Port E
assisted routing table lookup [1]. 908- XXX- XXXX Port F

3 Three Typesof Address digit, three 3-digit, and one 0-digit. For example, the switch

and hierarchical) and two hierarchical address assignmenthe 201-829 (via Port B) and 201-876 (via Port C)

a|gorithms (fixed_position and Variab'e_position). eXChangeS. The final entry iS a O'd|g|t default SWitCh that
routes to everything else (via Port G).
3.1: Flat Addresses Consider a packet with address 201-829-4484. It

The simplest addressing structure is a flat address spacematches three of the entries (201-829-XXXX, 201-XXX-
where we simply assign each destination a unique addresXXXX, and XXX-XXX-XXXX). In this case, the best
chosen anywhere from the address space. This is seen, ftmatch is the one that matches on the most non-wildcard
example, in ethernet addresses and for local connectiordigits; thus the 201-829-XXXX represents the best route
identifiers. This method has the advantage of simplicity; (port B), and perhaps the only correct route. A packet with
but is limited to small networks, where routing table size is address 908-829-4698 would be forwarded over Port F
manageable. Here, even though the 829-4698 part of the address
. o . ) matches 7 digits in the first entgny mis-matched digits
3.2: Fixed-position Hierarchical Addresses (908 instead of 201) results in a mis-match.

Hierarchical addresses, such as those in the telephon e can model the general lookup function as follows.
system, greatly reduce routing table size. Figure 1 shows érne routing table consists of a list addressmask pairs,
small example, representing a subset of seven nodes (ovalsang the associated information that gets returned as a result
visible to a switch (not shown) with three levels of of the lookup. For exampleable 2 shows how the entries
hierarchy The telephone numbers are the standard US 10-jn Table 1 would be stored. The input to the lookup function
digit code: where the “X" digit is a wild card, meaning that s thepacketAddress. If the size of a mask is the number of
any digit matches that position.afile 1 shows the 1 pits in the mask, the result of the lookup function is the
corresponding routing table. This routing table has associated information of the entry with thegkst mask
addresses with four dérent fields: one 10-digit, two 6-  sych that: mask&packetAddress = address, where & is the




Table 2
Address and mask forable 1

Table 3

Variable-position addressing example

Address (decimal) Mask (hex.) Address (binary) Next Hop
201- 829- 4698 FFF- FFF- FFFF 11110X00 Port A
201- 829- 0000 FFF- FFF- 0000 11X10X00 Port B
201- 876- 0000 FFF- FFF- 0000 1X111X00 Port C
201- 000- 0000 FFF- 000- 0000 IXXXXX00 Port D
212-000- 0000 FFF- 000- 0000 OXXXXXXX Port E
908- 000- 0000 FFF- 000- 0000 I XXXXXX1 Port F
000- 000- 0000 000- 000- 0000 XOOXXXXX Port G

@ Table 4

Address and mask forable 3

=

@ @ @ Address (binary) Mask (binary)
T S 11110000 11111011

11010000 11011011

@ @ 10111000 10111011
/ ‘ \ 10000000 10000011

@ 00000000 10000000
10000001 10000001

Figure 2 Variable-position address 00000000 00000000

hierarchy (with binary addresses)

The numbers inside the ovals represent the addresses
bitwise logical AND function. The flat routing table that switch has control over: that is, the numbers which are
lookup, then, is a special case of the hierachical lookupbelow it in the hierarchyFor example, the bottom oval in
function where the masks are a1’ Figure 2 (1110X00) has two addresses associated with it:

Unlike the above example, just because two addresse11110000 and 1110100. The oval above this one
are at some level of the addressing hierarchy does not (11X10X00) has four addresses associated with it:
mean that they have the same mask (as it does with fo/11010000, 1010100, 1110000, and 111100. From this
instance telephone addresses in the USA). For instancesmall example, we can see that the addresses are much less
subnet numbers in IP addresses can fall on arbitrary bitfigidly structured than in the telephone example. Each area
boundaries [5]. Notice also that the il the mask need not has a number of addresses equal to some power of 2.
be contiguous. Indeed, there are known address assignmer  If a switch has access to the seven areas shown in Figure
algorithms that can fi€iently utilize the address space by 2, it will have a variable-position addressing table like that
taking advantage of variable-position (and in some casesshown in Bble 3. Bble 4 shows the address and mask
non-contiguous) masks. Examples of this are kampaiderived from &ble 3. The lookup operation is the same as
addressing [6], and variable-position subnet numberthat already described for fixed-position hierarchical
assignment [7]. addresses (matching entry withdast mask).

For the routing table lookup function, there are
- : — important diferences between fixed-position hierarchical
~ Figure 2 shows a view of a network similar to that used aqdressing and variable-position hierachical addressing.
in the example of Figure 1, with seven areas (ovals) andthe main diference with respect to this paper is that there
three levels of hierarchyut employing variable-position  5re potentially many more mask combinations that must be
addresses (numbers inside the ovals). An area has the sanggnsidered in the lookup function for variable-position

locality for routing as the example of Figure 1. addressing. The consequences of this will be brought out

3.3: Variable-position Hierarchical Addresses




later in the paper(The other major difference is that timed out). While the routing table, because of hierarchical
variable-position masks are not necessarily contiguous.addresses, might be relatively small §€@r 1005 of
However, this difference only affects software-driven entries), the number of addresses that might potentially be
routing table lookup, and so is not a factor in this paper.) searched can be &&. This number depends on usefficaf

patterns, that can be hard to predict, especially for
4 Routing Table L ookup emeging data networks. Therefore, the amount of memory
or the search time needed for hashing might be
unacceptably lage.

4.2: Binary-CAM-based Lookup
A CAM has three major operations:
» Write into the next free location
e Search for a word match.
» Read matching entries.

Data may be transferred to or from an CAM without

knowing the memory addréssf the word [4]. Binary data

is automatically written to the next free word flead a
word the user must first do a search operation. Then, if
there are multiple matches, the CAM decides (based on
some internal state) which matched word to read next.
Reading is useful because a CAM word has two parts. The
most important part is theeach-field which is the part of

the word that is matched with the search pattern. This
typically contains the addresses of the known destinations.
The CAM word also contains r@turn-field which is the
information returned during a read. This contains either the
related information or an index.

All the CAM lookup algorithms are similar to the
parallel search used in a RAM; howeuée size of a CAM
needed for direct access is determined primarily by the
number of words that require storage. The size of the search
field only afects the number of bits a word requires. For
example, with a 10-bit search field, 10 bits per word are
required. Thus, if there were only 256 possible inputs, each
with a 16-bit search field, the CAM must have 256 words -

_ ) ~with each word being at least 16 bits. The size and cost of

A faster approach is to form a tree search: using a binarya cAM grows linearly with the size of the search field and
tree, a patricia tree, a trie tree, and so on [8]. In generalie number of entries.
these trees can push the search time towardé logthe The simplest CAM application is filtering, because it

case of the binary and patricia trees, the log base is 2. Th'does not require any returned information other than the

log base can be increased, thus reducing search time, b.Lexistence of the address. For example, to implement the

for sparsely populated add_ress spaces, this can result network address screening function in SMDS, a CAM can
unacceptable memory requirements [1]. Furthermore, ®V€lhe loaded with a list of valid/invalid network addresses.

this search time may be excessive. For a high speed swnchhen a packet arrives, its address is used to search the

the allotted search time can be measured in a few tens OCAM. Only if the CAM flag indicates a match/no-match is

instructions or less. N _ the packet processed.
Under good conditions, a hash function can execute the If the amount of associated information is small (e.g. an

Iookup_ function in constant time [8], only slightly slower output port index number), the CAM word is can store the
than direct access. The worst case search time, hgwevel
can be considerably worse than that of the tree searches
The performance is a function of the size of the hash 2 some CAMSs require addresses [3]; but addressless-CAMs
memory and the number of addresses that must be searcheare preferred for networking applications, because they directly
in a given time window (after which a hashed entry will be store related information and reduce overall complexity [4].

This section briefly reviews the general approaches to
the lookup, using RAM, binary-CAM and ternary-CAM.

4.1: RAM-based Lookup

The RAM has two major operations:
» Write an entry into a specific address
* Read an entry by its address.

There are a number of (software) algorithms used to
perform the lookup function using standard Random
Access Memory (RAM).

A RAM can be perform the lookup in a single cycle if
the data being searched (i.e. the packet address) is used
a direct index (RAM address) into memdrythis case, the
size of a RAM is determined by the size of the search field.
For example, with a 16-bit search field the RAM size is
64K (216) words. The number of words stored in a RAM
has no d&ct on this size and cost. Thus, if there were only
256 words, each with a 16-bit search field, the RAM must
still have 64K words. The size and cost of the RAM when
used as a direct index grows exponentially with the search
field. With current RAM technology trends, a 24 bit search
pattern is the practical limit of an economic RAM-based
search engine.

A linear search is the mosffiefent algorithm for table
lookup, requiring only one entry per active address. If the
entries in the routing table are searched in order gésir
mask first, then the first match will be the best match. Of
course, the linear search runs in timé&hereN is the
number of entries, and so can take considerable time.




related information in full. This direct access is fast 5 Binary-CAM Lookup Algorithms

(requires a single CAM read) and has low complexity ] . ] ]

However because the size of the CAM word is limited (py ~ ThiS section describes three binary-CAM  lookup
cost), the associated information must be relatively small, algorithms/architectures: B1, B2, and B3 (B1 and B2 are
currently the maximum economic size is around 100 bits. Well known and are included only for completeness).

If the amount of associated information isgkar(e.g. 5.1: B1 (Single-Cycle Single-Logical CAM)

beca_use a lge lower Iayer encapsulatlc_)n ad_dress S A binary-CAM is directly useful for flat address lookup
required, or because multiple outputs are listed in the case ! . o .
(or lookup for a switch at a fixed position in the hierarchy).

of multicast forwarding), the CAM word is unable to store i ) _
the related information. It therefore stores a unique index. . The system loads the CAM words with the routing table:

The index is read, just as with direct access; but now thel-€- the address and the associated information or index.
index is used as én address to read a RAM.7|‘ﬁIdi$ect The system also loads the mask register so that only the

access requires both a CAM read and a RAM read. Indirect 2ddress is matched during a search (the associated

access is therefore slightly slower and more complex thaninformation is masked). After loading the address,

direct access; but allows more associated information. ~ associated information, and mask, the CAM is ready to

perform routing table lookup.

4.3: Ternary-CAM-based Lookup When a packet arrives at the switch, the system extracts
A ternary-CAM [9] has the same three major operations its packetAddress. This packetAddress is useedch the

as a binary-CAM; but, while a binary-CAM stores one of CAM. If there is a match, the systewads the associated

two states (0 and 1) in each memory location (i.e. in eachinformation in the subsequent cycle. After initialization,

bit of a word), a ternary-CAM stores one of three states inthe CAM returns the associated information or index in two

each memory location (and also allows the search patterrcycles:search-read (CAM search and CAM read).

to be one of the three states)e Vépresent the three states If a new entry needs to be loaded into the routing table,

by: 0, 1, and X. A ternary-CAM stores a dbrare the system adds the entry into the next free location. If an

condition in the extra state (X),fe€tively allowing each old entry needs to be removed from the table, the system

word its own personal mask registéfor hierarchical selectively deletes that entry

_address_es, the ternary-CAM allows the address and masl \jethod B1 is fast and has low complexity; but is only

information to be combined in a single ternary word. suited to flat addressing applications, because it only has a
We will introduce algorithms to perform lookup using a single fixed mask and assumes there is only one match.

ternary-CAM in Section 6.
5.2: B2 (Multiple-Cycle Single-Logical CAM)

4.4: Cost Comparison If it is necessary to use more than one mask register
As a first order approximation, we assume the cost persuch as in hierarchical addressing, we cannot use method
bit of a: B1l. We must be able to use fdifent masks and have
« Binary-CAM is ten times the cost of a RAM. multiple search operations. A binary-CAM using multiple
« Ternary-CAM is twice the cost of a binary-CAM. ::ycll(es works well for fixed-position hierarchical address
ookup.

Since the entries in general routing tables tend to be .
sparsely populated over the (network) address space, direc  1he system I_oads th? CAM \_/vords with the addre;s and
indexing of the packetAddress into RAM is prohibitive. the assoc_lated information (or index); but does not fix the
Therefore, it is necessary to either use a slpsaftware- mask register
driven search of RAM, or go to a hardware-based approact When a packet arrives, the system extracts its
such as CAM (or a hybrid). Often, the time of the software- packetAddress and begins multiple mask loading and
driven RAM search is unacceptableithigher speeds, at  search operationdn the first cycle, the system loads the
some point it is necessary to go with the faster and well-mask register of the address furthest down in the hierarchy
bounded search time of a CAM. (see Figure 1): that is, with the deast (most ) mask in

Thus, although approximately an order of magnitude the routing table (seeable 2). Then it searches (using the
more expensive in terms of hardware, CAM-lookup packetAddress) the CAM for a match. If a match occurs, it
solutions can dér superior performance compared to even reads the associated information or index. If no match
the most sophisticated RAM-based search algorithmsoccurs, the second cycle begins and the system loads the

(careful management of the scarce CAM resources carmask register with the mask containing the second most
help reduce costs - see Appendix A). 1's. The system again searches for a match. If a match

occurs, it reads the associated information or index. If no
match occurs, a third cycle begins. The system continues



through all the masks until a match is found (or if all else
fails there is a default—a mask with alg))’

In each cycle at most one match can acdinis is

because masks only match things in the hierarchy atthe _____________ &j_ - LA/
0}

match/ enable/
no match prioritizer disable

level of the mask and belowsince the most specific
(lowest in the hierarchy) mask is tried first, and since the
routing table lookup sequence ends with the first match, we

3-digit

Port C
matches

can have only one match. For fixed-position hierarchical

addresses, the worst case number of cycles is twice the Table
number of hierarchy levels plus ongrite-seach-write- . |__>2V™2 __ ________ L
seach-......-ead (Mask write, CAM search, Mask write, e T 117
CAM search,....CAM Read). — i 1
If a new entry needs to be loaded into the routing table, 6-digit : Port B
the system adds the entry into the next free location. If an matches i
old entry needs to be removed from the table, the systen Table |
I
I

selectively deletes that entry

Method B2 is slower and more complex than method
B1; but is better with fixed-position hierarchical addresses.
The number of cycles is bounded by the number of
different masks, which for fixed-position hierarchical
addresses is equal to the depth of the address hierarch:
(Note that the number of masks with variable-position
hierarchical addresses can be muchgdarthan the
hierarchy depth, so this method may not be good for such
addresses.) Since the address hierarchy tends to be shallo
(the international telephone network address is only four
levels), the number of cycles is small Figure 3 Lookup with multiple logical CAMs

Unfortunatelythe system must keep track of where it is,
load the mask register with afdifent value each cycle, and « variable “field” matching (different addresses need

Table

—0 ] 0
10-digit | no match
matches :

I

I

I

I

201-829-4484 Port !

check for completion. A fastersimpler alternative, if different masks),

suitable hardware is available, is method B3. « ‘“pest” matching (choose the winning match chosen
from the multiple entries that can match a given

5.3: B3 (Single-Cycle Multiple-Logical CAM) address).

In a single logical CAM, words share the mask register ~ To overcome the variable field matching problem we
and data bus; so, if only a single search cycle is allowed, alluse multiplelogical CAMs Words in diferent logical
words must receive the same search pattern. (A singleCAMs have their own mask registers. The system chooses
logical CAM may be composed of more than one chip; but which logical CAM to store data and sets its mask value.
the same mask is applied uniformly to all words). A single Therefore, even though they receive the same search word,
logical binary-CAM cannot provide hierarchical each logical CAM has its own search pattern, one for each
addressing with a single search-read cycle. This sectiondifferent mask.

describes the use of multiple Iogical CAMs for hierarchical To overcome the simultaneous matching prob]em we
address lookup with a single search-read cycle. This isadd logic at the output to filter through only the best match.
particularly useful for fixed-position hierarchical Thismatch prioritizerautomatically selects the best match.

addressing, such as exists in the current telephone Figure 3 shows a system with three logical CAMs and

numbering scheme. match prioritizerthat translates the hierarchical addresses
When addresses are hierarchical, two problems prevenshown in Figure 1.

table lookup in one cycle with a single logical CAM: The system stores the addresses ifeiit CAMs
depending on their depth in the hierarchystores all ten

3. The number of cycles will on average be less than half thedigit addresses (e.g. 201-829-4698) in the bottom logical
hierarchy depth, because method B2 begins with the larger mask.CAM, and sets its mask (mask-10) to FFF-FFF-FFFF (see
- and larger masks are for frequently used: 1) nearby destinationsTgple 2). It stores the six digit addresses in the middle

that are low in the hierarchy, or 2) high access links that are higherlO ical CAM, and sets its mask (mask-6) to FFF-FFF-0000
in the hierarchy, but uses more detailed information. 9 ’ '




Finally, it stores all the three digit addressees in the top

logical CAM, and sets its mask (mask-3) to FFF-000-0000. Table 6

The final entry in table | does not need a CAM, because it Variable-position Address Priority

is simply the default if no matches occufith each logical

CAM masking out the bits that are its wild-cards, the Address (ternary) Implicit priority

CAMs generate the correct matches in one search cycle. T11110XX0 7
When a packet arrives at the switch, the system extracts 11X10X00 6

its pack_etAddress. T_hls packetAddress is usadamh gll 1X111X00 5

the logical CAMs S|mqlta}r_leouslyf_there are m_ult|p_le T3X000KK00 2

matches, the match prioritizer distinguishes which is the

best match. For the example shown in Figure 3, where the LXORXXXRX 3

packetAddress is 201-829-4484, the top two CAMs LI XXXXXX1 2

produce matches. Each logical CAM has a fixed priority XHXXXXXXX 1

and a single output is guaranteed. For the example showt
in Figure 3, the prioritizer picks the lowest logical CAM
which produces a match: in this case it picks the middle addresses (lgest mask) in the hierarch@ince we know
CAM. The prioritizer only enables one lieif (the middle that multiple matches will be read out lowest level
buffer in this example) to drive its signal (indicating port B addresses first, the “best” match is guaranteadleTs,

in this example) onto the output bus. After initialization,

the CAMSs return the associated information or index in two Table 5
cycles:search-read (CAM search and CAM read). Fixed-position Address Priority
If a new entry needs to be loaded into the routing table, : ST
the system adds the entry into the next free location of the Address (decimal) Implicit priority
corresponding logical CAM (which stores entries with the 201- 829- 4698 7
same number of active digits). If an old entry must be 201- 829- XXXX 6
removed from the table, the system selectively deletes tha 201- 876- XXXX 5
entry from the corresponding logical CAM. 207 0K 30K 2
Method B3 is fast and has rel_atively low complexit_y 212 XXX XXX 3
adds extra hardware; but this can be economically
integrated onto a single chip. Also, it allows only a limited 908- XXX XXXX 2
number of masks; but, as we have said, a few masks ar XXK- XXX XXXX 1

sufficient for fixed-position hierarchical addresses. As the
number of masks increase, howevirbecomes more

economical to use a ternary-CAM. shows how the data would be stored for the fixed-position
addresses from Figure 1. The top address has the highest
6 Ternary-CAM Lookup Algorithms priority (7) and the bottom address has the lowest priority
(1). Table 6 shows the implicit priorities for the variable-
The section describes how the ternary-CAMLUilt in position addresses from Figure 2itN\the ternary-CAM

mask registers can be used to overcome the variable fie|(|oaded in this ordered Wayhe CAM generates correct
matching problem for hierarchical addresses (in essence, imatches in one search cycle.

ternary-CAM is a multiple logical CAM system, where  \yhen a packet arrives at the switch, the system extracts
every word is a separate logical CAM). its packetAddress that is usedstarch the CAM. If there
6.1: T1 (Single-Cycle Single-Logical CAM) are multlple_matches, the CAM picks the one with the
Method T1 loits the CAM dictabl deri largest priority For example, if the packetAddress of
ethod 11 exploils the S predictable 0rdenng 414410000 is matched againsable 6 it results in three
when reading multiple matched datg. For example, thematches: XXXXXXXX (priority 1), IXXXXX00 (priority
R?AM d [;.1] ta l\.Nayfh reads dthethmaé?:h%ﬁgrgryll tE_atSIwas 4), and 1X10X00 (priority 6). In this case, the switch
entered first (in other words, the gstin Fir correctly chooses thed X10X00 entry After initialization,

Matchl t(ﬁlf::/l )).'t Il(f the thSB,:StLem dem_ptiei_ Lh_? CiAm the CAMs return the associated information or index in two
compietelythen itknows that the order in which it puts the cycles:search-read (CAM search and CAM read).

addresses into the CAM will also be the priority order

Th ‘ ‘ the add d thei - If an old entry must be removed from the table, the
inf N ts_ys em s O(IDres the % rfssi_es (ar']th thelrlassmt:la esystem selectively deletes that entBut, in the general
information or index) in orderstarting wi € lowes case, if a new entry needs to be loaded into the table, the




When a packet arrives at the switch, the system extracts

Table 7 its packetAddress. This packetAddress is ussdaechthe
Fixed-position Address Priority CAM. Each cycle the system combines the packetAddress
with a different priority word. In the first cycle of the
Address (decimal) Priority (binary) search, the system sets the priority field equal to alj X’
201- 829- 4698 11 except for thamost significanbit which is set equal to 1.
201- 829- XXXX 10 inyf_thoii_tadf(i[]ess 'WhtiCh ma:t;atmf hac\j/e the m:)sr;c ;
significant bit of the priority equal to 1 produce a match.
201- 876- XXXX 10 the packetAddress is1101100, the address-priority word
201 - XXX- XXX 01 is 11101100-1X. The top three addresses could have
212- XXX- XXXX 01 produced a match based on the priority field; but all fail
908- XXX- XXXX 01 based on the packetAddress field.
XXX XXX XXXX 00 All subsequent cycles depend on the result of the

previous operation. There are three steps each cycle:

» If there was no match in the previous cycle, then the

Table 8 Ioeast significant 1 in the priority field is replaced with a

Variable-position Address Priority * The most significant X, if one exists (which is true for

Address (ternary) Priority (binary) all but thg final cycle), is replace.d py al,

TI110X%0 1T » Search with .the newl address-p.norlty word. .

1TX10X00 10 Based on this algorithm, the final two cycles in our
example work as follows. Because there was no match in

1X111X00 10 the first cycle, the system searches agaitisd00-01 in

1IXXXXX00 01 the second cycle. Because there is match in the second

IXXXXXXX 01 cycle (against 1XXXXX00-01), the system searches

XKL 01 against 1101100-01 in the final cycle. The final match

OO0 00 guarantees giving a single correct word and the system
reads the associated information or index (from
IXXXXX00).

system must totally re-initialize the CAM and re-insert all  The total number of cycles is two more (three more for

techniques (see below) that can improve the update(Which is the log of the depth of the hierarchggach-
performance for specific applications and CAMs. seach-...-seach-read(CAM search, CAM search,...,CAM

Method T1 is fast, has low complexignd works well search, CAM read). ) )
for all types of hierarchical addresses: particularly If@new entry needs to be loaded into the routing table,

drawback is the slow updating. the associated priority field for an address at its depth in the
hierarchy If an old entry needs to be removed from the
6.2: T2 (Multiple-Cycle Single-Logical CAM) table, the system selectively deletes that entry

This section describes how to simplify the update @ Method T2 is slower and more complex than method
operation by replacing the inherent priority (used in T1; but allows fast updates.
method T1) with an explicit priority field added to each . . .
word. This priority is based on the address depth in the©:3: T3 (Single-Cycle Multiple-Logical CAM)
hierarchy; the deeper the address, the higher the priority This section briefly considers a variation of method B3,

The system loads the CAM words with the addresses,using multiple logical ternary-CAMs, for application with
the associated information (or index), and adds a priorityvariable.-posi_tion hierarchical addresses. The techniqge is
field proportional to its depth.able 7 shows the priority ~ @lmost identical to method B3, except that the logical
filed associated with the fixed-position addresses from CAMs are split by priority (proportional to the depth in the
Figure 1. Bble 8 shows the priority field associated with hl'erarc'hy_) rather than masks. In other WO'I’dS, the entries
the variable-position addresses from Figure 2. ResolvingWith priority 11 (from Table 7) would be put in one CAM,
the priority with the priority field takes multiple cycles. those with priority 10 in anotheand so on. The prioritizing
Note that the order in which entries are added is irrelevant./0gic on the output side of the CAMs would filter out all




Table 9

Comparing the six CAM routing table lookup techniques

# # Cycles | # Logical Type Best Suited Address Structure Drawbacks

Bl Single Single Bi nary FI at -

B2 (Multiple| Single Bi nary Fi xed hi erarchi cal Lat ency, conplexity
B3 Single |Miultiple| Binary Fi xed hi erarchi cal Extra hardware
T1 Si ngle Single | Ternary Al'l hierarchi cal Sl ow Updat es

T2 |Multiple| Single | Ternary | Variable hierarchical |Latency, conplexity
T3 Single |Multiple| Ternary | Variabl e hierarchical Extra hardware

CAM outputs except that with the highest priarity

Method T3 is fast, allows fast updates, and has low
complexity; but requires prioritization logic.
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The choice depends mainly on the address format. Flat
addresses can be searched in one cycle with method B1
For variable-position hierarchical CAMs, method T1 is

preferred if slow updates are tolerable, else method T3 is
preferred. For fixed-position hierarchical addresses,
methods B3 or T1 are preferred. 2]

Although software based address lookup is used
successfully on a wide variety of address structures, these
methods will not scale to lge high speed networks.
Applications that only need flat addressing and a small
local address space may continue to use RAM-based tabl<[3]
lookup; but, as the speed of communication switches
increase and the size of the packet remains constant - o
even decreases because of the jitter requirements 0[4]
multimedia applications - the CAM seems increasingly
essential for general address translation. Hashing is ¢
possible alternative, but it is complex and its performance
depends on tri€ patterns. The size limitations of CAM is  [5]
a potential drawback, but with cashing and flushing (see
Appendix A), the limited size should be adequate -
particularly with hierarchical addresses. [6]

There are interesting areas for future research related tc
the use of multiple matches. One example of using muItipIe[7]
matches is if the best route is overloaded or broken, it is
desirable to know alternative routes. Similaity multi-
path routing alternative routes can be used to distribute the[8]
load. Although beyond the scope of this paperis
relatively easy to adapt the various methods (B2, B3, T1,[°]
T2, and T3) to give more than the best route.

7 Conclusion

References

[1] T.B. Pei, C. Zukowski, “VLSI Implementation of
Routing Tbles: Ties and CAMs”,Proceedings of
IEEE Infocom ‘91 Bal HarbourFlorida, April 1991.

H. Yamada, Y Murata, T Maeda, R. lkeda, K.
Motohashi, & K. Bkahashi, “Real-time String Search
Engine LSI for 800-Mbit/sec LAN%,Proceeding of
IEEE Custom Integrated Qivits Confeence pp.
21.6.1-21.6.4, 1988.

L. Chivin & R. Duckworth, “Content-addressable and
associative memory: Alternatives to the ubiquitous
RAM,” IEEE Computer Magazinepp. 51-64, July
1989.

A. J. McAuley & C. J. Cotton, “A Reconfigurable
Content Addressable MemgiylEEE Journal of
Solid State Cruuits Vol-26, No.3, pp.257-2621,
March 1991.

J. Mogul, J. Postel, “Internet Standard Subnetting
Procedure”, RFC-95Q USC/Information Sciences
Institute, August, 1985.

P. E Tsuchiya, “Eficient and Flexible Hierarchical
Address Assignment”, Proceedings of ISOC INET
'92, Kobe, Japan, June 1992.

P. E Tsuchiya, “On the Assignment of Subnet
Numbers”, RFC-1219 USC/Information Sciences
Institute, April, 1991.

D. E. Knuth,The Art of Computer Bgramming, 4l.

3 (Sorting and Seahing), Addison Vésley 1973.

J. P Wade & C. G. Sodini, “Dynamic Cross-coupled
Bitline Content Addressable Memory Cell For High
Density Arrays,” IEEE Journal of Solid State
Circuits Vol-22, No.2, pp.19-121, Feb. 1987.



Appendix A Managing the CAM entry only need be added before those entries above itin the
addressing hierarchy

With the RCAM, some care must be taken when
removing entries, because the next add will fill the location
that was previously removed. A simple remove algorithm
is to follow any remove with an add of a dummy entry (one
that has an invalid address and a full mask, and therefore
won't accidently match a valid packet address). This
algorithm will require occasional garbage collection to
clean out all the dummy entries. It is easy to imagine more
sophisticated remove algorithms, where the priorities of the
dummy entries are remembered, allowing them to be
selectively filled during the add operation.

The cost of a CAM word is too Ige to allow wasting

the address space with words that are no longer needec
CAMs have inherently much smaller capacity than an
equivalent cost RAM. Not only do CAMs require many
more transistors, they also are typically not on the cutting
edge of technologyTherefore, we cannot expect Megabit
CAMs soon. © overcome the size limitation, flushing and
cashing can be applied.

When the table entries are short lived, garbage
collection becomes important. It is possible that a
connection close message might be lost or never generatec
in which case we require that the entries that are not being
used be flushed from the system. The flushing method use«
in the RCAM [4] ameliorates this garbage collection
problem. A flush identifies those CAM words that have not
been accessed (i.e. written, read, or searched for) since th
last flush operation. CAM words thus identified are marked
as “old.” A second flush will mark any “old’ locations
which still have not been accessed as free for reuse. Thu:
the CAM automatically performs LRU database
management with no system overhead - except deciding
the frequency of the flush. Garbage collection or flushing is
particularly important where the addresses are changing
rapidly, such as in VCI translation for aiT M switch.

If table entries are longer lived, especially when
addresses need to be around for a long time but are onh
used rarely cashing is desirable. Cashing is a standard
memory management technique that can equally well be
applied to CAMs as to RAMs. The only @ifence is that
the primary (fastest) storage medium is a CAM. When a
CAM fills up, the least recently used (LRU) CAM locations
can be backed up into RAM or other secondary storage.
When the system has a miss it can fetch the missing entr
from the backup storage.

Appendix B Fast Ternary-CAM Updates

Although updating need only be executed when routing
table entries are added, which we assume is relatively
infrequent compared to the frequency of lookups, some
applications might consider exploiting the characteristics
of a given ternary-CAM or to improve updatéi@éntly.

For example, consider a FIFM CAM that allows the
selective removal of all accumulated matched entries
(these features exist on a new version of the binary RCAM
[4]). With this CAM, any entry can be added by first doing
an accumulated match on 1) the entry being added, and 2
all smaller masks than the entry being added. After these
matched entries are removed, the new entry is added
followed by those that were removed, in order ofjést
mask first. This technique worksfiefently because an




