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Abstract

CorSSOis a distributed service for authenticationin
networks. It allows application seners to delgyate
clientidentity checkingto combination®f authentication
senerspotentiallyresidingin separat@dministratve do-
mains.In CorSSO authenticatiompoliciesenablehesys-
temto tolerateexpectedclasse®f attacksandfailures.A
novel partitioningof thework associateavith authentica-
tion of principalsmeanshatthe systemscaleswell with
increaseé the numberof usersandservices.

1

A centraltenetof the peerto-peerparadigmis relocation
of work from senersto their clients. In thelimit, thedis-
tinction betweerclientsandsenersbecomesompletely
attenuatedresultingin a systemof peerscommunicating
with peers.CorSSQ (Comell Single Sign-On), the sub-
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IPronouncedisin the Italian corsg, the pastparticiple of the verb
correre (“to run”) whichis broadlyusedin Italian to convey a senseof

I ntroduction

ject of this paper exploresthis peerto-peertenetin the
designof a network-wide authenticationservice. With
CorSSOauthenticatiorfiunctionalityis removedfrom ap-
plication serves andrelocatedo their clientsandto new
authenticationserves. The partitioning of functionality
betweenclientsand authenticatiorsenersin CorSSOis
designednot only to supportscalability but alsoto dis-
tribute trust, enablingthe resultingserviceto tolerateat-
tacksandfailures.

When applicationseners outsourceauthentication jt
becomegpossibleto supportasingle,persistentiseriden-
tity. Userscannow authenticat®nceandaccessary par
ticipating service. This so-calledsingle sign-onhasser-
eralbenefits:

e Usersno longerneedto keeptrack of multiple iden-
tities andassociatedecrets.

e The administratve burdenrequiredfor running an
applicationsener is reduced sincework associated
with accountcreation,deletion, and so on is now
handledelsavhere.

e Usersandapplicationsnow have a singleuseriden-
tity which canbe usedto link actionsperformedby
thatuserat differentapplications.

Microsoft's passport . comis an exampleof a sin-
gle sign-onservice.lt hasnotbeenuniversallyembraced,

forward motion. Theword corso variously could referto a courseat a
University (a meansof forward motionin learning)or to an avenue(a
meandor makingforward motionin a city).



partly becaus@isersanddevelopersof applicationseners
are wary of a single sign-onservicemanagedy a sin-
gle administratve entity. CorSSO by comparisondele-
gatesauthenticatiorto a setof seners, eachpotentially
operatedby a separat@dministratve entity. An applica-
tion sener .S, throughits authenticationpolicy, specifies
which subset®f the authenticatiorsenersmustwork to-
getherin checkinga usersidentity in orderfor S to trust
theresult. And auserU establishesinidentity by visit-
ing somesubsef authenticatiorsenersthatU selects;
togetherthesemustsatisfythe authenticatiompoliciesfor
applicationsenersthatU will visit.

Thus,theauthenticatiomolicy for anapplicationsener
(i) specifiesvhichsubset®f theauthenticatiorsenersto-
gethermale sufficient demandge.g,by variouslycheck-
ing whatthe userknows, has,or is) to establishtheiden-
tity of a userand (ii) embodiesassumptionsaboutin-
dependencavith respectto failures and attacksof the
authenticationseners in thosesubsets. Authentication
senersaremorelik ely to exhibit independenceshenthey
aremanagedby separatentities arephysicallyseparated,
communicateover narrov-bandwidthchannelsand exe-
cutediversesoftware.

2 The Authentication Problem

CorSSQis concernedvith authenticatingisersprograms
andserviceswhich we henceforttreferto asprincipals.
Eachpublic key Kx andcorrespondingrivatekey kx
is associatedvith a principal X; privatekey kx is then
saidto speakfor X, becausenly that principal canuse
kx to signstatementsA messagen signedusingkyx is
denoted(m), . We employ the (now common)locution
“kx saysm” for thesendingof (m), .

Theproblemsolvedby CorSSQs—in amanneithatan
applicatiorsenertrusts—toestablishabindingbetweera
publickey K x andtheprincipal X thatthecorresponding
privatekey speaksor. Threekinds of namespacesare
involved.

e Eachapplicationsener S hasa local namespace
N(S). Theaccessontrollist at .S associategrivi-
legeswith namesfrom N (), andclientsof .S may
referto otherclientsof S usingnamesrom N/ (S).

e Eachauthenticatiorsener A hasalocalnamespace

N(4). A will implementone or more meansto
checkwhethera principal hadpreviously registered
with somegivennamefrom A/(A).

e Thereis a single global namespaceN*. Eachau-
thenticationsener and applicationsener H imple-
mentsa correspondencéetweennamesfrom A*
andlocal namespaceV (H).

Global namespaceN* is definedsothatif p; € N'(A4),
p2 €N (Az), ...,pr € N(A,) holdthen

pl@A1|p2@A2| cee |pn@Ar e N*

holds. Each application sener S simply stores a
mapping betweennamesin A/(S) and namesin A/*.
But each authenticationsener A translatesa request
by a principal P to be authenticatedas global name
Pp1@A;|p2@A,|- -+ |p,@A, into the task of checking
whether P satisfiesthe identify requirementsor every
namep; whereA = A; holds,1 < i <r.

A singleunstructuredjlobalnamespacewnould, in the-
ory, have sufficed. But our richer structuregrantsa mea-
sureof autonomyto authenticatiorsenersandto appli-
cationseners,which shouldprove usefulfor integrating
legag/ systems.Our structurealsoallows shorthuman-
readablenamesto be usedfor interactingwith authenti-
cation seners and applicationsseners, yet at the same
time enablegrincipalsat differentapplicationsenersto
belinkedthroughthe globalnamespace.

2.1 Specifying Authentication Policies

A CorSSQauthenticatiorpolicy P is adisjunction®; Vv
Ny vV --- VX, of sub-policies P is satisfiedfor a prin-
cipal P provided somesub-polig X; is satisfied. Each
sub-poligy ¥; specifiesa setX; of authenticatiorseners
{AL A2 ..., A} andathresholdconstraint; X; is sat-
isfied by a principal P provided ¢ of the authentication
senersin R; eachcertify their identity requirementgor
P.

Ourlanguageof authenticatiompoliciesis equialentto
all positive Booleanformulasover authenticatiorsener
outcomes,because; with thresholdconstraint|R;| is
equivalent to conjunctionof authenticationsener out-
comes. Consequentlyauthenticatiorpoliciesrangeover
surprisinglyrich setsof requirements.



e The conjunctionimplicit in the meaningof a sub-
policy allows an applicationsener to stipulatethat
variousdifferentmeansbe employedin certifying a
principal’sidentity. For example,to implementwhat
is known as3-factorauthenticationhave every sub-
policy N specifya thresholdconstraintof 3 andin-
cludein R exactly 3 senersthateachusea different
identity check.

e The conjunctionimplicit in the meaningof a sub-
policy also allows an application sener to de-
fendagainstompromisecuthenticatiosenersand
specifyindependencassumptionaboutthoseser-
ers. For a sub-polig/ X involving thresholdparame-
tert, a setof + or moreauthenticatiorsenersin R;
mustcomeundercontrol of anadwersarybeforethat
adwersarycancausepP to besatisfied.

e Thedisjunctionusedto form an authenticatiorpol-
icy P from sub-policiesand the thresholdparame-
terin sub-policiessupportdault-tolerancesincethe
failure of one or more authenticationseners then
won't necessarilyenderP unsatisfiable.

Notethatthedisjunctionandsub-polig/ thresholdcon-
straintsimplementa distribution of trust, sincethesecon-
structsallow anauthenticatiorpolicy to specifythatmore
trust is being placedin an ensemblethanin ary of its
members. Finally, the absenceof negationin authenti-
cationpoliciesis worth noting. Without negation,thein-
ability of aprincipalto becertifiedby someauthentication
sener cannever leadto a successfuCorSSQOauthentica-
tion; with negation, it could. So, by omitting negation
from our policy language crashesand denial of service
attackscannotcreatebogusauthentications.

3 Protocolsfor Cor SSO Authentica-
tion

Three protocolsare involved in authenticatinga princi-
pal C' to an applicationsener S: a setupprotocol for
the applicationsener, a client authenticationprotocol,
anda protocolfor client accesgo the applicationsener.
Throughoutjet? = R®; vV Xy vV --- VvV X, betheautho-
rizationpolicy for applicationsener .S, andlet sub-polig
N; have thresholdconstraintt.

Forl1<i<n:
1. Forall A € §;:
S — A : Enlist A for ¥;
2. Authenticationsenersin &i createa

(t,|8;]) sharingk!, k2, ... kN for
afreshprivatekey k;, if onedoesnot
alreadyexist.

3. For someA € §;:

S — A: Publickey for ¥; is: K;
Figurel: Application Sener SetupProtocol.

Application Server Setup Protocol. This protocol
(Figure 1) is usedby an applicationsener to enlist au-
thenticatiorsenersin supportof anauthenticatiomolicy.
For eachsub-polig/ X; in P, if onedoesnot alreadyex-
ist thenthe protocol createg(step2) a fresh private key
k; that speakdor collectionsof ¢ senersin N, This is
implementedby storing at eachauthenticatiorsener in
R; adistinctsharefrom an (¢, |R;|) sharing of k;. Thus,
authenticatiorsenersin R; cancreatepartial signatues
that, only whent arecombinedusingthresholdcryptog-
raphy yield a statemensignedby k;. Moreover, thatsig-
naturecan be checled by applicationsener S, because
correspondingublickey K; is sentto S in step3.

Client Authentication Protocol. This protocol (Fig-
ure 2) is usedby a principal C € N* to acquirean au-
thenticationtoken for subsequentisein accessingn ap-
plication sener. Eachauthenticatiortoken corresponds
to a sub-polig/; the authenticatiortoken for X; asserts:
k; saysthatkc speakdor C. Any applicationsener for
which X; is a sub-poliy will, by definition of P, trust
what k; sayson mattersof client authenticatiorbecause
k; speakdor subsetsontainingt senersfrom R;.

Validity of an authenticatiortoken canbe checled by
an applicationsener S becausehe authenticatiortoken
is signedby k;; S wassentcorrespondingublic key K;
(in step3 of the Application Sener Setupprotocol). The
authenticatioriokenitself is derived(step5) usingthresh-

2An (t,n) sharingof a secrets comprisesa setof n sharessuch
thatary t of the sharesallow recovery of s but fewer thant reveal no
informationabouts.



1. C — S: Requesauthenticatiorpolicy for S.
2.5 — C:Pg
3. C: Selectasub-poliy X; andprivatekey k¢.
4. Forall A € ¥;:
41C — A{ : Requespartial certificatefor:
principal C,
publickey K¢,
sub-polig N,
startingtime st,
endingtime et
4.2 Al: If C satisfiesdentity checksthen
Al — C: (C, K, Ry, st,et)
5. C: Computeauthenticatiorioken '
<C, Ko, N, st, et>ki
from responsegeceiedin step4.2from
senersin X;.

Figure2: Client AuthenticationProtocol.

old cryptographyfrom the partial certificatesobtained(in

stepd) from ¢ authenticatiorsenersin R;. Sotheauthen-
ticationtokenwill bevalid only if C' satisfiesheidentity
teststhat¢ authenticatiorseners A? € R; impose.

Client Access to Application Server. This protocol
(Figure 3) is usedto authenticatea client C' to an ap-
plicationsener S. S challenge” (in Step3) to prove
knowledgeof k¢ ; thechallengeis signedby S sothat S
doesnot have to retainit. C' respondsdy returningthe
challengesignedby k- alongwith an authenticatiorto-
ken containing K¢ andasserting:k; sayskc speakgor

C. A valid responsallows S to concludethat messages

ke “says”docomefrom C.

Protocol Architecture Notes

In CorSSO,work associatedvith authenticationis di-
videdbetweerapplicationseners,authenticatiorseners,
and clientsin a way that supportsscalabilityin two di-
mensions:numberof clientsand numberof application
seners.

¢ IntheApplicationSenerSetupProtocol theamount

of work anapplicationsenermustdois afunctionof

C — S: Requesauthenticatiorcthallenge.

S Devisefreshchallengen.

S — (" Challengéds (m)

C—S: (m)ks, (m)kc, <C, Ko, Ny, st, €t>ki

S: (i) Checkvalidity of (m)x, using(m)g
andpublickey K from authentication
token(C, K¢, N, st, et),;

(i) Checkvalidity of theauthenticatiorioken

using K; andthecurrenttime of day.

1.
2.
3.
4,
5.

Figure3: Client Accessto ApplicationSener.

how big its authenticatiomolicy P is; notafunction
how mary applicationsenersor clientsuseP.

¢ In the Client AuthenticationProtocol,the amountof
work aclientmustdois determinedy whatauthen-
tication policiesit mustsatisfy; thatis unrelatedto
the numberof applicationssenersthat client visits
if, aswe anticipate applicationsenersshareauthen-
ticationpolicies.

e Thecostto anapplicationsener runningthe Client
Accessto Application Sener protocol is indepen-
dentof the numberof authenticatiorsenersand of
the compleity of theauthenticatiompolicy.

Notice alsothat the size of an authenticatiortoken is
unafectedby the numberof applicationseners,the com-
plexity of the policy it is usedto satisfy andthe number
of authenticatiorsenersinvolvedin constructinghatto-
ken. This is in contrastto the naive implementationof
single sign-on,which hasthe client obtaininga separate
certificatefrom eachauthenticatiorsener andthen pre-
sentingall of thosecertificateso eachapplicationsener
for checking.

I mplementation Status

To date,we have developedthe core cryptographiccom-
ponentsof CorSSO.We implementeddigital signatures
basedon threshold RSA using verifiable secretshar
ing [FGMY97, Rab98, and preliminary measurements
indicate good performanceand a favorable distribution



of the computationalburden. In particular we bench-
marked the performance-criticapath consistingof the
Client Authenticationand Client Accessto Application
Sener protocolson a 2.60GHzPentium4. For RSA sig-
naturesusinga (4, 5)-thresholdsharingof a1024-bit RSA
key, the Client Authenticationprotocol took 430 msec
andthe Client Accesso Application Senerprotocoltook
947 psec.

The burdenof the computatiorthusfalls on theclient,
decreasinghe chancehatanauthenticatiorsenerwould
becomea bottleneck. Time spentin the Client Ac-
cessto Application Sener protocol is evenly divided
betweenpartial signaturegenerationat the authentica-
tion seners and the full signatureconstructionat the
client. So by performingcommunicatiorwith authenti-
cationsenersin parallel,end-to-endateng for authenti-
cationis 431 msec, which is typically dwarfedby delays
for theidentity teststhatauthenticatiorsenersmake.

4 Related Work

Prior work on decomposingnetwork-wide authenti-
cation services has focused on delggation—hut not
distribution—of trust. Kerberos|[SNS8§ performsuser
authenticatiorin wide-areanetworks, but ties useriden-
tity to acentralizedauthenticatiorsener. OASIS[Org04]
andtheLiberty Alliance Project[Lib03] arerecentindus-
try efforts aimedat supportinga federatechetwork iden-
tity. OASIS providesa standardramework for exchange
of authenticatiorand authorizationinformation; Liberty
usesthis framawork to delggateauthenticatiordecisions
andto enablelinking accountsat differentauthentication
seners. Theauthenticatiompolicy in thesesystemsorre-
spondgto adisjunctionof sub-policiesgachspecifyinga
singleauthenticatiorsener.

PolicyMaker [BFL96] is a flexible systemfor securely
expressingstatementaboutprincipalsin anetworkedset-
ting. It supportsa far broaderclassof authentication
policiesthan CorSSOdoes. BesidesauthenticationPol-
icyMaker also implementsa rich classof authorization
schemes. But with PolicyMaker, an applicationsener
mustcheckeachcertificateinvolvedin authenticatioror
authorizationdecisions. In contrast,with CorSSO,the
checkat an applicationsener is constant-timepecause
work hasbeenfactored-ouandrelocatedo set-upproto-

colsattheauthenticatiorsenersandclients.

CorSSO borrovs from Gongs threshold imple-
mentation of Kerberos KDCs [Gon93 and from
COCA [ZSVvRO07 theinsightsthat proactive secretshar
ing and threshold cryptographycan help defend dis-
tributed servicesagainstattacksby so-calledmobile ad-
versarie§OY91], which attack,compromiseandcontrol
asenerfor alimited periodbeforemoving onto thenext.
Ultimately, we expectto deploy in CorSSOprotocolsfor
proactive recovery of the (¢, |R;|) sharingof k;.

5 Discussion

If broadly deplojed, CorSSOwould enablea market
whereauthenticatiorseners specializein variousforms
of identity checksand competeon price, functionality,
performance,and security And authenticationseners
comprisinga CorSSO deployment could receve pay-
ment on a perapplicationsener, perprincipal, or per
authenticatiorbasis.

Marketswork only if participantsarenotonly rewarded
for theireffortsbut alsodiscouragedrom engagingn var-
iousformsof disruptive actions.CorSSQOparticipantan
subvertamarketthroughvariousformsof free-riding. For
instancewith theprotocolspresentedh this paperanun-
scrupulousapplicationsener S’ canusethe policy from,
hencecertificatesssuedfor, anapplicationsener S that
is payingfor its authenticatiorpolicy to be supportedSo
S is subsidizingS’. This problemcouldbeavoidedby re-
strictingthedisseminatiorof publickeysfor sub-policies,
issuingthemonly to applicationsenersthat pay Keys
thathave beenleakedto third partiesare simply revoked
andreissued.

Acknowledgments. Lorenzo Alvisi provided prompt
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