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Abstract

Structured peerto-peer hash tables provide decentraliza-
tion, self-oganization failure-resilienceand goodworst-case
lookup performanceor applications but suffer from high la-
tencieqO(logN)) in theaveragecase.Suchhighlatenciegro-
hibit themfrom beingusedin mary relevant,demandingppli-
cationssuchasDNS. In this paperwe present proactiverepli-
cation framework that can achieze O(1) lookup performance
for commonZipf-lik e querydistributions. This framework is
basedarounda closed-formsolutionthatachiezesO(1) lookup
performancewith low storagerequirementspandwidthover-
headandnetwork load. Simulationsshow thatthis replication
frameawork canrealisticallyachiesze goodlatenciesputperform
passve caching,andadaptefficiently to suddenchangesn ob-
ject popularity alsoknown asflash crowds. This framework
providesafeasiblesubstratéor high-performancdpw-lateng
applicationssuchaspeerto-peerdomainnameservice.

1 Introduction

Peerto-peer distributed hash tables (DHTs) have recently
emegedasa building-block for distributed applications. Un-
structured DHTSs, suchasFreenetandthe Gnutellanetwork [5,
1], offer decentralizatiomndsimplicity of systemconstruction,
but may take up to O(N) hopsto performlookupsin networks
of N nodes.Sructured DHTSs, suchasChord,Pastry Tapestry
and others[24, 22, 26, 21, 18, 17, 14], are particularly well-
suitedfor large scaledistributedapplicationsbecausdhey are
self-omganizing,resilientagainstdenial-of-serviceattacks,and
provide O(log N) lookup performancen both the worst-and
the averagecase.However, for large-scalehigh-performance,
lateng/-sensitve applicationssuchasthedomainnameservice
(DNS) andthe world wide web, this logarithmic performance
boundtranslatesnto high latencies.Previouswork on serving
DNS using a peerto-peerlookup serviceconcludedthat high
average-caséokup costsrendercurrentstructuredDHTs un-
suitablefor lateng/-sensitve applicationssuchasDNS [8].

In this paper we describehow proactie replicationcanbe
usedto achieve O(1) lookup performanceefficiently on top
of a standardO(log N) peerto-peerdistributed hashtable for
certain,commonly-encountereguerydistributions. It is well-
known thatthe querydistributions of several popularapplica-
tions, including DNS and the web, follow a power law dis-
tribution [15, 2]. Sucha well-characterizedjuery distribution
presentanopportunityto optimizethesystemaccordingo the
expectedquerystream.Thecritical insightin this paperis that,

for querydistributionsbasecbn apowerlaw, proactive (model-
driven)replicationcanenablea DHT systemto achieze asmall
constantookup lateng on average.In contrastwe shaw that
commontechniquedfor passive (demand-drren) replication,
suchascachingobjectsalongalookup path,fail to make a sig-
nificantimpacton the average-casbehaior of the system.

We outlinethedesignof areplicationframework, calledBee-
hive, with thefollowing threegoals:

e High Performance: Enable O(1) average-casdookup
performance effectively decouplingthe performanceof
peerto-peerDHT systemsfrom the size of the network.
Provide O(log N) worst-casdookup performance.

e High Scalability: Minimize the backgroundraffic in the
network to reduceaggregatenetwork load and pernode
bandwidthconsumptionEnsurethatthe amountof mem-
ory and/ordisk spacerequiredof eachpeerin the network
is keptto aminimum.

e High Adaptivity: Promptlyadjustthe performancef the
systemin responséo changesn the aggreyatepopularity
distribution of objects. Further cheaplytrack and main-
tain the popularity of individual objectsin the systemto
quickly respondwhen a certain object becomeshighly
popular aswith flashcrowdsandthe“slashdoteffect”

Beehie achieves these goals through efficient proactive
replication. By proactive replication,we meanactively prop-
agatingcopiesof objectsamongthe nodesparticipatingin the
network. Thereis a fundamentatradeof betweenreplication
andresourceconsumption:more copiesof an objectwill gen-
erally improve lookup performanceat the costof space pand-
width and aggreyate network load. In the limit, proactively
copying all objectsin the DHT to all nhodeswould enableev-
ery queryto besatisfiedin constantime. However, this would
not scaleto large systemssinceit would require prohibitive
amountsof spaceon eachnode,the network would be over
loadedduringreplicacreation,andchangeto mutableobjects
would requireO(N) updatesin contrastBeehve performsthis
tradeof throughan analytical model that provides a closed-
form, optimal solutionthat achiezesO(1) lookup performance
for power law query distributionswhile minimizing the num-
ber of object copies,and hencereducingstorage,bandwidth
andload,in the network.

Beehve relies on cheap,local measurementand efficient
lease-basegrotocolsfor replica coordination. Eachnodein
Beehve continuallyperformslocal measurement®s determine
the relative popularity of the objectsin the system,aswell as



to estimateglobalpropertiesof theaggreyatequerydistribution
function. Beehive nodesdecidehow mary replicasof eachob-
ject shouldbe propagatedy combiningthe closed-formsolu-
tionsfrom the analyticalmodelwith their measurementsf the
aggrejatequery distribution function and estimatesof object
rank. This estimationis performedindependentlyandperiod-
ically at eachnode,while a replicamanagemenprotocol effi-

ciently propagatesr removescachedbjectswithoutexcessie
messagingglobalsynchronizatioror agreement.

Objectsin Beehive may be modified dynamically In gen-
eral, mutableobjectsposecache-coherencproblemsfor any
replicationtechniqueasolder, out-of-datecopiesof anobject
may remaincachedhroughouta systemandkeepclientsfrom
accessingnore recentversions. To provide up to dateviews
in the presencef updatesa systemneeddo trackall replicas
of an objectand eitherinvalidateold copiesor propagatehe
changesvhentheobjectis modified.In Beehve,thestructured
natureof the underlyingDHT allows the systemto keeptrack
of the placemenbf all replicaswith a singleinteger. This en-
ablesBeehie to efficiently find and updateall replicaswhen
an objectis modified. Consequentlyobjectsmay be updated
atary time in Beehve, andlookupsperformedafteranupdate
hascompletedwill returnthelatestcopy of the object.

While this paperdescribeghe Beehve proactve replication
frameawork in its generalform, we usethe domainnamesys-
tem asa target application,performour evaluationwith DNS
data,and demonstrateéhat servingDNS lookupswith a peer
to-peerdistributedhashtableis feasible.Several shortcomings
of the current,hierarchicalstructureof DNS makesit anideal
applicationcandidatdor Beehve. First, DNSis highly latengy-
sensitve, andposesa significantchallengeto sene efficiently.
Secondthehierarchicabrganizatiorof DNS leadsto adispro-
portionateamountof load being placedat the higherlevels of
the hierarchy Third, the higher nodesin the DNS hierarchy
sene as easytargetsfor distributed denial-of-serviceattacks
andform a securityvulnerability for the entiresystem Finally,
namesergrsrequiredfor the internalleaves of the DNS hier-
archyincur expensve administratve costs,asthey needto be
manuallyadministeredsecureand constantlyonline. Peetto-
peerDHTs addressall but the first critical problem;we shov
in this paperthatBeehve’sreplicationstratgly canaddresshe
first.

We have implementeda prototype Beehve-basedDNS
sener layeredon top of the Pastrypeerto-peerhashtable[22].
Our prototypeimplementationis compatiblewith currentclient
resoler libraries deployed aroundthe Internet. We ervision
thattheDNS nameserersthatarecurrentlyusedo sene small,
dedicatedportionsof the naminghierarchywould form a Bee-
hive network and collectively managethe entire namespace.
Our implementationsupportsthe existing naming schemeby
falling backon legagy DNS whenBeehive-DNSlookupsfail.
Unlike legagy DNS, which relies on cachetimeoutsfor loose
cohereng andincursongoingcacheexpirationandrefill over
headsBeehie-DNSenablegesourceecordsto be updatedat
ary time. While we useDNS asaguidingapplicationfor evalu-
atingour systemwe notethatafull treatmenbf theimplemen-
tation of analternatve peerto-peerDNS systemis beyondthe

scopeof this paper andfocusinsteadon the general-purpose
Beehive framework for proactie replication. The framewvork
is sufficiently generalto achiese O(1) lookup performancen
other settings, including web caching, where the aggreyate
querydistribution follows a power law, similarto DNS.

Overall, this paper describesthe design of a replication
framework thatenablesO(1) lookup performancen structured
DHTs for common query distributions, appliesit to a P2P
DNS implementation and makesthe following contributions.
First, it proposegroacte replicationof objectsand provides
a closedform analytical solution for the numberof replicas
neededo achiere constant-timdookup performancewith low
costs. The storage pandwidthandload placedon the network
by this schemeare modest. In contrast,we shav that simple
cachingstratgyiesbasedon passie replicationincur large on-
going costs. Second,t outlinesthe designof a completesys-
tembasedaroundthis analyticalmodel. This systemis layered
ontop of Pastry an existing peerto-peersubstratelt includes
techniquedor estimatingthe requisiteinputs for the analyti-
cal model, mechanismdor replica propagationand deletion,
anda stratgy for mappingbetweerthe continuoussolutionin
theanalyticalmodelandthediscreteimplementationin Pastry
Finally, it presentsesultsfrom a prototypeimplementatiorof
a peerto-peerDNS serviceto shav that the systemachieves
goodperformancehaslow overheadandcanadaptquickly to
flashcrowds. In turn, theseapproachegnablethe benefitsof
P2P systems suchas self-omanizationand resilienceagainst
denialof serviceattacksto be appliedto lateng-sensitve ap-
plications,suchasDNS.

Therestof this paperis organizedasfollows. Section2 pro-
videsa broadoverview of our approactanddescribeghe stor
ageandbandwidth-eficientreplicationcomponentsf Beehie
in detail. Section3 describesour implementationof Beehie
over Pastry Section4 presentghe resultsand expectedben-
efits of using Beehve to sene DNS queries. Section5 sur
veys differentDHT systemsandsummarize®therapproaches
to cachingand replicationin peerto-peersystemsSection6
describeduture work andSection7 summarize®ur contribu-
tions.

2 TheBeehive System

Beehie is a generaleplicationframewnork thatcanbe applied
to structureddHTsbasedn prefix-routing[19], suchasChord,
Pastry Tapestry and Kademlia. TheseDHTs operatein the
following manner Eachnodehasa uniquerandomlyassigned
identifier in a circular identifier space. Eachobject also has
a uniquerandomlyselecteddentifier assignedrom the same
spaceandis storedat the closestnode,calledthe home node.
Routingis performedby successiely matchinga prefix of the
objectidentifier againstnodeidentifiers. Generally eachstep
in the queryprocessingakesthe queryto a nodethathasone
morematchingprefix thanthepreviousnode.A querytraveling
k hopsreachesa nodethat hask matchingprefixes. Since

I strictly speakingthenodesencounteretbwardsthe endof thequeryrout-
ing processn asparselyopulatedHT maynotshareprogressiely morepre-
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Figurel: Thisfigureillustratesthelevelsof replicationin Bee-
hive. A queryfor object 0124 takes 3 hopsfrom nodeQ to

nodeE, the homenodeof the object. By replicatingthe object
atlevel 2, thatis at D andF, the querylateng canbereduced
to 2 hops.In generalanobjectreplicatedatlevel i incursatthe
mosti hopsfor alookup.

the searchspaceis reducedexponentially this query routing
approachprovidesO(log, N) lookup performanceon average,
whereN is thenumberof nodesin the DHT andb is the base,
or fanout,usedin the system.

The centralobsenationbehindBeehve is thatthe lengthof
the averagequery pathwill be reducedby one hop whenan
objectis proactiely replicatedat all nodedogically preceding
thatnodeon all querypaths. We canapply this iteratively to
disseminateobjectswidely throughoutthe system. Replicat-
ing anobjectatall nodesk hopsor lesserfrom the homenode
will reducethe lookup lateng by & hops. The Beehve repli-
cationmechanisms a generalextensionof this obsenationto
find theappropriateamountof replicationfor eachobjectbased
onits popularity Beehve strivesto createthe minimal number
of replicassuchthat the expectednumberof nodestraversed
during a querywill matcha targetedconstant,C. It usesan
analyticalmodelto derive the numberof replicasrequiredto
achieve O(1) lookup performancewhile minimizing per node
storage bandwidthrequirementsand network load. We note,
however, thatthe modelis driven by estimatef object pop-
ularity and,in a realimplementatiorlik e the onewe describe,
may deviate from the optimaldueto samplingerrors.

Beehie controlsthe extent of replicationin the systemby
assigningareplication level to eachobject. An objectatlevel ¢
is replicatedon all nodesthathave at least: matchingprefixes
with the object. Queriesto objectsreplicatedat level ; incur a
lookup lateng of at mosti hops. Objectsstoredonly at their
homenodesareatlevel log, N, while objectsreplicatedatlevel
0 arecachedatall the nodesin the system.Figurel illustrates

fixeswith the object,but remainnumericallyclose.This detaildoesnot signif-
icantlyimpacteitherthetime compleity of standarddHT's or our replication
algorithm.Section3 discussesheissuein moredetail.

theconcepbf replicationlevels.

Thegoalof Beehve's replicationstratay is to find the min-
imal replication level for each object such that the average
lookup performancefor the systemis a constantnumber of
hops. Naturally, the optimal strateyy involvesreplicatingmore
popularobjectsatlowerlevels(onmorenodeskndlesspopular
objectsathigherlevels. By judiciouslychoosinghereplication
level for eachobject,we canachiere constantookuptime with
minimal storageandbandwidthoverhead.

Beehive employs several mechanismsnd protocolsto find
and maintainappropriatelevels of replicationfor its objects.
First, an analyticalmodel provides Beehie with closedform
optimal solutionsindicating the appropriatlevels of replica-
tion for eachobject. Second,a monitoring protocolbasedon
local measurementandlimited aggreyationestimateselative
objectpopularity andthe global propertiesof the querydistri-
bution. Theseestimatesare used,independentiandin a dis-
tributedfashion,asinputsto the analyticalmodelwhich yields
thelocally desiredevel of replicationfor eachobject. Finally,
a replicationprotocol proactvely makescopiesof the desired
objectsaroundthe network. Therestof this sectiondescribes
eachof thesecomponentén detail.

2.1 Analytical Model

In this section,we provide a model that analyzesZipf-lik e
query distributions and provides closedform optimal replica-
tion levelsfor the objectsin orderto achieve constantaverage
lookupperformancevith low storageandbandwidthoverhead.

In Zipf-lik e, or power law, querydistributions, the number
of queriesto the it mostpopularobjectis proportionalto i,
whereq is the parametepof the distribution. The querydistri-
bution hasa heavier tail for smallervaluesof the parametery.
A Zipf distribution with parametef corresponds$o a uniform
distribution. The total numberof queriesto the mostpopular
m objects,Q(m), is approximatelyml::j1 for a # 1, and
Q(m) ~ In(m) fora =1.

Usingthe above estimatefor the numberof queriesreceved
by objects,we posean optimizationproblemto minimize the
total numberof replicaswith the constraintthat the average
lookuplateng is aconstantC'.

Letd bethebaseof theunderlyingDHT system M thenum-
berof objects,and N the numberof nodesin the system.Ini-
tially, all the M objectsin the systemare storedonly at their
homenodesthatis, they arereplicatedatlevel & = log, N. Let
x,; denotethe fraction of objectsreplicatedat level i or lower.
From this definition, xj, is 1, sinceall objectsare replicated
atlevel k. Mxy mostpopularobjectsarereplicatedat all the
nodesn thesystem.

Eachobject replicatedat level i is cachedin N/b* nodes.
Mz;— Mz;_, objectsarereplicatecon nodeghathave exactly
1 matchingprefixes. Therefore the averagenumberof objects
replicatedat eachnodeis givenby Mg + M +-+
% Simplifying this expressionthe averagepernode
storagerequiremenfor replicationis:
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The fraction of queries,Q(M«;), that arrive for the most

popular Mz; objectsis approximately%. The
number of objectsthat are replicatedat level i is Mz; —
Mz; 1,0 < i < k. Therefore,the numberof queriesthat
travel i hopsis Q(Mxz;) — Q(Mz;—1),0 < i < k. The
averagelookup lateng of the entire systemcan be given by
Zf 14(Q(Mz;) — Q(Mxz;—1)). The constrainton the aver-
agelateny is Zl L H(Q(Mz;) — Q(Mz;—q)) < C, whereC
is the requiredconstantiookup performance.After substitut-
ing the approximatiorfor Q(m) andsimplifying, we arrive at
following optimizationproblem.

Minimize o + =t + -+ + 2=,
1
1
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Notethatthesecondtonstraineffectivelyreducedo z, 1 <
1, sinceary optimal solution to the problemwith just con-
straint3 would satisfyzg < z; < --- < x5 1.

We canusetheLagrangemultiplier techniqueo find anana-
lytical closed-formoptimalsolutionto the above problemwith
justconstraint3, sinceit definesa corvex feasiblespace How-
ever, theresultingsolutionmay not guaranteehe secondcon-
straintz,_1 < 1. If the obtainedsolutionviolatesthe second
constraintwe canforcex;_; to 1 andapplytheLagrangemul-
tiplier techniqueto the modified problem. We canobtainthe
optimal solution by repeatingthis processteratively until the
seconctonstrainis satisfied. However, thesymmetricproperty
of thefirst constrainfacilitatesaneasietanalyticalapproacho
solve the optimizationproblemwithout iterations.

Assumethatin the optimal solutionto the problem,zy <
1 < oo <apg < 1, forsomek’ < k,andzy = x4 =

- = xp, = 1. Thenwe canrestatethe optimizationproblem
asfollows:

T

Minimize zq + % + -t b’»’ 1 , suchthat (5)
T T > O (6)
1
hereC' =C(1 — ——
W =3

Using the Lagrangemultiplier techniqueto solve this opti-
mizationproblem,we getthe following closedform solution:

di(k‘/ 70/)
L+d+---+d =t
xf =1,Vk' <i<k (8)
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We canderivethevalueof k' by satisfyingthe conditionthat

R =0)
T 1 < 1, thatis, 2 T < 1.

As an example, considera DHT with base32, o = 0.9,
10,000 nodes,and 1, 000, 000 objects. Applying this analyt-
ical methodto achiese an averagelookup time, C, of 1 hop,
we obtain k¥’ = 2 andthe solution: zo = 0.001102,z; =
0.0519,andxzs = 1. Thus, the most popular1102 objects
would be replicatedat level 0, the next most popular50814
objectswould bereplicatedatlevel 1, andall theremainingob-
jectsat level 2. The averageper nodestoragerequiremenbf
this systemwould be 3700 objects.

The optimal solutionobtainedby this modelappliesonly to
the casea < 1. For @ > 1, the closed-formsolution will
yield a level of replicationthat will achieve the targetlookup
performancebut theamountof replicationmaynotbeoptimal,
becausehe feasiblespaceis no longercorvex. For a = 1,
we canobtainthe optimal solutionby usingthe approximation

Q(m) = Inm andapplyingthe sametechnique.The optimal
solutionfor thecasex = 1 is asfollows:
2t = Mvo<z<k' )

z; =1,VK' <i<k
kK givenbyxy, , <1

(10)

This analyticalsolution hasthree propertiesthat are useful
for guiding the extent of proactive replication. First, the ana-
lytical model providesa solutionto achieve any desiredcon-
stantlookup performance The systemcanbetailored,andthe
amountof overallreplicationcontrolled for ary level of perfor
manceby adjustingC overacontinuougange.Sincestructured
DHTs preferentiallykeepphysicallynearbyhostsin their top-
level routingtablesandsincethey consequentlpaythehighest
perhoplateng costsasthey getcloserto the homenode,se-
lecting even a large target value for C candramaticallyspeed
up end-to-endquery latencies[4]. Second,for a large class
of querydistributions (o« < 1), the solution provided by this
modelachiezesthe optimal numberof objectreplicasrequired
to provide the desiredperformance. Minimizing the number
of replicasreducespernodestoragerequirementsbandwidth
consumptionand aggregjateload on the network. Finally, &’
senesasanupperboundfor theworstcasdookuptime for any
successfutjuery sinceall objectsarereplicatedatleastin level
K.

We make two assumptionsn the analyticalmodel: all ob-
jects incur similar costsfor replication, and objectsdo not
changevery frequently For applicationssuchasDNS, which
have essentiallyhomogeneousbjectsizesandwhoseupdate-
driventraffic is averysmallfractionof thereplicationoverhead,
the analyticalmodel provides an efficient solution. Applying
the Beehve approachto applicationssuchasthe web, which
hasa wide rangeof objectsizesand frequentobjectupdates,
may requirean extensionof the modelto incorporatesizeand
updatefrequeng informationfor eachobject.

2.2 Popularity and Zipf-Parameter Estimation

Theanalyticalmodeldescribedn the previoussectionrequires
theknowledgeof the parametery of the querydistribution and



therelative popularitiesof the objects.In orderto obtainaccu-
rateestimate®f the popularityof objectsandthe parametenf

the query distribution, Beehve needsefficient mechanismso

continuouslymonitortheaccesdrequeng of the objects.Bee-
hive employs a combinationof local measuremerandlimited

aggrayationto keeptrackof thechangingoarameterandadapt
thereplicationappropriately

Eachnodelocally measureshe numberof queriesreceved
by anobjectreplicatedat thatnodein orderto estimateits rel-
ative popularity If objectsare replicatedonly at their home
nodesall thequeriedor anobjectareroutedto thehomenode,
andlocal measuremerdf accesgrequeng is sufficientto esti-
matetherelative popularity However, if theobjectis replicated
atlevel i, the queriesfor that objectaredistributedacrossap-
proximately N /b nodesin a baseb DHT with N nodes. In
orderto estimatethe relative popularity with the sameaccu-
ragy, we needan N/b* fold increasein the measuremenin-
tenal. But, this preventsthe systemfrom reactingquickly to
changesn thepopularityof the objects.Beehve performslim-
ited aggrayationin orderto alleviate this problemandimprove
theresponsienesf thesystem.

Aggregationin Beehve takesplaceperiodically onceevery
aggregation interval. Eachnode A sendsto nodeB in theit"
level of its routing table, an aggregation message containing
theaccesd$requeny of eachobjectreplicatedatlevel i or lower
andhaving i+ 1 matchingprefixeswith B. Node B recevesthe
aggregjationmessagefrom A aswell asothernodesat level ¢
with whichit shareg prefixes.It thenaggreyateshe estimates
for accesdrequencieseceved from thesenodeswith its own
local estimateandsendgsheaggreyatedaccesdrequeng to all
nodesin the (i + 1) level of its routing tableduring the next
roundof aggreyation. After log N —i roundsof aggreyation,the
homenodeof anobjectreplicatedatlevel i obtainsanaccurate
estimateof theaccesdrequeng.

In Beehie,eachnodeis responsibldor replicatinganobject
atmostonelevel lower. Thatis, nodesatleveli + 1 arerespon-
siblefor replicatinganobjectatlevel i. Thenodesatleveli + 1
needto getthe aggreyatedaccesdsrequencieof objectsrepli-
catedat level i from the homenodes. We enablethis reverse
informationflow by sendingthe aggregyatedaccesdrequencies
in responsé¢o aggreyationmessageshehomenodeof anob-
jectsendghelatestaggreyatedestimatenf theacces$requeny
in responsdo an aggreyationmessagdérom a nodeB. When
nodeB recevesanaggraeyationmessagdrom A, it sendsare-
ply containingthe aggrejatedaccesdrequeng of the objects
listed in the aggrgationmessage.In this manney the access
frequeng of anobjectis aggreyatedat the homenodeandthe
aggrejatedestimatds disseminatedb all the nodescontaining
areplicaof theobject.For anobjectreplicatedatlevel i, it takes
2(logN — i) roundsof aggreyationto completetheinformation
flow.

In addition to the popularity of the objects,the analytical
modelneedsan estimateof the parameteiof the querydistri-
bution. The Zipf-parameter «, is also estimatedusing local
measuremerdndlimited aggreyation. Eachnodelocally com-
putesa usingthe aggrejatedaccesdrequeny for differentob-
jectsreplicatedat the node.We estimateny usinglinearregres-

siontechniquedo computethe slopeof the bestfit line, since
aZipf-lik e popularitydistribution is a straightline in log-scale.
Sincethis local estimateis basedon a small subsetof the ob-
jectsin thesystemtheestimatés refinedby aggreyatingit with

thelocal estimate®f othernodesit communicatesvith during
aggreation.

Therewill be fluctuationsin the estimationof accesdre-
quengy andthe Zipf parametedueto randomnes the query
distribution. In orderto avoid large discontinuouschanges
to theseestimateswe agethem as follows: estimate, =
estimater 1 X 3+ new_value x (1 — 3), with 5 = 0.5.

2.3 Replication Protocol

Beehve requiresa protocolto replicateobjectsat the levels of
computedby the analyticalmodel. In orderto be deployable
in wide areanetworks, thereplicationprotocolshouldbe asyn-
chronousand not require expensve mechanismsuchas dis-
tributed consensu®r agreement.In this section,we develop
an efficient protocol that enablesBeehve to replicateobjects
acrossa DHT.

Beehve'sreplicationprotocolusesanasynchronouanddis-
tributedalgorithmto implementthe optimal solution provided
by the analyticalmodel. Eachnodeis responsibldor replicat-
ing anobjecton othernodesat mostonehop away from itself;
thatis, atnodeshatshareonelessprefix thanthe currentnode.
Initially, eachobjectis replicatedonly at the homenodeat a
level k = logy N, whereN is thenumberof nodesn thesystem
andb is thebaseof the DHT, andsharesk prefixeswith theob-
ject. If anobjectneedso bereplicatedatthenext level k — 1,
thehomenodepushegheobjectto all nodeshatshareoneless
prefix with the homenode. Eachof thelevel £ — 1 nodesat
which the objectis currentlyreplicatedmayindependentiyde-
cideto replicatethe objectfurther, andpushthe objectto other
nodesthat shareone less prefix with it. Nodescontinuethe
procesof independenanddistributedreplicationuntil all the
objectsarereplicatedat appropriatdevels. In this algorithm,
nodesthatsharei + 1 prefixeswith an objectare responsible
for replicatingthat objectat level i, andare calledi level de-
ciding nodes for thatobject. For eachobjectreplicatedat level
1 atsomenode A, thei level decidingnodeis thatnodein its
routingtableatlevel : thathasmatchingi + 1 prefixeswith the
object.For someobjects thedecidingnodemaybethenode A
itself.

This distributed replicationalgorithm is illustratedin Fig-
ure 2. Initially, an objectwith identifier 0124 is replicatedat
its homenodeF atlevel 3 andshares3 prefixeswith it. If the
analyticalmodelindicatesthatthis objectshouldbe replicated
at level 2, node E pusheghe objectsto nodesB and I with
whichit share® prefixes.NodeE is thelevel 2 decidingnode
for the objectat nodesB, E, andI. Basedon the popularity
of theobject,thelevel 2 nodesB, E, andI mayindependently
decideto replicatethe objectatlevel 1. If nodeB decidego do
s0,it pushes copy of the objectto nodesA andC with which
it shared prefixandbecomeshelevel 1 decidingnodefor the
objectatnodesA, B, andC. Similarly, node £ mayreplicate
the objectatlevel 1 by pushinga copy to nodesD and F', and
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Figure2: Thisfigureillustrateshow theobject0124atits home
nodeE is replicatedo level 1. For nodesA throughl, thenum-
bersindicatethe prefixesthatmatchthe objectidentifier at dif-

ferentlevels. Eachnode pushesthe objectindependentiyto
nodeswith onelessmatchingdigit.

nodel toG andF.

Our replicationalgorithmdoesnot requireary agreemenin
the estimationof relative popularityamongthe nodes.Conse-
guently someobjectsmay be replicatedpartially dueto small
variationsin the estimateof the relative popularity For exam-
ple in Figure2, node E might decidenot to pushobject0124
to level 1. We toleratethis inaccurag to keepthe replication
protocol efficient and practical. In the evaluationsection,we
shaw that this inaccurag in the replicationprotocol doesnot
produceary noticeableifferencein performance.

Beehive implementshis distributedreplicationalgorithmin
two phasesananalysis phase andareplicate phase, thatfollow
the aggregation phase. During the analysisphase,eachnode
usesthe analyticalmodelandthe latestknown estimateof the
Zipf-parameterx to obtaina new solution. Eachnodethenlo-
cally changeghereplicationlevels of the objectsaccordingto
the solution. The solutionspecifiesfor eachlevel i, the frac-
tion of objects,z; thatneedto bereplicatedat level i or lower.
Hence,g{fi“1 fractionof objectsreplicatedatlevel i+ 1 or lower
shouldbe replicatedat level i or lower. Basedon the current
popularity eachnodesortsall the objectsatlevel i + 1 or lower
for which it is the i level decidingnode. It chooseshe most
popularﬁ1 fraction of theseobjectsandlocally changeshe
replicationlevel of thechoserpbjectsto 4, if their currentrepli-
cationlevel is i + 1. The nodealso changeghe replication
level of the objectsthatarenot choserto i + 1, if their current
replicationlevel is i or lower.

After the analysisphase,the replicationlevel of someob-
jectscouldincreaseor decreasesincethe popularityof objects
changesvith time. If thereplicationlevel of anobjectdecreases
from leveli+ 1 to 4, it needgo bereplicatedn nodeghatshare
onelessprefix with it. If the replicationlevel of anobjectin-
creasesrom level ; to i + 1, the nodeswith only i matching
prefixesneedto deletethe replica. The replicate phase is re-
sponsiblefor enforcingthe correctextent of replicationfor an
objectasdeterminedoy the analysisphase.During the repli-
catephasegachnode A sendsto eachnodeB in theit” level
of its routingtable,a replication message listing theidentifiers

of all objectsfor which B is the i level decidingnode. When
B recevesthis messagérom A, it checksthelist of identifiers
andpushedo node A ary unlistedobjectwhosecurrentlevel
of replicationis i or lower. In addition, B sendsbackto A
theidentifiersof objectsno longerreplicatedat level i. Upon
receving thismessaged removesthelistedobjects.

Beehie nodesinvoke the analysisandthe replicatephases
periodically Theanalysigphasds invokedonceevery analysis
interval andthereplicatephaseonceeveryreplication interval.
In orderto improve the efficiency of the replicationprotocol
and reduceload on the network, we integratethe replication
phasewith the aggreationprotocol. We performthis integra-
tion by settingthe samedurationsfor the replicationinterval
andthe aggreyationinterval andcombiningthereplicationand
the aggre@yationmessageasfollows: Whennode A sendsan
aggreyationmessageo B, the messagémplicitly containsthe
list of objectsreplicatedat A whosei level decidingnodeis B.
Similarly, whennodeB repliesto thereplicationmessagéom
A, it addsthe aggrejatedaccesdrequeng informationfor all
objectslistedin thereplicationmessage.

The analysisphaseestimateghe relative popularity of the
objects using the estimatesfor accessfrequeng obtained
throughthe aggreyation protocol. Recall that, for an object
replicatedat level 4, it takes2(logN — 4) roundsof aggrea-
tion to obtainan accurateestimateof the accesdrequeng. In
orderto allow time for the information flow during aggreja-
tion, we setthereplicationinterval to atleast2logN timesthe
aggreyationinterval.

Randomvariationsin thequerydistributionwill leadto fluc-
tuationsin therelative popularityestimate®f objectsandmay
causdrequentchangesn thereplicationlevelsof objects.This
behaior may increasethe objecttransferactivity andimpose
substantiaload on the network. Increasinghe durationof the
aggreationinterval is not an efficient solution becauset de-
creasetheresponsienes®f systento changesBeehvelimits
theimpactof fluctuationsby employing hysteresisDuring the
analysipphasewhenanodesortstheobjectsatlevel i basedn
their popularity theaccesdrequencie®f objectsalreadyrepli-
catedatlevel : — 1 is increasedy asmallfraction. This biases
the systemtowardsmaintainingalreadyexisting replicaswhen
the popularitydifferencebetweertwo objectsis small.

Thereplicationprotocolalsoenable®Beehive to maintainap-
propriatereplicationlevelsfor objectswhennew nodegoin and
othersleave the system.Whena new nodejoins the system,it
obtainsthe replicasof objectsit needsto storeby initiating a
replicatephaseof thereplicationprotocol. If the new nodeal-
readyhasobjectsreplicatedwhenit waspreviously partof the
system thentheseobjectsneednot be fetchedagainfrom the
decidingnodes. A nodeleaving the systemdoesnot directly
affectBeehie. If theleaving nodeis adecidingnodefor some
objects,the underlyingDHT chooses new decidingnodefor
theseobjectswhenit repairstheroutingtable.

2.4 Mutable Objects

Beehie directly supportsfor mutableobjectsby proactively
disseminatingbjectupdatedo thereplicasin the system.The



semanticof readand updateoperationson objectsis anim-

portantissueto considerwhile supportingobject mutability.

Strongconsisteng semanticsequirethatoncean objectis up-
dated all subsequerqueriesto thatobjectonly returnthemod-
ified object. Achieving strongconsisteng is challengingin a
distributed systemwith replicatedobjects,becausesachcopy

of the replicatedobjectshouldbe updatedor invalidatedupon
objectmodification.In Beehve, we exploit the structureof the
underlyingDHT to efficiently disseminat@bjectupdatego all

the nodescarryingreplicasof the object. Our schemeguaran-
teesthatwhenanobjectis modified,all replicaswill beconsis-
tently updatedwithin a very shorttime if the systemis stable,
thatis, nodesarenotjoining andleaving the system.

Beehie associates 64 bit version number with eachob-
jectto identify modifiedobjects.An objectreplicawith higher
versionnumberis morerecentthana replicawith lower ver
sionnumber The ownerof anobjectin the systemcanmodify
the objectby insertinga freshcopy of the objectwith a higher
versionnumberat the homenode. The homenodeproactively
multicaststhe updateto all thereplicasof the objectsusingthe
routing table. If the objectis replicatedat level i, the home
nodesendsa copy of the updatedobjectto eachnodeB in the
i*" level of theroutingtable. Node B thenpropagateshe up-
dateto eachnodein the (i + 1) level of its routingtable.

The updatepropagationprotocol ensureghat eachnode A
sharingat leasti prefixeswith the objectobtaina copy of the
modifiedobject. The objectupdatereacheshe node A follow-
ing exactly the samepatha queryissuedat the object's home
nodefor nodeA’sidentifierwouldfollow. Becausef thisprop-
erty, all nodeswith areplicaof the objectgetexactly onecopy
of themodifiedobject.Hence this schemas bothefficientand
providesguaranteedachecohereng in the absenceof nodes
leaving the system.

Nodesleaving the systemmay causgemporaryinconsisten-
ciesin theroutingtable. Consequentlyupdatesmay not reach
somenodeswhereobjectsarereplicated.Similarly, nodegoin-
ing thesystembut having olderversionsof theobjectreplicated
at them needto updatethe copy of their objects. We modify
Beehve’s replicationprotocol slightly to disseminataupdates
to nodesthat have older versionsdueto churnin the system.
Duringthereplicatephaseeachnodeincludestheversionnum-
berin additionto the objectidentifierslistedin the replication
messageUponreceving this messagethedecidingnodeof an
objectpushes copy of theobjectif it hasamorerecentversion
of theobject.

3 Implementation

Beehve is a generareplicationmechanisnmhatcanbe applied
to ary prefix-basedlistributedhashtable. We have layeredour
implementatioron top of Pastry a freely available DHT with
log(N) lookup performance Our implementatioris structured
asatransparentayeron top of FreeRstry 1.3, supportsa tra-
ditional insert/modify/delete/querfpHT interfacefor applica-
tions, andrequiredno modificationsunderlyingPastry How-
ever, convertingtheprecedingliscussionnto aconcretample-

mentationof the Beehve framework, building a DNS applica-
tion ontop, andcombiningthe framework with Pastryrequired
somepracticalconsiderationandidentifiedsomeoptimization
opportunities.

Beehve needso maintainsomeadditional, modestamount
of statein orderto track the replicationlevel, freshnessand
popularity of objects. EachBeehve nodestoresall replicated
objectsin anobjectrepository Beehie associateshe follow-
ing meta-informatiorwith eachobjectin the system andeach
Beehie nodemaintainsthefollowing fieldswithin eachobject
in its repository:

e Object-ID: A 128-bit field uniquely identifiesthe object
andhelpsresole queries.The objectidentifieris derived
from thehashkey atthetime of insertion justasin Pastry

e Version-ID: A 64-bit versionnumberdifferentiatedresh
copiesof an objectfrom older copiescachedin the net-
work.

e Home-Node: A single bit specifieswhetherthe current
nodeis thehomenodeof the object.

e Replication-Leel: A smallinteger specifiesthe current,
local replicationlevel of theobject.

e Access-Frequernc A smallinteger monitorsthe number
of queriesthat have reachedahis node. It is incremented
by onefor eachlocally obsened query andresetat each
aggreation.

e Aggregate-PopularityA smallintegerusedin the aggre-
gationphaseo collectandsumup the accesdrequencies
from all dependenhodesfor which this nodeis the decid-
ing node.We alsomaintainan olderaggrejatepopularity
countfor aging.

In additionto the stateassociatedvith eachobject, Beehve
nodesalso maintaina running estimateof the Zipf parameter
The updatedo this estimateare batched,and occurrelatively
infrequentlycomparedo thequerystream Overall,thestorage
costconsistof severalbytesperobject,andthe processingost
of keepingthe meta-dataip to dateis small.
Pastrysqueryroutingdeviatesfrom themodeldescribedar
lier in the paperbecausét is not entirely prefix-basednduni-
form. SincePastry mapseachobjectto the numericallyclos-
estnodein the identifier space|t is possiblefor an objectto
not shareary prefixeswith its homenode. For example,in
a network with two nodes298 and 315, Pastry will storean
objectwith identifier 304 on node298. Sincea queryfor ob-
ject 304 propagatedy prefix matchingalonecannotreachthe
homenode,Pastrycompleteghe querywith the aid of anaux-
iliary datastructurecalledleaf set. Theleaf setis usedin the
lastfew hopsto directly locatethe numericallyclosestodeto
the queriedobject. Pastryinitially routesa queryusingentries
in therouting table,andmay routethe last coupleof hopsus-
ing the leaf setentries. This requiredus to modify Beehve’'s
replicationprotocolto replicateobjectsat the leaf setnodesas
follows. Sincetheleaf setis mostlikely to be usedfor thelast



hop, we replicateobjectsin theleaf setnodesonly at the high-
estreplicationlevels. Let k = log, N bethehighestreplication
level for Beehve,thatis, thedefaultreplicationlevel for anob-
ject replicatedonly at its homenode. As part of the maintain
phasea node A sendsa maintenancenessagéo all nodesB
in its routing table aswell asits leaf setwith a list of identi-
fiers of objectsreplicatedat level £ — 1 whosedecidingnode
is B. B is thedecidingnodeof anobjecthomedat node A, if
A would forward a queryto thatobjectto node B next. Upon
receving amaintenancenessagatlevel k£ — 1, nodeB would
pushan objectto node A only if node A andthe objecthave
atleastk — 1 matchingprefixes. Oncean objectis replicated
on a leaf setnodeat level £ — 1, further replicationto lower
levels follow the replication protocol describedin Section?2.
This slightmodificationto Beehve enablest to work ontop of
Pastry Otherrouting metricsfor DHT substratessuchasthe
XOR metric[18], have beenproposedhat do not exhibit this
non-uniformity, andwherethe Beehve implementatiorwould
besimplet

Pastry'simplementatiorprovidestwo opportunitiesor opti-
mization,whichimprove Beehve’'simpactandreduceits over-
head. First, Pastry nodespreferentiallypopulatetheir routing
tableswith nodesthat arein physicalproximity [4]. For in-
stance,a nodewith identifier 100 hasthe opportunityto pick
eitherof two nodes200 and201 whenroutingbasedn thefirst
digit. Pastryselectsthe nodewith the lowestnetwork lateng,
asmeasuredy the paclet round-triptime. As the prefixesget
longer, nodedensitydropsandeachnodehasprogressiely less
freedomto find andchoosebetweemearbynodes.This means
thata significantfraction of the lookup lateng experiencedy
a Pastrylookupis incurredon thelasthop. This meanghatse-
lecting evena large numberof constanthops,C, asBeehve’s
performancearget, will have a significanteffect on the real
performancef thesystem.While we pick C = 1 in ourimple-
mentationnotethat C' is a continuousvariableandmay be set
to afractionalvalue,to getaverageookup performancehatis
afractionof ahop. C = 0 yieldsa solutionthatwill replicate
all objectsat all hops,which is suitableonly if the total hash
tablesizeis small.

Thesecondptimizationopportunitystemsfrom the mainte-
nancemessagessedby Beehive andPastry Beehve requires
someinter-nodecommunicatiorfor replicadisseminatiorand
dataaggreation. This communicationis confinedto pairs of
nodesnvhereonememberof the pair appearsn theothermem-
ber’s routing table. This highly stylized communicationpat-
ternsuggesta possibleoptimization.Pastrynodesperiodically
sendheart-beamessaget® nodedn theirroutingtableandleaf
setto detectnodefailures.They alsoperformperiodicnetwork
latengy measurement® nodesdn theirroutingtablein orderto
obtaincloserrouting table entries. We canimprove Beehve’s
efficiency by combiningthe periodicheart-beatmessagesent
by Pastrywith the periodicmaintenancenessagesentby Bee-
hive. By piggy-backingthei*" row routing tableentrieson to
theBeehive maintenancenessagatreplicationlevel i, asingle
messageansimultaneouslgene asa heartbeatmessageRas-

try maintenancenessageanda Beehve maintenancenessage.

We have built a prototypeDNS namesener on top of Bee-

hive in orderto evaluatethe cachingstratgy proposedn this
paper Beehve-DNS usesthe Beehie frameawvork to proac-
tively disseminateDNS resourcerecordscontainingnameto
IP addresshindings. The Beehive-DNS sener currently sup-
portsUDP-basedhame(A) queriesjs compatiblewith widely-
deployed resoler libraries and is designedto provide a mi-
gration path from legagy DNS. Queriesthat are not satisfied
within the Beehive systemare looked up in the legagy DNS
by thehomenodeandareinsertednto the Beehve framework.
TheBeehvesystenstoresanddisseminatesesourcegecordgo
theappropriateeplicationlevelsby monitoringthe DNS query
stream.Clientsarefreeto routetheir queriesthroughany node
thatis partof the Beehive-DNS. Sincethe DNS systemrelies
entirelyonaggressie cachingin orderto scalejt providesvery
loosecohereng semanticsandlimits therateatwhich updates
canbe performed. Recallthat the Beehve systemenablese-
sourcerecordsto be modified at ary time, and disseminates
thenew resourceaecordsto all cachingnamesenersaspartof
the updateoperation.However, for this procesdo beinitiated,
nameownerswould have to directly notify the homenodeof
changego thenameto IP addresdinding. We expectthat, for
sometime to come,Beehive will beanadjunctsystemlayered
ontop of legagy DNS, andthereforenameownerswho arenot
partof Beehve will not know to contactthe system. For this
reasonour currentimplementatiordelineatebetweennames
that exist solely in Beehve versusresourcerecordsoriginally
insertedfrom legagy DNS. In the currentimplementationthe
homenodecheckdor thevalidity of eachlegagy DNS entry by
issuinga DNS queryfor the domainwhenthetime-to-live field
of thatentryis expired. If the DNS mappinghaschangedthe
homenodedetectshe updateandpropagate# asusual. Note
thatthis strategyy preseresDNS semanticandis quiteefficient
becausenly the homenodescheckthe validity of eachentry,
while replicasretainall mappingaunlessinvalidated.

Overall, the Beehve implementationadds only a modest
amountof overheadandcomplexity to peerto-peerdistributed
hashtables.Our prototypeimplementatiorof Beehive-DNSis
only 3500lines of code,comparedo the 17500lines of code
for Pastry

4 Evaluation

In this section,we evaluatethe performanceostsandbenefits
of the Beehve replicationframevork. We examineBeehve’s
performancein the context of a DNS systemand shav that
Beehve canrobustly andefficiently achieseits targetedookup
performance We alsoshow that Beehive canadaptto sudden,
drasticchangesn the popularity of objectsaswell asglobal
shiftsin the parameteof the querydistribution, and continue
to provide goodlookup performance.

We comparethe performanceof Beehve with that of pure
Pastry and Pastry enhancediy passve caching. By passie
cachingwe meancachingobjectsalongall nodesonthequery
path,similar to theschemeproposedn [23]. Weimposeno re-
strictionson the sizeof the cacheusedin passve caching.We
follow the DNS cachemodelto handlemutableobjects,and



associate time to live with eachobject. Objectsareremoved
from the cacheuponexpirationof thetimeto live.

4.1 Setup

We evaluateBeehve using simulations,drivenby a DNS sur
vey andtracedata. The simulationswereperformedusingthe
samesourcecodeasour implementation Eachsimulationrun
was startedby seedingthe network with just a single copy of
eachobject,andthenqueryingfor objectsaccordingto a DNS
trace.We comparedhe proactvereplicationof Beehveto pas-
sive cachingin Pastry(PC-Rastry),aswell asregularPastry

Since passve cachingrelies on expiration times for co-
hereng, andsinceboth Beehive andPastryneedto performex-
trawork in the presencef updatesywe conducteda large-scale
suney to determinethe distribution of TTL valuesfor DNS
resourcaecordsandto computetherateof changeof DNS en-
tries. Our suney spannedluly throughSeptembef003, and
periodically queriedweb seners for the resourcerecordsof
594059unique domainnames,collectedby crawling the Ya-
hoo! andthe DMOZ.ORGwebdirectories.We usedthe distri-
bution of the returnedtiime-to-live valuesto determinethelife-
timesof the resourcaecordsin our simulation. We measured
therateof changan DNS entriesby repeatinghe DNS suney
periodically andderivedanobjectlifetime distribution.

We usedthe DNStrace[15] collectedat MIT betweert and
11 DecembeR000. Thistracespanst, 160, 954 lookupsover 7
daysfeaturing1233 distinctclientsand302, 032 distinctfully-
gualifiednames.In orderto reducethe memoryconsumption
of the simulations,we scalethe numberof distantobjectsto
40960, andissuequeriesat the samerateof 7 queriesper sec.
The rate of issuefor requestshaslittle impacton the hit rate
achievedby Beehve,whichis dominatednostly by the perfor
manceof the analyticalmodel, parameteestimation,andrate
of updates.The overall querydistribution of this tracefollows
anapproximateZipf-lik e distribution with parametef.91. We
separatelygvaluateBeehie’'srobustnessn thefaceof changes
in this parameter

We performedour evaluationsby runningtheBeehveimple-
mentationon Pastryin simulatormodewith 1024 nodes. For
Pastry we setthe baseto be 16, theleaf-setsizeto be 24, and
the length of identifiersto be 128, as recommendedn [22].
In all ourevaluationsthe Beehvve maintenancénterval was48
minutesandthereplicationinterval was480 minutes.Therepli-
cationphasesteachnodewererandomlystaggeredo approxi-
matethebehaior of independentpon-synchronizetiosts.We
setthetargetlookup performancef Beehive to averagel hop.

Beehive Performance

Figure 3 shows the averagelookup lateng for Pastry PC-
Pastry and Beehve over a query period spanning40 hours.
We plot the lookup lateng/ asa moving averageover 48 min-
utes. The averagelookup lateng of purePastryis about2.34
hops. The averagelookup lateng of PC-Rastrydropssteeply
duringthefirst 4 hoursandaveragesl.54 after40 hours. The
averagelookup performancef Beehve decreasesteadilyand
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Figure3: Latengy (hops)vs Time. The averagelookup perfor
manceof Beehve corvergesto the targetedC' = 1 hop after
two replicationphases.
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Figure 4: Object Transfers(cumulative) vs Time. The total
amountof objecttransferamposedby Beehve is significantly
lower comparedo caching.Passve cachingincurslarge costs
in orderto checkfreshnes®f entriesin the presencef conser
vative timeouts.

corvergesto about0.98 hops,within 5% of the targetlookup
performanceBeehve achievesthetargetperformancen about
16 hoursand48 minutes thetime requiredfor two replication
phasedollowedby a maintainphaseat eachnode.Thesethree
phasesgcombinedgnableBeehveto propagatehe popularob-
jectsto their respectie replicationlevels. Onceall level 1 ob-
jects have beendisseminatedBeehve’s proactie replication
achievesthe expectedpayof. In contrast,PC-Rastry provides
limited benefits despiteaninfinite-sizedcache.Therearetwo
reasongor therelative ineffectivenes®f passve caching.First,
theheavy tail in Zipf-lik edistributionsimpliesthattherewill be



mary objectsfor which therewill befew requestsandqueries
will take mary disjoint pathsin the network until they collide

on a nodeon which the objecthasbeencached.Second PC-
Pastryreliesontime-to-live valuesfor cachecohereny, instead
of trackingthelocationof cachedbjects.Thetime-to-live val-

uesneedto be setconsenratively in orderto reflectthe worst
casescenariounderwhich the recordmay be updated,asop-

posedo theexpectedifetime of the object. Consequentlypas-
sive cachingsuffers from a low hit rate as entriesare evicted
dueto smallvaluesof TTL setby nameowners.

Next, we examine the bandwidth consumedand network
load incurredby PC-Rastry and Beehve for cachingobjects,
and shav that Beehve generatessignificantly lower back-
ground traffic due to object transferscomparedto passve
caching.Figure4 shavsthetotal amountof objectstransferred
by Beehve and PC-Rastry sincethe beginning of the experi-
ment. PC-Rastryhasarateof objecttransferproportionalto its
lookup lateng, sinceit transfersan objectto eachnodealong
the query path. Beehve incurs a high rate of objecttransfer
during the initial period; but onceBeehve achievesits target
lookup performanceit incursconsiderabljjower overheadas
it needgo performtransfersonly in responseéo changesn ob-
ject popularity and, relatively infrequentlyfor DNS, to object
updates.Beehve continuego performlimited amountsof ob-
jectreplication,dueto fluctuationsin the popularityof the ob-
jectsaswell asestimationerrorsnot dampenediown by hys-
teresis.
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Figure5: StorageRequiremenvs Lateng. This graphshowvs
the averageper node storagerequiredby Beehive andthe es-
timatedlateng for differenttargetlookup performance.This
graphcaptureghe tradeoff betweerthe overheadncurredby
Beehie andthelookup performancechieved.

Theaveragenumberof objectsstoredateachnodeattheend
of 40 hoursis 380 for Beehve and 420 for passve caching.
PC-Rastry cachesmore objectsthan Beehve even thoughits
lookup performances worse,dueto the heavy tailed natureof
Zipf distributions. Our evaluationshavs that Beehive provides
1 hop averagelookup lateng/ with low storageandbandwidth
overhead.

10

Beehve efficiently tradesoff storageandbandwidthfor im-
provedlookuplateng. Our replicationframenork enablesad-
ministratorsto tunethis tradeoff by varyingthe targetlookup
performanceof the system. Figure 5 shows the trade off be-
tweenstoragerequirementand estimatedateng for different
targetlookup performance.We usedthe analyticalmodelde-
scribedin Section2 to estimatethe storagerequirements We
estimatedheexpectedookuplateng from roundtrip time ob-
tainedby pingingall pairsof nodesin PlanetLabandaddingto
this 0.42 msfor accessinghelocal DNSresoler. Theaverage
1 hoproundtrip time betweemodesin PlanetLalis 202.2 ms.
In ourlargescaleDNS surwey, theaverageDNS lookuplatencg
was255.9 ms. Beehve with atargetperformancef 1 hopcan
provide betterlookuplateng thanDNS.
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Figure6: Lateng (hops)vs Time. This graphshows thatBee-
hive quickly adaptgo changesn the popularityof objectsand
bringsthe averagdookup performanceo 1 hop.

Flash Crowds

Next, we examinethe performanceof proactive and passie
cachingin responséo changesn objectpopularity We modify
thetraceto suddenlyreversethe popularitiesof all the objects
in the system. That s, the leastpopularobjectbecomeshe
most popularobject, the secondeastpopularobjectbecomes
the secondmost popularobject,andso on. This represents
worstcasescenaridor proactvereplication,asobjectsthatare
leastreplicatedsuddenlyneedto bereplicatedwidely, andvice
versa,simulating,in essencea setof flashcrowdsfor the least
popularobjects. The switch occursatt = 40, andwe issue
gueriesrom thereversedoopularitydistribution for anotherd(
hours.

Figure6 shavs thelookup performancenf Pastry PC-Rastry
and Beehve in responseo flash crowds. Popularityreversal
causestemporaryincreasen averagdateng for bothBeehie
andPC-Rastry Beehve adjuststhereplicationlevels of its ob-
jectsappropriatelyandreducesheaveragdookupperformance
to aboutl hop aftertwo replicationintervals. The lookup per
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Figure7: Rateof ObjectTransfersss Time. This graphshowvs

that when popularity of the objectschange,Beehve imposes

extra bandwidthoverheadtemporarilyto replicatethe newly
popularobjectsandmaintainconstanfookuptime.

formanceof passie cachingalsodecreaseto aboutl.6 hops.
Figure7 shavstheinstantaneousateof objecttransferinduced
by the popularityreversalfor Beehve andPC-Rastry The pop-
ularity reversalcausestemporaryincreasean theobjecttrans-
fer actiity of Beehve asit adjuststhereplicationlevelsof the
objectsappropriately Even thoughBeehve incurs this high
rateof actiity in responséo aworst-casecenariojt consumes
lessbandwidthand imposeslessaggreyateload comparecdto
passve caching.
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Figure8: Lateng (hops)vs Time. This graphshovsthatBee-
hive quickly adaptsto changesn the parameteiof the query
distribution and brings the averagelookup performanceto 1
hop.
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Figure9: Objectsstoredper nodevs Time. This graphshowvs
thatwhenthe parameteof the querydistribution changesBee-
hive adjuststhe numberof replicatedobjectsto maintainO(1)
lookupperformancewith storageefficiency.

Zipf Parameter Change

Finally, we examine the adaptationof Beehve to global
changesn the parametenf the overall querydistribution. We

issuequeriedrom Zipf-lik e distributionsgenerateavith differ-

entvaluesof the parametery ateach24 hourinterval. We start
with o = 0.8, thenincreaset to 0.9 after 24 hours,thende-
creaseghevalueto 0.7 att = 48, andfinally increaset to the
startingvalueof 0.8 att = 72. In orderto shortenthe com-
pletiontime of our simulations we performedthis experiment
with 4096 objectsandissuedqueriesat the rateof 4.5 queries
persec.

Figure 8 shavs the lookup performanceof Beehie as it
adaptsto changesdn the parameterof the query distribution.
After we startedthe experimenttheaveragequerylateng con-
vergesrapidlyto thetargetof 1 hop. At 24 hours theincreaseén
thevalueof a t0 0.9 causesatemporarydecreas@n theaverage
querylateng, but Beehive adaptgo the changen the Zipf pa-
rameterandbringsthe lookup performancecloseto the target.
Similarly, Beehverefinesthereplicationlevelsof theobjectsto
meetthe targetlookup performancewhenthe Zipf parameter
changego 0.7 at48 hoursandbackto 0.8 at 72 hours.

Figure9 shows the averagenumberof objectsreplicatedat
eachnodein the systemby Beehve. Whenthe parameteof
the query distribution is 0.8, Beehve achieres 1 hop lookup
performanceby replicatingabout116 objectsat eachnodeon
average. When Beehve obsenesthe increasen the Zipf pa-
rameterto 0.9, it decreaseghe per nodestoragerequirement
to about73 objectsin orderto meetthe targetlookup perfor
manceefficiently. Similarly, whenthe parameteincreasego
0.7, Beehve increaseghe numberof objectsstoredto about
167 pernodein orderto achieve the target. Overall, continu-
ouslymonitoringandestimatingthe « of thequerydistribution
enablesBeehve to adjustthe extentandlevel of replicationto
compensatéor ary globalchanges.



Summary

In this section,we have evaluatedthe performanceof the Bee-
hivereplicationframeawork for differentscenariosn thecontext
of DNS. Our evaluationindicatesthat Beehve achieves O(1)
lookupperformancevith low storageandbandwidthoverhead.
In particular it outperformspassve cachingin termsof aver
agelateng, storageequirementsnetwork loadandbandwidth
consumption. Beehve continuouslymonitorsthe popularity
of the objectsandthe parametenf the querydistribution, and
quickly adaptsts performanceéo changingconditions.

5 Reated Work

Peerto peerlookup systemgroposedo datefall into two cat-
egories, namely unstructured systems wherethe DHT con-
structsan unconstrainedjraphamongthe participatingnodes,
andstructured systemswheretheDHT imposesomestructure
ontheunderlyingnetwork.
Unstructuredoeerto-peersystemssuchas Freenet5] and
Gnutella[1] performlookupsfor objectsusing graphtraver-
sal algorithms. Gnutellausesa flooding basedbreadth-first-
searchwhile Freenetusesan iterative depth-firstsearchtech-
nigue. Both Gnutellaand Freenettachequeriedobjectsalong
the searchpathto improve the efficiency of the searchalgo-
rithms. However, their lookup protocolsareinefficient, do not
scalewell, and do not provide boundson the the averageor
worstcaseookupperformance.
Structuredpeerto-peersystemsare appealingbecausehey
canprovide a worst-caséboundon lookup performance.Sev-
eral structuredpeerto-peersystemshave beendesignedn re-
centyears. CAN [21] mapsboth objectsand nodeson a d-
dimensionatorusandprovidesO(dn ) lookupperformancéy
searchingn a multi-dimensionakpace.Plaxtonetal. [19] in-
troducearandomizedookupalgorithmbasedn prefix match-
ing to locateobjectsin a distributednetwork in O(log N) prob-
abilistic time. Chord[24], Pastry[22], and Tapestry[26] use
consistenthashingto map objectsto nodesand route lookup
requestausing Plaxtons prefix-matchingalgorithmsto search
for objects. An internal databasef O(log V) entriesenables
thesesystemsto route lookup requestsand achieve O(logN)
worst-casdookup performance.Kademlia[24] alsoprovides
O(logN) lookupperformancaisinga similar searchtechnique,
but usesthe XOR metricto computeclosenes®f objectsand
nodes. Viceroy [17] provides O(logN) lookup performance
with aconstantlegreeroutinggraph.De Bruijn graphq16, 25]
canachieve O(log N) lookup performancevith 2 neighborger
nodeandO(logN/loglogN) with log N degreepernode.Bee-
hive canbe appliedon ary overlaybasedon prefix matching.
A few recentlyintroducedDHTSs provide O(1) lookup per
formanceby toleratingincreasedstorageand bandwidthcon-
sumption.Kelips[12] providesO(1) lookup performancewith
probabilisticguaranteedy replicatingeachobjecton O(v/N)
nodes. It divides the nodesinto O(v/N) groupsof O(v/N)
nodeseachandmaintainsinformationaboutnetwork membes
ship and objectupdateaisinggossip-basegrotocols. It maps
eachobjectto a group andreplicatesthe objecton all nodes
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in the group, regardlessof popularity The backgroundyossip
communicatiorconsumes constanamountof bandwidth but
incurslong corvergencetime. ConsequentlyKelips may not
disseminatebjectupdatego all replicasquickly. An alterna-
tive methodto achiese one hop lookupsis describedn [13],
andrelieson maintainingfull routing state(i.e. a completede-
scriptionof systemmembershipat eachnode. The spaceand
bandwidthcostsof this approactscalelinearly with the sizeof
the network. Farsite[10] alsoroutesin a constanthumberof
hops,but doesnotaddressapidmembershighangesBeehie
differs from thesesystemsn threefundamentalways. First,
Beehie operatesasa separabldayer on mary DHTs without
requiring structuralchanges.Second,it exploits the popular
ity distribution of objectsto minimize the amountof replica-
tion. Unpopularobjectsare not replicated,reducingstorage
overhead pandwidthconsumptiorand network load. Finally,
Beehie providesa fine grain control of the tradeoff between
lookup performanceandoverheadby allowing usersto choose
thetargetlookup performancdrom a continuousange.

Severalpeerto-peerpplicationshave examinedcachingand
replicationto improve lookup performanceincreaseavailabil-
ity, andprovide betterfailureresilience PAST [23] andCFS[9]
are examplesof file backupapplicationsbuilt on top of Pas-
try andChord, respectiely. Both resene a partof the storage
spaceat eachnodeto cachequeriedresultson thelookup path
andprovide fastedookup. They alsomaintaina constanhum-
berof replicasof eachobjectin the systemin orderto improve
faulttolerance.Thesepassie cachingschemeslo not provide
ary performancéounds.

Somesystemsmploy acombinationof cachingwith proac-
tive object updates. In [6], the authorsdescribea proactive
cachefor DNS records. Wheneer a cachedDNS recordis
aboutto expire, the cacheissuesa freshqueryto checkfor the
validity of the DNS record,andresult of the queryis stored
in the cache.While this techniquereduceghe impactof short
expiration times on lookup performanceijt introducesa large
amountof overheaddueto backgroundbjecttransferswith-
out providing boundedookup performance.

CUR CacheUpdate Propagation[20], is a demand-based
cachingmechanisnwith proactive objectupdatesin CUR the
processof queryingfor an objectand updatingcachedrepli-
casof thatobjectformsatreelik e structurerootedatthehome
nodeof the object. CUP nodespropagatebjectupdatesaway
from the home nodein accordancdo a popularity basedin-
centive thatflows from the leaf nodestowardsthe homenode.
Theareseveralsimilaritiesbetweerthereplicationprotocolsof
CUPandBeehve. However, the decisionto cacheobjectsand
propagateupdatesin CUP are basedon heuristics,while the
replicationin Beehve is drivenby ananalyticalmodelthaten-
ablesit to provide constaniookup performancdor power law
querydistributions.

Theclosestwork to Beehveis [7], which presentsa studyof
optimal stratgjiesfor replicatingobjectsin unstructuredoeer
peersystemsThis paperemploysananalyticalapproacho find
the bestpossiblereplicationstratey for unstructuredpeerto-
peersystemssubjectto storageconstraints.The obsenations
in thiswork arenotdirectly applicableto structuredDHTS, be-



causeit assumeghat the lookup time for an object depends
only onthe numberof replicasandnot the placemenstratayy.
Beehie exploits the structureof the overlayto placereplicas
at appropriatdocationsin the network to achieve the desired
performancéevel.

6 FutureWork

This paperhasinvestigatedhe potentialperformancebenefits
of model-drivenproactive cachingandhasshavn thatit is fea-
sible to use peerto-peersystemsin cooperatie low-lateng,
high-performancervironments. Deploying full-blown appli-
cations, such as a completepeerto-peer DNS replacement,
on top of this substratewill requiresubstantiafurther effort.
Most notably securityissueseedto beaddressetieforepeer
to-peersystemscan be deployed widely. At the application
level, this involvesusing someauthenticatiortechnique such
asDNSSEC[11], to securelydelegatenameserviceto nodes
in a peerto peersystem.At the underlyingDHT layer, secure
routing techniqued3] arerequiredto limit the impactof ma-
licious nodeson the DHT. Both of thesetechniqueswill add
additionallatencies,which may be offset at the cost of addi-
tional bandwidth,storageandload by settingBeehve’s target
performancdevel, C, to a lower, fractionalvalue. At the Bee-
hive layer, the proactie replicationlayer needgo be protected
from nodesthat misreportthe popularity of objects. Sincea
maliciouspeerin Beehve canreplicateanobject,or indirectly
causeanobjectto bereplicated at b nodesthathave thatmali-
ciousnodein their routing tables,we expectthatonecanlimit
the amountof damagehat attaclerscancausethroughmisre-
portedobjectpopularities.

7 Conclusion

StructuredDHTSs offer mary unique propertiesdesirablefor
a large classof applications,ncluding self-oganization fail-
ure resilience,high scalability and a worst-caseperformance
bound.However, their O(log N) average-casperformancéias
prohibitedthemfrom beingdeployedfor lateng-sensitve ap-
plications,including DNS. In this paper we outline a frame-
work for proactie replicationthat can improve the average-
caselookup performanceof prefix-basedHTs to O(1) for a
frequentlyencounteredlassof querydistributions.

The Beehve framawork consistsof threecomponentslay-
eredon top of a standardDHT substratesuchasPastry An
analyticalmodelprovidesa closedform solutionfor computing
the requisitelevel of replicationin orderto achieve a targeted
lookup performance This analyticalsolutionis optimalin the
numberof replicasfor Zipf-lik e distributionswith o < 1. An
estimationtechniquepasednlocal measurementndlimited
aggrejationto addresstatisticalfluctuations derivesinput pa-
rametersfor the model. The estimationprocessis integrated
with backgroundraffic alreadypresentin the DHT. Comput-
ing the level of replicationfor eachobjectis performedinde-
pendentlyat eachnode,without costly consensusr synchro-
nization. A replicationalgorithmproactvely disseminateshe
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objectsthroughouthe system alongtheroutingtablesalready
maintainedoy the underlyingDHT.

Analysisof Beehie's performancen the contect of a DNS
applicationindicatesthatit canachieve atargetedperformance
level with low overhead. Beehie adaptsquickly to flash
crowds, which canalterthe relative popularitiesof the objects
in the system. It detectsqualitative shiftsin the global query
distribution and adjustsreplication parametersaccordinglyto
compensateTheimplementatioris smallandthe Beehve ap-
proachcan be appliedto otherlateng/-sensitie applications.
Overall, the systemderivesits efficiency by taking advantage
of the underlyingstructureof the lowerlayer DHT, andmakes
it feasibleto useDHTs in low-lateng applicationswherethe
querydistribution follows a power law by decouplinglookup
performancdrom the sizeof the network.
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