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Abstract

Althoughbuilding systeméromcomponentiasattractions,
this appmad alsohasproblems.Canwebe sure thata cer
tain con guration of componentss correct? Canit perform
aswell asa monolithicsystem? Our paperanswerghese
guestiondor the Ensemblecommunicatiorarchitecture by
showinghow with helpof the Nuprl formal systemg¢on gu-
rationsmaybe chedkedagainstspeci cations,and how op-
timizedcode can be synthesizedrom thesecon gurations.
The performanceesultsshowthat we can substantiallyre-
duceend-to-endatencyin the alreadyoptimizedEnsemble
system Finally, we discusswhetherthe techniqueswe used
are genenl enoughfor systemsther than communication
systems.

1 Intr oduction

Building systemsfrom componentshas mary attractions.
First, it canbe easierto design,develop, test,andoptimize
individual componentof limited functionality than when
the samefunctionality is embeddedwithin a large mono-
lithic system.Secondsystemsuilt from componentsnay

be more readily adaptedand tunedfor new environments
than monolithic systems.Third, component-baseslystems
maybeextendedatrun-timewith new componentdacilitat-
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ing evolution. And componentgsanbeindividually formally
speci ed and veri ed more easily allowing safety-critical
applicationgo be synthesizedrom suchcomponents.

The component-baseabproactaslong beenusedsuc-
cessfullyby VLSI designersYet, realizingthedevelopment
of anef cient andcorrectsoftwaresystemfrom components
hasbeendif cult. Oneproblemis thattheabstractiorbarri-
ersbetweernthe componentsmposehigh overheadsarising
from additionalfunctioncalls,poorlocality of dataandcode
(leadingto cacheand TLB misses)redundantodethatis
notreachablén aparticularcon gurationof thecomponents
(resultingin unused elds in datastructuresand message
headers)andseparateompilation(causinghon-optimaluse
of existing optimizationtechniques).

Another problem is that con guring a system from
componentss often much harderthan installing a shrink-
wrappedsystem.Suchacon gurationincludestheselection
of componentsthe parameterizationf the individual com-
ponentsandthelayoutor compositionof the selecteccom-
ponents Finally, althoughsmallercomponentsnakeit pos-
sibleto prove the correctnes®f the algorithmsor protocols
usedin eachcomponentthe generatiorandveri cation of
the codeof the componentshemselesis still very dif cult.

In spite of theseproblems,we have seena prolifera-
tion of component-basedystemsin the last two decades.
Thetrendtowardscomponentizatiois yielding systemghat
have more functionality than ever before. But thesesys-
temsare generallynot more reliable or faster in spite of
thetremendousmprovementsn hardwareperformancend
compilertechnology

In this paper we presentencouragingijntermediatere-
sults of a cooperatiorbetweentwo groupsat Cornell Uni-
versity: the Ensemblegroupcommunicatiorgroup,andthe
Nuprl automatedormal reasoninggroup. The projecthas
two orthogonalgoals: hardeningcommunicationprotocol
componentsindcon gurationsof componentsandimprov-
ing their ef ciency. Thisis approachedby combiningtech-
nologyfrom avarietyof different elds:

(Communicationprotocols) Protocolsare developed
within the Ensembleframeavork. This architectures



presentedn Chapter2 of [10]. Protocolsaredecom-
posednto micro-protocols eachspecializedo doone
taskwell in a speci c ervironment. For differenten-
vironments,the sametask is implementedin differ-
entwaysfor improved ef ciency. A particularmicro-
protocolimplementatiorconstitutesa component.

(ProgrammingdanguagesjComponentsare written in
Objectve Caml (OCaml) [17], a dialectof ML [20].
For our project, the two important aspectsof this
choicearethat 1) OCamlhasa formal semanticghat
allowsthe codeto bemanipulatedy formal tools,and
2) OCamlcompilesto ef cient machinecode.

(Speci cation) Speci cation of the behaior of both
protocolsand micro-protocolsis done using I/O au-
tomata(lOA) [18]. IOA speci cationsareaccessible
to programmerdecauseheir syntaxis closeto stan-
dardprogrammindanguagesuchasC, andthusease
thetransitionbetweerspeci cationandcode.Further
more, IOA speci cationscanbe composedand have
formal semantics.

(Formalmethods}or programreasoningandtransfor

mation we usethe Nuprl [7] system. Nuprl is able
to “understand’both the IOA speci cationsand the

OCamlcode,andcanrewrite the codefor the purpose
of optimization. Nuprl's proof stratgies can be tai-

lored for reasoningaboutdistributed systemswhich

we usefor correctnesproofs.

Thesepartseachcontribute to the realizationof a reli-
able, high-performancecomponent-basedommunication
system. By decomposingprotocolsinto a large number
of micro-protocolcomponentsEnsembleprovidesa highly
e xible communicatiorsystem but theimplementatiorhas
the usualproblems. The large numbersof modulebound-
ariesintroducesigni cant lateng, and application-speci c
protocolscan be dif cult to con gure. We usethe formal
tools to addresgheseproblems. The OCamlprogramming
languagehasa precisemathematicasemanticghatwe use
asthe foundationfor formal reasoning.IOA speci cations
provide therequirement$or con gurationandperformance
optimization,and we use Nuprl to automatethe optimiza-
tion. Eventually we hopeto leverageNuprl for thecon gu-
rationprocessaswell.

We were ableto synthesizecodefrom the original im-
plementationgautomaticallywhoselateng is within 50%of
the besthand-optimizecdtodegeneratedor Ensemble.For
example,we optimizeda 4-layerstackthatprovidesreliable
multicast.Ona300MHz SparcStationthe processingver-
headfor sendinga messagéhroughthestackis 2 s (down
from13 sin theoriginal Ensemblestack),andtheoverhead
for deliveryis4 s(downfrom 10 s).

Signi cantly morework is requiredto optimizeonepro-
tocol stackusing our formal framewvork thanto do so by
hand. If onewereto optimize a single monolithic proto-
col stack,suchas TCP/IR it would probablymakesenseo
do soby hand. The two adwantagedo our approachare (1)
the optimizationis guaranteedb presere correctnessf the
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protocoland(2) onceinitial work hasbeendoneto prepare
eachprotocollayer; it is possibleto automatehe optimiza-
tion of all theircombinationsThusthefactthatEnsemblés

highly con gurableis important. Ensembleprotocolstacks
canbe combinedn 1000s (if not more)ways. It would not

befeasibleto optimizethemall by hand.

Although we have not yet completed a machine-
generategbroof of a distributedproperty(a propertythatin-
volvesmorethanone participant)of a non-trivial protocol,
we have written speci cationsof four protocolsanda man-
ual proof of thetotal orderingprotocolandits con guration
in a virtually synchronousommunicationstack. This led
to the discovery of a subtlebug. This effort hasalsohard-
enedandsimpli ed con guration of protocolsin Ensemble,
anotherwisedif cult anderrorproneprocesg11].

TheEnsembleQCaml,andNuprl systemsaredescribed
in Section2. Section3 describeow protocolbehaiors are
speci ed and protocol implementationsand con gurations
arecheckedor correctnessin Section4 we shav how we
useNuprl in the optimizationprocessand we discussthe
resultingperformanceWe review relatedwork in Section5.
Section6 discusseshe feasibility of usingour approachin
othersettings.

2 Ensemble,OCaml, and Nuprl

Ensembleis a high-performance
network protocol architecture, de-
signedpatrticularly to supportgroup
membershimndcommunicatiorpro-
tocols. Ensembles architectureis
basedon the notion of a protocol
stack. The architectureis described
in detailin Chapter2 of [10]. The
systemis constructedfrom simple
micro-protocol modules, which can
be stackedin a variety of ways to
meetthe communicatiordemand®f
its applications. Ensembles micro-

Ensemble
application

protocols implement basic sliding ee
window protocols fragmentatiorand

re-assembly ow control, signing
and encryption, group membership, —
messageordering, and other func- |
tionality. Ensemblencludesalibrary Network

of over sixty of thesecomponents.

Eachmoduleadheresto a com-
mon Ensemblemicro-protocolinter-
face. Thereis a top-level and a
bottom-level partto this interface. The top-level partof the
interfaceof a modulecommunicatesvith the bottom-level
partof theinterfaceof the moduledirectly ontop of it. The
interfaceis event-driven: modulespassevent objectsto the
adjacenmodules.Certaintypesof eventstravel down (e.g.,
sendevents),while others(suchasmessagelelivery events)
travel up the stack.

Ensembles currently usedin the BBN Aqua and Quo
platforms, a fault-toleranttestbedat JPL, the Adapt adap-

Figure 1. Ensem-
ble architecture



tive multimediamiddlevaresystemat LancastetJniversity,
a multiplayer gameby Segasoft,andin the Alier nancial
databas¢ools.

Ensembles written in OCaml[17]. Chapter4 of [10]
explorestheimpactof building Ensemblén OCaml,includ-
ing comparisonsvith Ensembles predecesspiHorus|[26],
which waswritten in C. For instance the codefor Ensem-
ble's protocolswasfound to be about7 timessmallerthan
functionally identical codein Horus. The reasondor this
includeOCaml's high-level manipulationof datastructures,
automatednemory allocation and garbagecollection, and
automaticmarshaling. [10] also reportsthat the Ensem-
ble developersfoundthe OCamlcodeeasierto develop and
maintainthanC.

For our purposesthe main bene t of OCamlis that it
hasa precisede nition that we canuseduring operations
like synthesisyeri cation, andoptimization. If performed
manually theseoperationscan be tediousand errorprone.
We use formal automationto addressboth problems—
automationmakesit possibleto re-usecommonreasoning
stratgies, and formal reasoningguaranteeshe correctness
of programtransformations.

We arenotthe only onesusingOCamlfor systemgro-
gramming.OCamlis alsousedin mary systemssuchasthe
Pentasoftnancial simulationsystemthe Switchwareactive
networkat UPennaMitre network lter , anetworksupervi-
sionsystemat FranceTelecom,andformal analysisof cryp-
tographicprotocolsat StanfordResearchnternational.

In the work we presenthere,Nuprl actsasa source-to-
sourcetranslator Unlike a compiler every step madeby
Nuprl hasto be accompaniedy a proof, which often re-
guiresmanualinteraction. A semanticdor the functional
subsetof OCaml, as well asthe imperatie languagefea-
turesthat are requiredfor implementing nite state-gent
systems,was developedin [14]. In particular exceptions
andsupportfor object-orientatiorarecurrentlynot handled
by Nuprl. Ensembles implementationof micro-protocols
only usesthe correspondingubset. Tools corvert OCaml
codeinto thecorrespondingermsof Nuprl'sinputlanguage
andvice versa.Thisway, theNuprl systemcanreasorabout
OCamlexpressionsandevaluatethemsymbolically

The resulting logical programming ernvironment [16]
providestheinfrastructurdor theapplicationof formal ver-

i cation and optimizationtechniquego the actualcode of

Ensemble.On this basis,we have developedformal tech-

niguesfor domain-speci coptimizationsof layeredsystems
[15, 1Q], which supportthe optimizationof bothindividual

layersandwholelayerstacks.

In summaryour formal ervironmenthasthreeparts: 1)
OCamlprovidesa precisecode-level descriptionof Ensem-
ble,2) IOA speci cationsprovide high-level logical descrip-
tions of the micro-protocolcomponentsand 3) the Nuprl
prover provides the supportfor automatingthe reasoning
process.

3 Speci cations and correctness

Speci cationssene two purposesi1) whenwe designanew
protocol,thespeci cationcanbeusedto guidethe selection
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of micro-protocols,and 2) by verifying an existing imple-
mentationagainstits speci cation, it becomegossibleto
determineif the programis correct We cover thesein the
next two subsections.

3.1 Speci cation

Speci cations of communicationsystemsrange along an
axisfrom specifyingthe behaviorof a systemto specifying
its properties When specifyingthe behaior, we describe
how the systenreactso events.For example ,we mayspec-
ify thatthe systemsendsanacknavledgmentin responséo
a datamessage.When specifyingproperties,we describe
logical predicateson the possibleexecutionsof the system.
An exampleof apropertyis thatmessagearealwaysdeliv-
eredin the orderin which they weresent(FIFO).

Both kinds of speci cationsare important. The prop-
erties describethe systemat the highestlevel. Sincethe
propertiedo not specifyhowto implementa protocol,they
are easyto compose.Behasioral speci cationprovidesthe
connectiornto the codeby describinghow to implementthe
properties.Behavioral speci cationscanbe eitherconcete
or abstract Concretespeci cationscanbe directly mapped
onto executablecode,while abstractspeci cationsarenon-
deterministicdescriptionghat useglobal variables,andare
thereforenot executable.The advantageof abstracspeci -
cationsis thatthey aresimple,andthatglobal or distributed
propertiessuchasFIFOnessanbe easilyderived. The ad-
vantageof aconcretespeci cationis thatanimplementation
canbe easilyderived from it. Below, whenusingtheterm
speci cation, we will meanbehaviorl speci cationunless
otherwisenoted.

We will now describesomeexamplesof both abstract
andconcretebehaioral speci cationsof networksandpro-
tocols. The programmingmodelwe useis that of a state
madinewith event-condition-actiomules. Thisis notmuch
differentfrom anabstractiatatype,or a C++ or Java object,
exceptthatall interactionsbetweercomponentsrethrough
events. An abstracpeci cationhasa setof variables,and
a setof eventsthat, undercertain conditions modify these
variablesandallow interactionwith the ervironment.

SeeFigure 2(a)for an exampleof anabstractspeci ca-
tion of a FIFO network,usinga variantof IOA asthespeci-
cation languageThestateconsist®f asingleglobalqueue
thatcontainghe messagethatarein transit,pairedwith the
respectie destinations.The Send event speci esthe des-
tination of a messagendthe messagétself, andaddsthe
messageo the queue.The Deliver  eventof a particular
messageataparticulardestinatiorcanonly triggerwhenthat
pair is at the headof the queue.If so,thatpairis remosed
from thequeue.No messagéossor retransmissionsjor the
factthatthereis no sharedmemoryto implementthe global
gueueneedgo be consideredThis speci cationis abstract
becausé is notexecutableit usesaglobalvariable,andthe
schedulingof eventsis not determined.Instead eachevent
hasa conditionthatspeci esunderwhich circumstancethe
correspondingctioncanbeevaluated.

Figure2(b) speci es,againabstractlyanetworkthatcan
arbitrarilyloseandreordemessagesswell asdeliverthem



Speci cation FifoNetwork()
Variables
in-transit: queue of hAddress Message
Actions
Send(dst : Address msg: Messagg
condition: true
f in-transit.append(hdst; msgi); g

Deliver (dst : Address msg : Message
condition: in-transit.head() == hdst; msgi
f in-transit.dequeue(); g

@

Speci cation LossyNetwork()
Variables
in-transit: set of hAddress Message
Actions
Send(dst : Address msg : Messagg
condition: true
f in-transit.add(hdst; msgi); g

Deliver (dst : Address msg : Message
condition: in-transit.contains(hdst; msgi)

fg

Drop(dst : Address msg : Message
condition: in-transit.contains(hdst; msgi)
f in-transit.remove(hdst; msgi); g

(b)

Figure 2. (a) The abstract behavioral speci cation of a FIFO network; (b) a network that reorders, duplicates, and

loses messages.

Variables
send-window, recv-window,
Actions

Speci cation FifoProtocol(p : Addres9

Above:Send(dst : Address msg: Messagg

Below:Send(dst : Address hhdr; msgi : hHeader; Message)
Below:Deliver (dst : Address hhdr; msgi : hHeader; Message)
Above:Deliver (dst : Address msg : Messageg

Timer ()

Figure 3. The prototype of a concrete behavioral speci cation of a communication protocol that retransmits mes-
sages, removes duplicates, and delivers messages in order. Each process that participates in the protocol runs an

instance of one of these.

multipletimes.In this casethestateconsist®of anunordered
setof messagesSend just addsa (destination,message)
pairto the set,andDeliver  deliversanarbitrarymessage
in theset. Thereis athird, internaleventthatdropsarbitrary

messagefom the setto modelmessagéoss.

The prototype(or signatue in I0A terminology)of a
concretespeci cationof a protocolthatimplementsa FIFO
networkon top of alossynetworkis presentedn Figure3.
(Includingthe speci cationof theactionswouldtakeup too
much space.) A concretespeci cation only involves state
andeventslocal to a single participantin the protocol. For
every eventthe conditionspeci esif it canbe executed.An
instanceof this speci cationhasto run on eachprocesghat
is a participantin the protocol. (Eachinstancehasits own
copyof thevariables.)Notethata concretespeci cationhas
two Send eventsandtwo Deliver  events.Above.Send
is visible only to theapplicationwhile Below.Send isvis-
ible only to thenetwork.Thereis alsoaninternaltimerevent
thattakescareof retransmissions.

The differencebetweena concretespeci cationandan
implementationis small: in an implementation,the pro-
grammeralsoneedgo detectwhich conditionsaretrue,and
specifythe orderin which the correspondingctionsshould
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be executed.This doesnot affect the correctnes®sf the im-
plementation.

The relationshipbetweenabstractbehaioral speci ca-
tions, concretebehaioral speci cations,implementations,
andpropertiexanbepicturedasfollows:

Abstract Behavioral
Specification

Refinem?/ \Proof

Concrete Behavioral Properties
Specification

¢ Scheduling

Implementation

A concretespeci cation is derived from the abstract
speci cation by a processcalledre nement This involves



designinga protocol that implementsthe abstractrequire-
ments.Ontheotherhand thepropertieof theabstracspec-
i cation arederived by proof. The alternatve, to derive an
implementatiordirectly from propertiespr prove properties
giventheimplementationyould be muchharder

If we wish to prove the correctnessf FifoProtocol,we
use an instanceof LossyNetwork,and an instanceof Fi-
foProtocolfor eachparticipantin the protocol. We then
composethemby tying all Below.Sendeventsto the Send
eventin LossyNetworkandsimilarly for the Below.Deliver
events. Two eventscanbe tied togetherby combiningthe
conditionsandactionsof thoseevents.Wethenhave to shav
thatary executionof this composedspeci cation, which is
an abstractspeci cation, is also an execution of FifoNet-
work. (An executionis basicallythe sequencef externally
obsenable eventsof a speci cation.) A good example of
sucha proof, by hand,canbefoundin [11], which demon-
stratesthe correctnes®f one of Ensembles total ordering
protocols.(This exerciselocateda subtlebug in the original
implementation.)

3.2 Is Ensemblecorrect?

One way to answerthis questionis to rst comeup with

an abstractbehaioral speci cation of a network that im-

plementsthe propertieghat someparticularapplicationre-
quires.Then,we mustshow thatthe compositionof the ab-
stractspeci cationof the actualnetworkused,andthe con-
crete speci cationsof the micro-protocolsin the protocol
stack,resultsin the sameexecutionsasthatof the required
abstracspeci cation. Sincetherearemary networksmary

applications,and mary micro-protocolsthe correctnes®f

Ensembles no easymatter But evenfor a single applica-
tion, network,andprotocolstack,this approactwould bean
almostimpossibletask.

Theapproachhatwe aretakinginsteads thefollowing.
For eachmicro-protocolp, we presentwo abstracspeci ca-
tions, p:Abowe andp:Below. p:Abowe speci esthe beha-
ior thatthe protocolimplementswhereag:Below speci es
thebehaior thatthe protocolrequiresof the networkingen-
vironmentbelow it. Whenproving thecorrectnessf astack
of protocolsfor a particulametworkandapplicationwe can
therefordimit ourselesto showing that,for eachpairp and
g of adjacentprotocollayers(p belov g), every execution
of p:Abowe is alsoan executionof g:B elow andvice versa.
Sincewe arenow working at the level of relatively simple
abstracspeci cations,andp:Above andq:B elow will gen-
erally beidenticalor similar, thetaskis tractable.

It would beniceif, givenaparticularapplicationandnet-
work, we couldautomaticallyselecta setof micro-protocols
and generatea correctcon guration. A brute force solu-
tion of trying all possiblecombinationsobviously will not
work. Insteadthe Ensemblesystemcontainsan algorithm
for calculatingstacksgiventhe setof propertiesghatanap-
plicationrequires.This algorithmencode&nowledgeof the
protocol designersand appeardo work quite well, but we
cannotcurrently be surethat it alwaysgenerates correct
stack.(We could checkthe correctnessafterwardausingthe

methodologydescribedabave, but this hasnot yet beenau-
tomated.) Also, the heuristiconly knows aboutapproxi-
matelytwo dozendifferentpropertiessoit cannotgenerate
stacksfor applicationswith speci ¢ uniquerequirements.

4 Optimization

Maintaininggoodcommunicatiorperformancen alayered
systemis hard,andavariety of projectshave triedto address
this problem. For example,the VIA Giganetinterfacepro-
vides10 sone-wayend-to-endateny for messagesf 256
bytesor smaller[27]. A highly optimizedlayeringsystem
like Ensembleaddsaboutl to 2 s perlayerto thelateny
of purelayeringoverheadandhaving morethan10 layersis
notuncommon.

Chapter3 of [10] describeghefollowing optimizations:

1. Avoiding garbagecollection cycles. In the original
Ensemblesystem,an OCamlobjectwasallocatedfor
eachmessagesentor delivered. Theserelatively large
objectstendto be short-lived,a scenaridor which the
OCaml garbagecollectoris not optimized. The En-
sembledistribution now hasits own messagealloca-
tor, which is formedby a single OCamistring object.
Ensembleis itself responsiblefor freeing messages.
Using othercarefulcodingtechniquescreatingshort-
lived objectswasavoidedin the normalcase,greatly
reducinggarbagecollectionoverhead: In addition,by
triggeringgarbageollectionwhenthesystemisidle, it
becamehighly unlikely thatgarbagecollectionis nec-
essaryduringstackprocessing.

2. Avoiding marshaling. Ensembleallows ary OCaml
valueto besentanddelivered.As avalueis sent,each
layer encapsulatethe valueinto anotherone consist-
ing of the headerof that layer andthe headersf the
layersabore it. The resultingdatastructureneedsto
be serializedbefore sendingalong with the message
payload. (Note thatthereis no x ed wire format for
headerén Ensemble. EnsembleisesheOCamlvalue
marshaleifor this, which traversesthe datastructure,
andcopiesall thedatainto a bytestring. A similar op-
eration,copyingpartsof the string backinto dynami-
cally allocateddatastructureshappen®ndelivery. In
mary commoncasesthe headersontainonly oneor
two integers,and all this generalityleadsto substan-
tial overhead By providing specializednarshalergor
thesecasesandby usingthe UNIX scattergatherca-
pability, we canavoid this overhead.

3. Delayingnon-criticalmessaggrocessing.For exam-
ple, a messagean often be sentor deliveredbefore
the messagés buffered. Doing sotakesthe buffering
overheadut of theso-calleccritical path, andreduces
end-to-endnessagéateng.

Locaminow hasanew compactinggarbagecollectorthatmay
reducethe effectivenessf theseoptimizations.



4. ldentifying common paths and eliminating layer
boundariesA commontechniquefor optimizing lay-
eredprotocolimplementationss to identify the com-
monoutcome®f if-statementsandoutlinetheuncom-
moncode(i.e., moveit into adifferentsectionof mem-
ory thanthe commonpathto improve locality). Using
functioninlining, thelayerboundarieganberemoved.
The resultingcommoncodepathis compactand has
bettercacheperformance.

. Headercompression.Mary layersneedto add some
informationto the messagéeaderandall layerscon-
tributeto someprocessingverheador every message
thatis sentor received. Fortunately mostinforma-
tion in headersseldomchangesallowing for signi -
cantcompressiof headerstypically to just 16 bytes.

The rst threestepsdo not affect the layering abstraction
itself. However, the nal two stepsrequiregeneratingspe-
cial codefor commoncases. Finding commoncasesand
compressingheaderds far beyond the capabilitiesof cur
rent compileroptimizationtechniquesandthereforeprevi-
ouswork [1, 2,9, 21] involveshand-optimizatioror atleast
signi cant annotatiorof the code.

Both[1] and[13] reportthatthisis a dif cult anderror
proneprocesswhich is consistentith our own experience
in trying to do so. Chapter5 of [10] shavs how suchop-
timizations can be formalized using predicatesand partial
evaluationof code,usinga 4-layerprotocolstackasan ex-
ample. In this section,we describenow we have developed
this into push-tuttontechnologyusing Nuprl which canbe
appliedto ary protocolstack.

4.1 Formal optimization in Nuprl

APPLICATION

To understand the way
Nuprl interpretsa protocol,it is
usefulto think of aprotocolasa
function. Sucha functiontakes
the state of the protocol (the
collected variables maintained
by the protocol) and an input
event (a user operation, an
arriving message,an expiring
timer, ...), and producesan
updated state and a list of
output events. This function
can be optimizedif something
is known aboutan input event
and the state of the protocol.
We express this knowledge
by a so-called CommonCase
Predicate (CCP): a Boolean
function on the state of a
protocol and an input event.
CCPs are specied by the .
programmer of a protocol, Figure 4.  Optimized
and are typically determined C0de architecture
from run-time statistics. We call the resultof optimizinga
protocolabypass

Top

-
=
(9]
B
)

o

=
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Bottom
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For example,a CCPmaybetrueif theeventis aDeliver
event, andthe low end of the recever's sliding window is
equalto the sequenceaumberin the event (in otherwords,
thisis the next expectedpacketto arrive, andit wasnot lost
or reordered).If a messages receved for which the CCP
predicatds satis ed,thatmessagenaybedeliveredandthe
low endof thewindow movedup, without a needfor buffer-
ing.

Bypasscode fragmentsfrom a stack of layerscan be
composedo obtain a single bypassfunction guardedby a
singlecommon-caspredicate ThesameCCPsthatareused
at compile-timeto generatehe bypasscodearealsousedat
run-timeto decidewhetherto deliver aneventto thebypass
ortotheoriginalstack,asillustratedin Figure4. (TheTrans-
port modulebelow the protocol stackprovides marshaling
of messages.yhe CCPfor acomposedbypasds thelogical
conjunctionof the individual CCPsfor its components.It
is necessaryo generateef cient codefor this CCR sinceit
will be executedfor every event.

Thepartialevaluationof alayerremovesall theunreach-
ablecodefor the correspondingCCP condition. Often, asa
result,muchof theheadeffor thatparticulafayerbecomes
constantfor example,becaus¢he CCPconditionprescribes
thatthe packetis anunfragmentedATA packet.All these
constanheaderelds in thecombinedheaderof all layers
canbe combinedinto a single, short,identi er, thus com-
pressinghe headeandreducinghandlingoverhead.

4.1.1 Methodology

Therearetwo levels of formal optimizations. The rst, or
static level, dependssolely on the code of the individual
modulesof the Ensembletoolkit. It is performedsemi-
automaticallyunderthe guidanceof the programmerwho
developeda particularEnsembleprotocollayer, andan ex-
perton the Nuprl system. This optimizationmay takeary-
thing from 1/2 hour to an entire afternoonto develop. Its
resultis part of the optimizationtool thatis madeavailable
to theapplicationdeveloper

The second,or dynamiclevel, dependn the particu-
lar communicatiorstackthatanapplicationdeveloperbuilds
with the Ensembldoolkit andthuscannotbe provideda pri-
ori. This level is completelyautomatedand requiresonly
the namesof the protocollayersthat occurin the applica-
tion stack.lts result,whichis typically obtainedn lessthan
1/2 minute, is the completecodefor an optimizedprotocol
stackthebypass.

It shouldbe notedthatoptimizationis orthogonato ver-
i cation. Our formal tools prove thatthe resultingcodeis
semanticallyequalto the original protocolstackbut do not
makeary assumptionaboutpropertiesf thestack.Ourop-
timizationtool is built within theinteractive Nuprl proofde-
velopmentsystem[7], which — dueto its expressve logic
— supportsformal reasoningnot only aboutmathematics
but alsoaboutprogrampropertiesprogramevaluation,and
programtransformationsin the restof this sectionwe will
explain thetechnicaldetailsof the optimizationtool.



4.1.2 Staticoptimizationof protocollayers

In orderto beableto formally reasoraboutEnsembleandto
optimizeits protocolstackswe rst have to importits code
into the Nuprl proof developmentsystem.For this purpose
we have developedatool thatparseghe OCamlcodeof En-
sembles modulesandcorvertsit into termsof Nuprl'slog-
ical languagethat represenits formal semanticgsee[14]
for details). Nuprl's display mechanismallows us to give
thesetermsthe samesyntacticalappearancasthe OCaml
codethey represenaindthusto include“codefragments’in
formal mathematicastatementsThis makesit easierto un-
derstandNuprl's formal text and makessurethat all code
transformationsresemanticallycorrect.

The static optimizationsof the Ensembletoolkit are
basedon an a priori (beforecompilation)analysisof pos-
siblebypasgathsthrougheachindividual protocollayer. A
bypasspaththrougha layeris a branchin the codeof the
layer. The CCPof thisbranchis theconjunctionof the pred-
icatesin the conditionsof the correspondingf-statements.

Theoptimizationof a protocollayerproceeddy a series
of codetransformationshatarebasednthefollowing basic
mechanisms:

Functioninlining and symbolicevaluation simpli es
the layer's codein the presenceof constantsor func-
tion calls. Logically, this meangewriting the codeby
de nition unfoldingandcontrolledpartialevaluation.

Directedequalitysubstitutionssuchasthe application
of distributive laws leadto further simpli cations of
thecode.Technically we applylemmatafrom Nuprl's
logicallibrary. Addingadirectionto eachemma(e.g.,
in the caseof equality whetherthe lemmashouldbe
appliedfrom left-to-rightor vice versa)guaranteeter-
minationof this process.

Contet-dependensimpli cations help in extracting
the relevant codefrom a layer They tracethe code
pathof messagethatsatisfythe CCPsandisolatethe
correspondingodefragments. Technically we con-
sulta CCPin orderto substitutea pieceof codeby a
value and thenrewrite the resultwith the above two
mechanisms.

All thesemechanismgpresere thesemantic®f alayer's
codeundertheassumptiorof the CCPs.To controltheir au-
tomatedapplication,we restrictinlining to functionsfrom
a few speci c Ensemblemodules. Symbolic evaluations
and distributive laws can be appliedto ary expressionin
the code,but the automaticstratgly chooseghe outermost
possible. The fact thatthe codeof all protocollayershasa
commonouter structureallows us to startthe optimization
of alayerwith a predeterminedequencef controlledsim-
pli cations.

Optimizationdor eachlayerareinitiatedfor four funda-
mentalcasesdown or up goingevents(sendingor receving

messagedpr bothpoint-to-pdnt sendingandbroadcasting.

The CCPsfor thesecasesarecreatedautomaticallyandthe
EnsemblgrogrammemayaddadditionalCCPsto describe
the commoncase. After applyingtheinitial x ed seriesof
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simpli cations we reacha choicepoint (e.g., a conditional)
in thecode.Thesystenthenappliescontet-dependensim-
pli cations for eachof the CCPsuntil the corresponding
codefragmenthasbeenisolated. All thesestepsare com-
pletely automatedand usually the optimizationcan stop at
this point. However, we give the Ensembleprogrammer
anopportunityto invokeadditionalsimpli cations explicitly
beforecommittingtheresultto Nuprl'slogicallibrary.

Performingthesestepsin a logical proof ervironment
guaranteethatthegeneratethypassodeis equivalentto the
originalcodeof thelayerif the CCPholds.In mostcaseshis
meansthat about100-300lines of codehave beenreduced
to asingleupdateof thelayer's stateanda singleeventto be
passedo thenext layer

4.1.3 Dynamicoptimization of applicationstadks

In contrastto individual layers,applicationprotocol stacks
cannotbe optimizeda priori, asthousand®f possiblecon-
gurations canbe generatedvith the Ensembleoolkit. But
the applicationdeveloperhaslittle or no knowledgeabout
Ensembles code. Therefore,an optimization of an appli-
cation stackhasto be completelyautomatic. We have de-
velopeda tool for optimizing arbitrary Ensembleprotocol
stackswhich proceedssfollows (seeFigure5).

Giventhe namesof the layersin the protocolstack,the
systenconsultgheapriori optimizationsof thesdayersand
composetheminto abypass.Theindividual CCPsandstate
updatesreinstantiatedandcomposedy conjunction.This
is done separatelyfor eachof the four fundamentalcases
(point-to-pont sendandreceve, aswell asbroadcassend
andreceve events). Headercompession describedelow,
is integratedaswell. Afterwardsthe four casesarejoined
into a single programthat usesthe CCP as switch between
the bypasscodeandthe normalstack. This programis then
exportedfrom Nuprl to the OCaml programmingerviron-
mentto be compiledandexecuted.

To ensurethatthe generateaptimizedcodeis semanti-
cally equalto the original protocolstackin all casesthese
stepsareperformedn theframewvork of formal optimization
andcompositiontheorems.

An optimizationtheoemprovesthat,underagivenCCR
a pieceof bypasscodeis semanticallyequalto the Ensem-
ble protocol stackfrom which it was generated.For indi-
vidual protocol layers(i.e., 1-layer stacks)thesetheorems
arecreatedandprovenautomaticallyfrom the a priori opti-
mizationsstoredin Nuprl's library. A bypasspaththrough
Ensembles Bottomlayer, for instance,is describedby the
following optimizationtheorem.

OPTIMIZI NG LAYER Bottom

FOR EVENT DnM(ev, hdr)

AND STATE s_bottom

ASSUMINGgetType ev = ESend ~
s_bottom.en able d

YIELDS EVENTS[:DnM(ev , Full _nohdr(hdr)

AND STATE s_bottom

)]

This theorem formally statesthat, under the assump-
tion that the layer is enabled a down-going sendevent
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Figure 5. Optimization methodology: composing optimization theorems.

does not change the state s_bottom and is passed
down to the next layer, with its headerhdr extendedto
Full _nohdr(hdr)

Optimizationtheoremdor largerstacksarecreatedrom
thosefor singlelayersby applyingformal compositiortheo-
rems Thesaheoremslescribeabstractlythe effectof apply-
ing Ensembles compositionrmechanisnio commoncombi-
nationsof bypasgpaths,suchaslinear traces(eventspasses
straightthroughalayer),bouncingevents(eventsthatgener
atecallbackevents),andtracesplitting (messageventsthat
causeseveral eventsto be emittedfrom a layer)— bothfor
up- anddown-goingevents([10], Chapter5).

OPTIMIZING LAYER Upper
FOR EVENT DnM(ev, hdr)
AND STATE s_up
YIELDS EVENTS[:DnM(ev ,
AND STATE sl _up
A OPTIMIZI NG LAYER Lower
FOR EVENT DnM(ev, hdrl)
AND STATE s_low
YIELDS EVENTS[:DnM(ev ,
AND STATE sl _low
) OPTIMIZIN G LAYER Upper jjj Lower
FOR EVENT DnM(ev, hdr)
AND STATE (s _up, s-low)
YIELDS EVENTS[:DnM(ev , hdr2):]
AND STATE (s1 _up, sl_low)

hdrl):]

hdr2):]

Theformal theoremabove, for instance expresseshe obvi-
ouseffect of composingdown-goinglinear bypasspaths:if
an event passesstraightdown throughthe upperlayer and
thenthroughthe lower one,thenit passestraightthrough
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the composedayers(Upper jjj Lower ) aswell. The state
of thecombinedayeris updatedaccordingto theindividual
updates.

While thestatemenbf sucha compositiortheorenmis al-
mosttrivial, its formal proof is quite complex, becausehe
codeof Ensembles layer compositionfunction usesa gen-
eral recursion. By analyzingthis codeabstractly and pro-
viding the result of the analysisas a formal theorem,we
have lifted the optimizationprocesgo a higherconceptual
level: we cannow reasoraboutcompositiorassuchinstead
of having to gointo the detailsof the codeof eachlayerand
of the compositionmechanism.It also speedaup the opti-
mizationprocesssigni cantly: optimizingcomposedroto-
col layersis now asinglereasoningstep,while thousandsf
simpli cation stepswould have to be appliedto the codeof
theentirestackto achieve the sameresult.

Like the optimizationtheoremsfor individual protocol
layers,all compositiortheoremsareprovidedapriori aspart
of the optimizationtool, asthey do notdependon a particu-
lar applicationstack. As a result,the optimizationtheorems
for a protocolstackcanbe generatecdutomatically To cre-
atethestatemenof suchatheoremwe consultthetheorems
aboutlayer optimizationsfor the correspondingventsand
composethem as describedby the compositiontheorems.
To prove the theorem,we rst instantiatethe optimization
theoremsf thelayersin the stackwith the actualeventthat
will enterthem. We thenapply, step-by-stepthe appropri-
atecompositiortheoremdo composehebypasghroughthe
stack.



Theoptimizationtheoremslonotonly describeabypass
througha protocol stackbut also provide the meansfor an
additional optimizationthat cannotbe achiesed by partial
evaluationor relatedtechniquesThey tell usexactly which
headersareaddedto a typical datamessagdy the senders
stackandhow therecever's stackprocessetheseheadersn
therespectie layers. As mostof theheaderelds are x ed
(constant)now, we only have to transmitthe header elds
thatmayvary.

For this purposewe generatecodefor compessingand
uncompessingheadersand wrap the protocol stack with
thesetwo functions. Both functions are generatedauto-
matically by consideringthe free variablesof the eventsin
the optimizationtheorems. We then optimize the code of
the wrappedprotocolstackusingthe samemethodologyas
above. We have provided genericcompessionanduncom-
pressiontheoremswhich describethe outcomeof optimiz-
ing awrappedstackrelatively to resultsof optimizingareg-
ular stack,and usethemto corvert the optimizationtheo-
remsfor theregularstackinto optimizationtheoremdor the
wrappedstack.All thesestepsarecompletelyautomated.

It shouldbe notedthatintegratingcompressionnto the
optimizationprocesswill alwaysleadto animprovementin
the commoncase becausehe optimizedcodewill directly
generater analyzesventswith compressetieadersinstead
of rst creatinga full headeandthencompressingt. Only
for thenon-commorcasetherewill beaslightoverheaddue
to compression.

All theabove steplescribdogical operationsvithin the
Nuprl system.In a nal step,theirresultsarecorvertedinto
OCamlcodethat canbe compiledandlinked to the restof
the communicatiorsystem.To generatehis code,we com-
posethe code fragmentsfrom the four optimizationtheo-
remsinto a single program,usingthe CCPsasconditionals
thatselecteitheroneof thebypasgpathsor thenormalstack.
This programis provento beequivalentto the original stack
in all caseshut generallymoreefcient in commoncases
(introducinga slightoverheadn the exceptionalcases).

There may be multiple bypasspathsfor eachlayer in
a stack,resultingin mary possiblebypassegor the entire
stack. We hopeto elaboratethis techniqueinto one that
would allow usto detectcommoncombinationsat run-time,
and generatethe optimized code dynamically using layer
optimizationtheoremdor all possiblebypasgpaths.We can
thenmakeuseof Ensembles supportfor dynamicallyload-
ing layersandswitchingprotocolstacksonthe y [25].

4.2 Performanceresults

We will presentand compareperformanceresultsfor four
differentversionsof Ensemblestacks:

1. (Impemtiveor IMP) Thisis thenormalversion.In this
case,Ensemblehasa centralevent scheduler It in-
stantiateseachprotocollayer individually, and hands
eventsto the layersasthey comeout of the scheduler
In the commoncasethat no other eventsare queued
in the scheduleran outputeventis directly passedo
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theappropriatdayer. Otherwise putputeventsareen-
gueuedbackinto the scheduler

2. (Functionalor FUNC)In this casenocentralizedevent
scheduleris used. Compositionis done basedon
the following obseration: When two protocolsare
stackedon top of eachother the resultis a new pro-
tocol. Whenstackingp ontop of g, oneappliesevents
going down to p, andup eventsgoingup to g. The
down eventsthat comeout of p areappliedto g, and
the up eventsthat comeout of q are appliedto p, re-
cursively. The up eventsthat comeout of p andthe
down eventsthatcomeout of g aremeigedtogetherto
form the outputevents. The stateof the composition
of p andq is thecombinedstatesof p andg. An entire
stackcanbe composednelayeratatime this way.

3. (Hand-Optimizedor HAND) For particularcommon
protocol stacks, Ensembleprovides carefully opti-
mizedbypassodefor commonpathsthroughthe pro-
tocol stack. Thesepathswere createdmanually The
stacksare built in the sameway asin the functional
version,but just beforeeventsaregivento the stacka
conditionis checkedo seeif theeventcanbehandled
by the bypass.The bypasscanaccesghe stateof the
variouslayersin the stack.

. (Machine-Optimizecbr MACH) Codegeneratedrom
the functional code usingthe techniqueof the previ-
ous section. The resultingcodeis usedas a bypass
muchlike in thehand-optimizedase Generatingode
from the imperatize versionis muchharderfor Nuprl,
because¢heimperative codeis harderto formalizethan
thefunctionalcode,andshouldnot resultin ary bene-
t.

(Noneof theseversiondeverageconcurreng. Ensemble
doessupportsrunning eachlayer in its own thread,but in
practicethe context switch and synchronizatioroverheads
areverylarge.)

It is importantto note that we are optimizing already
hearily optimized code. That is, the rst two optimiza-
tion stepsavoiding garbagecollectionandmarshalinghave
beenappliedto all four versions.

When an application sendsa messagejt rst travels
down the protocolstackto the EnsembleTransportmodule
(seeFigure4 in Section4.1). The Transportmodule mar
shalsthe messagénto a sequencef bytesbeforeit is sent
out ontothe network.At therecever, themessagés passed
throughthe Transportmodule,which unmarshalghe mes-
sage.Themessagé¢hentravels up the protocolstack,andis
nally deliveredto theapplication.

In caseof thehand-optimizedriersion(HAND), themes-
sagegoesthroughthe bypasscodeinsteadof the protocol
stackandthe Transportmodule. In caseof the machine-
optimizedcode(MACH), thereis only a bypasdor the pro-
tocol stack,not for Transport.In both casesthe CCPsneed
to becheckedrst.

In our experimentsthe CCPsspecifythatmessageare
deliveredin FIFO order arenot fragmentedandno failure



[ MACH [ IMP | FUNC

Down Stack 9 20 42
Down Transport 8 27 30
Up Transport 7 20 22
Up Stack 8 14 38
Total | 32] 81] 132

@

Table 1. (a) 10-layer stack code latency in s, for 3 different con gurations

[[HAND | MACH [ IMP | FUNC

Down Stack 2 2 13 14
Down Transport 4 6 4 6
Up Transport 6 7 8 9
Up Stack 2 4 10 13
Total | 14 ] 19 35] 42

(b)

using 4 byte messages. (b) 4-layer stack

code latency in s, for 4 different con gurations using 4 byte messages.
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Figure 6. Code latency (10-layer protocol stack) comparison with different sized messages for the MACH, IMP, and

FUNC con gurations .

or othermembershigventsoccur In practice thesecircum-
stancesare very common,andin the measurementbelov
the outcomeof the CCP checksis alwaysthe choiceto run
thebypasscode. In our case checkingthe CCPstakesonly
about3 s. Thus, even with CCPsfor situationsthat are
lesscommon,a signi cant performancamprovementmay
be expected.

We ran our measurementsn two UltraSparcstations
(300MH2z)runningSolaris2.6,connectedby a100Mbit Eth-
ernet.For thelateny measurementsye usedSolaris'get-
timeofday() . We raneachtest10,000timesandcalcu-
latedthe average.Sinceour experimentonly measureode
latenciesanddonotrequiresystenrcalls,threadswitchespr
networkcommunicationthe variancein the reportednum-
bersis nggligible. We usedthe OCaml2.0 native codecom-
piler that producesgood quality optimized machinecode.
We chosetwo different Ensemblestacksfor our experi-
ments. Both stacksprovide reliable virtually synchronous
delivery of multicastandpoint-to-pdnt messagesThe rst
stackuseslOprotocollayersandprovides,additionally total
order o w control,andfragmentation/reassemblyor com-
parisonwith the hand-optimizedodewe useda muchsim-
pler4-layerstack,dueto thedif culty of hand-optimization.

The hand-optimizedcode containsan optimizationfor
the casewhena procesghatis delivereda messagémme-
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diately sendsanothemessagée.g., aresponse)lf the rst
messages deliveredthroughthe bypasscode, it assumes
thatthenext messageanbesentthroughthe bypassaswell,
without checkingthe CCPs.For mary caseshisis true,and
leadsto a signi cant performancemprovement. However,
it may not be a correctassumptiorn(e.g., the responsenay
needto be fragmented)andthereforethe optimizationcan-
not be generallysubstitutedor the original code). In order
to comparefairly betweerthe hand-optimizedodeandthe
machine-generatetbdefor the 4-layercasewe have added
the sameoptimizationprocedureto the machine-generated
code.(This couldhave beendoneby Nuprlitself, but we did
it by hand.)

In Table 1(a), we shown the codelatenciesinvolved in
both the 10-layerprotocolstackandthe Transportmodule,
for boththe up anddown eventhandlers.The latenciesare
for 4 byte messagesThe savings in the Transportmodule
aremostlydueto headecompression,esultingin lessover
headin marshalingof headers.Most of the savings in the
Stackprocessings dueto inlining of thecommoncodepath.
In Table 1(b), we shav the codelatenciesfor the 4-layer
stack. The performanceamprovementsare naturally more
substantiafor larger stacks,but even for the small 4-layer
stacka betterthantwo-fold improvementis obtained.



[ Events | Original Stack | Optimized Stack |
data_mem_refs 86293122 50905331
ifu_ifetch 172272565 100082695
ifu_ifetch_miss 3335271 1631051
ittb_miss 587083 361307
12_ifetch 11075483 5525973
inst_decoder 182715118 98031212
ifu_mem_stall 143921523 76086051
cpu_clk_unhalted 348157540 199632585

@

10-layer stack

Layer [Down | Up

partial_appl 684 392

total 820 | 1348

local 1388 | 1420

collect 44 2685

frag 900 144

pt2ptw 932 | 4899

mow 596 572

pt2pt 268 | 1040

mnak 152 428

bottom 300 5052
| total size | 6084 [ 17980 |
[ MACH (from 10 layers) | 3592 | 2108 |

(b)

Table 2. (a) Data collected from Pentium performance monitoring counters for 10,000 send/recv rounds. (b) Object
code sizes (in bytes) of the protocol layers and the generated code. The sizes have been separated for code dealing
with down going events (such as Send), and upgoing events (such as Deliver).

These numbersdo not include the network lateng,
which is about80 s in this case(using Ethernet). For the
10-layerstack, this meansa total improvementof protocol
processingn end-to-endcommunicatiorfrom 50%to 29%,
while for the 4-layer stackthe improvementis from 30%
down to 19%.

The performancémprovementsaremoresubstantiafor
low lateny networksthan for high lateng ones. For our
Ethernet,using the 10-layer stack, the end-to-endateny
improvementdueto our optimizationis 30%. OnVIA (with
10 slink lateng), thiswouldbe54%. For the4-layerstack,
theimprovementis 14%on Ethernetwhile 36%on VIA.

The hand-optimizedodeperforms25% betterthanthe
machinegeneratedode.We believe thatthis differencecan
be attributedto having integratedthe Transportmoduleinto
thehand-optimizeaode.

In Figure 6, we shav the sameprocessingverheadf
the 10-layerstackfor differentmessagesizes,4, 24, 100,
and1024bytes.For eachsize,therearethreebars:from left
to right MACH, IMP, and FUNC. In eachbar, from top to
bottom,we shawv the overheadsf going down the protocol
stack,down thetransportup thetransportandup theproto-
col stack. As may be obsenred, theseprocessingverheads
aremostlyindependentdf messagsize. This is becauseve
avoid copyingby makinguseof the scattergatherinterfaces
to socketcommunication.

To get more insight of micro-performancecharacteris-
tics,wedid somemeasuremenissingtheperformancenon-
itoring counteronaPentiumll maching12] runningLinux
2.2.12. The machinewe usedhas 32KB internal cache
(16/16KB instructional/datacache),512KB L2 cacheand
128MB RAM.

In Table 2(a), we shov someoutput from the perfor
mancemonitoringcounters.Theresultis for 10,000rounds
of messagexchanges. In particular we found that in a
send/recefe loop, the numberof CPU cycles wasreduced
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from 34816to 19963,andthe numberof TLB missesrom
anaverageof 59 down to 36.

We believe mostof this is dueto partial evaluationand
inlining of code.To shav whateffect this hadon codesize,
we shaw, in Table2(b), the objectcodesizesof boththe up
eventhandlerandthe down eventhandlerfor eachprotocol
layer, aswell asthesizeof thegeneratethypasshandlerdor
a 10-layerstack.

5 Relatedwork

The CMU Fox project[3] alsousesanML dialect,anexten-
sion of StandardMVL, for building protocolstacks.In con-
trastto our project,Fox hasbuilt standardr CP/IP protocol
softwareanda web sener on top of that. The broadergoal
of the Fox projectis to investigatethe extentto which high
level languagedike ML, and particularlytheir supportfor
modularity aresuitablefor systemgprogramming.

IntegratedLayer ProcessindILP) [6] is anapproacho
reducethe overheadf layeredprotocols[1, 4]. By combin-
ing thepackemanipulatiorof eachayer, thetotalamountof
memoryaccessearereducedanddatalocality is improved.
The Filter FusionCompiler(FFC)[22] implementdLP us-
ing partial evaluation. FFC hasonly beenappliedto very
simple protocols,andthe codegeneratedy FFC hasto be
hand-modi edto get good performance. ILP is most ap-
propriatefor protocolsthatdo mary “data-touching”opera-
tions(checksuntomputationgncryptiongtc.) onlargedata
packets.In our setting,mary packetsarequite small,anda
large amountof protocollateng is introducedby protocol
abstractiorboundaries.

Our work presentsa techniquefor optimizing mainly
non-datatouchingoperationssimilar to path-inlining [21].
Path-inliningturnsoutto bedif cult becaus®f messager-
dering constraintsandit is out of the reachof traditional
compiler optimizationtechniquesbecauseof the needfor



path constraintghat crosscomponentoundaries.Formal
toolsare ableto analyzeglobal propertiesandwe usethem
for synthesizinggommoncodepaths.

Otherwork hasappliedformaltools. Estere[5] is anim-
peratie, synchronougprotocolspeci cationlanguage.The
Esterelcompileris usedto corvertthe protocolspeci cation
into a sequential nite automaton from which efcient C
codeis generated. Esterelwasusedto specifya large sub-
setof the TCP protocol,andto generatenimplementation,
but a generalproblemwith this approachs thatit doesnot
scaleeasilyto arbitraryprotocolstacks.

Finding commonexecution pathsis not alwaystrivial.
Packet classi ers help analyzingcommonpathsin commu-
nication systems[2, 9, 24]. In operatingsystemresearch
thereis relatedwork on locating and optimizing common
paths. Synthesig19], which in uenced systemsas Scout,
Aegis, SPIN and Synthetix,usesa run-time codegenerator
to optimizethe mostfrequentlyusedkernelroutines. [23]
describesvork on optimizing Synthetixkernelfunctionsby
reducingthelengthof commonpaths.

6 Conclusion

Thispaperdescribedhow correctprotocolstackscanbecon-
gured from Ensembles micro-protocolcomponentsand
how the performanceof the resulting systemcan be im-
proved signi cantly usingthe formal tool Nuprl. Although
we chosea limited domain— all componentsre protocol
layers,andall con gurationsare stacksof these— we be-
lieve that our approachcould generalizeand scaleto more
generalkon gurationandcomponentypes.
Even for thelimited domain,we feel that the following

ingredientsverenecessaryo makeour projectasuccess:

1. Using smallandsimple componentsSmallercompo-
nentsare easierto reasonabout. On the other hand,
componentshouldbe large enoughso thattheir con-
gurations do not becomeoverly complex.

. Usinganevent-driven, mostly functionalimplementa-
tion of components.Imperative implementationsare
muchlesssuitableto formal analysisandtransforma-
tion.

. Usinga well-de ned con guration operationon com-
ponents. The semanticf a con guration operation
on component$asto have aformal meaning.(In our
caseacon guration of protocolcomponentsreatesa
new protocolcomponent.)

. Usinga languagewith aformal semanticsLanguages
which do not have a formal semanticge.g., C) do not
lend themselesto formal manipulation. (Thereis a
rich subsebf Javathathasaformal semantics.)

. Using /0 automataasa speci cationlanguage.lOA
have thelook andfeel of ordinarycomputemprograms,
and can be easily understoodby programmersvho
have no backgroundn computerscienceheory
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6. Using a formal tool. Hand-checkingand hand-
optimizing even only a handful of componentss an
arduoustask. Our approachwill only scalewith ap-
propriatetoolssuchasNuprl.

. Using in-houseexpertisefrom both systemsand for-
mal groups.Neitherthe Ensemblenor the Nuprl group
alonecouldhave accomplishedvhatwe have.

It shouldbe notedthat Ensemblewas createdas a ref-
erencemplementatiorof Horus[26], which waswritten in
C. Thatis, Ensemblevasdesignedo be veri ed, andthere
wasinitially no planto retire Horus. We considerit infea-
sible to verify a complex systemsuchasHoruswhich was
notdesignedor veri cation. Becausef thesuccessfubpti-
mizationapproachn EnsemblgEnsemblés now generally
asfastor evenfasterthanHorus),the developmentof Horus
wasstopped. We have not yet beenableto generatea ma-
chineproof of a non-trivial groupcommunicatiorprotocol,
but believe thatwe will completea proof of oneof Ensem-
ble'stotal orderingprotocolsshortly.

We believe thatit may be possibleto useour approach
in othercomple systemsuchas le systemsatomictrans-
action protocols,and memory paginghierarchiesand per
hapseventuallyan entire operatingsystemkernel. Because
of its logicalfoundationandthehighlevel of abstractionpur
optimizationtechniquesrerelatively independentrom the
Ensembletoolkit. The methodologydescribedcherecanbe
appliedto othermodularsystemavhosemodulesandcom-
positionmechanismsanbe describedsemantically As for
correctnesproofs,the THE operatingsystenkernel[8] was
built from layeredcomponentsindproven correct,by hand,
in 1968.(THE wasalsodesignedwith veri cation in mind.)
We believe it is crucialthatthe systenbe built from compo-
nentswith well-speci edbehaiors,andthatthecomponents
areprogrammedn alanguagewith aformal semantics.

In our experience gettingprogrammerso write speci -
cationsis a hardtask. (Note that this doesnot hinder opti-
mization,which is now a push-luttontechnologythat does
notrequirespeci cationsotherthanthecodeitself.) We still
have alongwayto go with writing all theabstracspeci ca-
tionsfor theEnsembldayers. Theprospecbf writing over
60 suchspeci cationsis daunting.Fortunately mary layers
have similar speci cations. Compare for example,Figures
2(a)and(b). Wearedevelopinganobject-orientedechnique
of extendingexisting speci cations. For example,FifoNet-
work maybegeneratedrom LossyNetworkoy addingsome
stateanda few conditionsandactions.

See http://www.cs.cornell.edu/Info/Pregts/NuPrland
http://www.cs.cornell.edu/Info/Pjects/Ensembldéor more
information.
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