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Abstract. We present a system for automatic debugging in typed func-
tional languages. The system checks program properties specified by a
user and finds bugs as well as conditions necessary to avoid them. It
applies type-checking techniques built on top of the existing type system
of the programming language. Its type system is based on the notion of
set types, extended through type constructors, polymorphism and depen-
dent types. Subtyping is used to allow finer specification. Type checking
is achieved by collecting flow information through flow types and con-
straints on them. By solving the constraints we obtain instances for flow
type variables and a set of conditions that make the typing provable.
These conditions are converted into arithmetical formulae that can be
checked by a common decision procedure. Our approach has a modu-
lar structure and can also be used for array bounds checking and other
program analysis problems.

1 Introduction

Automatic debugging is the inference of program properties through automatic
means with minimum user intervention. Systems for automatic debugging fill
the area between two extremes. They are more ambitious than type checkers as
they check more complex program properties. On the other hand, they have to
perform their tasks fully automatically and cannot handle the same specifica-
tions as full-scale (interactive) program verifiers [32, 6]. There has been quite a
sizeable amount of work in this area [7, 3, 39,9, 10, 17] using different techniques
for different programming paradigms, which accelerated with the growing em-
phasis on the array bounds checking problem due to the introduction of the Java
language [19] and proof-carrying code [31].

The aim of our work is to provide a framework for automatic debugging,
designed specifically for typed functional programming languages, that blends
naturally with existing concepts from type theory and uses them effectively. An
important aspect of this framework is conceptual clarity and a careful catego-
rization of distinct parts of the analysis. This will lead to better insights into
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the problem, provide a conceptual basis for a comparison with corresponding
systems for other (i.e. imperative, logical) programming paradigms, and make
modifications for different problems easier. As a starting point for a prototypical
automatic debugger we selected the ML type system [27,25,29] and its type
inference algorithm.

Our system consists of three major components. The first is a specification
language, which enables a user to communicate with the system and to make
assertions about programs. In the context of imperative languages this language
would be a decidable subset of Hoare-Dijsktra logic [12]. In the context of ML it
would be the type system, in which coarse properties of the program, i.e. the type
of some expression, can be asserted. Although there are other alternatives [5],
we believe that type systems are the most natural way for this purpose in the
context of higher order functional programming languages, as is evidenced by
their proliferation. The type system that we developed for our framework is a
refinement of the ML type system. In particular, we introduced a type {z | p(z)},
which characterizes the collection of x that satisfy ¢(x) and is similar the set
types of Nuprl [4] and predicate subtypes of PVS [6]. We also added type vari-
ables and polymorphism as well as subtyping capabilities using a variation of
simple subtypes [28].

The other two components may be considered as part of type checking. One
of them is the representation and collection of flow information. In this phase,
whose imperative counter-part is data-flow analysis [1], equalities between types
are collected and unified. We collect flow information through flow type variables
and constraints on them. These constraints are solved through a process similar
to the solution of data-flow equations, resulting in a substitution for the flow
type variables and a set of variable-free constraints to be checked.

The last component represents the constraints to be checked in some relevant
mathematical domain and checks them using a decision procedure. In this paper,
we will convert constraints into arithmetical formulae and then use a common
decision procedure [36] to check the validity of the latter.

The rest of the paper is organized as follows. In section 2, we introduce our
type system for specifying and proving program properties. Type checking is
covered in 3. Section 4 explains how to determine the validity of constraints.
Section 5 discusses the consequences of adding arrays to the basic language. We
discuss related work in section 6 and several design decisions, alternatives, and
further applications of our method in section 7.

2 A Type System for Program Specification

The typed programming language that we consider in this paper is inspired by
PCF [35] and corresponds to the core of ML. It contains operations on integers,
boolean constants, coditionals, and (recursive) functions while the type system
consists of integers, booleans, and the function type constructor.

e:=1i|true | false | x | Ax.e | erea | e1 +ea | e1 < ea | if(er,ea,e3) | fix f.e

7 :=int | bool | 71 —7 . .
| | where i is any integer



Our type system is a refinement of the above core of the ML type system [27,
25,29], which gives a coarse estimate of what kind of values an expressions e can
take. For example, if e has type int, it is an integer, provided its evaluation termi-
nates. Our refinement type system takes this one step further. We refine int and
the other types by taking their subtypes into consideration. A type {z|p(z)}
stands for the collection of integers x that satisfy the property ¢(x). The logic
that a user may use to specify program properties is basically arithmetic ex-
tended by booleans, as described in Figure 1.

Terms: lint = Tint | ( | Liint + taint
thool = Tbool | true | false
Assertions: ¢ :=t1 =12 | tyine S toint | L1 AQ2 | 01V o2 | @1 = @2 | D

Fig. 1. User Logic

To deal with polymorphism we add refinement type variables sj; and Spoo-
A type b1 by is an approximation of e; + es, where by and by are respective
approximations of e; and es. Other primitive operations like substraction, multi-
plication, case analysis etc. can be taken care of similarly in an implementation.
by U bs, the upper bound of by and by, will be used, when the type checking algo-
rithm concludes that both b; and b, happen to approximate a given expression
in different parts of the computation.

The basic types are composed to form the types of the universe U;. Us-
types are derived from U;-types to deal with polymorphism of refinement types.
Constraint environments I1sq,..., s, | C.w are added to be able to make finer
assertions about the types.

Definition 1. The refinement types are defined as

Basic Types:
bine = {2 [@(@)} | Sine | brint+]b2int | [if] (b1bool: baine, baint) | Daine U baine
bboot := {2 [ ()} | Sbool | biing<|baint | (blboolab2b00I7b3bool) | b1bool L babool

Ui-types: 7 := bint | bpool | 11—72 | (bboolar27r3)
Us-types: w =1 | (IIs1,...,5,|C.w)

Note the similarity of the universes in refinement types and the corresponding
mechanism in ML [25]. A semantics for this system based on ideals can be given
using standard techniques [24].

Before presenting the type system, we have to give some definitions. We
need a constraint environment to take care of subtyping relationships between
the refinement types, very much in the spirit of [28]. The purpose is to be able
to make finer typing assertions when we consider refinement type variables s;.

Definition 2. Type and constraint environments are defined as
C’env = [] | (bl C b2) = C(env | _‘(bl C bQ) = C(env
r =[]|(@:w)=T
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I, Ceny > true : {z | p(x)} I, Cuny, {true} C by > €5 : 12

F o(false) I, Ceny, {false} C by > e3 : 73

I, Ceny B> false = {a ()} (FALSE) I, Ceny 1> if(e1, €2, €3) : (b1, r2,13) (IF)
I, Ceny > €1 : T1—T2
Lotteten ww  fmRen e
(VAR) Lfiw CmBeiw g

z:r, Cew>z:7 I Cepy > fix fie:w

I, Caw@QCr>e:r

(free_var(Ceny) U freevar(I)) N {s1,...,8,} =0
ICew>e: (IIs1,...,8,|C.7) (IT-INTRO)
ICew>e: (s1,...,8,|C.7)
Cenv F C[b1,...,bn/S1,...,8n]
I,Cew>e€:7[b1,...,bn/s1,...,58n] (IT-ELIM)

Fig. 2. Type System for Refinement Types

The type system is given in Figure 2. The rules INT, TRUE and FALSE basi-
cally state that the constant ¢ in question has the basic refinement type {z | ¢(x)}
if it satisfies the condition ¢(c). The rule PLUS follows the computational mean-
ing of the primitive function +: if s; and s; approximate the values of e; and es
then the value of e; 4 e5 is approximated by 51 So. The rule LEQ is similar,
while the rules LAM, APP, VAR and FIX are standard typing rules.

The rule IF can be read as follows. Assume e is approximated by b;. If true
is in by then for some part of the execution, the left branch of the if-statement
is taken. This is expressed by the second assumption, where es is type-checked
under the assumptions I'; Ceny, and{true} C by. The situation is similar for false.
As a consequence if(eq, ea,e3) is given the type (bl,’l"g,’f‘g), which is a finer
approximation than the upper bound 75 LI r3 chosen by most other methods.

The II-INTRO and IT-ELIM rules correspond to those in ML. In I7-INTRO,
we have to respect an eigenvariable condition on the constraint environments
Cenv and C. In II-ELIM, before instantiating the quantified type variables in
(ITs1,...,8,|C.7) with the concrete refinement types by,...,b,, we need to
check that these satisfy the constraints in C.

Our type system also contains a subtyping facility, presented in Figure 3. It
follows the simple subtypes paradigm in [28]. The rules SUB and ARROW are
standard. IF-SUB basically makes explicit the intuitive meaning of | if (b, ra, 73),
where ro and r3 are higher order.

The function Tlogic in rule BASIC converts the subtyping constraints into
formulae in arithmetic with unary predicates. As an example, consider the proof



I'NCew>e:ry

Cewy F 71 C 12 Farith T1o8ic(Cen F b1 C ba)

—_— B BASI
T.Cmberra OV Cons F b1 C B (BASIC)
’ E I: ’
Cen B0 E D1 B2 BBy ppROW)
Cms - b1 —b3 C b, — b,
(IF-SUB)
Lif | (b, ra 1) ra—r) = [ | (b, 72, m5) =] i (B, 7. 7%)
where
Tlogic(Ceny F b1 & ba) = let [015...; 0x] = [@]p €Cenv A @ = Tlogicl(p’)] and o = Tlogicl(b1 T b2)
in
PLA o NP = Po
Tlogicl(bi C b2) = let {z|p1(x)} = Tset(b1) and {y|p2(y)} = Tset(bz2)
in
Vz.p1(z) — p2(z)
Tlogicl(—b1 C b2) =let {z|p1(z)} = Tset(b1) and {y|w2(y)} = Tset(bz2)
—Va.p1(z) — @2(2)
Tset({z | p(2)}) ={z|o(@)}
Tset(s;) = {z| P;(x)}
Tset(blbg) =let {z|p1(x)} = Tset(b1) and {y|p2(y)} = Tset(b2)
n
{z 13z, y.01(x) Np2(z) ANz =2+ y}
Tset(blbg) =let {m|@1(z)} = Tset(b1) and ; {y|pa(y)} = Tset(bs)

" {2132, y.01(2) A pa(y) A (z = true > 2 < y) A (2 = false — =(z < y))}

Tset( (b1,b2,b3)) = }it {z|pi(x)} = Tset(by) and {y | p2(y)} = Tset(bz2) and {z|p3(z)} = Tset(bz)
{w |3z, y, z.01(x) A p2(y) A (z =true — = < y) A (z = false & ~(z < y))}
Tset(by U b2) = ?et {z|pi(x)} = Tset(b1) and {y | p2(y)} = Tset(b2)

e e1(@) Vg ()}

Fig. 3. Subtyping Rules

of 0F{z]0<xz <5} C{z]|0<x<7}. The function Tlogic converts this into
V. (0 < 2z <5) — (0 <z <7), which is provable in arithmetic. Tlogic works
as follows. Each constraint is converted by TlogicOne to arithmetic in a manner
similar to the translation of the subset relation into logic. TlogicOne uses the
function Tset to get a set-like representation of the types in consideration.

Tset functions mostly in an intuitive fashion. The type {z|¢(z)} is trans-
formed into itself. The refinement type variable s; is transformed to {z | P;(z)},
where P; is a predicate variable corresponding to s;, since in a typing s; can be
replaced by any basic type, in particular {z|@(x)}. The handling of b1 by is
obvious, while b1 by follows the same idea. Here, the operation z = (z < y),
where z is a boolean, is transformed into arithmetic as (z = true < = < y) A

(z = false & —(x < y)). |if |(b1, bz, b3) and by LI by are handled similarly.

3 Type Checking

We now introduce a type checking algorithm for our type system. The algorithm
consists of two phases: flow-information gathering through constraints and a
decision procedure for arithmetic. We first give an example to illustrate the ideas.



Example 1. Assume that we want to check the specification e : r = Az, y.x + y :
s1—89—{x |0 < a <7} in the environment Cepy = [s1 T {z|0 <z <2}
s9 C {2]0 < 2 < 3}]. To do so, we execute the function Debug(I", Ceny > € : 1),
where the type environment I is initially 0.

Debug first annotates (or decorates) the typing I' > e with flow type vari-
ables «;. As a result we get I, > e = annotate(I'>e) with I, = () and

ef = (Axt,yo2. (x@8 47— garjasjao—aro—an - We then compute a set
Cy := CC(Iy > e”) of constraints between these variables that describe flow in-
formation: Cy = [aj—as—ag C ag—ajp—air, a1 C as, as C ay, ag T ay,

ar € as, ag C ag, (a4 as) C agl.! We also compute the constraints coming
from the type environment I" and the assumed type r: Co := CCqpy (I > €° : 1)
= [ag—ajp—aq1 C s1—s9—{x |0 <z < T}]. These are the constraints the user
wants the system to check.

In the following step we extract a new set of constraints that is equiva-
lent to C1@QC5 but contains no function types. This step corresponds to the
decomposition of higher order types in the unification phase of ML. We get
C = decompose(Cl@C'Q) = [049 E a1, (10 E Qg, Qg E 11, 1 E sz, Q2 E ar,
az E ay, ay C as, ag T ag, 51 C ag, s2 T ajg, agp & {2 |0 < x <7} Next,
we pump the refinement types through the flow type variables in order to deter-
mine the values that o; should take to satisfy the constraints. As result we get
a pair (C’,4) := pump(C) where i = [a1, a3, 04, @9 := $1; Qo,Q5, a7, Q19 = S2;
g, a8, 11 i= (51 s2)] is a substitution that provides the types each «; would
take in a proof of the typing and C’ = [(s1[+]s2) C {20 <z < 7}] is a set of
constraints without flow variables that must be satisfied for i(C') to be valid. To
determine the substitution ¢ we iteratively search for flow variables o; with the
property that in all constraints R E «; the type R is a “constant”, and extend 4
such that i(a;) = U{R|R C «; in C'}. This step corresponds to the unification
of type variables in ML.

Finally, we check whether the assumptions Ceny = [s1 C {2]0 <2z < 2},
so C {z|0 <z < 3}] imply the constraints C" = [(s1[+]s2) E {z[0 <z < T}].
As this is the case, we can conclude + I', Cepy > e : 7. This last step corresponds
to the checking of equalities between constant types in ML.

Before presenting our type checking algorithm in detail (Figures 4 and 5),
we introduce a new construct (I, Cq > e : w). This construct, whose intended
meaning is - I7,C1 D> e : w, will allow the user to annotate subexpressions of
a program. During the analysis of a program, the type checking algorithm will
check whether - I'1,Cy > e : w is true and if so, use it in checking the program
further. As the algorithm will find the best estimates for non-recursive expres-
sions, we will assume all the annotated subexpressions to be of the form fix f.e’.
The construct corresponds to the annotation of loop invariants in imperative
programs [12]. We will further discuss this construct in section 7.

! Note the similarity with the setting of data-flow equations in [1] or with the collection
of type equalities in the type inference of ML. There are variations of ML type
inference, but it can be devised so that type equalities are collected first in a distinct
phase and unified in a second phase.



Debug(I', Ceny > € : 1) = let Iy I> €’ = annotate(I" > e)
in
TN, Cenv > €” : 1)

annotate(I'>e) = let I'y = a3z(I") and e” = az(e) in [, > e’

where
al(int) = Q1 al(bool) = Q2 (a1, ag new)
al(TlﬂTz) = al(Tl)*)al(TQ)
az (1) = ™
as(true) = true®? as(false) = false™? (a1, a2, az new)
ar(+) = AMITOTN gy(<) = giTerses (s mew)
as(z”) = an() as((Az7.e™)17T2) = (A1 (T, (e2). ) () 7R ()
az((e1"e3”)™) = (az(e]")az(ez?)) ¥
a2(if(e1bools €275+ €31, ) = if(az(e1),az(e2), az(e3)) (™)
ax((I, C1 > (fix f.e), :w)) = (az(I1),Ch > (fix f.az(e)) : w) (™

(7 is the ordinary type of (fix f.e))

as([]) =[] as((zr 7)) = (a7 1) (ay(D))
as((x: s1,...,8,|C.r) s = (z:Is1,...,8,|C.7) : (a3(I))

TI(I s, Cenv > €” : 7) = if check_assertions(ls, Cenv > €”)

then
let 1 =CCI,D>e")
andCy =CCenw(Iu>ef:r)
and (C’, i) = pump(decompose(C1QC5))
in
checkB(Ceny - C”)
else
false

check_assertions(L o, Ceny &> (11, C1 > (fix f.ef): (IIs1,...,5,]|C. r))”/)
=TUT, f: (Is1,...,8,|C.7), C1QC[s},...,80/81,.-.,8a] >

e’ ir[sh,...,8n/81,-.,8n]) (sh,...,s" new)
pump(C) = letref C' := C and i :=id (id is the identity substituition)
for all a with ‘for all (R C «a)eC’, R basic type
do
lower := L{b|b C aeC'};
i:= [a := lower] o ¢;
C':={C"—{(b C a) e C'}}lower/al;
od
i:= ([a:= {z|true}| a € freevar(C")]) o
in
(i)

continued in Figure 5

Fig. 4. Type Checking Algorithm for Refinement Types I



decompose([ ]) =]
decompose([R1 C Ro)) = [R:
decompose([R1—R2 C R|—Rs)) = [R;

decom pose([ (Ri, Ra—R3, R3—Rj3) C

(if R1, Rz are atomic)

CR ]
C Ri; Ra C Ry
R])

= decompose([ (Rl, Ra, R3)—> (Rl, R), R’g) C R]) (similarly for the other direction)
decompose(C1@QC>) = decompose(C1)@decompose(C2)
decompose(IF (b, C2, Cs)) = IF(b, decompose(C>), decompose(C's))

checkB(Cenv F [ ]) = true
checkB(Ceny - [b1 C b2])= checkArith(c2logic(Cenv F b1 C b2))
checkB(Ceny F C1@QC5) = checkB(Cenv F C1) and checkB(Ceny - Cb)
checkB(Ceny - IF(b, C2, C3))
= checkB(Cenv, {true} C b+ C2) and checkB(Ceny, {false} T b Cs)

CC(I'a >1%) = [{i} C o
CC(Ln 1> 71772 7%)

(similarly for true and false)

[(e1[+]a2) C as]

(similarly for <)

CC(In > 2”) = if (2 : r)ely
then [p’ C p]
else if (x : [Is1,...,8,|C.7)el,
then (C[al,...,an/sl,...7sn] (a1, ..., n new)
Q [rlat,...,an/S1,...,8:] E p]),
CC( o D> (Azfrer?)Ps™r) = CC(La,z" > e”?)Q[p1—p2 T ps—p4]
CCla > (e1" 7 72e5%)™) = CC(Iu > e 77)QCC(Tu > 5% )@[p3 & pu; p2 E pa
Fa> (ef*,eh?,e83)P) =let CL=CC(La1>eft)

and Cy = CC([y > €5?)
and C3 = CC(I, 1> €5?)
in

C1LQIF(p1, Ca, Cs)Q[[if| (p1, p2, ps3)
y Sn | C r))p)

C o]

CC(FaD<F1,C1I>€I(H817...

mk_constraints(I'n C (I't 1)[B1,---,0n/81, -5 8m))

@ C’l[ﬁl,...,ﬁn/s'l,.,.,sin]

QClot, ...y an/81,. .y 80][B1y-- -, Bn/ST, .oy 5]

Q [rlat, -y n/S1,- -5 80][B1, -y Bn/81, - s Sm] E p

where {s},..., sl } = freevar(I'1) U free_var(Cy) U free_var(r), (It 1) =

m ["|(z” : r)el1], a; B; new

mk_constraints(I C I%) =
(x: (IIsq,...

[p1 C p2lz?t € In and zP? € T3],
,Sn | C.1r)) e Iy for all (z: (IIs1,...,8,|C.7)) el.

CCenv(Ia > € : 1) = CLLlenv () Qp C 7]

CClen([]) =[]
CClen((zf : 1) :: I'y) = [r C p]@CCLeny (L)
CClenv((x: (IIs1,..., 80| C". 7)) 11 Tn) = CCleny(Iw)

Fig. 5. Type Checking Algorithm for Refinement Types II



Our algorithm, which is presented in a top-down fashion in Figures 4 and 5,
is based on the concept of flow types. This concept is defined as follows.

Definition 3. A flow type R is defined like ordinary refinement types r, with
the addition of flow type variables «; to basic refinement types bjnt and bpool-

The main program is the function Debug, which checks whether a given
typing I', Ceny D> € : 1 is provable. It consists of two function calls. annotate(I" > ¢)
decorates the program with flow variables «; while TI(I,, Ceny > € : 1) takes a
decorated typing and decides whether it is provable in the type system.

The function Tl has to perform several tasks. As a user can annotate the
program with assumptions like F I7,Cq > e : w, it first has to check the cor-
rectness of these annotations by calling a function checkAssertions. Then it has
to collect the constraints that give the flow information of the program. The
function CC, which we developed for this purpose, has some similarity with the
setting of data-flow equations in [1]. However, the constraints collected by CC
are no longer represented by a list but are structured like a tree, which enables
us to reason precisely about the semantics of if. The satisfaction relation on
constraints defined below makes the need for structure explicit.

Definition 4.
1. The system C' of constraints is defined by:
C:=[]|[R1 E Rg] | C1QC5 | IF(bpool, C2,C3)
2. The satisfaction relation  on C' is defined by the following rules:
Cenv - R1 C Ro
Cenv F[] Cenv F [R1 T Ry]

Cenv@[{true} C R] - C5
Oenv F Cl Cenv - 02 Cenv@[{false} E R] I CS
Cenv = 01@02 Cenv = IF(R, 02, 03)

Note how the fourth rule for the satisfaction relation F follows the typing rule
IF. The constraints in the environment Clp,, however, are still ordinary lists.

The definition of CC(I, > e”) essentially follows the corresponding typing
rules in Figure 2. The cases for the constants 4, true and false are straightfor-
ward: if b I, Ceny > i3(®) for some substituition S, we expect {i} T S(a) to
hold. The case for + is just an instantiation of the rule PLUS. From the con-
clusion of that rule, we can derive & I, Ceny >+ 1 S(a1)—S(az)—S(a1)[+]S(az2),
which is reflected in the constraint CC produces. Similarly, the cases for
A-abstractions and applications are straightforward. The case for a single variable
x follows the rules VAR and SUB, and the case for if(eq, e, e3) follows IF. In the
case for (I'1,C1>e: (IIsy,...,s,|C.7r))? we must make use of the assumption
FIh,Ci>e: (IIsy,...,8,|C.7), which is assumed to be proven by checkAsser-
tions previously. Constraints are provided to make sure that the type of e in the
current context is an instance of (I1s1,...,s,|C.7). Further constraints make
sure that the assumptions in instantiated I follow from the global type envi-
ronment [, and Ce,, implies the instantiated C'.



In TI the constraints determined by CC are joined with those arising from
the type environment, using the function CCeny. We then apply the function
decompose to get rid of higher order (i.e. function) types and then split the
result C, using pump(C), into a set C’ of constraints without flow variables and
a substitution ¢ for the flow variables «; such that i(C) is valid if C’ is. This
corresponds to the solution of data-flow equations in [1].

The functions defined up to this point are fairly general and can be used for
other program analysis problems as well, as we will discuss in section 7. Check-
ing the validity of the constraints C’, however, is a domain specific problem. We
have defined a function checkB for this purpose that relies on a conversion func-
tion c2logic that converts a constraint Cep, - C into an arithmetical formula ¢,
and a decision procedure checkArith for arithmetical formula with unary pred-
icates. c2logic is equivalent to the function Tlogic defined in Figure 3. Suitable
arithmetical decision procedures will be discussed in section 4.

In the following we will give a series of lemmata and theorems that describe
the properties of the functions in our algorithm and eventually show that our
scheme works as intended. For this purpose we introduce a technical definition.

Definition 5.

1. I, ePr>ris annotate-correct if all the refinement types appearing in I',,, e’ >1
have the same shape as the corresponding ordinary ML types of the expres-
sion up to the isomorphism defined by the subtyping rule IF-SUB.

2. Ry C Ry is a matching constraint if the shapes of R; and Ry are the same
up to the isomorphism of defined by the subtyping rule IF-SUB.

In the rest of this section we will assume I, > e” to be annotate-correct. It
can easily be shown that in this case the all the constraints that we are dealing
with will be matching, and hence we will not mention this explicitly. Under this
assumption we can show that all the functions used by Tl behave as intended.

Lemma 1.

1. If check_assertions([y, Ceny I> €°) = true then b (I'1,Cy 1> ey : wy) is in e for
all (I',C1 1> €1t wy) in eP.

2. Let C; = CC(I, > e”) and assume Ceny - 1(Cy). Then,

F oz i(p)] (@ :r)elL], Cony B> € : i(p).

3. Let Co = CCony(In 1> € : 7). Assume & [z :i(p') | (2" : r)els], Cony > e = i(p)
and Cepy Fi(C3). Then b T, Cepy > e 7.

4. Let Cy = decompose(Cy). Then Cs is decomposed, i.e. does not contain

higher order type, and Cy = Cy and C1 + Cy, i.e. C1 = Cs.

If C is decomposed, (C',i) = pump(C) and Ceny F C', then Ceny Fi(C).

6. If checkB(Ceny F C) = true, then Ceny F C.

&

The correctness of checkAssertions, CC, and decompose is proven by structural
induction. The proofs for CCeny and checkB are straightforward applications of
the definitions. The correctness of the function pump is shown by induction on
the number of iterations of its loop.
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The correctness of the function T follows now from its definition and lemma 1.

Lemma 2. If Ty, Ceny > e : 1) = true, then - I, Ceny > € : 1,
where I' is generated from I, by erasing the decoration with flow types.

As a consequence of lemma 2 we get that the typing I', Ceny > € : 7 is prov-
able in the type system if Debug(I",Cen, > € : 1) = true. Thus the automatic
debugging scheme explained in this section works as intended.

Theorem 1. If Debug(I',Ceny > € : 1) = true, then - I',Cepy > € : 1.

4 Checking the Validity of Constraints

In this section we briefly discuss decision problem for logical formulae resulting
from the translation of the refinement type constraints into arithmetic-logical
formulae. In general, the decision problem for arithmetic is undecidable. Even
the decision problem for Presburger Arithmetic has doubly exponential lower
bound [8]. For this reason, modern arithmetical proof procedures decide Pres-
burger arithmetical formulae with quantifiers at the outermost level only, all of
which being universal [36]. We will do the same in our system.

Our logic is arithmetic with booleans and unary predicates. We can easily
convert a formula with booleans to one without them, using standard techniques.
For the elimination of unary predicates we use a technique called hoisting, which
we explain in the example below.

Ezample 2. Consider Cepy = [s51 E {z|0< 2 <2}, s3 C {2]|0 <2z <3} and
C' = (81 s2) C {z]0 <z <7} be the constraint environment and the con-
straints to be checked from Example 1. In order to check Cqpn, F C we first have
to compute ¢ = c2logic(Ceny F C), such that - ¢ implies Cepny F C'. We get ¢ =
(Vz.Pi(z) = By 0<y<2Ay==z)) A (Vz.Pa(z) = (w0 <w <3Az=w))]
— (Vo,y.Pi(2) APy(y) = (320 <2< TAz=x+y)).

In the next step we convert ¢ into a normal form ¥ = Vzq,...,x,.9; for
some 1, without quantifiers or unary predicates. Under certain assumptions we
can generate a formula ¢’ by selecting P;(t) := (¢t = X;) for each P;, where the
X, are new variables, then universally quantifying X; at the outermost level,
so that - v implies F ¢. We call this process hoisting, because the variables
in question are hoisted to the top level. In this case we get ¢/ = VX1, Xs.
[(Vz.x=X1 — (Fy.0<y<2Ay=zx)) A (Vz.2=X2 — (Fw.0<w<3 Az = w))]
—Vr,y.x=X3; ANy=Xs — (32.0<2<T A z =z + y). Now ¢’ is equivalent to ¢ =
VX1, X0.(0 < X7 <2)A(0< X5 <3) — (0 < X14+X5 <7), which can be proven
by some common decision procedure for arithmetic [36].

One point that deserves noting is that hoisting becomes unnecessary if we
restrict the basic types {x|p(z)} to intervals [a,b] = {«x]|a <z <b}. In this
scheme ([a,b] C [c,d]) is translated to ¢ < a < b < d. The type variables can
themselves be regarded as [d, 7] where ¢ and v are variables. ([a, b][+][c,d]) can
be modelled as [a + ¢,b + d] and the same idea can be used for other type
constructors. The usage of intervals is especially attractive if our main concern
is array bound checking, as discussed in section 5.
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5 Extension to Arrays

An important application of our scheme is array bounds checking, which got re-
newed interest with the introduction of the language Java [19] and proof carrying
code [31]. We model an array of k elements of type r simply as a function from
{z|0 <z < (k—1)} to r. Array indexing is modelled as function application.
The typing rules for arrays are as follows:

ICew>ep:mT,...ie:T
I, Cenv > {leo, ... ex]} : {z |0 <z < k}—r

[, Ceny > €1 : b—1

I, Ceny > €1 : b1 ICew>e2:b
F,Cenv‘>€2:b F,Cenv>€3:7’
I''Cenv>e1.(e2) : I', Ceny > e1.(e2):=e3 : unit

The extension of the function CC follows directly from these typing rules.

CC(Ln > {[ef;...; el [}°™7) = CC(In 1> e’) @ ... Q CC([n > e2*)
@ [po Ep;...;ox EplQa T {z]0 <z <k}
CCI > 81772 (e59) pa) —let C) = CC([n > el 77?)

and Cy = CC(I'y > e5?)

C1QC2Q[p3 C p1;p2 C p4]
CC(Ia > (efr7P2 (ef?):=ef4)P5) =let C1 = CC(In 1> ef1772)
and Cy = CC(I'y > e5?)
and C5 = CC(Ly > e5*)
in
C1QC2QC3Qp3 T p1; pa E p2; {x|true} T ps]

6 Related Work

In [39] Xi and Pfenning report about a system for checking ML programs with
user annotations. Like Hayashi in his system ATTT [15] they base their ideas on
singleton types and dependent types, although they are not explicit about the
type system or how the flow information is generated. As the singleton types do
not directly follow that of ML, their system is likely to be more complicated and
it is not clear to what extent it can be generalized to other analysis problems.
In his thesis [10], Freeman introduces another notion of refinement for ML
types. His types are defined as a finite lattice for each basic type. Finiteness
is crucial for the type inference algorithm to converge. The sample lattices are
small and only very simple properties like the emptiness of a list can be checked.
Dealing with arithmetic, specification of operations on types, constraints on type
variables, and a precise approximation for conditional statements is not possible
and the collection of flow information is not mentioned. On the other hand, he
uses intersection and union types. We expect that an extension of our system by
intersection types at the U; level will not create substantial problems, but this
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will not add enough observable increase in the quality of the analysis to justify
the increased conceptual complexity.

Set constraints in different forms [17,16, 2] are a valuable tool for program
analysis. Aiken and Wimmers [2] give a type system using set constraints in
which every pure lambda term has a type. For us this was not an option, as we
want to check programs written in an existing typed functional programming
language like ML. On the other hand [17,16] does not provide a specification
language for communication between the user and the system. Arithmetic is
handled in a very rough fashion and it is not clear how decision procedures
like SupInf [36] can be incooperated into the algorithm. We believe that solving
constraints through flow variables and the function pump is conceptually simpler
than the approach in [2,16]. Also, since the semantics in [17] differs from that
commonly used for ML [24], our system is conceptually more natural and does
not have problems to cooperate with a general logical programming environment
like PVS or Nuprl [32, 6].

A system built using set constraints as in [16] is MrSpidey [9]. Its emphasis,
however, is on soft typing for Scheme and in that sense the properties it checks
roughly correspond to the ML type system. In particular, complex logical asser-
tions on the input program are not possible.

The ESC system of Digital Systems Research Center [7] and Syntoz by Bour-
doncle [3] are two examples of automatic debugging for imperative languages.
ESC uses a variation of Floyd-Hoare Logic [12] for user annotations. In the avail-
able documentation, it is not clear how the flow information is collected. But
verification conditions (logical assertions) are generated and then checked by de-
cision procedures. Syntox, on the other hand, is based on abstract interpretation
by intervals [a, b].

7 Discussion

We have presented a type-based system for automatic debugging in typed func-
tional languages. Our type system is based on the notions of simple types, set
types, subtyping, type constructors, polymorphism and dependent types, while
type checking is achieved by collecting flow information through flow types and
constraints on them.

An extension of our system by the let-construct let x = ey in ey to the
language can be accomplished by duplicating the constraints for e; for each
occurrence of = in ey and adding the constraints for flow into and out of that oc-
curence of z. Naturally, this scheme can be improved by caching the information
from the previous instantiations.

In the previous sections, we used the construct (I'1,Ci >e:w) to allow a
user to make assertions about recursive functions. This construct corresponds to
the user annotation of loop invariants in imperative languages [12]. Because of
the modularity of our approach, we could also integrate techniques for synthe-
sizing these invariants, but one should keep in mind that the synthesis of loop
invariants is generally undecidable and that automated methods [16, 26,13, 37]
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are very limited. On the other hand, by using regular tree grammars [11] and
defining CC(I, > (fixfrr.eP2)r3) := [p2 < p1 < p3]QCC(I, fP* > eP?) as in [14],
our framework can also be used without the (I';,C; 1> e : w) construct.

We have introduced our automated debugging system as a type checker,
which means that result of Debug(I", Ceny > € : 1) can only be true or false, as-
suming that the constraint environment Ce,, and the type r has been provided
by the user. A simple variation of our scheme would be to have the function
Debug infer both Ce,, and r such that F I, Cen, > e : r holds. In this setting
the input types of r would be assigned distinct refinement type variables s;, the
output types would be assigned {z |true} (no information), and the goal would
be to find constraints Ce,, on the input types s; that ensure that the expression
e respects a set of general well-definedness conditions. An example of such a
condition would be that array bounds are never violated.

It is important to note that there is a trade-off between the efficiency of the
debugging process and the quality of the analysis. In the previous sections we
have assumed that the function annotate gives a disjoint annotation of the typ-
ing I' > e, i.e. that all flow variables «; are distinct. For a coarser analysis we
could make some of the variables equal in the annotation phase, e.g. annotate
all occurrences of x in A\z”'.e”? with p;, which will decrease the number of vari-
ables and hence increase the efficiency of the analysis. This enables us to adapt
our framework to finer or coarser analysis problems and to give various formal
definitions of quality of analysis, a potential which is missing in other approaches.

Our techniques can also be used for different program analysis problems, be-
cause the type checking algorithm is essentially based on flow information that
is collected through constraints. In [14] we have applied our technique to de-
pendency analysis in the context of dead code elimination. Program slicing [38,
34], specialization [34], incrementalization [22, 23], compile-time garbage collec-
tion [18, 20, 33], and program bifurcation [30] depend on closely related notions
and can thus be treated by similar techniques.

We are currently implementing our system as part of a larger project for the
optimization and verification of layered communication protocols in Nupri [21].
We will also consider the integration of automatic debugging and some of the
program analysis problems mentioned above in this context.
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