Reasoning about Knowledge and Probability^�

Ronald Fagin Joseph Y. Halpern

IBM Almaden Research Center 650 Harry Road San Jose, CA 95120 email: fagin@almaden.ibm.com, halpern@almaden.ibm.com

Abstract: We provide a model for reasoning about knowledge and probability together. We allow explicit mention of probabilities in formulas, so that our language has formulas that essentially say “according to agent i, formula φ holds with probability at least b.” The language is powerful enough to allow reasoning about higher-order probabilities, as well as allowing explicit comparisons of the probabilities an agent places on distinct events. We present a general framework for interpreting such formulas, and consider various properties that might hold of the interrelationship between agents’ probability assignments at different states. We provide a complete axiomatization for reasoning about knowledge and probability, prove a small model property, and obtain decision procedures. We then consider the effects of adding common knowledge and a probabilistic variant of common knowledge to the language.

�A preliminary version of this paper appeared in the Proceedings of the Second Conference on Theoretical Aspects of Reasoning about Knowledge (ed. M. Y. Vardi), 1988. This version is essentially the same as the version that appears in Journal of the ACM , 41:2, 1994, pp. 340–367.

1 Introduction

Reasoning about knowledge has become an active topic of investigation for researchers in such diverse fields as philosophy [Hin62], economics [Aum76], and artificial intelligence [Moo85]. Recently the interest of theoretical computer scientists has been sparked, since reasoning about knowledge has been shown to be a useful tool in analyzing distributed systems (see [Hal87] for an overview and further references).

In many of the application areas for reasoning about knowledge, it is important to be able to reason about the probability of certain events as well as the knowledge of agents. In particular, this arises in distributed systems applications when we want to analyze randomized or probabilistic programs. Not surprisingly, researchers have considered knowledge and probability before. Indeed, all the publications in economics on reasoning about knowledge, going back to Aumann’s seminal paper [Aum76], have probability built into the model. However, they do not consider a logical language that explicitly allows reasoning about probability. In this paper we consider a language which extends the traditional logic of knowledge by allowing explicit reasoning about probability along the lines discussed in a companion paper [FHM90].

In the standard possible-worlds model of knowledge (which we briefly review in the next section), agent i knows a fact φ, written K_iφ, in a world or state s if φ is true in all the worlds the agent considers possible in world s. We want to reason not only about an agent’s knowledge, but also about the probability he places on certain events. In order to do this, we extend the language considered in [FHM90], which is essentially a formalization of Nilsson’s probability logic [Nil86]. Typical formulas in the logic of [FHM90] include w(φ) ≥ 2w(ψ) and w(φ) < 1/3, where φ and ψ are propositional formulas. These formulas can be viewed as saying “φ is twice as probable as ψ” and “φ has probability less than 1/3”, respectively. Since we want to reason about the probability that agent i places on events, we modify their language to allow formulas such as w_i(φ) ≥ 2w_i(ψ). We also allow φ and ψ here to be arbitrary formulas (which may themselves contain nested occurrences of the modal operators w_j and K_j ) rather than just propositional formulas. This gives us the power to reason about higher-order probabilities (see [Gai86] for more discussion on this subject, as well as added references) and to reason about the probability that an agent knows a certain fact.

In order to give semantics to such a language in the possible-worlds framework, we assume that, roughly speaking, at each state each agent has a probability on the worlds he considers possible. Then a formula such as w_i(φ) ≥ 2w_i(ψ) is true at state s if, according to agent i’s probability assignment at state s, the event φ is twice as probable as ψ. For technical and philosophical reasons, we find it convenient to view the probability as being placed on an arbitrary set of worlds, rather than the set of all worlds that the agent considers possible in a given state. As we shall show by example, different choices for the probability space seem to correspond to different assumptions about the background context.

Despite the richness of the resulting language, we can combine the the well-known techniques for reasoning about knowledge with the techniques for reasoning about probability introduced in [FHM90] to obtain an elegant complete axiomatization for the resulting language. Just as there are different assumptions we can make about the relationship between the worlds that agent i considers possible, leading to different axioms for knowledge (see [HM92] for an overview), there are also different assumptions about the interrelationships between agents’ probability assignment spaces at different states, which also can be captured axiomatically. We discuss these assumptions and their appropriateness, and show how these assumptions can effect the complexity of the decision procedure for the language.

This paper is related to a number of other works. We give a brief overview of the related literature here. Propositional probabilistic variants of temporal logic [HS84, LS82] and dynamic logic [Fel84, Koz85] have also been studied, with the goal of analyzing probabilistic programs. Probabilistic temporal logic papers have traditionally limited the language so that the only probabilistic statements that can be made are Boolean combinations of formulas of the form “φ occurs with probability one.” The logics studied in [Fel84, Koz85] do bear some superficial resemblance to ours in that explicit probability statements are allowed, as well as linear combinations of statements. Indeed, the probability logic considered in [FHM90], where the only formulas in the scope of the modal operator w are propositional formulas, is a fragment of Feldman’s logic. However, there are some fundamental differences as well, which arise from the fact that the main object of interest in these other logics are programs. As a result, our language and those used in [Fel84, Koz85] are incomparable. The languages used in [Fel84, Koz85] are richer than the one we consider here in that they allow explicit reasoning about programs, but poorer in that they can talk about the probability of only a restricted class of formulas. Moreover, there are significant technical differences in the semantics of knowledge operators (our K_i’s) and the program operators of [Fel84, Koz85].

As we mentioned above, probabilistic knowledge has been an issue of great interest in the economics community. Although they have not considered formal languages containing knowledge and probability, their models can be viewed as a special case of the models we discuss in this paper. In a recent paper [MS89] in the economics literature, Monderer and Samet investigate probabilistic common knowledge, a topic that shall also concern us here. We compare our framework to theirs in more detail when we discuss probabilistic common knowledge.

The framework developed in this paper has also been applied to distributed systems and cryptography in some recent papers [FZ87, FZ88, HMT88, HT93], where the issues raised here have been examined more carefully in the context of these application areas.

Finally, we should mention two other papers that consider reasoning about knowledge and uncertainty in a possible worlds framework somewhat similar to our own. Halpern and McAllester [HM89] consider a language that allows reasoning about knowledge and likelihood, but their notion of likelihood, based on the logic of likelihood of [HR87], considers only a qualitative notion of likelihood, rather than explicit probabilities. While this may be appropriate for some applications, it is not useful for an analysis of protocols.

Ruspini [Rus87] discusses certain relations that hold between knowledge and probability in the one-agent case, and relates this in turn to Dempster-Shafer belief functions [Sha76].

The rest of this paper is organized as follows. The next section contains a brief review of the classical possible-worlds semantics for knowledge and a discussion of how knowledge can be ascribed to processes in a distributed system. In Section 3 we describe the extended language for knowledge and probability and discuss some assumptions that can be placed on the interrelationships between agents’ probability assignments at different states. In Section 4 we give results on complete axiomatizations and decision procedures. In Section 5 we extend the language to allow common knowledge and probabilistic common knowledge. In Section 6 we give our conclusions.

2 The standard Kripke model for knowledge

In this section we briefly review the standard S5 possible-worlds semantics for knowledge. The reader is referred to [HM92] for more details.

In order to reason formally about knowledge we need a language. Suppose we consider a system with n agents, say 1, . . . , n, and we have a nonempty set Φ of primitive propositions about which we wish to reason. (For distributed systems applications these will typically represent statements such as “The value of variable x is 0”; in natural language situations they might represent statements of the form “It is raining in San Francisco.”) For convenience, we define true to be an abbreviation for the formula p ∨ ¬p, where p is a fixed primitive proposition. We abbreviate ¬true by false. We construct more complicated formulas by closing off Φ under conjunction, negation, and the modal operators K_i, for i = 1, . . . , n (where K_iφ is read “agent i knows φ”).

We give semantics to these formulas by means of Kripke structures [Kri63], which formalize the intuitions behind possible worlds. A Kripke structure for knowledge (for n agents) is a tuple (S, π, K_1, ..., K_n), where S is a set of states (thought of as states of affairs or possible worlds), π(s) is a truth assignment to the primitive propositions of Φ for each state s ∈ S (i.e., π(s)(p) ∈ {true, false} for each primitive proposition p ∈ Φ and state s ∈ S), and K_i is an equivalence relation on the states of S, for i = 1, . . . , n. The K_i relation is intended to capture the possibility relation according to agent i: (s, t) ∈ K_i if in world s agent i considers t a possible world.^1 We define K_i(s) = {s^′ | (s, s^′) ∈ K_i}.

We now assign truth values to formulas at a state in a structure. We write (M, s) |= φ if the formula φ is true at state s in Kripke structure M.

(M, s) |= p (for p ∈ Φ) iff π(s)(p) = true (M, s) |= φ ∧ ψ iff (M, s) |= φ and (M, s) |= ψ 1We could take K_i to be an arbitrary binary relation, but for distributed systems applications, taking it to be an equivalence relation seems most appropriate (see [Hal87] for further discussion of this point). Our results could easily be modified to deal with the general case where K_i is an arbitrary binary relation.

(M, s) |= ¬φ iff (M, s) |̸= φ (M, s) |= K_iφ iff (M, t) |= φ for all t ∈ K_i(s).

The last clause in this definition captures the intuition that agent i knows φ in world (M, s) exactly if φ is true in all worlds that i considers possible.

Given a structure M = (S, π, K_1, . . . , K_n), we say that a formula φ is valid in M, and write M |= φ, if (M, s) |= φ for every state s in S, and say that φ is satisfiable in M if (M, s) |= φ for some state s in S. We say that a formula φ is valid if it is valid in all structures, and it is satisfiable if it is satisfiable in some structure. It is easy to check that a formula φ is valid in M (resp. valid) if and only if ¬φ is not satisfiable in M (resp. not satisfiable).

We are often interested in characterizing by an axiom system the set of formulas that are valid. An axiom system AX is said to be sound for a language L with respect to a class M of structures if every formula in L provable in AX is valid with respect to every structure in M. The system AX is complete for L with respect to M if every formula in L that is valid with respect to every structure in M is provable in AX. We think of AX as characterizing the class M if it provides a sound and complete axiomatization of that class. Soundness and completeness provide a connection between the syntactic notion of provability and the semantic notion of validity.

It is well known that the following set of axioms and inference rules, which goes back to Hintikka [Hin62], provides a sound and complete axiomatization for the logic of knowledge just defined with respect to the class of Kripke structures for knowledge (see [HM92] for a proof).

K1. All instances of propositional tautologies K2. (K_iφ ∧ K_i(φ ⇒ ψ)) ⇒ K_iψ K3. K_iφ ⇒ φ K4. K_iφ ⇒ K_iK_iφ K5. ¬K_iφ ⇒ K_i¬K_iφ R1. From φ and φ ⇒ ψ infer ψ (modus ponens)

R2. From φ infer K_iφ (knowledge generalization)

We remark that this axiom system for the case of one agent has traditionally been called S5. Philosophers have spent years debating the appropriateness of this set of axioms and, indeed, of this whole approach for capturing the notion of knowledge as applied to human reasoning (see [Len78] for a review of the pertinent literature). Other axiom systems for knowledge have been considered. We mention two here, since they will arise in our later discussion: the axiom system K, consisting of K1, K2, R1, and R2, and the axiom system KD45, consisting of K1, K2, K4, K5, R1, R2 and the axiom ¬K_i(false). The system S5 has proved particularly useful in distributed systems applications. We now briefly review how knowledge is ascribed to processes in distributed systems. More discussion and details on the model can be found in [Hal87].

A distributed system consists of a collection of processes, say 1, . . . , n, connected by a communication network. We think of these processes as running some protocol. At any time in the execution of such a protocol, the system is in some global state, which is a tuple of the form ⟨s_e, s_1, . . . , s_n⟩, where s_i is the local state of process i, and s_e is the state of the environment. We think of the global state as providing a “snapshot” of the state of the system at any time. The environment includes everything that we consider relevant to the system that is not described in the state of the processes. A run of a system is just a function from the natural numbers to global states. Intuitively, a run describes a possible execution of a system over time (where we think of time as ranging over natural numbers). We identify a system with a set of runs (these can be thought of as the possible runs of the system when running a particular protocol). We often speak of a pair (r, m), consisting of a run r and a time m, as a point. Associated with any point (r, m) we have r(m), the global state of the system at this point. We can define equivalence relations ∼_i, for i = 1, . . . , n, on points via (r, m) ∼_i (r^′, m^′) iff process i has the same local state at the global states r(m) and r^′(m^′).

Suppose we fix a set Φ of primitive propositions. In distributed systems applications, we can think of these propositions as saying things like “the value of variable x is 0”, “process 1’s initial input is 3”, and so on. We define an interpreted system I to be a pair (R, π), where R is a system (set of runs), and π is a truth assignment to the primitive propositions of Φ at every point in R. With this definition, it is easy to view an interpreted system as a Kripke structure, where the points play the role of states and the K_i relation is given by ∼_i. Truth is now defined with respect to a point (r, m) in an interpreted system I. In particular, we have

(I, r, m) |= K_iφ iff (I, r^′, m^′) |= φ for all (r^′, m^′) such that (r^′, m^′) ∼_i (r, m).

Since ∼_i is an equivalence relation, it is easy to check that all the axioms of S5 hold for this interpretation of knowledge.

3 Adding probability

The formula K_iφ says that φ is true at all the worlds that agent i considers possible. We want to extend our language to allows formulas such as w_i(φ) ≥ b, which intuitively says that “according to agent i, formula φ holds with probability at least b.” In fact, it turns out to be convenient to extend the language even further. Specifically, if φ_1, . . . , φ_k are formulas, then so is a_1w_i(φ_1) + · · · + a_kw_i(φ_k) ≥ b, where a_1, . . . , a_k, b are arbitrary rational numbers, and k ≥ 1. We call such a formula an i-probability formula (or simply a probability formula, if we do not wish to specify i). An expression of the form a_1w_i(φ_1) + · · · + a_kw_i(φ_k) is called a term. Allowing arbitrary terms in i-probability formulas, rather than just formulas of the form w_i(φ) ≥ α, gives us a great deal of flexibility in expressing relationships between probabilities of events. Notice we do not allow mixed formulas such as w_i(φ) + w_j(ψ) ≥ b.^2

We use a number of abbreviations throughout the paper for readability. For example, we use w_i(φ) ≥ w_i(ψ) as an abbreviation for w_i(φ) − w_i(ψ) ≥ 0, w_i(φ) ≤ b for −w_i(φ) ≥ −b, w_i(φ) < b for ¬(w_i(φ) ≥ b), and w_i(φ) = b for (w_i(φ) ≥ b)∧(w_i(φ) ≤ b). We also use K^b_i (φ) as an abbreviation for K_i(w_i(φ) ≥ b). Intuitively, this says that “agent i knows that the probability of φ is greater than or equal to b.” It might seem that the formula w_i(φ) ≥ b should already say that “agent i knows that the probability of φ is greater than or equal to b”, even without the K_i operator. This is not the case under our semantics. In a given state s, the formula w_i(φ) denotes the probability of φ according to agent i’s probability distribution in state s. Although it may seem at first seem counterintuitive, it is useful to allow agent i not to know what probability distribution is being used to calculate w_i(φ). For example, if agent i knows that one of two distributions governs φ, and according to one, the probability of φ is 1/2 and according to the other, the probability of φ is 3/4, then we can model this by saying that there are two states of the world that i cannot distinguish, such that w_i(φ) = 1/2 in one, and w_i(φ) = 3/4 in the other. In such a situation, it would be the case that K_i(w_i(φ) ≥ 1/2) holds.

The language used here extends that considered in [FHM90] in two ways. First, rather than have just one “probability modality” w, we have a modality w_i for each agent i, in order to allow us to reason about the probability assigned by different agents to the same event. Secondly, rather than restricting the formulas that appear in the scope of the probability modality to be propositional, we allow them to be arbitrary. In particular, we allow higher-order probability formulas such as w_i(w_j (φ) ≥ b)) ≥ c.

Before we give formal semantics to this language, we briefly review some material from probability theory (see [Hal50] for more details). A probability space is a tuple (Ω, X , μ) where Ω is a set, called the sample space, X is a σ-algebra of subsets of Ω (i.e., a set of subsets containing Ω and closed under complementation and countable union), whose elements are called the measurable sets, and a probability measure μ defined on the elements of X . Note that μ does not assign a probability to all subsets of Ω, but only to the measurable sets. One natural way of attaching a weight to every subset of Ω is by considering the inner measure μ_∗ induced by μ; if A ⊆ Ω, we have μ_∗(A) = sup{μ(B) | B ⊆ A and B ∈ X }. Thus, the inner measure of A is essentially the measure of the largest measurable set contained in A. The properties of probability spaces guarantee that μ_∗ is well defined, and

2There would be no difficulty giving semantics to such formulas, but some of our results on decision procedures and axiomatizations seem to require that we not allow such mixed formulas. We return to this point in the next section.

that if A is measurable, then μ_∗(A) = μ(A).^3 Given a structure M = (S, π, K_1, . . . , K_n), in order to decide whether a probability formula is true at a state s in M, we need to associate with each state s a probability space. Thus we take a Kripke structure for knowledge and probability (for n agents) to be a tuple (S, π, K_1, . . . , K_n, P), where P is a probability assignment, which assigns to each agent i ∈ {1, . . . , n} and state s ∈ S a probability space P(i, s) = (S_{i,s}, X_{i,s}, μ_{i,s}), where S_{i,s} ⊆ S. We shall usually write P(i, s) as P_{i,s}. Intuitively, the probability space P_{i,s} describes agent i’s probabilities on events, given that the state is s. We allow S_{i,s} to be an arbitrary subset of S. It might seem reasonable to take S_{i,s} = K_i(s), thus requiring that the agent places probability on precisely on the set of worlds he considers possible; however, as we shall see below, there are good technical and philosophical reasons to allow S_{i,s} to be distinct from K_i(s). It is often natural to require that S_{i,s} be at least a subset of K_i(s); we consider the consequences of this assumption below.

We can give semantics to formulas not involving probability just as before. To give semantics to i-probability formulas, assume inductively that we have defined (M, s) |= φ for each state s ∈ S. Define S_{i,s}(φ) = {s^′ ∈ S_{i,s} | (M, s^′) |= φ}. Then the obvious way to define the semantics of a formula such as w_i(φ) ≥ b is (M, s) |= w_i(φ) ≥ b iff μ_{i,s}(S_{i,s}(φ)) ≥ b. The only problem with this definition is that the set S_{i,s}(φ) might not be measurable (i.e., not in X_{i,s}), so that μ_{i,s}(S_{i,s}(φ)) might not be well defined. We discuss this issue in more detail below (and, in fact, provide sufficient conditions to guarantee that this set is measurable), but in order to deal with this problem in general, we use the inner measures (μ_{i,s})_∗ rather than μ_{i,s}. Thus w_i(φ) ≥ b is true at the state s if there is some measurable set (according to agent i) contained in S_{i,s}(φ) whose measure is at least b. More generally, we have

(M, s) |= a_1w_i(φ_1)+· · ·+a_kw_i(φ_k) ≥ b iff a_1(μ_{i,s})_∗(S_{i,s}(φ_1))+· · ·+a_k(μ_{i,s})_∗(S_{i,s}(φ_k)) ≥ b.

This completes the semantic definition for the whole language.

Before we discuss the properties of this language, it is helpful to consider a detailed example. This example illustrates some of the subtleties involved in choosing the probability spaces at each state.

Suppose we have two agents. Agent 2 has an input bit, either 0 or 1. He then tosses a fair coin, and performs an action a if the coin toss agrees with the input bit, i.e., if the coin toss lands heads and the input bit is 1, or if the coin lands tails and the input bit is 0. We assume that agent 1 never learns agent 2’s input bit or the outcome of his coin toss. An easy argument shows that according to agent 2, who knows the input bit, the probability (before he tosses the coin) of performing action a is 1/2. There is also

3We remark that there is also a dual notion of outer measure; the outer measure of A, denoted μ^�(A), is essentially the measure of the smallest measurable set containing A. It is easy to see that μ^�(A) = 1 − μ_�(A), so that the outer measure is expressible in terms of the inner measure.

a reasonable argument to show that, even according to agent 1 (who does not know the input bit), the probability that the action will be performed is 1/2. Clearly from agent 1’s viewpoint, if agent 2’s input bit is 0, then the probability that agent 2 performs action a is 1/2 (since the probability of the coin landing heads is 1/2); similarly, if agent 2’s input bit is 1, then the probability of agent 2 performing action a is 1/2. Thus, no matter what agent 2’s input bit, the probability according to agent 1 that agent 2 will perform action a is 1/2. Thus, it seems reasonable to say that agent 1 knows that the a priori probability of agent 2 performing action a is 1/2. Note that we do not need to assume a probability distribution on the input bit for this argument to hold. This is a good thing: We do not want to assume that there is an input on the probability distribution, since none is provided by the problem statement. Of course, if there were a probability distribution, then this argument would hold independent of the actual probability distribution.

Now suppose we want to capture this argument in our formal system. From agent 1’s point of view, there are four possibilities: (1, h), (1, t), (0, h), (0, t) (the input bit was 1 and the coin landed heads, the input bit was 1 and the coin landed tails, etc.). We can view these as the possible worlds or states in a Kripke structure. Call them s_1, s_2, s_3, and s_4 respectively; let S be the set consisting of all four states. Assume that we have primitive propositions A, H, T , B_0, and B_1 in the language, denoting the events that action a is performed, the coin landed heads, the coin landed tails, agent 2’s input bit is 0, and agent 2’s input bit is 1. Thus H is true at states s_1 and s_3, A is true at states s_1 and s_4, and so on. What should agent 1’s probability assignment be? We now describe three plausible answers to this question.

1. We can associate with each state the sample space consisting of all four states, i.e., all the possible worlds. This might seem to be the most natural choice, since we are taking the probability space at each state s to be K_1(s), so that at each state, agent 1 is putting the probability on the set of states that he considers possible. Because we assume that there is no probability on the event “the input bit is 0” (resp. “the input bit is 1”), the only candidates for measurable sets (besides the whole space and the empty set) are {s_1, s_3} (which corresponds to the event “the coin landed heads”) and {s_2, s_4} (“the coin landed tails”). Each of these sets has probability 1/2. Call the resulting Kripke structure M_0. Notice that the events {s_1} and {s_2} cannot both be measurable, for then the event {s_1, s_2}, which corresponds to “the input bit is 1”, would also be measurable. Similarly, we cannot take {s_1, s_4}, which corresponds to the event “action a is performed”, to be measurable. This is because if it were measurable, then, since the set of measurable sets is closed under finite intersection and complementation, each of {s_1}, {s_2}, {s_3}, and {s_4} would have to be measurable.

2. We can associate with states s_1 and s_2, where the input bit is 1, the sample space consisting only of s_1 and s_2, with {s_1} and {s_2} both being measurable and having measure 1/2. Similarly, we can associate with states s_3 and s_4 the sample space consisting only of s_3 and s_4, with {s_3} and {s_4} each having measure 1/2. Thus, when the input bit is 1, we take the sample space to consist of only those states where the input bit is 1, with the obvious probability on that space, and similarly for when the input bit is 0. Call this Kripke structure M_1.

3. Finally, we can make the trivial choice of associating with each state the sample space consisting of that state alone, and giving it measure 1. Call the resulting Kripke structure M_2.

Of the three Kripke structures above, it is easy to see that only M_1 supports the informal reasoning above. It is easy to check that we have (M_1, s) |= K^{1/2}_1 A, for every state s ∈ S. On the other hand, in every state of M_2, we have either w_1(A) = 1 (in states s_1 and s_4) or w_1(A) = 0 (in states s_2 and s_3). Thus, for every state s ∈ S, we have (M_2, s) |= K_1((w_1(A) = 1) ∨ (w_1(A) = 0)) and (M_2, s) |= ¬K^{1/2}_1 A. Finally, in M_0, the event A is not measurable, nor does it contain any non-empty measurable sets. Thus, we have (M_0, s) |= K_1(w_1(A) = 0) (where now w_1 represents the inner measure, since A is not measurable).

Does this mean that M_1 is somehow the “right” Kripke structure for this situation? Not necessarily. A better understanding can be attained if we think of this as a two-step process developing over time. At the first step, “nature” (nondeterministically) selects agent 2’s input bit. Then agent 2 tosses the coin. We can think of M_2 as describing the situation after the coin has landed. It does not make sense to say that the probability of heads is 1/2 at this time (although it does make sense to say that the a priori probability of heads is 1/2), nor does it make sense to say that the probability of performing action a is 1/2. After the coin has landed, either it landed heads or it didn’t; either a was performed or it wasn’t. This is the intuitive explanation for why the formula K_1((w_1(A) = 1) ∨ (w_1(A) = 0)) is valid in M_2. M_1 describes the situation after nature has made her decision, but before the coin is tossed. Thus, agent 1 knows that either the input bit is 1 or the input bit is 0 (although he doesn’t know which one). As expected, the formula K_1((w_1(B_0) = 1)∨(w_1(B_1) = 0)) holds in this situation. An (admittedly weak) argument can be made that M_0 describes the initial situation, before nature has made her decision. At this point the event “the input bit is 0” is not measurable and we cannot attach a probability to it.

We can capture these intuitions nicely using runs. There are four runs, say r_1, r_2, r_3, r_4, corresponding to the four states above. There are three relevant times: 0 (before nature has decided on the input bit), 1 (after nature has decided, but before the coin is tossed), and 2 (after the coin is tossed). Agent 1’s local state contains only the time (since agent 1 never learns anything about the coin or the input bit); agent 2’s local state contains the time, the input bit (at times 1 and 2), and the outcome of the coin toss (at time 2). We can omit the environment from the global state; everything relevant is already captured by the states of the agents. Thus, at time 1 in run r_3, agent 1’s local state is 1 (since the time is 1), while agent 2’s local state is the pair (1, 0), since the time is 1 and the input bit is 0. Thus, r_3(1) = ⟨1, (1, 0)⟩. Similarly, we have that r_3(2) = ⟨2, (2, 0, h)⟩. We now interpret the propositions A, H, etc. to mean that the action a has been or eventually will be performed, heads has been or eventually will be tossed, etc. Thus, proposition A is true at the point (r_j , k) if the action a is performed at (r_j , 3). Similarly, H is true at (r_j, k) if heads is tossed in run r_j, and so on.

Clearly at each time k = 0, 1, 2, agent 1 considers the four points (r_j , k), j = 1, 2, 3, 4, possible. At time 0 we can define the probability space at each state to make this look like M_0. At time 1, defining the probability spaces so that we get Kripke structure M_1 seems to be appropriate, while at time 2, Kripke structure M_2 seems appropriate. Thus, although it seems that in some sense agent 1’s knowledge about the input bit and the outcome of the coin toss does not change over time, the probability assignments used by agent 1 may change. For example, after the coin has been tossed, the probability assignment should change to reflect the fact that, although agent 1 has not learned anything about the outcome of the coin flip, he does know that the coin has been tossed.

But why and how should the fact that the coin has been tossed affect the probability assignment used by agent 1? This question is perhaps best answered in the framework discussed in [HT93], where the point of view is taken that the choice of probability assignment should reflect the agent’s view of the adversary it is playing against or, more accurately, the knowledge of the adversary it is playing against. Different choices of probability assignment correspond to playing adversaries with different knowledge. Suppose we play an adversary with complete information about all that has happened in the past, but who does not know the outcome of probabilistic events that will take place in the future. Thus, at time 1, the adversary does not know the outcome of the coin toss, while at time 2, he does. As shown in [HT93], when agent i is playing against such an adversary, the probability assignment used by agent i should reflect what the adversary knows as well as what agent i knows. Technically, this amounts to taking the intersection of the set of possible words describing agent i’s knowledge with the set of possible worlds describing the adversary’s knowledge. Thus, when playing against an adversary with complete information about the past, the assignment described by M_1 is appropriate at time 1, while the assignment described by M_2 is appropriate at time 2. (See [HT93] for details of the arguments regarding appropriateness.) Interestingly, the probability assignment described by M_0—which initially may have seemed to be the most reasonable choice of probability assignment—does not correspond to playing against an adversary in the framework of [HT93]. In retrospect, it is the hardest probability assignment to justify.

Even in this simple example we can already see that the decision of how to assign the probability spaces is not completely straightforward. In general, it seems that it will depend in more detail on the form of the analysis. This example already shows that in general at a state s, we do not want to take S_{i,s} = K_i(s). Note that S_{1,s} = K_1(s) only in M_0 above; in particular, in M_1, where we can carry out the informal reasoning which says that action a occurs with probability 1/2, we have S_{1,s} as a strict subset of K_1(s).^4

4The example presented here is a simplification of one given by Mark Tuttle. It was Mark who first pointed out to us that it is not always appropriate to take S_{i,s} = K_i(s).

Although in this example, we do not want S_{i,s} = K_i(s), we do want S_{i,s} ⊆ K_i(s). This is quite a natural condition. Without it, it is possible that an agent can place positive probability on a fact that he knows to be false; for example, the formula K_i¬p∧w_i(p) > 0 is consistent. We would view an agent who places positive probability on an event he knows to be false as inconsistent. Thus, we term the following condition CONS (for consistent).

CONS. For all i and s, if P_{i,s} = (S_{i,s}, X_{i,s}, μ_{i,s}), then S_{i,s} ⊆ K_i(s).

Note that CONS does not imply that s ∈ S_{i,s}; an agent is not required to view the state that he is in as one of the set of states in his probability space. Although it may seem unusual, there are times (in particular, when analyzing asynchronous distributed systems), when it turns out to be appropriate not to require that s ∈ S_{i,s} [HT93].

In some applications, although the agents have different sets of points they consider possible, it is useful to model them as agreeing on what the probability space is at each point. In this case, we say that the probability assignment is objective. This is a quite natural assumption in contexts where all the probabilistic events are common knowledge, for example, if there is a global coin. Alternatively, in the framework of [HT93], it is appropriate if the agents are viewed as all playing the same adversary, who has at least as much knowledge as each of the agents individually. Note that under this assumption, the intersection of the set of states describing agent i’s knowledge with the set of states describing the adversary’s knowledge is the same for all i. This means that, according to the framework of [HT93], the agents should all use the same probability assignment. Note that this assumption is appropriate, for example, if the agents all play an adversary who has complete information about the global state of the system, they would agree on what the appropriate probability space should be.^5

In the context of a Kripke structure for knowledge and probability, having an objective probability assignment corresponds to the following condition:

OBJ. P_{i,s} = P_{j,s} for all i, j, and s.

Note that if we had required that S_{i,s} = K_i(s) for each agent i and each state s, then OBJ could hold only in Kripke structures where K_i(s) = K_j(s) for all agents i and j and all states s.

We now consider some other assumptions about the interrelationship between an agent’s probability assignments at different states. A rather natural assumption to make on the choice of probability space is that it is the same in all worlds the agent considers possible. In the context of distributed systems, this would mean that an agent’s probability space is determined by his local state. We call this property SDP (state-determined probability). Formally, we have:

5Mark Tuttle and Yoram Moses first pointed out to us that in distributed systems applications, an appropriate choice is often an objective probability with the probability space consisting of all the points with the same global state. This approach was first taken in [HMT88]. See [FZ88, HT93] for further discussion on the appropriate choice of probability assignment in distributed systems.

SDP. For all i, s, and t, if t ∈ K_i(s), then P_{i,s} = P_{i,t}.

Of the three Kripke structures we considered above, only M_0 satisfies SDP. As the discussion in [HT93] shows, SDP is most natural in situations where no nondeterministic (or, perhaps better, nonprobabilistic) choices are made by “nature”. (In our example, the choice of the agent’s input bit is nonprobabilistic; the outcome of the coin toss is probabilistic.) SDP is an assumption that has often been made. Indeed, it is implicitly assumed in much of the economists’ work (e.g., [Aum76, Cav83]). In these papers, it is assumed that each agent initially defines a probability space over the sample space of all worlds. Thus, for each agent i we have a probability space P_i = (S, X_i, μ_i), where S is the set of all worlds.^6 Agent i’s probability of an event e at a state s is taken to be the conditional probability of e given agent i’s set of possible worlds. This means that P_{i,s} = (K_i(s), X_{i,s}, μ_{i,s}), where X_{i,s} = {A ∩ K_i(s) | A ∈ X_i}, and μ_{i,s}(A ∩ K_i(s)) = μ_i(A)/μ_i(K_i(s)).^7 Note that the resulting Kripke structure has the SDP property.

While M_1 and M_2 in our example above do not satisfy SDP, they do satisfy a weaker property which we call uniformity. Roughly speaking, uniformity holds if we can partition K_i(s) into subsets such that at every point in a given subset T , the probability space is the same. Formally, we say uniformity holds if:

UNIF. For all i, s, and t, if P_{i,s} = (S_{i,s}, X_{i,s}, μ_{i,s}) and t ∈ S_{i,s}, then P_{i,t} = P_{i,s}.

Notice that UNIF does not require that S_{i,s} ⊆ K_i(s); thus, in order to be able to partition K_i(s) into subsets such that at every point in a given subset T , the probability space is the same, we require both UNIF and CONS. Uniformity arises in a natural way when considering appropriate probability assignments in distributed systems. Each subset of S_{i,s} turns out to correspond to the result of “nature” making a particular nonprobabilistic choice, just as is the case in the structure M_1 in our example (see [HT93] for details). Uniformity also has some interesting connections with a well-studied principle regarding higher-order probabilities called Miller’s principle [Mil66, Sky80]; we comment on this in a little more detail below. Note that CONS and SDP together imply UNIF, and that all the structures in our example above satisfy UNIF.

There is one last property of interest to us, which seems to have been assumed in all previous papers involving reasoning about probability, and that is that all formulas define measurable sets. As shown in [FHM90] (and as we shall see again below), reasoning about probability is simplified if we assume that all formulas define measurable sets. More precisely, we say that formulas define measurable sets in M if

MEAS. For all i and s and for every formula φ, the set S_{i,s}(φ) ∈ X_{i,s}.

6Aumann actually assumes that there is an objective probability on the whole space, so that P_i = P_j for all agents i and j. This corresponds to the agents having a common prior distribution.

7This approach runs into slight technical difficulties if K_i(s) is not measurable, or has measure 0. However, it is always assumed that this is not the case.

(Recall that S_{i,s}(φ) = {s^′ ∈ S_{i,s} | (M, s^′) |= φ}.)

Clearly if primitive propositions define measurable sets, then all propositional formulas define measurable sets. However, there is no particular reason to expect that a probability formula such as w_i(p) + w_i(q) ≥ 1/2 will define a measurable set (in fact, it is easy to show that in general it will not). Let PMEAS be the property which says that all primitive propositions define measurable sets. (Note that PMEAS does not hold in M_0, but does hold in M_1 and M_2.) The following lemma describes sufficient conditions for MEAS to hold.

Lemma 3.1: If M is a structure satisfying CONS, OBJ, UNIF, and PMEAS, then M satisfies MEAS.

Proof: A straightforward induction on the structure of formulas φ shows that S_{i,s}(φ) is measurable for all formulas φ. The assumptions CONS and OBJ together imply that for all agents i and j, we have S_{i,s} ⊆ K_j (s), so it is easy to see that S_{i,s}(K_j φ) is either S_{i,s} or ∅. In either case it is measurable. Similarly, we can show that OBJ and UNIF together imply that for any probability formula φ, we have that S_{i,s}(φ) is either S_{i,s} or ∅.

It seems that OBJ, UNIF, and PMEAS are often reasonable assumptions in distributed systems applications, so this lemma is of more than just pure technical interest.

We close this section by briefly considering one more property of probabilities that has appeared in the literature. Miller’s principle is an axiom that connects higherorder probabilities (that is, probabilities on probabilities) with probabilities on formulas [Mil66, Sky80]. It says: w_i(φ) ≥ bw_i(w_i(φ) ≥ b). It is easy to see that, in general, this axiom does not hold in structures for knowledge and probability. However, it is not hard to show that our condition UNIF implies this axiom. In systems satisfying UNIF, we have either (a) (w_i(φ) ≥ b) is false at state s, in which case UNIF implies that w_i(w_i(φ) ≥ b) = 0 at state s, or (b) (w_i(φ) ≥ b) is true at state s, in which case UNIF implies that w_i(w_i(φ) ≥ b) = 1 at state s. In either case, it is easy to see that Miller’s principle holds. It turns out that there is a precise sense in which Miller’s principle completely characterizes uniform structures; see [Hal91] for details.

4 Complete axiomatizations and decision procedures

We now describe a natural complete axiomatization for the logic of probability and knowledge. The axiom system can be modularized into four components. The first component allows us to do propositional reasoning, the second allows us to reason about knowledge, the third allows us to reason about inequalities (so it contains axioms that allow us to deduce, for example, that 2x ≥ 2y follows from x ≥ y), while the fourth is the only one that has axioms and inference rules for reasoning about probability. I. Axiom and rule for propositional reasoning Axiom K1 and rule R1 from Section 2 II. Axioms and rule for reasoning about knowledge Axioms K2-K5 and rule R2 from Section 2

For reasoning about inequalities, we need a system that allows us to prove all valid formulas about linear inequalities; one particular system that will do the trick is given in [FHM90]. We repeat it here.

III. Axioms for reasoning about linear inequalities

I1. (a_1w_i(φ_1) + · · · + a_kw_i(φ_k) ≥ b) ⇔ (a_1w_i(φ_1) + · · · + a_kw_i(φ_k) + 0w_i(φ_{k+1}) ≥ b) (adding and deleting 0 terms)

I2. (a_1w_i(φ_1) + · · · + a_kw_i(φ_k) ≥ b) ⇒ (a_{j1} w_i(φ_{j1} ) + · · · + a_{jk} w_i(φ_{jk} ) ≥ b), if j_1, . . . , j_k is a permutation of 1, . . . , k (permutation)

I3. (a_1w_i(φ_1)+· · ·+a_kw_i(φ_k) ≥ b)∧(a^′_1w_i(φ_1)+· · ·+a^′_kw_i(φ_k) ≥ b^′) ⇒ (a_1 +a^′_1)w_i(φ_1)+ · · · + (a_k + a^′_k)w_i(φ_k) ≥ (b + b^′) (addition of coefficients)

I4. (a_1w_i(φ_1) + · · · + a_kw_i(φ_k) ≥ b) ⇔ (da_1w_i(φ_1) + · · · + da_kw_i(φ_k) ≥ db) if d > 0 (multiplication of nonzero coefficients)

I5. (t ≥ b) ∨ (t ≤ b) if t is a term (dichotomy)

I6. (t ≥ b) ⇒ (t > c) if t is a term and b > c (monotonicity)

Finally, we need axioms for reasoning about probability. The axioms we take are also given in [FHM90]; they are simply a translation of the standard axioms for probability in finite domains to our language.

IV. Axioms for reasoning about probabilities

W1. w_i(φ) ≥ 0 (nonnegativity)

W2. w_i(true) = 1 (the probability of the event true is 1)

W3. w_i(φ ∧ ψ) + w_i(φ ∧ ¬ψ) = w_i(φ) (additivity)

W4. w_i(φ) = w_i(ψ) if φ ⇔ ψ is a propositional tautology (distributivity)

W5. w_i(false) = 0 (the probability of the event false is 0)^8

8Axiom W5 is actually redundant. It is included, since it will be needed later when we replace axiom W3 by another axiom in the nonmeasurable case.

Axiom W3 corresponds to finite additivity. Although we allow infinite domains, as noted in [FHM90] we do not need an axiom that corresponds to countable additivity. Indeed, we could not even express such an axiom in our language. Roughly speaking, we can get away with finite additivity because we can show that if a formula is satisfiable at all, it is satisfiable in a finite domain.

Things get more complicated if we drop the measurability assumption. It is easy to check that in this case, W3 is no longer sound. As shown in [FHM90], there is another axiom that we can replace W3 by to get a complete axiomatization. This axiom is also the key axiom that characterizes belief functions in the Dempster-Shafer approach to reasoning about uncertainty. W6. w_i(φ_1 ∨ . . . ∨ φ_k) ≥ Σ_{I⊆{1,...,k}, I≠∅}(−1)^{|I|+1}w_i( ⋀ i∈I φ_i). Although this axiom may appear somewhat mysterious, note that if we replace ≥ by =, then in the measurable case, this becomes an instance of the well-known inclusionexclusion rule for probabilities [Fel57].

It turns out that if we replace W3 by W6, we get a complete axiomatization for iprobability formulas in the nonmeasurable case. (See [FHM90] for more details, as well as proofs of soundness and completeness.)

Let AX_{MEAS} consist of K1–K5, I1–I6, W1–W5, and R1–R2. Let AX be the result of replacing W3 in AX_{MEAS} by W6. The following theorem says that these axiomatizations are sound and complete.^9

Theorem 4.1: AX (resp. AX_{MEAS} ) is a sound and complete axiomatization for the logic of knowledge and probability (resp. for structures satisfying MEAS).

Proof: Soundness is straightforward, as usual, so we focus on completeness. We sketch the proof for the measurable case; the nonmeasurable case follows the same lines.

In order to prove completeness, we need only show that if the formula φ is consistent with AX_{MEAS}, then φ is satisfiable in a Kripke structure for knowledge and probability satisfying MEAS. Let Sub(φ) be the set of all subformulas of φ, and let Sub^+(φ) be the set of subformulas of φ and their negations.

Let s be a finite set of formulas, and let φ_s be the conjunction of the formulas in s. We say that s is consistent if it is not the case that AX_{MEAS} ⊢ ¬φ_s, where as usual, we write AX_{MEAS} ⊢ ψ if the formula ψ is provable in the axiom system AX_{MEAS}. The set s is a maximal consistent subset of Sub^+(φ) if it is consistent, a subset of Sub^+(φ), and for every subformula ψ of φ, includes one of ψ and ¬ψ. (Note that it cannot include both, for then it would not be consistent.) Following Makinson [Mak66] (see also [HM92]), we first construct a Kripke structure for knowledge (but not probability) (S, π, K_1, . . . , K_n) as follows: we take S, the set of states, to consist of all maximal consistent subsets

9The proofs of the technical results in this section presume familiarity with the results of [FHM90] and with standard proofs of completeness and complexity for modal logics (cf. [Lad77, HM92]).

of Sub^+(φ). If s and t are states, then (s, t) ∈ K_i precisely if s and t contain the same formulas of the form K_iψ. We define π so that for a primitive proposition p, we have π(s)(p) = true iff p is one of the formulas in the set s. Our goal is to define a probability assignment P such that the if we consider the Kripke structure for knowledge and probability M = (S, π, K_1, . . . , K_n, P), then for every state s ∈ S and every formula ψ ∈ Sub^+(φ), we have (M, s) |= ψ iff ψ ∈ s.

We now sketch the techniques from [FHM90] required to do this. It is easy to see that the formulas φ_s are provably mutually exclusive for s ∈ S; that is, AX_{MEAS} ⊢ φ_s ⇒ ¬φ_t for s ≠ t. Indeed, the proof uses only propositional reasoning, namely K1 and R1. Moreover, again using only propositional reasoning, we can show that AX_{MEAS} ⊢ ψ ⇔ ∨_{{s∈S | ψ∈s}}φ_s, for all ψ ∈ Sub^+(φ). Using these observations, we can show, using W1–W5, that μ_i(ψ) = ∑ {s∈S | ψ∈S} μi(φs) is provable in AXMEAS (cf. [FHM90, Lemma

2.3]).^{10} Using this fact together with I1 and I3, we can show that an i-probability formula ψ ∈ Sub^+(φ) is provably equivalent to a formula of the form ∑ s∈S c_sμ_i(φ_s) ≥ b, for some appropriate coefficients c_s.

Fix an agent i and a state s ∈ S. We now describe a set of linear equalities and inequalities corresponding to i and s, over variables of the form x_{iss}0 , for s^′ ∈ S. We can think of x_{iss}0 as representing μ_{i,s}(s^′), i.e., the probability of state s^′ under agent i’s probability distribution at state s. We have one inequality corresponding to every i-probability formula ψ in Sub^+(φ). Assume that ψ is equivalent to ∑ s^0 ∈S cs^0 μi(φs^0 ) ≥ b.

Observe that exactly one of ψ and ¬ψ is in s. If ψ ∈ s, then the corresponding inequality is ∑ s^0∈S c_s0 x_{iss}0 ≥ b. If ¬ψ ∈ s, then the corresponding inequality is ∑ s^0 ∈S c_s0 x_{iss}0 < b. Finally, we have the equality ∑ s^0∈S x_{iss}0 = 1. As shown in [FHM90, Theorem 2.2], since φ_s is consistent, this set of linear equalities and inequalities has a solution x^∗_{iss}0 , s^′ ∈ S.

For each i and s, we solve the corresponding set of inequalities separately. We now define P so that P_{i,s} = (S, 2^S , μ_{i,s}), where if A ⊆ S, then μ_{i,s}(A) = ∑ s^0 ∈A x ∗ iss^0 . Since ∑ s^0∈S x ∗ iss^0 = 1, it is easy to see that μi,s is indeed a probability measure. Note that, in

the probability space P_{i,s}, every set is measurable. This probability assignment does not necessarily satisfy CONS; it may well be the case that there are sets disjoint from K_i(s) that are assigned positive measure under μ_{i,s}.

10Note that this proof makes crucial use of W3; this formula is not provable using the axiom system AX.

As we said above, we now want to show that for every formula ψ ∈ Sub^+(φ) and every state in s, we have (M, s) |= ψ iff ψ ∈ s. The proof proceeds by induction on ψ. If ψ is a primitive proposition, the result is immediate from the definition of π. The cases where ψ is a negation or a conjunction are straightforward and left to the reader. The case where ψ is an i-probability formula follows immediately from the arguments above, since the appropriate inequality corresponding to ψ is satisfied by μ_{i,s}. Finally, if ψ is of the form K_iψ^′, the proof proceeds using well-known arguments from modal logic (cf. [HC68, HM92]). We sketch a few of the details here. If K_iψ^′ ∈ s then, by construction of K_i, for all t ∈ K_i(s), we have K_iψ^′ ∈ t. Since t is a maximal consistent subset of Sub^+(φ), it must be the case that one of ψ^′ or ¬ψ^′ is in t. From Axiom K3, it follows that it must in fact be ψ^′. By the induction hypothesis, we have that (M, t) |= ψ^′. Since this argument holds for all t ∈ K_i(s), we have that (M, s) |= K_iψ^′.

Now suppose that (M, s) |= K_iψ^′. We want to show that K_iψ^′ ∈ s. Let s^i be the subset of s consisting of all formulas in s of the form K_iψ^{′′} or ¬K_iψ^{′′}. Notice that, in particular, s^i includes one of K_iψ^′ or ¬K_iψ^′; we plan to show that in fact it must include K_iψ^′. We claim that AX_{MEAS} ⊢ φ_si ⇒ ψ^′. (1) For suppose not. Then φ_si ∧¬ψ^′ is consistent. Thus, there is a maximal consistent subset of Sub^+(φ), say t, that includes s^i ∪ {¬ψ^′}. But then, by construction of K_i, we have (s, t) ∈ K_i, and by the induction hypothesis, (M, t) |= ¬ψ^′. But this contradicts our assumption that (M, s) |= K_iψ^′. Thus, (1) holds.

By R2, from (1), we have AX_{MEAS} ⊢ K_i(φ_si ⇒ ψ^′). (2) Using A2 and propositional reasoning, it follows that AX_{MEAS} ⊢ K_iφ_si ⇒ K_iψ^′. (3) Every conjunct of φ_si is of the form K_iψ^{′′} or ¬K_iψ^{′′}. Thus, if σ is one of the conjuncts of φ_si , using either Axiom A4 or A5, it follows that AX_{MEAS} ⊢ σ ⇒ K_iσ. (4) It is well known (and can be proved using K1, K2, R1, and R2) that for any formulas σ_1 and σ_2, we have AX_{MEAS} ⊢ K_i(σ_1 ∧ σ_2) ⇔ K_iσ_1 ∧ K_iσ_2.

Thus, from (4), it follows that AX_{MEAS} ⊢ φ_si ⇒ K_iφ_si . (5) From (3) and (5) we now get AX_{MEAS} ⊢ φ_si ⇒ K_iψ^′.

Since φ_s, and hence φ_si , is consistent, it now follows that ¬K_iψ^′ cannot be one of the conjuncts of φ_si , and hence that K_iψ^′ ∈ s, as desired.

If φ is consistent, it must be in one of the maximal consistent subsets of Sub^+(φ). Thus, it follows that if φ is consistent, then it is satisfiable in the structure M. This completes the proof in the measurable case.

Note that the proof shows the modularity of the axiom system. In order to deal with i-probability formulas, we just need the axioms for reasoning about probability and inequalities (together with propositional reasoning); the axioms for reasoning about knowledge play no role. Similarly, in order to deal with knowledge formulas, we just used the axioms for reasoning about knowledge.

This modularity is important when it comes to dealing with the nonmeasurable case. We must now replace the arguments above for constructing P by analogous arguments from [FHM90, Theorem 3.8] for the nonmeasurable case. As these arguments show, it is not quite the case that we can construct a Kripke structure satisfying φ whose set of states is the set S above consisting of maximal consistent subsets of Sub^+(φ). Rather, we need to make copies of each of the maximal consistent sets. Thus, for each maximal consistent set s, there will be states s_1, . . . , s_n (as shown in [FHM90], we can take n ≤ |Sub(φ)|). We can now define a probability assignment P on this set; it will no longer be the case that in the probability space P_{i,s}, all sets are measurable. Modulo this change to P, we can construct a Kripke structure M for knowledge and probability such that for each state s_k corresponding to a maximal consistent set s and each formula ψ ∈ Sub^+(φ), we have (M, s_k) |= ψ iff ψ ∈ s. The proof follows identical lines to that of the measurable case. The only change comes in dealing with i-probability formulas. Again, this is done by constructing a collection of linear equalities and inequalities that μ_{i,s} must satisfy, as in the proof of [FHM90, Theorem 3.7]. We omit further details here.

We can also capture some of the assumptions we made about systems axiomatically. In a precise sense (as we shall see), CONS corresponds to the axiom

W7. K_iφ ⇒ (w_i(φ) = 1)

This axiom essentially tells us that the set of states that agent i considers possible has measure 1 (according to agent i).

OBJ corresponds to the axiom

W8. (a_1w_i(φ_1) + · · · + a_kw_i(φ_k) ≥ b) ⇒ (a_1w_j(φ_1) + · · · + a_kw_j(φ_k) ≥ b)

Axiom W8 says that each i-probability formula implies the corresponding j-probability formula. This is clearly sound if we have an objective probability distribution.

UNIF corresponds to the axiom

W9. φ ⇒ (w_i(φ) = 1) if φ is an i-probability formula or the negation of an i-probability formula.

Since a given i-probability formula has the same truth value at all states where agent i’s probability assignments is the same, the soundness of W9 in structures satisfying UNIF is easy to verify.

SDP corresponds to the axiom

W10. φ ⇒ K_iφ if φ is an i-probability formula or the negation of an i-probability formula.

Since SDP says that agent i knows the probability space (in that it is the same for all states in K_i(s)), it is easy to see that SDP implies that in a given state, agent i knows all i-probability formulas that are true in that state. Axioms W7 and W10 together imply W9, which is reasonable since CONS and SDP together imply UNIF.

The next theorem proves our claims about the correspondence between various properties and various axioms.

Theorem 4.2: Let A be a subset of {CONS,OBJ,UNIF,SDP}, and let A be the corresponding subset of {W7,W8,W9,W10}. Then AX∪A (resp. AX_{MEAS} ∪A) is a sound and complete axiomatization for the logic of knowledge and probability for structures satisfying A (resp. MEAS ∪ A).^{11}

Proof: Again, soundness is straightforward, so we focus on completeness. We obtain completeness in each case by a relatively straightforward modification of the proof of Theorem 4.1. We just sketch the details here.

First, consider the relationship between CONS and axiom W7. Assume that W7 is included as an axiom. In this case, it is easy to see that we can modify our construction in the proof of Theorem 4.1 so that we can take P_{i,s} = (S_{i,s}, X_{i,s}, μ_{i,s}) such that S_{i,s} ⊆ K_i(s). We sketch the details in the measurable case. Recall that in this case, in the proof of Theorem 4.1, we took P_{i,s} = (S, 2^S, μ_{i,s}), so that all sets were measurable, and μ_{i,s} was defined in terms of a solution to a set of linear equalities and inequalities. Now we claim that in the presence of W7, we can show that if s ∈ S and s^′ /∈ K_i(s), then φ_s ⇒ (μ_i(φ_s0 ) = 0) is provable. To see this, observe that φ_s ⇒ K_i(¬φ_s0 ) is provable using K4 or K5. Thus, applying W7, we have that φ_s ⇒ (μ_i(¬φ_s0 ) = 1) is provable. Finally, by using W2, W3, and W4, it is not hard to show that φ_s ⇒ (μ_i(φ_s0 ) = 0) is provable. As a consequence, we can augment the linear system of equalities and inequalities defining μ_{i,s} by adding x_{iss}0 = 0 for s^′ /∈ K_i(s). The proof that shows that the consistency of φ_s implies that the original linear system was satisfiable can easily be extended to show that the augmented system must now be satisfiable in the presence of W7. Again, we can use the solution to this system to define μ_{i,s}. Since x_{iss}0 = 0 for s^′ /∈ K_i(s), we can take

11While it is straightforward to extend Theorem 4.1 to the case where we have mixed formulas of the form w_i(φ)+w_j (ψ) ≥ b (with appropriate modifications to axioms I1, I2, I3, and I4), the situation seems much more complicated in the presence of the properties UNIF and SDP. It is due to these complexities that we do not allow such mixed formulas in our language.

S_{i,s} ⊆ K_i(s), so that CONS is satisfied. Note that if W7 is the only additional axiom, then we can take S_{i,s} to be K_i(s); as we shall see, some of the other axioms may force S_{i,s} to be a strict subset of K_i(s).

Now consider the relationship between OBJ and axiom W8. Assume that W8 is included as an axiom. It is easy to see that the subscripts in i-probability formulas can then be ignored (that is, we can think of w_i(φ) as simply w(φ)). Thus, we can easily modify the construction of Theorem 4.1 so as to take P_{i,s} = P_{j,s}. This guarantees that the Kripke structure for knowledge and probability that we construct satisfies OBJ.

Next, consider the relationship between UNIF and axiom W9. Assume that W9 is included as an axiom. Let T_i(s) be the set of states that contain precisely the same iprobability formulas and negations of i-probability formulas as s. Just as we showed that the presence of W7 allowed us to assume without loss of generality that S_{i,s} is a subset of K_i(s), we show that the presence of W9 allows us to assume that S_{i,s} is a subset of T_i(s). Again, we consider only the measurable case here. Suppose that s^′ /∈ T_i(s). Then s and s^′ disagree on some i-probability formula, say ψ. Without loss of generality, ψ ∈ s and ψ /∈ s^′. Thus, φ_s ⇒ ψ and ψ ⇒ ¬φ_s0 are both provable. Since, by W9, ψ ⇒ (μ_i(ψ) = 1) is provable, it easily follows using the axioms of probability and propositional reasoning that φ_s ⇒ (μ_i(φ_s0 ) = 0) is provable. Thus, we can augment the linear system of equalities and inequalities defining μ_{i,s} by adding x_{iss}0 = 0 for s^′ /∈ T_i(s). Just as in our proof of the relationship between W7 and CONS, we can now show that we can take T_i(s) to be a subset of S_{i,s}. Now note that for each t ∈ S_{i,s}, we must have T_i(s) = T_i(t). Since, as the proof of Theorem 4.1 shows, the definition of μ_{i,t} depends only on the i-probability formulas and negations of i-probability at state t, it follows that we can take P_{i,t} = P_{i,s} for all t ∈ T_i(s). Thus, UNIF holds. We remark that if our only additional axiom is W9, then we can actually take S_{i,s} = T_i(s); however, if we have both W7 and W9, then by combining the arguments used in each case, we can show that we can take S_{i,s} to be K_i(s) ∩ T_i(s).

Finally, consider the relationship between SDP and axiom W10. Assume that W10 is included as an axiom. We want to show that we can slightly modify the construction of Theorem 4.1 so that if t ∈ K_i(s), then t ∈ T_i(s). This is trivial to do: we just change the definition of the K_i relation so that t ∈ K_i(s) iff it is the case both that t ∈ T_i(s) and that s and t contain all the same subformulas of the form K_iψ. With this change, we can assume without loss of generality that if t ∈ K_i(s), then P_{i,s} = P_{i,t}, since, as we have already noted, the definition of μ_{i,t} depends only on the i-probability formulas and negations of i-probability at state t. Now for the structure M constructed in this way, we still want to show (in the measurable case) that (M, s) |= ψ iff ψ ∈ S. The proof is almost identical to that given for Theorem 4.1. There is only one case where we must be a little careful: when proving that if (M, s) |= K_iψ^′, then K_iψ^′ ∈ s. Rather than taking s^i to be the subset of s consisting of all formulas in s of the form K_iψ^{′′} or ¬K_iψ^{′′}, we now extend it to consist of all these formulas together with all i-probability formulas or negations of i-probability formulas in s. With this change, the proof now proceeds as before. It is still the case that for every formula σ ∈ s^i, we have that σ ⇒ K_iσ is provable; for formulas of the form K_iψ^{′′} we use K4, for formulas of the form ¬K_iψ^{′′} we use K5, and if σ is an i-probability formula or the negation of an i-probability formula, we use W10.

Let A be a subset of {CONS,OBJ,UNIF,SDP}, and let A be the corresponding subset of {W7,W8,W9,W10}. If A is included among the axioms, then our discussion shows that given a consistent formula φ, we can modify our original construction of a Kripke structure for knowledge and probability satisfying φ to get a Kripke structure that not only satisfies φ, but also the conditions in A. This proves completeness.

As is often the case in modal logics, the ideas in our completeness proof can be extended to get a small model property and a decision procedure. In order to state our results here, we need a few definitions. Recall that Sub(φ) is the set of all subformulas of φ. It is easy to see that an upper bound on the size |Sub(φ)| of Sub(φ) is the number of symbols in φ, where we treat a rational number as a single symbol. We also define the size of a Kripke structure (S, π, K_1, . . . , K_n, P) to be the number of states in S. (Note that the size of a Kripke structure may be infinite.)

Theorem 4.3: Let A be a subset of {MEAS,CONS,OBJ,UNIF,SDP}. The formula φ is satisfiable in a Kripke structure satisfying A iff it is satisfiable in a Kripke structure satisfying A of size at most |Sub(φ)|2^{|Sub(φ)|} (or just 2^{|Sub(φ)|} if MEAS ∈ A).

Proof: We need only show that the Kripke structure for knowledge and probability constructed in the proof of Theorem 4.2 is no bigger than the size given in the statement of this theorem. If MEAS ∈ A, then the set of states is simply the set of maximal consistent subsets of Sub^+(φ). Now a subformula of φ and its negation cannot both be in a maximal consistent subset, so the cardinality of a maximal consistent subset is at most equal to |Sub(φ)|. Hence, the number of states in the Kripke structure for knowledge and probability constructed in the proof of Theorem 4.2 is at most 2^{|Sub(φ)|}.

If MEAS ∉ A then, as we mentioned in the proof of Theorem 4.1, then we cannot take the states of the Kripke structure satisfying φ to be the maximal consistent sets of Sub^+(φ). Rather, we must make copies of the sets. As shown in [FHM90], we need to make at most |Sub(φ)| copies of each state, so the size of the resulting structure is at most |Sub(φ)|2^{|Sub(φ)|}. It can be shown that this result is essentially optimal, in that there is a sequence of formulas φ_1, φ_2, . . . and a constant c > 0 such that (1) |Sub(φ_k)| ≤ ck, (2) φ_k is satisfiable, and (3) φ_k is satisfiable only in a structure of size at least 2^k.^{12} Indeed, this exponential lower bound holds even when there is only one agent. However, if we assume that CONS and either UNIF or SDP hold, then we can get polynomial-sized models in the case of one agent.

12The idea is that φ_k forces a structure to contain a binary tree of depth k. In fact, the result follows from the corresponding result for the modal logic K (cf. [Lad77, HM92]). Without any assumptions on the probability assignment, w_i(φ) = 1 acts like the ⊓⊔ operator. We omit details here.

Theorem 4.4: If the formula φ talks about the knowledge and probabilities of only one agent and A is a subset of {MEAS, CONS, OBJ, UNIF, SDP } containing CONS and either UNIF or SDP, then φ is satisfiable in a structure satisfying A iff φ is satisfiable in a structure of size polynomial in |Sub(φ)| satisfying A.

Proof: Let M = (S, π, K_1, P) be a structure satisfying A where φ is satisfiable. For each s ∈ S, let P_{1,s} = (S_{1,s}, X_{1,s}, μ_{1,s}). Since CONS is in A, we know that S_{1,s} ⊆ K_1(s) for each s ∈ S. Without loss of generality, we can assume that K_1 is a single equivalence class, that is, that K_1 = S × S. (Proof: Suppose that (M, s) |= φ. Let M^′ = (S^′, π^′, K^′_1, P^′), where S^′ is the equivalence class of K_1 that includes s, and let π^′, K^′_1, and P^′ be the restrictions of π, K_1, and P, respectively, to S^′. It is easy to see that (M^′, s) |= φ, and K^′_1 is a single equivalence class by construction.) Since CONS and SDP together imply UNIF, and since A contains CONS and either UNIF or SDP, it follows that M satisfies UNIF. Observe that it follows that no two distinct probability spaces P_{1,s} have overlapping sample spaces; that is, if P_{1,s} = (S_{1,s}, X_{1,s}, μ_{1,s}) and P_{1,t} = (S_{1,t}, X_{1,t}, μ_{1,t}), and if P_{1,s} ≠ P_{1,t}, then S_{1,s} ∩ S_{1,t} = ∅. This is because if u ∈ S_{1,s} ∩ S_{1,t}, then by UNIF we have P_{1,u} = P_{1,s} and P_{1,u} = P_{1,t}, so P_{1,s} = P_{1,t}.

We now describe a small probability space P^′_{1,s} (one whose sample space has cardinality at most |Sub(φ)|) that we shall later “replace” P_{1,s} with. For each state s, let Σ_s be the set of formulas σ ∈ Sub^+(φ) such that (M, s) |= σ. By techniques of [FHM90] (see Theorem 2.4 for the measurable case, and Theorem 3.4 for the general case), for each state s, there is a probability space P^′_{1,s} = (S^′_{1,s}, X^′_{1,s}, μ^′_{1,s}) where

1. S^′_{1,s} ⊆ S_{1,s},

2. the cardinality of S^′_{1,s} is at most |Sub(φ)|^2 (in the measurable case, |S^′_{1,s}| ≤ |Sub(φ)|)

3. if we interpret w_1(ψ) to mean the inner measure of the set of states s where ψ ∈ Σ_s, for each ψ ∈ Sub^+(φ), then each of the i-probability formulas and negations of iprobability formulas of Σ_s is satisfied, and

4. if MEAS is in A, then every subset of S^′_{1,s} is measurable (that is, a member of X^′_{1,s}).

Let s_0 ∈ S be a state such that (M, s_0) |= φ. For each formula σ ∈ Σ_{s0} of the form ¬K_1ψ, we select some state t_σ such that (M, t_σ) |= ¬ψ (there is such a state t_σ, since (M, s_0) |= ¬K_1ψ). Let T consist of s_0, along with each of these states t_σ. Note that the cardinality of T is at most 1 + |Sub(φ)|. Define M^′ = (S^′, π^′, K^′_1, P^′) by letting S^′ be the union of the sample spaces of P^′_{1,s} for each s ∈ T , by letting π^′ be π restricted to S^′, by letting K^′_1 = S^′ × S^′, and by letting P^′(1, s) = P^′_{1,s}. It is straightforward to show that (M^′, s_0) |= φ, that M^′ satisfies A, and that M^′ is of size polynomial in |Sub(φ)|.

We now consider the complexity of decision procedures for the validity problem. The difficulty of deciding whether φ is valid will be a function of the length of φ, written |φ|. In computing this length, we also include the length of the coefficients in probability terms. (Since all coefficients are rational, the length of the coefficient is just the sum of the lengths of the numerator and denominator, written in binary.) Theorem 4.5: Let A be a subset of {MEAS, CONS, OBJ, UNIF, SDP }. If CONS ∈ A, but it is not the case that UNIF or SDP is in A, then the validity problem with respect to structures satisfying A is complete for exponential time (i.e., there is an algorithm that decides if a formula φ is valid in all structures satisfying A that runs in time exponential in |φ|, and every exponential time problem can be reduced to the validity problem). If CONS ∉ A or UNIF or SDP is in A, then the validity problem with respect to structures satisfying A is complete for polynomial space.

Proof: The proof requires combining techniques for proving upper and lower bounds on the complexity of the validity problem for logics of knowledge and logics of probability, as discussed in [HM92] and [FHM90] respectively. We briefly sketch the main ideas here, referring the reader to [HM92] and [FHM90] for further details.

The polynomial space lower bound follows from the polynomial space lower bound for logics of knowledge alone [HM92]. For the exponential time lower bounds, let B_iφ be an abbreviation of w_i(φ) = 1. We can view B_i as a modal operator, just like K_i. If UNIF or SDP is in A, then it can be shown that B_i satisfies the axioms of the modal system KD45, but without these assumptions, B_i is unconstrained (in particular, it satisfies only the axioms of the modal system K). If CONS is in A, then everything “reachable probabilistically” is also considered possible. More formally, suppose we have a sequence of states s_0, s_1, . . . , s_k such that s_k is reachable probabilistically from s_0, as far as agent 1 is concerned; that is s_{j+1} is in S_{1,sj} and μ_{1,sj} ({s_{j+1}}) > 0, for 0 ≤ j ≤ k − 1. Then CONS implies that (s_0, s_k) ∈ K_1. As a consequence, it is not hard to show that B_1 and K_1 can be used to essentially simulate the [a] and [a^∗] operators in Propositional Dynamic Logic (PDL). Since the validity problem for PDL is exponential-time complete [FL79], we get the exponential time lower bound if CONS is in A, but neither UNIF nor SDP is. Note that the lower bound holds even with only one agent.

In the cases where we claim a polynomial space upper bound, this is shown by proving that if a formula φ is satisfiable at all, it is satisfiable in a structure that looks like a tree, with polynomial branching and depth no greater than the depth of nesting of K_i and w_i operators in φ. The result now follows along similar lines to corresponding results for logics of knowledge.

Finally, the exponential time upper bound follows by showing that if a formula is satisfiable at all, it is satisfiable in an exponential size model, that can be constructed in deterministic exponential time; the technique is similar to that used to show that logics of knowledge with common knowledge are decidable in deterministic exponential time [HM92], or that PDL is decidable in deterministic exponential time [Pra79].

Again, if we restrict attention to the case of one agent and structures satisfying CONS and either UNIF or SDP, then we can do better. In fact, the complexity of the validity problem is no worse than that for propositional logic.

Theorem 4.6: Let A be a subset of {MEAS, CONS, OBJ, UNIF, SDP } containing CONS and either UNIF or SDP. For the case of one agent, the validity problem with respect to structures satisfying A is co-NP-complete.

Proof: We show that the satisfiability problem is NP-complete. It follows that the validity problem is co-NP-complete. The lower bound is immediate, since clearly the logic is at least as hard as propositional logic. For the upper bound, by Theorem 4.4, φ is satisfiable in a structure satisfying A iff φ is satisfiable in a structure M of size polynomial in |Sub(φ)| satisfying A. It might seem that this suffices to complete the proof: we simply guess a polynomial-sized structure satisfying φ. However, there is one additional subtlety: in order to describe the polynomial-sized structure, we have to describe the probabilities of all of its subsets. A priori, this might take us far more than polynomial space.

By results of [FHM90], we can assume without loss of generality that M has the property that for each state s in M and agent i, the probability assigned to every measurable subset of S_{i,s} in the probability space P_{i,s} is a rational number a/b, such that the length of a and b is linear in |φ|. If MEAS is in A, we can assume even more, namely that every subset of S_{i,s} is measurable. This means we can describe the probability space P_{i,s} by describing the probability of each point. If MEAS /∈ A, then we cannot assume that every subset of S_{i,s} is measurable. Instead, we describe the probability space P_{i,s} by describing the probabilities of the basis sets, i.e., the nonempty measurable sets none of whose proper nonempty subsets are a measurable set. Since every measurable set is the disjoint union of basis sets, this again completely describes P_{i,s}. In either case, we get a polynomial-sized description of the structure M. Thus, in order to check if φ is satisfiable, we just guess a structure M with a polynomial-sized description that satisfies it. This gives us an NP procedure for checking satisfiability.

5 Adding common knowledge

For many of our applications, we need to reason not only about what an individual process knows, but about what everyone in a group knows, or what everyone in a group knows that everyone else in the group knows. Common knowledge can be viewed as the state of knowledge where everyone knows, everyone knows that everyone knows, everyone knows that everyone knows that everyone knows, etc.

It is easy to extend our language so that we can reason about common knowledge. We add modal operators E_G (where G is a subset of {1, . . . , n}) and C_G, where E_Gφ and C_Gφ are read “everyone in the group G knows φ” and “φ is common knowledge among the group G”, respectively.

(M, s) |= E_Gφ iff (M, s) |= K_iφ for all i ∈ G

(M, s) |= C_Gφ iff (M, s) |= E^k_Gφ for all k ≥ 1, where E^1_Gφ is an abbreviation for E_Gφ, and E^{k+1}_G φ is an abbreviation for E_GE^k_Gφ.

It is well known (again, see [HM92]) that we can get a complete axiomatization for the language of knowledge and common knowledge by adding the following axioms and rule of inference to the axiom system described in Section 2:

C1. E_Gφ ⇔ ⋀ i∈G K_iφ C2. (C_Gφ ∧ C_G(φ ⇒ ψ)) ⇒ C_Gψ C3. C_Gφ ⇔ E_G(φ ∧ C_Gφ) RC1. From φ ⇒ E_Gφ infer φ ⇒ C_Gφ.

Axiom C3, called the fixed-point axiom, says that C_Gφ can be viewed as a fixed point of the equation X ⇔ E_G(φ ∧ X). In fact, with a little work it can be shown to be the greatest fixed point of this equation, that is, it is implied by all other fixed points. For most of our applications, it is the fixed-point characterization of common knowledge that is essential to us (see [HM90] for a discussion of fixed points). The rule of inference RC1 is called the induction rule. The reason is that from the fact that φ ⇒ E_Gφ is valid, we can easily show by induction on k that φ ⇒ E^k_Gφ is valid for all k. It follows that φ ⇒ C_Gφ is valid. In fact, the same proof can be used to show that for any structure M, if φ ⇒ E_Gφ is valid in M, then φ ⇒ C_Gφ is valid in M (see [HM90] for further discussion of these points).

It is perhaps not surprising that if we augment AX_{MEAS} with the axioms for common knowledge, we get a complete axiomatization for the language of knowledge, common knowledge, and probability for structures satisfying MEAS. If we want to deal with nonmeasurable structures, we must use the axiom system AX rather than AX_{MEAS}. And again we get small model theorems and an exponential-time complete decision procedure (regardless of what additional assumptions among MEAS, OBJ, UNIF, and SDP we make). The proofs involve a combination of the techniques for dealing with common knowledge, and the techniques for probability introduced in [FHM90] and the previous section. We omit details here.

In [HM90] it was observed that common knowledge is often not attainable in practical distributed systems, but weaker variants of it are. One obvious variant to consider is a probabilistic variant (indeed, this was already mentioned as something to consider in [HM90]). Recall that we defined K^b_i φ to be an abbreviation for K_i(w_i(φ) ≥ b). We now extend our syntax to allow modal operators of the form E^b_G and C^b_G. We define (M, s) |= E^b_Gφ iff (M, s) |= K^b_i φ for all i ∈ G.

By analogy to C_Gφ, we want C^b_Gφ to be the greatest fixed point of the equation X ⇔ E^b_G(φ ∧ X). The obvious analogue to the definition of C_Gφ, namely, E^b_Gφ ∧ (E^b_G)^2φ ∧ . . . does not work. For example, consider a structure M for knowledge and probability defined as follows. There are four states in M, say s_1, s_2, s_3, s_4. Agent 1 cannot distinguish s_1 from s_2 and cannot distinguish s_3 from s_4, while agent 2 cannot distinguish s_1 from s_3 and cannot distinguish s_2 from s_4. Thus, K_1 is the reflexive symmetric closure of {(s_1, s_2), (s_3, s_4)} (i.e., K_1 is the least relation containing (s_1, s_2) and (s_3, s_4) that is reflexive and symmetric) while K_2 is the reflexive symmetric closure of {(s_1, s_3), (s_2, s_4)}. We take the primitive proposition p to be true at s_2 and s_3, and false at s_1 and s_4 (so that π(s_1)(p) = false, etc.). The Kripke structure M is sketched below in Figure 1 below (where reflexive loops between states are ignored).

q q

q q � � � � �

J J J J J

J J J J J

� � � � � s_1

s_2 s_3

s_4

¬p

p p

¬p

1 2

2 1

Figure 1: The Kripke structure M

We assume that M is an SDP structure (so that S_{i,s} = K_i(s)). We take P_{1,s1} = P_{1,s2} to be the probability space that assigns probability 1/2 to both s_1 and s_2. Similarly, P_{2,s1} = P_{2,s3} is a probability space where both s_1 and s_3 have probability 1/2. On the other hand, we take P_{1,s3} = P_{1,s4} and P_{2,s2} = P_{2,s4} to be such that the probability of s_4 is 1. Take G = {1, 2}, and let ψ be the infinite conjunction E^{1/2}_G p ∧ E^{1/2}_G E^{1/2}_G p ∧ . . .. It is now easy to check that (a) (M, s_1) |= ψ, (b) (M, s_2) |= ¬E^{1/2}_G p, and (c) (M, s_3) |= ¬E^{1/2}_G p. Since (M, s_1) |̸= p, it follows that none of s_1, s_2, or s_3 satisfy p ∧ E^{1/2}_G p. Thus, (M, s_1) |̸= E^{1/2}_G (p ∧ E^{1/2}_G p), so (M, s_1) |̸= E^{1/2}_G (p ∧ ψ). In particular, this means that ψ does not satisfy the fixed-point equation X ⇔ E^{1/2}_G (p ∧ X).

However, a slight variation does work. Define (F^b_G)^0φ = true and (F^b_G)^{k+1}φ = E^b_G(φ ∧ (F^b_G)^kφ). Then we take

(M, s) |= C^b_Gφ iff (M, s) |= (F^b_G)^kφ for all k ≥ 1.

We remark that this actually is a generalization of the nonprobabilistic case. The reason is that if we define F^0_Gφ = true and F^{k+1}_G φ = E_G(φ ∧ F^k_Gφ), then we get F^k_Gφ ⇔ E^k_Gφ

(since both E_G(φ ∧ ψ) ⇔ E_Gφ ∧ E_Gψ and E_Gφ ⇒ φ are valid). The analogous facts do not hold once we add probabilities, as we have already observed.^{13}

The following lemma shows that this definition indeed does have the right properties:

Lemma 5.1: C^b_Gφ is the greatest fixed-point solution of the equation X ⇔ E^b_G(φ ∧ X).

Proof: We first show that C^b_Gφ is a fixed-point solution of the equation, that is, that C^b_Gφ ⇔ E^b_G(φ ∧ C^b_Gφ) is valid. One implication is straightforward: if E^b_G(φ ∧ C^b_Gφ) holds at (M, s), then so does E^b_G(φ ∧ (F^b_G)^kφ) for each k, since C^b_Gφ ⇒ (F^b_G)^kφ is valid. That is, (F^b_G)^{k+1}φ holds for each k at (M, s), and so C^b_Gφ holds at (M, s). As for the other implication, assume that C^b_Gφ holds at (M, s). Hence, (F^b_G)^{k+1}φ, that is, E^b_G(φ ∧ (F^b_G)^kφ), holds at (M, s) for each k. For each agent i, let A_{i,k} be the set of states in S_{i,s} where φ ∧ (F^b_G)^kφ holds, for k = 1, 2, . . .. Since (M, s) |= E^b_G(φ ∧ (F^b_G)^kφ), it follows that (μ_{i,s})_∗(A_{i,k}) ≥ b, for each agent i and for all k. It is a standard result of probability theory that there exists B_{i,k} ⊆ A_{i,k} such that B_{i,k} is measurable and μ_{i,s}(B_{i,k}) ≥ b [Hal50, Nev64]. It is straightforward to verify, by induction on k, that (F^b_G)^{k+1}φ ⇒ (F^b_G)^kφ is valid. (Proof: the case k = 0 is easy, since (F^b_G)^0φ =_{def} true. For the inductive step, note that the validity of (F^b_G)^{k+1}φ ⇒ (F^b_G)^kφ implies the validity of E^b_G(φ ∧ (F^b_G)^{k+1}φ) ⇒ E^b_G(φ ∧ (F^b_G)^kφ). But this last formula is precisely (F^b_G)^{k+2}φ ⇒ (F^b_G)^{k+1}φ.) Thus we have A_{i,1} ⊇ A_{i,2} ⊇ A_{i,3} ⊇ . . .. Without loss of generality, we can assume also that B_{i,1} ⊇ B_{i,2} ⊇ B_{i,3} ⊇ . . . (since we can always replace B_{i,k} by the union of B_{i,k}0 for k^′ ≥ k). The set B_{i,∞} = ∩^∞_{i=1}B_{i,k} is a measurable set; it is easy to see that it must have measure at least b. By construction, φ ∧ C^b_G(φ) holds at B_{i,∞}. It thus follows that E^b_G(φ ∧ C^b_G(φ)) holds at (M, s), as desired.

We now show that C^b_Gφ is the greatest fixed point. Assume that ψ is a fixed point in a structure M, that is, that M |= ψ ⇔ E^b_G(φ ∧ ψ). We want to show that M |= ψ ⇒ C^b_Gφ. We first show, by induction on k, that M |= ψ ⇒ (F^b_G)^kφ. Since (F^b_G)^0φ =_{def} true by definition, the result is immediate in the case of k = 0. For the induction step, suppose M |= ψ ⇒ (F^b_G)^mφ. It follows easily that M |= E^b_G(φ ∧ ψ) ⇒ E^b_G(φ ∧ (F^b_G)^mφ). Hence, since M |= ψ ⇔ E^b_G(φ ∧ ψ), we must also have M |= ψ ⇒ E^b_G(φ ∧ (F^b_G)^mφ). But (F^b_G)^{m+1}φ =_{def} E^b_G(φ ∧ (F^b_G)^mφ). So M |= ψ ⇒ (F^b_G)^{m+1}φ. This completes the inductive step. It now follows that if (M, s) |= ψ, then (M, s) |= (F^b_G)^kφ for all k, and hence that (M, s) |= C^b_Gφ. Thus, M |= ψ ⇒ C^b_Gφ. This proves that C^b_Gφ is the greatest fixed point of the equation X ⇔ E^b_G(φ ∧ X).

It is now easy to check that we have the following analogues to the axioms for E_G and C_G.

13It is interesting to note that the infinite conjunction E^b_Gφ ∧ (E^b_G)^2φ ∧ . . . is a solution to a slightly different fixed-point equation, namely X ⇔ E^b_Gφ ∧ E^b_GX. This is the definition taken by [MS89]. Both definitions are generalizations of the nonprobabilistic case, since, as we observed above, E_G(φ ∧ X) is equivalent to E_Gφ ∧ E_GX, so C_Gφ is also a solution to the fixed-point equation E_Gφ ∧ E_GX. The two definitions are quite similar. Which is the right one to use seems to depend on the application. Our definition seems to be somewhat more appropriate in analyzing probabilistic coordinated attack and Byzantine agreement protocols [HT93].

CP1. E^b_Gφ ⇔ ⋀ i∈G K^b_i φ. CP2. C^b_Gφ ⇔ E^b_G(φ ∧ C^b_Gφ)

RCP1. From ψ ⇒ E^b_G(ψ ∧ φ) infer ψ ⇒ C^b_Gφ.

We remark that these axioms and rule of inference are sound in all structures for knowledge and probability. And again, we can actually show the following strengthening of RCP1: for any structure M, if ψ ⇒ E^b_G(ψ ∧ φ) is valid in M then ψ ⇒ C^b_Gφ is valid in M.

It can be shown that these axioms and inference rule, together with the axioms and inference rules C1-C3 and RC1 for common knowledge discussed above and AX_{MEAS} (resp. AX) gives us a sound and complete axiomatization for this extended language in the measurable case (resp. in the general case). Moreover, we we can prove a small model theorem, and show that the validity problem for all variants of the logic is complete for exponential time. These proofs are quite difficult; details will appear in a later paper.

6 Conclusions

We have investigated a logic of knowledge and probability that allows explicit reasoning about probability. We have been able to obtain complete axiomatizations and decision procedures for our logic. We have also identified some important properties that might hold of the interrelationship between agents’ probability assignments at different states.

It seems to us that the most important area for further research lies in understanding better what the appropriate choice of probability space is. Some discussion of this issue appears in [FZ88]; a more general treatment appears in [HT93]. Using the ideas in this paper together with Moses’ recent work on resource-bounded reasoning [Mos88], Moses, Tuttle, and the second author have made progress on capturing interactive proofs and zero knowledge [GMR89] in the framework of knowledge and probability discussed in this paper. These results appear in [HMT88]. The analysis in [HMT88] is done using the same style of probability assignment as in our examples in Section 3, that is, they take S_{i,(r,m)} to consist of all points with the same global state as (r, m). This probability assignment satisfies OBJ and UNIF, but not necessarily SDP. While this is not the only choice of probability assignment that is reasonable in this context, there are good grounds for believing that no reasonable choice will satisfy SDP. If there are nonprobabilistic events in a system as well as probabilistic events, SDP seems inappropriate. As we said earlier, a general framework for deciding which choice of probability assignment is appropriate, presented in terms of adversaries, appears in [HT93].

As this discussion may suggest, although our understanding of the subtle interaction between knowledge and probability is increasing, more work needs to be done in this area. It would be especially useful to have a larger body of examples on which to test our ideas. The economics and game theory literature may be a good source for such examples. We expect that further progress can be made by combining the intuitions from both computer science and game theory.

Acknowledgments: The foundations of this paper were greatly influenced by discussions the second author had with Yoram Moses and Mark Tuttle in the context of their joint work on capturing interactive proofs [HMT88]. In particular, their observation that it was necessary to allow S_{i,s} to be a subset of K_i(s) caused us to rethink many of our ideas. They also suggested taking K^b_i φ to be an abbreviation for K_i(w_i(φ) ≥ b) rather than w_i(φ) ≥ b, as was done in an early draft of this paper. As usual, Moshe Vardi’s comments helped improve both the style and content of the paper. Finally, we would like to thank an anonymous referee for a close reading of the paper and many useful comments and suggestions that improved the presentation of the results.

References

[Aum76] R. J. Aumann. Agreeing to disagree. Annals of Statistics, 4(6):1236–1239, 1976.

[Cav83] J. Cave. Learning to agree. Economics Letters, 12:147–152, 1983.

[Fel57] W. Feller. An Introduction to Probability Theory and its Applications, volume 1. John Wiley & Sons, New York, 2nd edition, 1957.

[Fel84] Y. Feldman. A decidable propositional probabilistic dynamic logic with explicit probabilities. Information and Control, 63:11–38, 1984.

[FHM90] R. Fagin, J. Y. Halpern, and N. Megiddo. A logic for reasoning about probabilities. Information and Computation, 87(1/2):78–128, 1990.

[FL79] M. J. Fischer and R. E. Ladner. Propositional dynamic logic of regular programs. Journal of Computer and System Sciences, 18(2):194–211, 1979.

[FZ87] M. J. Fischer and L. D. Zuck. Relative knowledge and belief (extended abstract). Technical Report YALEU/DCS/TR-589, Yale University, 1987.

[FZ88] M. J. Fischer and L. D. Zuck. Reasoning about uncertainty in fault-tolerant distributed systems. Technical Report YALEU/DCS/TR–643, Yale University, 1988.

[Gai86] H. Gaifman. A theory of higher order probabilities. In J. Y. Halpern, editor, Theoretical Aspects of Reasoning about Knowledge: Proc. 1986 Conference, pages 275–292. Morgan Kaufmann, San Francisco, Calif., 1986.

[GMR89] S. Goldwasser, S. Micali, and C. Rackoff. The knowledge complexity of interactive proof systems. SIAM Journal on Computing, 18(1):186–208, 1989.

[Hal50] P. Halmos. Measure Theory. Van Nostrand, 1950.

[Hal87] J. Y. Halpern. Using reasoning about knowledge to analyze distributed systems. In J. F. Traub, B. J. Grosz, B. W. Lampson, and N. J. Nilsson, editors, Annual Review of Computer Science, Vol. 2, pages 37–68. Annual Reviews Inc., Palo Alto, Calif., 1987.

[Hal91] J. Y. Halpern. The relationship between knowledge, belief, and certainty.

Annals of Mathematics and Artificial Intelligence, 4:301–322, 1991.

[HC68] G. E. Hughes and M. J. Cresswell. An Introduction to Modal Logic. Methuen, London, 1968.

[Hin62] J. Hintikka. Knowledge and Belief. Cornell University Press, Ithaca, N.Y., 1962.

[HM89] J. Y. Halpern and D. A. McAllester. Knowledge, likelihood, and probability.

Computational Intelligence, 5:151–160, 1989.

[HM90] J. Y. Halpern and Y. Moses. Knowledge and common knowledge in a distributed environment. Journal of the ACM, 37(3):549–587, 1990. A preliminary version appeared in Proc. 3rd ACM Symposium on Principles of Distributed Computing, 1984.

[HM92] J. Y. Halpern and Y. Moses. A guide to completeness and complexity for modal logics of knowledge and belief. Artificial Intelligence, 54:319–379, 1992.

[HMT88] J. Y. Halpern, Y. Moses, and M. R. Tuttle. A knowledge-based analysis of zero knowledge. In Proc. 20th ACM Symp. on Theory of Computing, pages 132–147, 1988.

[HR87] J. Y. Halpern and M. O. Rabin. A logic to reason about likelihood. Artificial Intelligence, 32(3):379–405, 1987.

[HS84] S. Hart and M. Sharir. Probabilistic temporal logics for finite and bounded models. In Proc. 16th ACM Symp. on Theory of Computing, pages 1–13, 1984.

[HT93] J. Y. Halpern and M. R. Tuttle. Knowledge, probability, and adversaries.

Journal of the ACM, 40(4):917–962, 1993.

[Koz85] D. Kozen. Probabilistic PDL. Journal of Computer and System Sciences, 30:162–178, 1985.

[Kri63] S. Kripke. A semantical analysis of modal logic I: normal modal propositional calculi. Zeitschrift für Mathematische Logik und Grundlagen der Mathematik, 9:67–96, 1963. Announced in Journal of Symbolic Logic, 24, 1959, p. 323.

[Lad77] R. E. Ladner. The computational complexity of provability in systems of modal propositional logic. SIAM Journal on Computing, 6(3):467–480, 1977.

[Len78] W. Lenzen. Recent work in epistemic logic. Acta Philosophica Fennica, 30:1– 219, 1978.

[LS82] D. Lehmann and S. Shelah. Reasoning about time and chance. Information and Control, 53:165–198, 1982.

[Mak66] D. Makinson. On some completeness theorems in modal logic. Zeitschrift für Mathematische Logik und Grundlagen der Mathematik, 12:379–384, 1966.

[Mil66] D. Miller. A paradox of information. British Journal for the Philosophy of Science, 17, 1966.

[Moo85] R. C. Moore. A formal theory of knowledge and action. In J. Hobbs and R. C.

Moore, editors, Formal Theories of the Commonsense World, pages 319–358. Ablex Publishing Corp., Norwood, N.J., 1985.

[Mos88] Y. Moses. Resource-bounded knowledge. In M. Y. Vardi, editor, Proc. Second Conference on Theoretical Aspects of Reasoning about Knowledge, pages 261– 276. Morgan Kaufmann, San Francisco, Calif., 1988.

[MS89] D. Monderer and D. Samet. Approximating common knowledge with common beliefs. Games and Economic Behavior, 1:170–190, 1989.

[Nev64] J. Neveu. Bases Mathematiques du Calcul des Probabilités. Masson, 1964.

[Nil86] N. Nilsson. Probabilistic logic. Artificial Intelligence, 28:71–87, 1986.

[Pra79] V. R. Pratt. Models of program logics. In Proc. 20th IEEE Symp. on Foundations of Computer Science, pages 115–122, 1979.

[Rus87] E. H. Ruspini. Epistemic logics, probability, and the calculus of evidence. In Proc. Tenth International Joint Conference on Artificial Intelligence (IJCAI ’87), pages 924–931, 1987.

[Sha76] G. Shafer. A Mathematical Theory of Evidence. Princeton University Press, Princeton, N.J., 1976.

[Sky80] B. Skyrms. Higher order degrees of belief. In D. H. Mellor, editor, Prospects for Pragmatism: Essays in Honor of F. P. Ramsey. Cambridge University Press, Cambridge, U.K., 1980.