Ob ject-Based Checkpoints in Distributed Systems Katsuy a T anak a, Hiroaki Higaki, and Makoto T akiza w a Dept. of Computers and Systems Engineering T oky o Denki Universit y Ishizak a, Hatoy ama, Saitama 350-03 Email f k atsu, hig, taki g @takilab.k.dendai.ac.jp Abstract In distribute d applic ations, multiple obje cts ar e c o- op er ate d to achieve some obje ctives. The obje cts may su�er fr om kinds of faults. If some obje ct o is faulty, o is r ol le d b ack to the che ckp oint and obje cts which have r e c eive d messages fr om o ar e also r e quir e d to b e r ol le d b ack. In this p ap er, we de�ne in uential mes- sages whose r e c eivers ar e r e quir e d to b e r ol le d b ack if the senders ar e r ol le d b ack in the obje ct-b ase d c ompu- tation mo del. By using the in uential messages, an obje ct-b ase d (O) che ckp oints ar e de�ne d to denote se- mantic al ly c onsistent glob al states of the system while inc onsistent with the tr aditional message-b ase d de�ni- tion. We show how many che ckp oints c an b e r e duc e d by taking only the O-che ckp oints. 1 In tro duction In distributed applications like teleconferences [5], m ultiple autonomous ob jects are co op erated by ex- c hanging messages through communication netw orks to achiev e some ob jectives. An ob ject o is mo deled as a pair of a data structure and a collection P o of operations. The computation on the ob jects is based on the message-passing mechanism. On receipt of a request message with an op eration op in P o , a thread of op is created and is computed in o , and sends back a resp onse message with the result of op . During the computation of op , op may inv ok e op erations on other ob jects, i.e. op erations are neste d . The con icting re- lation among the op erations is de�ned based on the seman tics of o [7, 11, 21]. Unless tw o op erations op 1 and op 2 con ict, the state of o obtained by applying op 1 and op 2 in any order is the same. In order to tolerate the fault of each ob ject o , o tak es a c hec kpoint where the state of o is sav ed in the stable storage lo g . If o is faulty , o is r ol le d b ack to the chec kpoint by restoring the state information stored in the log taken at the chec kpoint and then the computation on o is restarted. If o is rolled back, ob jects which hav e received messages sent by o hav e to b e rolled back so that there is no orphan message [4], i.e. message sen t by no ob ject but received by some ob ject. If the sending even t of a message m 1 happ ens b efor e [12] m 2 , m 1 c ausal ly pr e c e des m 2 [3]. If o is rolled back, ob jects which ha v e received messages causally preceded by the messages sent by o ha v e to b e rolled back in order to preven t from the orphan messages. P ap ers [2, 4, 10, 14, 15, 17, 20] discuss how to take the consistent global chec kpoints in the message-based systems. Ko o and T oueg [10] present synchronous proto cols for taking the global consistent chec kpoint and rolling back the pro cesses, which are similar to the t w o-phase commitment proto col [1, 8]. Leong and Agraw al [14] presen t the concept of signi�c ant op era- tion messages if the state of an ob ject is changed b y the op erations. If o is rolled bac k, only ob jects whic h hav e received signi�cant messages sent b y o are rolled back. Thus, the num ber of ob jects to b e rolled back can b e reduced. Ho w ev er, in the ob ject-based systems, di�erent types of messages, i.e. r e quest , r esp onse , and data messages are transmitted among the ob jects. In the signi�cant messages, the transmissions of requests, resp onses, and data messages are not considered and op erations are not nested. In this pap er, we de�ne in uential messages by tak- ing into account the kinds of messages sen t b y the ob jects and the nested op erations. Then, w e discuss obje ct-b ase d (O) chec kpoints whic h can b e taken based on the con icting relation among the op erations even though it may not b e consistent with the traditional message-based de�nition. This means that some ob- jects do not need to take the chec kpoints even though they hav e to take the c hec kpoints in the message-based system. If an ob ject o is rolled back, only ob jects which hav e received in uen tial messages sent by o are rolled bac k. In section 2, we �rst present the system mo del. In section 3, we discuss the in uential messages and de- �ne the ob ject-based chec kpoint. In section 4, we show how many c hec kpoints can b e reduced by taking only the ob ject-based chec kp oin t. 2 System Mo del 2.1 Ob jects A distributed system is comp osed of m ultiple ob- jects interconnected by a communication netw ork. Each ob ject o is de�ned to b e a pair of a data struc- ture and a collection P o of op erations. Another ob ject o 0 can manipulate o only through an op eration op in P o . On receipt of a r e quest message m with op from o 0 , op is computed on o . Then, op sends back the r esp onse message with the result of op . op is computed as a sequence of actions on o . The actions are private primitiv e units of computation of o , i.e. cannot b e di- rectly inv ok ed from the outside of o . op may inv ok e operations on other ob jects, i.e. op is neste d . Thus, op is realized by a sequence of actions and op erations on other ob jects. The op erations are desc endants of op if they are inv ok ed b y op or by descendants of op . op c ommits only if all the actions and op erations in op complete successfully . If some action or op eration in- v ok ed in op are faulty , all the e�ects of op are remov ed, i.e. op ab orts. A global state S of the system is giv en by a tuple h s 1 , : : : , s n i , where eac h s i is a lo cal state of o i , and a state of the netw ork. The net w ork state is a collec- tion of messages transmitted but not received by the ob jects. A message m is referred to as lost in S i� m is sent but not received by some destination ob ject and m is not in the netw ork. If m is logged in the net w ork, the receiver of m can take m again from the log after S . A message m is an orphan at S i� m is receiv ed but not sent in the system. Chandy [4] de- �nes a consistent global state to b e one where there is no orphan message. Here, it is not discussed what information each message carries. Hence, it is called a message-b ase d system. 2.2 Types of op erations Eac h ob ject o is manipulated by the op erations sup- ported by o . F or every state s of o , op ( s ) denotes a state obtained b y applying op to s . F or every pair of op erations op 1 and op 2 , op 1 � op 2 means that op 2 is applied after op 1 . [De�nition] Op erations op 1 and op 2 of an ob ject o are c omp atible if and only if (i� ) op 1 � op 2 ( s ) = op 2 � op 1 ( s ) for every state s of o [7, 11, 21]. 2 op 1 and op 2 c on ict [1] i� they are not compatible, i.e. op 1 � op 2 ( s ) 6 = s for some state s of o . The con- icting relation among the op erations is assumed to be sp eci�ed in the de�nition of o . op 1 and op 2 are mutual ly exclusive in o i� op 1 and op 2 cannot b e simultaneously computed in o . Unless op 1 and op 2 are m utually exclusiv e, they can b e inter- le ave d in o . W e assume that op 1 and op 2 are mutually exclusiv e if they con ict. If op 1 is issued to o while op 2 is b eing computed in o , op 1 has to wait until op 2 completes. F or example, tw o withdr aw op erations are m utually exclusive and con ict. An ob ject o supp orts t w o kinds of abstract op er- ations, i.e. one c hanges the state of o and the other not. F or example, dep osit changes the state of a Bank ob ject and che ck do es not change the state. An op er- ation op supp orted by o is tr ansforming if op changes the state of o , i.e. op ( s ) 6 = s for some state s of o . op is stable if neither op nor any descendant of op changes an y ob ject. In this pap er, the sp eci�cation of op de- �nes whether or not each op eration op is stable. che ck is stable and withdr aw is not stable, i.e. transforming. Suppose that a stable op eration op 1 and an unsta- ble one op 2 are in v ok ed by an untransforming one op . Before inv oking op 2 , neither op nor any descendan t of op changes any ob ject. On receipt of the resp onse of op 2 , op knows that op 2 is unstable. op is p ending if op is unstable but every descendan t of op which is com- puted so far is stable. That is, op has not yet change the state but will change it later. 2.3 Inv o cations Supp ose that an op eration op i of an ob ject o i in- vok es op j of o j . There are tw o w a ys to compute op j : (1) dep endent and (2) indep endent computations. In the dep endent one, op i waits for the completion of op j after inv oking op j [Figure 1(1)]. The inv ocation of op j and the action for waiting for the completion of op j in op i are named fork and wait , resp ectively . This also shows the remote pro cedure call. In the indep enden t one, op i do es not wait for the completion of op j [Fig- ure 1(2)]. op j is computed indep endently of op i . The indep endent computation is called detach .

(1) Dep endent o j op j o i op i (2) Indep endent o j o i op i op j Figure 1: Closed computation.

(1) Dep enden t o j op j o i op i (2) Indep endent o j o i op i op j Figure 2: Op en computation. There are tw o kinds of messages transmitted among the ob jects: (1) c ontr ol and (2) data messages. The control messages mean requests and resp onses to b e used to inv ok e the op erations and notify the comple- tion of the op erations, resp ectively . After the op era- tions are in v ok ed, they may communicate with other op erations by exchanging data messages through send and r e c eive primitive actions. There are tw o kinds of computation of op j dep end- ing on whether op i and op j exchange messages: (1) close d and (2) op en computations. Supp ose that op i sends a data message m to op j . The computation of op i dep ends on op j after receiving m . Hence, if op i is aborted, op j is also required to b e ab orted. Supp ose that op i inv ok es op j . If op i and op j do not communi- cate with one another, op j is closed for op i [Figure 1]. Otherwise, op j is op en for op i [Figure 2]. A message m p articip ates in an op eration op if (1) m is a request or resp onse of op or (2) m is a data message receiv ed in op . Let O p ( m ) denote an op eration in whic h m participates. o i sends a request m 1 of an operation op 2 to o j . On receipt of m 1 , o j computes op 2 . Let op h k denote the computation of op k in o h . o j sends back a resp onse m 2 of op j 2 to o i if op j 2 is dependent. Here, m 1 and m 2 participate in op j 2 , i.e. Op ( m 1 ) = O p ( m 2 ) = op j 2 . 3 Ob ject-Based Chec kp oin ts W e discuss an obje ct-b ase d (O) che ckp oint which can b e taken from the ob ject p oint of view but may not be consisten t with the message-based de�nition. W e do not assume that the computations of the ob jects are deterministic. 3.1 Consistent chec kp oin ts W e assume that each ob ject o i ma y stop b y fault. o i tak es a lo cal chec kpoint c i where the state of o i is stored in the log l i . If the state of o is so large that it tak es time or it is di�cult to store the state in the log, the op erations computed in o are stored in the log. If o i is faulty , o i is rolled back to c i by restoring the state stored in the log l i to o i . If o i is rolled back to c i , other ob jects hav e to b e rolled back to the lo cal c hec kpoints if they had received messages sent by o i . A glob al che ckp oint c is a tuple h c 1 , : : : , c n i of the lo cal c hec kpoints. F rom here, a term che ckp oint means a glob al one. If o i sends a message m b efore taking c i but o j receives m from o i after taking c j , m is an orphan . c is c onsistent if there is no orphan [4] at c . In Figure 3, an ob ject o i sends a message m to o j . In Figure 3(1), the c hec kpoint h c i , c j i is consistent with the message-based de�nition. In Figure 3(2), h c i , c j i is inconsisten t b ecause m is an orphan. Many pap ers [2, 4, 6, 17] discuss how to take the consistent chec kpoints in the message-based system.

: chec kpoint o i o j o i o j m m (1) Consistent (2) Inconsisten t time c i c j c i c j Figure 3: Consistent chec kpoint. Leong and Agraw al [14] discuss the concept of sig- ni�c ant messages. F or example, if a message m is write in Figure 3, m is signi�can t b ecause the lo- cal state of o j is c hanged on receipt of m . If o i is rolled back, o j has to b e rolled back. How ev er, o j is not rolled back if m is r e ad , i.e. not signi�cant. In the ob ject-based computation, kinds of messages, i.e. request, resp onse, and data messages are exc hanged among the op erations in the ob jects. In the signi�- cant messages, it is discussed if only the request mes- sages are signi�cant. The message-based systems do not discuss what information messages carry and how messages are used among the ob jects. 3.2 Dep enden t inv ocation Supp ose that an op eration op i 1 in o i inv ok es op j 2 in o j . There are four wa ys to inv ok e op j 2 : (1) closed dep endent, (2) op en dep endent, (3) closed indep endent, and (4) op en indep endent computations of op j 2 . Figures 4 and 5 show p ossible c hec kpoints c i k and c j h to b e taken in o i and o j , resp ectively , in the dep endent inv o cation. Here, let � j ( op j , c j ) b e a set of op erations which (1) precede op j and (2) succeed a chec kpoint c j or are b eing computed at c j in o j . Supp ose that � j ( op j 2 , c j 1 ) = f op j 21 , : : : , op j 2 l g . 3.2.1 Closed inv ocation W e discuss whether or not each inconsistent chec k- p oint h c i k , c j h i shown in Figure 4 can b e taken. A chec k- p oint c is obje ct-b ase d ( O-che ckp oint ) i� every ob ject can b e rolled bac k to c and then can b e restarted from c from the ob ject p oint of view. First, supp ose that the op erations are in v ok ed in the closed dep endent wa y .

. . .op i 1 o i o j m 2 m 1 op j 2 c i 2 c i 3 c i 4 c j 1 c j 2 c j 3 c j 4 op j 21 op j 2 l c i 1 c i 5 time Figure 4: Closed dep endent. Here, the O-chec kpoint c may b e inconsistent with the message-based de�nition. F or example, h c i 1 , c j 3 i and h c i 1 , c j 4 i are inconsistent. If op j 2 is stable, the state denoted by c j 2 is the same as c j 3 and c j 4 . h c i 1 , c j 2 i is o i o j Conditions c i 1 c j 3 * op j 2 is p ending or stable. c j 4 op j 2 is stable. c i 2 c j 3 * op j 2 is p ending or stable. c j 4 op j 2 is stable c i 4 c j 1 op j 2 is stable and no c i 5 op eration in � j ( op j 2 , c j 1 ) con icts with op j 2 . c j 2 , c j 3 * op j 2 is stable. T able 1: O-c hec kpoints for Figure 4. consisten t with the message-based de�nition b ecause there is no orphan. Hence, h c i 1 , c j 3 i and h c i 1 , c j 4 i are ob ject-based. Even if op j 2 is not stable, h c i 1 , c j 3 i is ob ject-based if op j 2 is p ending b ecause op j 2 has not yet c hanged the state at c j 3 . If o i is rolled back to c i 1 , op i 1 is undone. Supp ose that o j takes c j 3 where op j 2 is partially computed. op j 2 is required to b e undone while other op erations b eing computed at c j 3 may not ha v e to b e undone. There are tw o kinds of chec kpoints, i.e. c omplete and inc omplete ones. Supp ose that o j is rolled back to the O-chec kp oin t c j h . If c j h is complete, the state of o j is just restored. If c j h is incomplete, the op erations being computed at c j h hav e to b e undone. How ev er, no operation inv ok ed by the op erations needs to b e rolled bac k since the op erations are stable. Hence, h c i 1 , c j 3 i is ob ject-based where c j 3 is incomplete. h c i 2 , c j 3 i and h c i 2 , c j 4 i are also ob ject-based. Let us consider the inconsistent chec kpoints h c i 4 , c j 1 i , h c i 4 , c j 2 i , and h c i 4 , c j 3 i . If op j 2 is stable, c j 2 denotes the same state as c j 4 since op j 2 do es not change the state. Hence, h c i 4 , c j 2 i is ob ject-based since h c i 4 , c j 4 i is consisten t. Here, supp ose that op j 2 is r e ad and there is some write op j 2 h preceding op j 2 after c j 1 . op j 2 reads data written by op j 2 h . Hence, c j 1 denotes a state di�er- en t from c j 4 . If no op eration following c j 1 and preceding op j 2 con icts with op j 2 , op j 2 sends the same result even if op j 2 is computed b efore op j 21 . Hence, if op j 2 is stable and no op eration in � j ( op j 2 , c i 1 ) con icts with op j 2 , h c i 4 , c j 1 i is ob ject-based. h c i 4 , c j 2 i is also ob ject-based. h c i 4 , c j 3 i is ob ject-based where c j 3 is incomplete. h c i 5 , c j h i is similarly discussed. h c i 5 , c j 1 i , h c i 5 , c j 2 i , and h c i 5 , c j 3 i are also ob ject-based. T able 1 summa- rizes the message-based inconsistent but ob ject-based (O) chec kpoints, where chec kp oin ts marked * denote incomplete ones if op j 2 is p ending. 3.2.2 Op en in v ocation op j 2 is op en for op i 1 in Figure 5, where op j 2 and op i 1 communicate by transmitting data messages. Here, c h 31 means a p oint where no data message is commu- nicated after inv oking the op eration, and c h 33 means a p oint where data messages are communicated until the end of the op eration ( h = i , j ). F or c i 1 , c i 2 , c i 4 , c i 5 and c j 1 , c j 2 , c j 4 , the same result as T able 1 is obtained. h c i 2 , c j 3 h i ( h = 1, 2, 3) is ob ject-based if op j 2 is p ending or stable. h c i 31 , c j 33 i cannot b e taken b ecause m 4 is an orphan. Thus, the data messages are not allow ed to b e orphans.

. . .o i o j m 1 op i 1 c i 2 c j 1 c j 2 op j 2 op j 2 l op j 21 m 3 c j 31 c j 32 c j 33 c j 4 c i 31 m 4 c i 32 c i 33 m 2 c i 4 c i 1 c i 5 time Figure 5: Op en dep endent. o i o j Conditions c i 1 c j 31 *, c j 32 *, op j 2 is p ending or stable. c j 33 * c i 2 c j 4 op j 2 is stable c i 31 c j 4 op j 2 is stable. c i 4 c j 1 op j 2 is stable and no c i 5 op eration in � j ( op j 2 , c j 1 ) con icts with op j 2 . c j 2 , c j 31 *, op j 2 is stable. c j 32 *, c j 33 * T able 2: O-chec kpoints for Figure 5. 3.3 Indep enden t inv ocation Next, supp ose that the inv ocation of op j 2 is inde- p endent. First, supp ose that op j 2 is closed for op i 1 [Figure 6]. h c i 1 , c j 4 i and h c i 2 , c j 4 i are ob ject-based if op j 2 is stable. In addition, h c i 1 , c j 3 i and h c i 2 , c j 3 i are ob ject-based if op j 2 is p ending or stable where c j 3 is incomplete. T able 3 shows the message-based incon- sisten t but O-c hec kpoints.

. . .o i o j c i 2 c j 1 c j 2 c j 3 c j 4 op j 21 op j 2 l c i 3 op j 2 m 1 op i 1 c i 1 c i 5 time Figure 6: Closed indep endent. o i o j Conditions c i 1 c j 3 * op j 2 is p ending or stable. c i 2 c j 4 op j 2 is stable. T able 3: O-c hec kpoints for Figure 6. T able 4 shows the message-based inconsisten t but O-c hec kpoints where op j 2 is op en [Figure 7].

. . .o i o j m 1 op i 1 c i 2 c j 1 c j 2 op j 2 op j 2 l op j 21 m 2 m 3 c i 33 c i 32 c i 31 c j 31 c j 32 c j 33 c j 4 c i 1 c i 5 time Figure 7: Op en indep endent. 3.4 In uential messages F ollo wing the p oints discussed in this section, w e de�ne the in uential messages as follows. o i o j Conditions c i 1 c j 31 *, c j 32 *, op j 2 is p ending or stable. c j 33 * c i 2 c j 4 op j 2 is stable. c i 31 c j 4 op j 2 is stable. c i 5 c j 1 op j 2 is stable and no op eration in � j ( op j 2 , c j 1 ) con icts with op j 2 . c j 2 , c j 31 * op j 2 is stable. T able 4: O-chec kpoints for Figure 7. [De�nition] Supp ose that op j 2 sends a message m to op i 1 . Let c i b e a chec kp oin t most recently taken b y o i . m is in uential i� one of the follo wing conditions is satis�ed: (1) If m is a request message, O p ( m ) (= op i 1 ) is un- stable. (2) If m is a resp onse message, O p ( m ) (= op j 2 ) is un- stable or some op eration in � i ( O p ( m ), c j ) con- icts with O p ( m ). (3) If m is a data message, (3-1) O p ( m ) (= op j 2 ) is b eing computed, or (3-2) O p ( m ) is unstable or con icts with some op eration in � i ( op i 1 , c i ). 2 If an op eration op i is undone, only op erations receiv- ing in uential messages from op i are required to b e undone. No w, w e de�ne an O-chec kpoint where the system state is consistent even if the ob jects are rolled back to the O-chec kpoints and then are restarted. [De�nition] A global chec kpoint c = h c 1 , : : : , c n i is obje ct-b ase d ( O-che ckp oint ) i� no in uential message is an orphan at c . 2 F or example, supp ose that op j 2 is not stable in Fig- ure 4. Here, h c i 4 , c j 3 i is not ob ject-based since m 2 is in uential. If op j 2 is stable, h c i 4 , c j 3 i is ob ject-based. The O-chec kpoints ma y not b e consistent with the message-based de�nition. How ev er, the ob jects can b e rolled back to the O-chec kpoints and b e restarted from the O-chec kpoints. By using the sync hronous proto cols similar to the tw o-phase commitment proto col [8, 10], the O- chec kp oin ts can b e taken and the ob jects can b e rolled back and restarted. In the c hec kpointing algorithm, each ob ject o i has to decide whether or not a message m received by o i is in uential. First, o i has to know if an op eration op i receiving m is stable. o i can know from the sp eci�cation if op i is stable. Secondly , o i has to iden tify the op erations to b e included in � i ( op i , c i ) for the chec kpoint c i most recently taken in o i . Here, o i keeps in record the op erations computed after c i in the log l i . When op i is initiated to b e computed in o i , o i lo oks for op erations con icting with op i in the log l i . Thus, all information to make a decision on the in uential messages is �xed when the op erations receiving the messages are initiated. That is, on receipt of a message m , o i can decide whether or not m is in uen tial by using the information obtained already . 4 Ev aluation W e ev aluate the O-chec kpoint proto col in terms of the num bers of O-chec kpoints and in uential mes- sages by comparing with the traditional synchronous c hec kpoints. W e make the simulation on the following clien t-serv er en vironmen t: (1) There are n server ob jects o 1 , : : : , o n in the sys- tem. (2) One client ob ject issues randomly , p ossibly con- currently , op erations to the ob jects. (3) Each op eration inv ok ed in the ob ject inv ok es ran- domly op erations in other ob jects. The maximum level of inv ocation is three. The level is randomly decided when the op eration is initially inv ok ed in the client. (4) o i inv ok es randomly one of four kinds of op er- ations, i.e. op en dep enden t, op en indep endent, closed dep endent, and closed indep enden t ones. (5) Every t w o stable op erations are compatible but every unstable op eration con icts with ev ery other op eration. (6) In the op en inv o cation, one data message is ex- changed b etw een the op erations. (7) One server ob ject, say o 1 , initiates the chec kpoint pro cedure every time some num ber cn of op era- tions are computed. Here, let P s denote a probabilit y that an op eration in- v ok ed by o i is stable. Let C N ( n , P s , cn ) and C O ( n , P s , cn ) b e the n um bers of lo cal chec kpoints taken in the traditional wa y and the O-chec kpoint, resp ectively , for the num ber n of server ob jects, the probability P s of the stable op erations, and the chec kpoint frequency cn . Let M N ( n , P s , cn ) and M O ( n , P s , cn ) b e the n um bers of messages transmitted in the traditional w a y and the O-chec kpoint, resp ectively , for n , P s , and cn . In the simulation, the client ob ject issues 800 op- erations. In Figure 8, the straight line shows the ra- tios C O ( n , 0.5, 2) =C N ( n , 0.5, 2) and the dotted line indicates M O ( n , 0.5, 2) =M N ( n , 0.5, 2) for n given P s = 0.5 and cn = 2. That is, 50% of op erations in v ok ed are stable. The chec kp oin t pro cedure is ini- tiated every t w o op erations inv ok ed in o 1 . Figure 8 sho ws that the n um ber of chec kpoints to b e tak en can be reduced by taking only the O-c hec kpoints. F or ex- ample, only 60% of traditional c hec kpoints are taken in the O-chec kpoint if there are sev en server ob jects, i.e. n = 7. In Figure 9, the straight line shows C O (5, P s , 2) =C N (5, P s , 2) and the dotted line shows M O (5, P s , 2) =M N (5, P s , 2) for P s , n = 5, and cn = 2. The more stable op erations are inv ok ed, the fewer num ber of in uential messages are transmitted and the fewer n um ber of c hec kpoints are taken in the O-chec kp oin t. Figure 10 shows C O (10, 0.8, cn ) =C N (10, 0.8, cn ) and M O (10, 0.8, cn ) =M N (10, 0.8, cn ) for cn given n = 10 and P s = 0.8. That is, 80% of the op erations are stable. Figure 10 shows that the num b er of chec k- p oints tak en by the serv er ob jects are not increased even if the chec kpoint pro cedure is more often initi- ated. This means that the ob jects which are required to b e more a v ailable can often initiate the c hec kpoint pro cedure. Figure 8: O-chec kpoints and in uen tial messages for n . Figure 9: O-chec kpoints and in uen tial messages for P s .

Figure 10: O-c hec kpoints and in uential messages for cn . 5 Concluding Remarks This pap er has discussed how to take the obje ct- b ase d (O) chec kpoints which can b e taken from the ap- plication p oint of view and may not b e consistent with the traditional message-based de�nition. W e ha v e de�ned the in uential messages on the basis of the seman tics of requests, resp onses, and data messages where the op erations are nested. Only ob jects receiv- ing in uential messages are rolled back if the senders of the in uential messages are rolled back. By using the in uen tial messages, we hav e de�ned the obje ct-b ase d che ckp oint which can b e tak en from the ob ject p oint of view but may b e inconsisten t with the message-based de�nition. W e ha v e sho wn ho w muc h we can reduce the num ber of chec kpoints to b e taken if eac h ob ject tak es only O-c hec kpoints. References [1] Bernstein, P . A., Hadzilacos, V., and Go o d- man, N., \Concurrency Control and Recov ery in Database Systems," A ddison-Wesley Publishing Comp any , 1987. [2] Bharga v a, B. and Lian, S. R., \Indep endent Checkpointing and Concurrent Rollback for Re- cov ery in Distributed Systems | An Optimistic Approach," Pr o c. of the 7th Symp. on R eliable Distribute d Systems , pp. 3-12, 1988. [3] Birman, K. P . and Joseph, T. A., \Reliable Com- munication in the Presence of F ailures," ACM T r ans . on Computer Systems , V ol.5, No.1, pp.47- 76, 1987. [4] Chandy , K. M. and Lamp ort, L., \Distributed Snapshots : Determining Global States of Dis- tributed Systems," ACM T r ans. on Computer Systems , V ol. 3, No. 1, pp. 63{75, 1985. [5] Ellis, C. A., Gibbs, S. J., and Rein, G. L., \Groupw are," Comm . ACM , V ol.34, No.1, pp.38{58, 1991. [6] Fischer, M. J., Gri�eth, N. D., and Lynch, N. A., \Global States of a Distributed System," IEEE T r ans. on Softwar e Engine ering , V ol. SE-8, No. 3, 1982. [7] Garcia-Molina, H., \Using Semantics Knowl- edge for T ransaction Pro cessing in a Distributed Database," Pr o c. of ACM SIGMOD , V ol. 8, No. 2, 1983. [8] Gray , J., \Notes on Database Op erating Systems, An Adv anced Course," L e ctur e Notes in Com- puter Scienc e , No.60, pp.393-481, 1978. [9] Higaki, H. and T akiza w a, M., \Group Comm u- nication Proto col for Flexible Distributed Sys- tems," Pr o c. of IEEE ICNP-96 , pp. 48{55, 1996. [10] Ko o, R. and T oueg, S., \Checkpointing and Rollback-Reco v ery for Distributed Systems," IEEE T r ans. on Computers , V ol. C-13, No. 1, pp. 23{31, 1987. [11] Korth, H. F., \Lo cking Primitives in a Database System," JACM , V ol.30, No.1, pp.55-79, 1983. [12] Lamp ort, L., \Time, Clo cks, and the Ordering of Even ts in a Distributed System," Comm . ACM , V ol.21, No.7, 1978, pp.558{565. [13] Lin, L. and Ahamad, M., \Checkpointing and Rollback-Reco v ery in Distributed Ob ject Based Systems," Pr o c. of the 9th Symp. on R eliable Distribute d Systems , pp. 97{104, 1990. [14] Leong, H. V. and Agraw al, D., \Using Message Semantics to Reduce Rollback in Optimistic Mes- sage Logging Recov ery Schemes," Pr o c . of IEEE ICDCS-14 , pp.227{234, 1994. [15] Maniv annan, D. and Singhal, M., \A Low- Overhead Recov ery T ec hnique Using Quasi- Synchronous Checkpointing," Pr o c . of IEEE ICDCS-16 , pp.100{107, 1996. [16] Nak am ura, A. and T akiza w a, M., \Causally Ordering Broadcast Proto col," Pr o c . of IEEE ICDCS-14 , pp.48{55, 1994. [17] Ramanathan, P . and Shin K. G., \Checkpoint- ing and Rollbac k Recov ery in a Distributed Sys- tem Using Common Time Base," Pr o c. of the 7th IEEE Symp. on R eliable Distribute d Systems , pp. 13{21, 1988. [18] T ac hik a w a, T. and T akiza w a, M., \Communica- tion Proto col for Group of Distributed Ob jects," Pr o c. of IEEE ICP ADS’96 , pp. 370{377, 1996.

[19] T anak a, K. and T akiza w a, M., \Distributed Checkpointing Based on In uential Messages," Pr o c. of IEEE ICP ADS’96 , pp. 440{447, 1996. [20] W ang, Y. M. and F uc hs, W. K., \Optimistic Message Logging for Indep endent Checkpointing in Message-Passing Systems," Pr o c. of the IEEE Symp. on R eliable Distribute d Systems , pp. 147- 154, 1992. [21] W eikum, G., "Principles and Realization Strate- gies of Multilev el T ransaction Management," ACM TODS , V ol. 16, No. 1, pp.132-180, 1991.