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Logis;cs	
  

•  We	
  have	
  a	
  T.A.!	
  
– Zhiyuan	
  Teo	
  zt27@cornell.edu	
  
– “Everyone	
  calls	
  me	
  ‘zee’”	
  
– Will	
  be	
  doing	
  hw/quiz	
  grading	
  
–  (607)	
  279-­‐8025	
  
– Office:	
  Upson	
  4107a	
  
– Office	
  hours:	
  ???	
  

•  5	
  Minute	
  Break	
  Experiment	
  



Addi;onal	
  Reading	
  

•  Jeff	
  King	
  ARP	
  Poisoning	
  A6ack	
  and	
  Mi:ga:on	
  
Techniques	
  
– hgp://www.cisco.com/en/US/prod/collateral/
switches/ps5718/ps708/
white_paper_c11_603839.html	
  



Latest	
  News	
  (eweek.com)	
  



More	
  News	
  (zdnet.com)	
  



Where	
  We	
  Are	
  in	
  Syllabus	
  
✔	
  

✔	
  

☞	
  



Main	
  Goals	
  for	
  Today	
  

•  Basics	
  of	
  Ethernet	
  networks	
  
•  Basics	
  of	
  IP	
  packets	
  
•  Arp	
  transla;on	
  and	
  arp	
  spoofing	
  



Ethernet	
  Basics	
  

•  Ethernet	
  is	
  a	
  physical	
  layer	
  protocol/technology	
  
– One	
  of	
  many	
  compe;ng	
  physical	
  layers	
  
– Most	
  popular,	
  but	
  others	
  s;ll	
  important	
  

•  Eg	
  for	
  long-­‐haul	
  cables	
  

•  For	
  delivering	
  packets	
  of	
  data	
  
–  Called	
  “frames”	
  in	
  ethernet	
  lingo	
  
–  From	
  one	
  machine	
  to	
  another	
  

•  Originally	
  a	
  LAN	
  technology	
  
– Now	
  some;mes	
  used	
  for	
  sizeable	
  networks	
  



Ethernet	
  Then	
  

10Base5	
  



Ethernet	
  Now	
  



Ethernet	
  Addresses	
  

•  6	
  byte	
  address	
  
•  ifconfig	
  –a	
  (alt:	
  tcpdump	
  –D)	
  
•  Every	
  network	
  interface	
  has	
  a	
  hard-­‐coded	
  
address	
  
–  (But	
  it’s	
  possible	
  to	
  forge	
  in	
  sopware…)	
  

•  Globally	
  unique	
  
– Achieved	
  by	
  assigning	
  vendor	
  preambles	
  	
  



Ethernet	
  address	
  



Broadcast	
  

•  Originally	
  broadcast	
  –	
  all	
  computers	
  hooked	
  
to	
  the	
  same	
  wire	
  

•  Each	
  interface	
  listens	
  to	
  all	
  traffic	
  
– Only	
  pays	
  agen;ons	
  to	
  packets	
  with	
  its	
  address	
  
– Except	
  for…	
  



Promiscuous	
  Mode	
  

•  Possible	
  to	
  put	
  interface/OS	
  into	
  special	
  mode	
  
•  Where	
  it	
  looks	
  at	
  every	
  packet,	
  whether	
  or	
  
not	
  it’s	
  addressed.	
  	
  	
  

•  This	
  is	
  the	
  basis	
  of	
  network	
  monitoring.	
  
•  Let’s	
  do	
  it:	
  
– sudo	
  tcpdump	
  -­‐i	
  en0	
  -­‐c	
  5	
  –e	
  
– sudo	
  tcpdump	
  -­‐i	
  en0	
  -­‐c	
  5	
  –e	
  not	
  ether	
  host	
  
14:10:9f:e3:7d:a3	
  



Ethernet	
  Frame	
  

1500	
  is	
  typical	
  MTU	
  for	
  ethernet	
  



Ethernet	
  Type	
  Codes	
  

hgp://www.cavebear.com/archive/cavebear/Ethernet/type.html	
  



Switched	
  Ethernet	
  

Source:	
  hgp://engweb.info/courses/various/gnotes/ethernet_overview.html	
  



CAM	
  Table	
  

1 2 3 4 5 6 7 8

A	
   B	
  

A:	
  A-­‐>B	
  

S:	
  Ah,	
  A	
  is	
  on	
  1	
  

S:	
  Broadcast	
  A-­‐>B	
  pkt	
  

B:	
  B-­‐>A	
  

S:	
  Ah,	
  B	
  is	
  on	
  5	
  

Switch	
  has	
  no	
  more	
  need	
  	
  
to	
  broadcast	
  about	
  A	
  or	
  B	
  



CAM	
  Table	
  Overflow	
  

•  If	
  the	
  switch	
  sees	
  too	
  many	
  MAC	
  addresses	
  
– CAM	
  table	
  fills	
  up	
  
– Then	
  just	
  broadcasts	
  everything	
  
– Makes	
  it	
  easier	
  to	
  sniff	
  everyone’s	
  traffic	
  

•  Can	
  be	
  mi;gated	
  with	
  port	
  security	
  
– Switch	
  rules	
  about	
  what	
  Macs	
  on	
  what	
  port	
  
– Or	
  how	
  many	
  Macs	
  per	
  port	
  



5	
  Minute	
  Break	
  



IP:	
  Internet	
  Protocol	
  

•  Core	
  part	
  of	
  TCP/IP	
  suite	
  of	
  protocols	
  
•  Defined	
  by	
  IETF	
  (Internet	
  Engineering	
  Task	
  
Force)	
  

•  Protocol	
  for	
  global	
  exchange	
  of	
  packets	
  
•  Across	
  many	
  physical	
  networks	
  



Core	
  IP	
  Concept	
  

Physical	
  
Network	
  

H1	
  

H2	
  

Physical	
  
Network	
  

Physical	
  
Network	
  

Physical	
  
Network	
  

R	
  

R	
  
R	
  



IP	
  Address	
  (v4)	
  

•  Four	
  bytes	
  
•  Wrigen	
  192.168.254.6	
  
– “doged	
  decimal”	
  

•  Ifconfig	
  –a	
  
•  Originally	
  a	
  global	
  sta;c	
  iden;fier	
  
– Encoded	
  loca;on	
  on	
  Internet	
  
– Has	
  become	
  much	
  more	
  complex	
  

•  sudo	
  tcpdump	
  -­‐i	
  en0	
  -­‐c	
  5	
  



IP	
  Header	
  

hgp://cs.uccs.edu/~cs522/msgformat/format.htm	
  



Ethernet	
  IP	
  Nes;ng	
  

Ether	
  
Src	
  

Ether	
  
Dst	
   T	
  

0x0800	
  

IP	
  Header	
   IP	
  Data	
  

IP	
  Data	
  

IP	
  Data	
  



Address	
  Resolu;on:	
  The	
  Problem	
  

Physical	
  Network	
  

H1	
  

R	
  

Ether	
  R	
   IP	
  H1	
   Data…	
  



Address	
  Resolu;on	
  Protocol	
  

•  Part	
  of	
  Internet	
  protocol	
  suite	
  
– RFC	
  826	
  (1982).	
  

•  Wrapped	
  inside	
  an	
  ethernet	
  packet	
  
– or	
  other	
  hardware	
  layer	
  
– Ethertype	
  0x0806	
  

•  Basically	
  asks	
  where	
  a	
  given	
  IP	
  packet	
  should	
  
go	
  
– As	
  a	
  physical	
  layer	
  (eg	
  ethernet)	
  address	
  

•  Runs	
  on	
  a	
  single	
  physical	
  network	
  
– Never	
  transmiged	
  across	
  routers	
  



ARP	
  Packet	
  Format	
  

Ethernet	
  =	
  0x0001	
  

IP	
  =	
  0x0800	
  

1	
  =	
  request,	
  2	
  =	
  reply	
  



Opera;on	
  of	
  ARP	
  request	
  

•  Given	
  an	
  IP,	
  	
  
– Look	
  up	
  in	
  local	
  arp	
  table	
  
– “arp	
  –a	
  –n	
  |less”	
  to	
  see	
  table	
  

•  If	
  not	
  in	
  table,	
  send	
  a	
  broadcast	
  
–  to	
  ethernet	
  ff:ff:ff:ff:ff:ff	
  
– Asking	
  for	
  that	
  des;na;on	
  IP	
  address	
  

•  Also	
  includes	
  our	
  ethernet	
  and	
  ip	
  address	
  

	
  



ARP	
  response	
  

•  Recipient	
  
– Reverses	
  src/dest	
  fields	
  
– Fills	
  out	
  its	
  correct	
  MAC	
  address	
  
– Changes	
  opcode	
  to	
  2	
  
– Sends	
  out	
  in	
  an	
  ethernet	
  packet	
  directly	
  to	
  
requester	
  (not	
  broadcast)	
  

•  Now	
  communica;on	
  can	
  be	
  established	
  from	
  
requester	
  to	
  responder	
  	
  


