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Logis;cs	
  

•  Course	
  is	
  now	
  official	
  
•  Expect	
  an	
  email	
  from	
  Stephanie	
  Meik	
  with	
  
your	
  PIN	
  

•  Need	
  to	
  enroll	
  by	
  tomorrow	
  (Weds	
  9/11)	
  
•  If	
  you	
  didn’t	
  sign	
  list	
  in	
  class,	
  or	
  talk	
  to	
  
Stephanie	
  
– Go	
  talk	
  to	
  her	
  to	
  ensure	
  you	
  get	
  a	
  PIN	
  number	
  



More	
  Logis;cs	
  

•  Let’s	
  add	
  a	
  week	
  to	
  homework	
  1	
  –	
  
– now	
  due	
  Weds	
  9/18	
  @	
  5pm	
  
–  Just	
  now	
  have	
  a	
  TA	
  candidate	
  
– S;ll	
  dealing	
  with	
  very	
  basic	
  issues	
  in	
  lab	
  
– Corollary:	
  my	
  office	
  hrs	
  tomorrow	
  will	
  be	
  normal	
  
1:30-­‐3pm	
  

•  Can	
  we	
  use	
  Ubuntu	
  in	
  VM	
  on	
  laptop	
  for	
  hw?	
  
– Yes,	
  but	
  you’re	
  on	
  your	
  own	
  for	
  pla]orm	
  specific	
  
issues.	
  



Latest	
  News	
  



More…	
  

hap://www.theguardian.com/world/interac;ve/2013/sep/05/sigint-­‐nsa-­‐collaborates-­‐technology-­‐companies	
  



And	
  more…	
  

hap://www.theguardian.com/world/interac;ve/2013/sep/05/
nsa-­‐project-­‐bullrun-­‐classifica;on-­‐guide	
  



And	
  s;ll	
  more…	
  



Main	
  Goals	
  for	
  Today	
  

•  Heap/BSS	
  Overflows	
  and	
  Vulnerabili;es	
  
–  Just	
  a	
  liale	
  taste	
  

•  Understand	
  NX	
  defenses	
  against	
  overflows	
  
– And	
  sketch	
  return	
  oriented	
  programming	
  

•  Understand	
  Address	
  Space	
  Randomiza;on	
  
– And	
  how	
  the	
  dark	
  side	
  can	
  work	
  around	
  it	
  

•  Discussion	
  today	
  probably	
  a	
  liale	
  sketchier	
  
– Want	
  to	
  point	
  to	
  various	
  issues	
  
– But	
  need	
  to	
  move	
  on	
  to	
  other	
  topics	
  



Top	
  of	
  Memory	
  

Top	
  of	
  Stack	
  

large_string_	
  LS	
  
ptr	
  Ret	
  SFP	
  Buffer[64]	
  contains	
  shellcode	
  

Stack	
  Pointer	
  %esp	
   Frame	
  Pointer	
  %ebp	
  

Saved	
  Frame	
  Pointer	
  

Refresher:	
  Canaries	
  

Can
ary	
  

Not	
  invincible.	
  	
  Eg	
  hap://phrack.org/issues.html?issue=56&id=5	
  
	
  



Heap/BSS	
  Overflows	
  

•  Heap	
  is	
  app	
  dynamically	
  allocated	
  memory	
  
– malloc/new	
  

•  BSS	
  is	
  segment	
  for	
  sta;c/global	
  variables.	
  
•  Code	
  vulnerabili;es	
  are	
  conceptually	
  similar	
  
to	
  in	
  stack	
  case,	
  but	
  with	
  heap/bss	
  variables	
  

char*	
  foo	
  =	
  (char*)malloc(64);	
  
if(foo)	
  
	
  	
  strcpy(foo,	
  user)	
  



Simple	
  BSS	
  example	
  

int	
  main(int	
  argc,	
  char	
  **argv)	
  
{	
  
	
  	
  FILE	
  *tmpfd;	
  
	
  	
  sta;c	
  char	
  buf[BUFSIZE],	
  *tmpfile;	
  
	
  	
  tmpfile	
  =	
  "/tmp/vulprog.tmp";	
  	
  
	
  	
  prin]("Enter	
  one	
  line	
  of	
  data	
  to	
  put	
  in	
  %s:	
  ",	
  tmpfile);	
  
	
  	
  gets(buf);	
  
	
  	
  tmpfd	
  =	
  fopen(tmpfile,	
  "w");	
  
	
  	
  fputs(buf,	
  tmpfd);	
  
	
  	
  fclose(tmpfd);	
  
}	
  
	
  

Adapted	
  from	
  hap://netsec.cs.northwestern.edu/media/readings/heap_overflows.pdf	
  



Simple	
  heap	
  example	
  

struct	
  myObject	
  
{	
  
	
  	
  char	
  name[64];	
  
	
  	
  int	
  (*foo)(int);	
  
	
  …	
  
}	
  	
  

Note	
  that	
  in	
  C++,	
  virtual	
  func;ons	
  are	
  stored	
  implicitly	
  in	
  	
  
object	
  structure	
  as	
  func;on	
  pointers	
  



Use	
  A{er	
  Free()	
  



Heap	
  Issues	
  in	
  General	
  

•  O{en	
  exploitable	
  
•  Not	
  nearly	
  as	
  cookie-­‐cuaer	
  as	
  stack	
  issues	
  
•  Requires	
  more	
  code-­‐analysis	
  from	
  the	
  
aaacker	
  
– Each	
  case	
  is	
  different	
  



NX/DEP/W^X	
  

•  Related	
  mechanisms	
  with	
  common	
  theme	
  
– Let’s	
  not	
  execute	
  the	
  stack/heap	
  
– That	
  way,	
  cannot	
  inject	
  shellcode	
  into	
  buffer	
  
– And	
  then	
  point	
  RIP	
  at	
  buffer	
  contents	
  
– Diao	
  in	
  format	
  string	
  aaack,	
  cannot	
  put	
  shellcode	
  
into	
  buffer	
  

•  Requires	
  hardware/OS	
  support	
  
– But	
  we	
  have	
  that	
  now	
  



NX/DEP/W^X	
  
Top	
  of	
  Memory	
  

Top	
  of	
  Stack	
  

large_string_	
  LS	
  
ptr	
  

new	
  
Ret	
  SFP	
  Buffer[64]	
  contains	
  shellcode	
  

Stack	
  Pointer	
  %esp	
   Frame	
  Pointer	
  %ebp	
  

Saved	
  Frame	
  Pointer	
  

X	
  
Processor	
  won’t	
  execute	
  



NX	
  Bit	
  

•  General	
  term	
  for	
  hardware	
  feature	
  
– Originally	
  AMD	
  term	
  
–  XD	
  Bit	
  (Intel)	
  
–  XN	
  Bit	
  (ARM)	
  

•  Implemented	
  in	
  the	
  page	
  table	
  
–  Bit	
  63	
  says	
  this	
  page	
  cannot	
  be	
  executed	
  
– Hardware	
  will	
  enforce	
  when	
  doing	
  memory	
  lookup	
  on	
  
instruc;on	
  pointers	
  in	
  virtual	
  address	
  space	
  

– OS	
  needs	
  to	
  manage	
  the	
  bits	
  on	
  the	
  pages	
  
•  Make	
  sure	
  stack	
  and	
  heap	
  pages	
  cannot	
  execute	
  

	
  
	
  



DEP:	
  Data	
  Execu;on	
  Preven;on	
  

•  Term	
  for	
  the	
  OS	
  Level	
  feature	
  
•  Par;cularly	
  on	
  MS	
  Windows	
  
– Controllable	
  on	
  a	
  process-­‐by-­‐process	
  basis	
  
– First	
  op;onally	
  available	
  on	
  XP	
  SP2	
  (circa	
  2004)	
  
– Default	
  is	
  s;ll	
  only	
  to	
  be	
  available	
  on	
  core	
  OS	
  stuff	
  
– Op;onally	
  turn	
  on	
  for	
  everything	
  

•  Breaks	
  some	
  applica;ons	
  



W^X	
  

•  Write	
  XOR	
  Execute	
  
•  Extended	
  version	
  of	
  idea	
  
•  All	
  virtual	
  pages	
  can	
  be	
  	
  
– either	
  writeable	
  or	
  executable	
  
– But	
  not	
  both	
  

•  Prevents	
  self-­‐modifying	
  code	
  
•  OpenBSD,	
  OS	
  X,	
  some	
  Linux	
  have	
  full	
  W^X	
  



Defea;ng	
  NX:	
  Return	
  to	
  LIBC	
  

•  We	
  can’t	
  make	
  RIP	
  point	
  to	
  our	
  code	
  
•  But	
  we	
  can	
  make	
  it	
  point	
  to	
  any	
  pre-­‐exis;ng	
  
code	
  on	
  system	
  
–  In	
  text	
  segment,	
  so	
  executable	
  

•  And	
  we	
  can	
  set	
  up	
  stack	
  beforehand	
  
•  Eg	
  call	
  system();	
  
•  So	
  NX	
  not	
  invincible	
  by	
  itself	
  



ROP:	
  Return	
  Oriented	
  Programming	
  

•  Generaliza;on	
  of	
  return-­‐to-­‐libc	
  idea	
  
•  Shacham,	
  2007	
  
•  Idea	
  is	
  to	
  crawl	
  libc	
  (etc),	
  and	
  find	
  a	
  series	
  of	
  
“gadgets”	
  

•  A	
  gadget	
  is	
  a	
  useful	
  bit	
  of	
  code	
  right	
  before	
  
the	
  ret	
  instruc;on	
  of	
  some	
  func;on	
  

•  Might	
  just	
  be	
  one	
  or	
  two	
  instruc;ons	
  



Libc	
  from	
  a	
  ROP	
  POV	
  

Func;on	
   G R Func;on	
   G	
   R Func;on	
   G R Func	
   G R

Func	
   G	
   R Func;on	
   G	
   R Func;on	
   G	
   R

Etc,	
  etc…	
  



More	
  ROP	
  

•  Then	
  call	
  a	
  bunch	
  of	
  these	
  in	
  sequence	
  	
  
–  from	
  the	
  (scribbled	
  on)	
  stack	
  

•  Shachem	
  showed	
  that	
  libc	
  ROP	
  gadgets	
  form	
  a	
  
general	
  purpose	
  computa;on	
  framework	
  that	
  
can	
  do	
  anything.	
  

•  Very	
  hard	
  to	
  fix	
  this	
  by	
  surgery	
  on	
  libc	
  



NOP	
  Sleds	
  

•  When	
  we	
  overwrite	
  an	
  address	
  in	
  memory	
  
– Say	
  a	
  RIP	
  

•  We	
  need	
  to	
  know	
  what	
  value	
  to	
  put.	
  
•  Simple	
  case:	
  
– Beginning	
  of	
  shellcode	
  in	
  buffer	
  

•  But	
  this	
  is	
  fragile.	
  	
  	
  
– Any	
  slight	
  difference	
  in	
  code	
  version,	
  	
  
– Even	
  if	
  it	
  didn’t	
  affect	
  the	
  vulnerability	
  
– Could	
  change	
  the	
  jump	
  address	
  



So	
  allow	
  for	
  some	
  imprecision	
  

NOP	
  

Shellcode	
  

Instead	
  of	
  

Jump	
  exactly	
  here	
  

Shellcode	
  

Do	
  

Jump	
  somewhere	
  in	
  here.	
  	
  Now	
  our	
  exploit	
  is	
  less	
  	
  
fragile.	
  	
  Assuming	
  we	
  have	
  the	
  space.	
  

NOP	
  NOP	
  NOP	
  NOP	
  NOP	
  

On	
  x86,	
  0x90	
  is	
  a	
  single	
  byte	
  op-­‐code	
  	
  
to	
  do	
  nothing.	
  	
  Simplest	
  NOP	
  sled.	
  



Address	
  Space	
  Layout	
  Randomiza;on	
  
Basic	
  insight	
  is	
  to	
  make	
  it	
  really	
  hard	
  to	
  figure	
  out	
  what	
  address	
  to	
  jump	
  to.	
  	
  Put	
  key	
  parts	
  
of	
  the	
  program	
  in	
  random	
  places	
  in	
  memory	
  

Text	
  

Instead	
  of	
  loading	
  program	
  into	
  memory	
  the	
  same	
  way	
  every	
  ;me:	
  

Stack	
   Heap	
  

Text	
  Stack	
   Heap	
  

Randomize:	
  

Heap	
   Heap	
  

Text	
  Stack	
  Heap	
   Heap	
   Heap	
  



So	
  Now	
  

•  When	
  we	
  overwrite	
  RIP,	
  we	
  don’t	
  know	
  where	
  
to	
  point,	
  not	
  even	
  close	
  
–  If	
  we	
  could	
  get	
  close,	
  could	
  use	
  a	
  NOP-­‐sled	
  



ASLR	
  
•  Now	
  available	
  on	
  all	
  major	
  OS’s	
  
•  Not	
  all	
  legacy	
  code	
  is	
  compiled	
  this	
  way	
  
– May	
  not	
  be	
  posi;on-­‐independent	
  

•  But	
  increasingly	
  becoming	
  standard	
  
•  So	
  a	
  fully	
  modern	
  exploit	
  must	
  get	
  past	
  
–  Canaries	
  
– NX/DEP	
  
– ASLR	
  

•  All	
  at	
  the	
  same	
  ;me…	
  
•  But	
  let’s	
  look	
  at	
  ASLR	
  in	
  isola;on	
  for	
  a	
  moment	
  



Brute	
  Forcing	
  ASLR	
  

•  Loading	
  at	
  run	
  ;me,	
  we	
  can’t	
  do	
  fine-­‐grained	
  
randomiza;on	
  
– Code,	
  for	
  example,	
  has	
  all	
  kinds	
  of	
  internal	
  jumps	
  
that	
  must	
  be	
  known,	
  so	
  code	
  can’t	
  easily	
  be	
  
jumbled	
  up	
  at	
  the	
  micro	
  scale.	
  

•  Limited	
  to	
  moving	
  around	
  big	
  chunks	
  (stack,	
  
text,	
  etc)	
  
– Consider	
  an	
  8MB	
  stack	
  in	
  4GB	
  (32	
  bit	
  machine)	
  
– 512	
  possible	
  posi;ons.	
  	
  Not	
  outrageous	
  to	
  guess	
  
– Much	
  more	
  difficult	
  on	
  64	
  bit	
  machines	
  



Leaking	
  Addresses	
  

•  Anything	
  that	
  allows	
  us	
  to	
  see	
  an	
  address,	
  	
  
–  lets	
  us	
  get	
  a	
  handle	
  on	
  where	
  that	
  kind	
  of	
  thing	
  
lives	
  

– Eg	
  format	
  string	
  vulnerability	
  allows	
  us	
  to	
  inspect	
  
the	
  stack	
  before	
  doing	
  our	
  aaack	
  
• We	
  can	
  quickly	
  figure	
  out	
  where	
  everything	
  lives	
  

–  Text	
  pointers	
  in	
  RIPs	
  
–  Stack	
  pointers	
  in	
  stack	
  frame	
  bases	
  
–  Heap	
  pointers	
  in	
  local	
  variable	
  pointers	
  to	
  heap	
  buffers	
  



Defea;ng	
  ALSR/DEP	
  combined	
  
•  Any	
  non-­‐ALSR	
  code	
  can	
  be	
  analyzed	
  for	
  ROP.	
  
– S;ll	
  some;mes	
  libraries/code	
  lying	
  around.	
  	
  Eg	
  

•  haps://blogs.technet.com/b/srd/archive/2013/08/12/
mi;ga;ng-­‐the-­‐ldrhotpatchrou;ne-­‐dep-­‐aslr-­‐bypass-­‐
with-­‐ms13-­‐063.aspx	
  



Defea;ng	
  ALSR/DEP	
  

•  Ge�ng	
  harder	
  –	
  Microso{	
  will	
  pay	
  $100k	
  for	
  
any	
  new	
  methods	
  of	
  doing	
  it	
  on	
  Windows	
  
– hap://www.microso{.com/security/msrc/report/
bypass_bounty.aspx	
  



Boaom	
  Line:	
  Defenses	
  Help	
  
But	
  not	
  a	
  panacea	
  yet:	
  



Problem	
  S;ll	
  Not	
  Fully	
  Solved	
  

hap://www.cvedetails.com/product/22318/Microso{-­‐Windows-­‐8.html	
  


