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Logis;cs	
  
•  Quiz	
  2	
  
•  Guest	
  lecture	
  next	
  Thursday	
  	
  



Latest	
  News	
  

hEp://threatpost.com/microsoI-­‐warns-­‐customers-­‐away-­‐from-­‐sha-­‐1-­‐and-­‐rc4/102902	
  



More	
  News	
  

hEp://www.reuters.com/ar;cle/2013/11/13/us-­‐usa-­‐healthcare-­‐security-­‐
idUSBRE9AC16M20131113	
  



Main	
  Focus	
  of	
  Today	
  

•  Public/Private	
  Key	
  Cryptography	
  



Public	
  Key	
  Cryptography	
  

•  Also	
  known	
  as	
  Asymmetric	
  Cryptography	
  
– To	
  dis;nguish	
  from	
  symmetric	
  cryptography	
  

•  shared	
  secret	
  

•  Instead	
  of	
  shared	
  key,	
  keys	
  come	
  in	
  pairs	
  
– Public	
  key	
  used	
  to	
  encrypt	
  data	
  
– Private	
  key	
  used	
  to	
  decrypt	
  data	
  
– Not	
  feasible	
  to	
  infer	
  private	
  key	
  from	
  public	
  key	
  



Main	
  Advantage	
  
•  Enormously	
  simplifies	
  key	
  management	
  
–  Imagine	
  large	
  group	
  that	
  need	
  to	
  communicate	
  by	
  
shared	
  key	
  schemes	
  
•  Share	
  one	
  key	
  amongst	
  many	
  and	
  risk	
  losing	
  everything	
  
•  Or	
  keep	
  track	
  of	
  n2	
  keys 	
  	
  

•  With	
  public	
  key	
  crypto,	
  I	
  give	
  out	
  my	
  public	
  key,	
  
everyone	
  can	
  know	
  it.	
  
– Anyone	
  can	
  send	
  me	
  a	
  message	
  
– Only	
  I	
  can	
  read	
  those	
  messages	
  
–  I	
  only	
  have	
  to	
  worry	
  about	
  one	
  secret	
  key	
  (mine)	
  
– Don’t	
  have	
  to	
  share	
  my	
  secret	
  (private)	
  key	
  with	
  
anyone	
  



History	
  

•  Invented	
  in	
  the	
  seven;es	
  
•  1973,	
  secretly,	
  by	
  GCHQ	
  (Bri;sh	
  intel)	
  
•  1976	
  Diffie	
  Hellmann	
  Key	
  exchange	
  
•  1977	
  RSA	
  public/private	
  key	
  exchange	
  
– Rivest,	
  Shamir,	
  Adleman	
  

•  Many	
  more	
  schemes	
  since	
  then	
  
•  RSA	
  s;ll	
  in	
  wide	
  prac;cal	
  use	
  
– 1024	
  bit	
  keys	
  considered	
  weak,	
  but	
  longer	
  ok	
  



RSA	
  
•  Underlying	
  base	
  is	
  difficulty	
  of	
  factoring	
  very	
  
large	
  numbers	
  

•  Will	
  sketch	
  algorithm	
  while	
  again	
  skipping	
  worst	
  
of	
  math	
  details	
  

•  We	
  choose	
  two	
  large	
  primes	
  p,	
  q	
  
–  hundreds	
  of	
  digits	
  each	
  
– Modulus,	
  n	
  =	
  pq	
  
–  Size	
  of	
  n	
  in	
  bits	
  is	
  the	
  key	
  length	
  
–  Then	
  choose	
  an	
  exponent,	
  e	
  that	
  

•  Has	
  no	
  common	
  factors	
  with	
  (p-­‐1)(q-­‐1)	
  
•  Public	
  key	
  is	
  n	
  and	
  e	
  
•  Private	
  key	
  can	
  be	
  computed	
  from	
  p	
  &	
  q	
  



Encryp;on	
  

•  Take	
  the	
  text	
  and	
  turn	
  blocks	
  of	
  text	
  into	
  
numbers.	
  	
  Say	
  M	
  is	
  number	
  for	
  some	
  block	
  

•  Then	
  take	
  Me	
  mod	
  n	
  
•  Toy	
  example	
  	
  

–  hEp://www.woodmann.com/crackz/Tutorials/Rsa.htm	
  	
  
– p	
  =	
  43,	
  q	
  =	
  59	
  (both	
  prime)	
  
– n	
  =	
  43*59	
  =	
  2537	
  
– e	
  =	
  13	
  (no	
  common	
  factor	
  with	
  42	
  or	
  58)	
  



Encryp;on	
  Example	
  

•  Message	
  is	
  ST	
  OP	
  
•  Encode	
  as	
  1819	
  1415	
  
– 181913	
  mod	
  2537	
  =	
  2081	
  
– 141513	
  mod	
  2537	
  =	
  2182	
  
– Ciphertext	
  is	
  2081	
  2182	
  



Decryp;on	
  

•  Find	
  decryp;on	
  exponent	
  d	
  such	
  that	
  
•  de	
  mod	
  (p-­‐1)(q-­‐1)	
  =	
  1	
  
•  Ie	
  d	
  is	
  the	
  mul;plica;ve	
  inverse	
  of	
  e,	
  	
  
– modulo	
  (p-­‐1)(q-­‐1)	
  
– Tractable	
  algorithms	
  for	
  this	
  are	
  known	
  

•  Then	
  plaintext	
  P	
  can	
  be	
  computed	
  from	
  C	
  
– P	
  =	
  Cdmod	
  n	
  



Decryp;on	
  Example	
  

•  Suppose	
  ciphertext	
  is	
  0981	
  0461	
  
•  d	
  =	
  937	
  for	
  our	
  previous	
  example	
  
•  937*13	
  mod	
  2436	
  =	
  12181	
  mod	
  2436	
  =	
  1	
  
•  098113	
  mod	
  2537	
  =	
  0704	
  
•  098113	
  mod	
  2537	
  =	
  1115	
  
•  Message	
  was	
  HE	
  LP	
  



Applicability	
  of	
  Public	
  Key	
  

•  Typically	
  public	
  key	
  algorithms	
  are	
  
computa;onally	
  expensive.	
  

•  Not	
  prac;cal	
  to	
  apply	
  to	
  long	
  messages	
  
•  Therefore	
  generally	
  used	
  in	
  the	
  process	
  of	
  
establishing	
  a	
  temporary	
  symmetric	
  key	
  
– Session	
  key	
  

•  Encrypted	
  by	
  public	
  key	
  crypto	
  for	
  transfer	
  
•  Then	
  used	
  to	
  encrypt	
  lengthy	
  communica;on	
  session	
  
•  Then	
  thrown	
  away	
  



Let’s	
  Try	
  It	
  

•  openssl	
  genrsa	
  -­‐out	
  private_key.pem	
  1024	
  
•  more	
  private_key.pem	
  
•  openssl	
  rsa	
  -­‐in	
  private_key.pem	
  -­‐text	
  -­‐noout	
  
•  openssl	
  rsa	
  -­‐pubout	
  -­‐in	
  private_key.pem	
  -­‐out	
  
public_key.pem	
  

•  more	
  public_key.pem	
  


