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Logis;cs	
  
•  HW4	
  wri?en,	
  on	
  website	
  today	
  
•  Piazza	
  s;ll	
  pending	
  
– Note	
  email	
  to	
  my	
  cornell	
  address	
  unreliable	
  
– Use	
  backup	
  cc:	
  stuart	
  –	
  at	
  –	
  earlywarn	
  –	
  dot	
  –	
  org	
  



Latest	
  News	
  



Dragos	
  Ruiu	
  



Assigned	
  Reading	
  

•  h?p://www.cert.org/tech_;ps/
malicious_code_mi;ga;on.html	
  



Where	
  We	
  Are	
  in	
  Syllabus	
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Main	
  Goals	
  for	
  Today	
  

•  Web	
  proxies	
  
•  Cross-­‐site	
  Scrip;ng	
  



Web	
  Proxies	
  

•  HTTP	
  designed	
  to	
  support	
  chains	
  of	
  proxies:	
  

Client	
  

Request	
  

Proxy1	
   …	
   ProxyN	
   Server	
  

Response	
  

•  Browser/OS	
  has	
  support	
  to	
  designate	
  a	
  proxy	
  



Some	
  HTTP	
  Features	
  for	
  Proxies	
  

•  If-­‐Modified-­‐Since:	
  <date>	
  
– Request	
  side	
  header	
  
– Allows	
  a	
  304	
  Not	
  Modified	
  response	
  

•  If-­‐Match:	
  <en;ty-­‐tag>	
  
•  Cache-­‐Control:	
  no-­‐cache	
  (etc)	
  
•  Via:	
  <proxy>	
  



URL	
  Blacklists	
  
•  List	
  of	
  “bad”	
  urls	
  
–  Known	
  malicious	
  

•  Malware,	
  etc	
  
•  Google	
  safe	
  browsing	
  is	
  most	
  famous	
  

–  Produc;vity	
  problem	
  categories	
  
•  Adult	
  
•  Gambling	
  
•  Social	
  Media	
  
•  Hobby	
  
•  Sports	
  
•  News	
  

– Uncategorized	
  
•  Blocking	
  this	
  avoids	
  many	
  problems,	
  but	
  also	
  FPs	
  



Building	
  a	
  URL	
  Blacklist	
  

•  Build	
  a	
  big	
  farm	
  of	
  clients	
  (eg	
  in	
  VMs)	
  
•  Crawl	
  the	
  web	
  
•  Try	
  to	
  get	
  infected	
  
•  Note	
  the	
  bad	
  URLs	
  
•  If	
  you	
  were	
  the	
  bad	
  guys,	
  what	
  would	
  you	
  do?	
  



Reasons	
  for	
  Client-­‐side	
  proxy	
  chains	
  
•  Acquisi;ons	
  
– When	
  BigCo	
  acquires	
  SmallCo	
  
–  Easiest	
  thing	
  is	
  make	
  SmallCo	
  proxy	
  point	
  to	
  BigCo	
  proxy	
  
– Don’t	
  have	
  to	
  change	
  segngs	
  on	
  all	
  SmallCo	
  computers	
  

•  Proxy	
  Sandwich	
  
– Allow	
  for	
  monitoring	
  between	
  child	
  and	
  parent	
  

Client	
   Child	
   ProxyN	
   Internet	
  

IDS	
  



X-­‐Forwarded-­‐For	
  

•  When	
  there	
  is	
  a	
  client-­‐side	
  proxy	
  
– Anything	
  on	
  Internet	
  side	
  will	
  not	
  see	
  original	
  IP	
  
address	
  of	
  client	
  

–  If	
  this	
  is	
  desirable,	
  	
  
•  X-­‐forwarded-­‐for:	
  <ip1>,	
  <ip2>,	
  …	
  
•  Records	
  the	
  chain	
  of	
  IP	
  addresses	
  (original	
  client	
  and	
  
proxies	
  along	
  the	
  way).	
  

•  In	
  proxy	
  sandwich	
  architecture,	
  oken	
  see	
  
– Child	
  proxy	
  adds	
  X-­‐forwarded-­‐for	
  
– Parent	
  proxy	
  removes	
  it	
  again	
  



Cross-­‐Site	
  Scrip;ng	
  



S;ll	
  a	
  Live	
  Issue	
  



Same	
  Origin	
  Policy	
  
•  When	
  can	
  a	
  piece	
  of	
  js	
  access	
  a	
  DOM?	
  



Same	
  Origin	
  Policy	
  
•  Principle	
  enforced	
  by	
  browser	
  is:	
  
– Protocol,	
  host,	
  and	
  port	
  must	
  all	
  match	
  

So	
  ladygaga.com	
  <script>s	
  shouldn’t	
  be	
  able	
  to	
  talk	
  to	
  wellsfargo.com	
  



Form	
  Genera;on	
  

•  h?p://www.w3schools.com/html/
html_forms.asp	
  
– Especially	
  examine	
  the	
  submit	
  bu?on	
  form	
  
– Use	
  the	
  submit	
  bu?on	
  
– Examine	
  the	
  url	
  with	
  parameters	
  
– Examine	
  the	
  generated	
  output	
  html	
  source	
  
– What	
  is	
  the	
  server	
  code	
  doing	
  here?	
  
– Try	
  inpugng	
  <i>blah</i>	
  



Website	
  Login	
  



How	
  Does	
  Bank	
  Maintain	
  State?	
  



Cookies	
  

•  RFC	
  6265	
  
– obsoletes	
  RFCs	
  2965	
  and	
  2109	
  

•  Mainly	
  defines	
  two	
  HTTP	
  headers	
  
– Set-­‐Cookie:	
  

•  Server	
  to	
  client	
  (browser)	
  
•  Defines	
  name/value/a?ribute	
  of	
  cookie	
  

– Cookie:	
  
•  Client	
  to	
  server	
  
•  Reports	
  on	
  cookies	
  stored	
  for	
  that	
  server	
  



Set-­‐Cookie:	
  Syntax	
  

h?p://en.wikipedia.org/wiki/HTTP_cookie	
  



Cookie:	
  Syntax	
  



Looking	
  at	
  HTTP	
  Headers	
  

•  curl	
  -­‐D	
  cnn-­‐header.txt	
  h?p://www.cnn.com	
  
•  More	
  cnn-­‐header.txt	
  



Types	
  of	
  Cookie	
  

•  Session	
  Cookie	
  
– No	
  expira;on	
  set	
  
– Gone	
  on	
  browser	
  close	
  

•  Persistent	
  Cookie	
  
– Stored	
  on	
  disk,	
  long-­‐lived	
  in	
  browser	
  



Cookies	
  In	
  The	
  Browser	
  

•  h?ps://support.google.com/chrome/answer/
95647?hl=en	
  



Accessing	
  Cookies	
  from	
  JS	
  

h?ps://developer.mozilla.org/en-­‐US/docs/
Web/API/document.cookie	
  



Pugng	
  It	
  Together	
  

•  Elements	
  of	
  an	
  XSS	
  a?ack	
  scenario	
  
–  I	
  use	
  server	
  with	
  sensi;ve	
  content	
  (bank)	
  
–  Bank	
  server	
  code	
  that	
  doesn’t	
  eliminate	
  markup	
  
– A?acker	
  (Lady	
  Gaga)	
  tricks	
  me	
  into	
  visi;ng	
  a	
  link	
  to	
  
bank,	
  	
  
•  but	
  of	
  her	
  construc;on	
  	
  
•  while	
  I’m	
  logged	
  into	
  bank	
  

–  Bank	
  incorporates	
  Lady	
  Gaga’s	
  code	
  into	
  webpage	
  
– Now	
  her	
  javascript	
  can	
  access	
  bank	
  	
  

•  with	
  my	
  login	
  privileges	
  (has	
  my	
  cookie)	
  
•  Now	
  she	
  can	
  steal	
  my	
  $609.31!	
  	
  	
  



Ways	
  to	
  Deliver	
  the	
  URL	
  

•  Email	
  
•  In	
  another	
  web	
  page	
  
– Link	
  to	
  click	
  
–  Iframe	
  with	
  bank	
  url	
  


